DE—REBEAHOT7I9EARA NAX=DT
VTIOL—RIZDODWT

2E

BUSBHIC

CiscoP VHERABRA YV RMAX=F T YT T L—RAR

R . WANEH TOEENZCAPWAPA X—I DA DV O—R

CAPWAPA X—J B IV O—RI 4> R QAR
ZOtERAOHME

FlexConnectE— RTOMEBHBAX—S TV FTIL—R
7O AOHE
Hl&

TIRATINY RHTTPSR—ADAPA X =S ORI O—R
EABI
ZO+ZADHE
E2IE(GUI)

18/ i

TFTP/SFTPIC & 2% DAPOFEHF Y 7L —R
Ot ADHE
EXTE(AP CLI)
BRI

o
ol
o

FL®IC

CORFIXYNTIE, WANBEH TCisco APA X—TJZMEWNICTYTIL—RL, BELEE
MORBICHLTDHECOVTHALET,



Cisco7 VEARA MAX=DT VT IL—RER

SAOADT I EARAY NAP)TREBHBZAX =T Y 7L — RFFRARTITHN . 20K
BTY7TIL—REFEEDTA RIVFTERY NT—JWAN)UV IVEHRATUE—MF A NIH
LTETIZD2ORRELZEN BN ET, BEDCAPWAPA X=X TV O—-—RAERGE, O—A
LZRYRD—UTRBIRENTITY, KET., WANEHTOGEEENMEV AN H)ET. O
0232 TR, COBMBEAREIZERZHAL ., DRNBEVE-—RNTYTIL—ROLDIC
TN EREBLCBRILE D EOBEZRLET,

BREE  WANERHTORENZCAPWAPA X— Ao O—R

CAPWAPIC&KBAPA X—OTF Y 7L —ROBEXRNZTOEARK, REC54150 0> 3>
IITEBENTVET. COXANTKAIEY ., T4¥LALANTY RO—S5(WLC) K.
CAPWAPKR > ZI)LZNL T, BRENEAPIZH L VAP X—D ZEERMTEET. 77—A4A
JITF—RDOTF ¥ > Y% ETImage Data Request (RFC 5415, £ 3>9.1.1) Z &I,
WLCIE, RDF ¥ U ZZEETBHIC. APH S OXIST BImage Data Response
Acknowledgment ( RFC 5415, 29> 329.12) Z#F#L XY,

ROEIE., APA TUnNREEORBIDAPEWLCHRBEINA X—2EE7OEAZRLTVET,


https://datatracker.ietf.org/doc/html/rfc5415#section-9.1

AP WLC

: Configuration Update Request (Image Identifier = x) |

:‘ Configuration Update Response (Result Code = Success) |

: Image Data Request (Image Identifier = x, Initiate Download) )_:
Image Data Response (Result Code = Success, Image Information = {size, hash}) :

Image Data Request (Image Data = Data)

< |
i . Image Data Response (Result Code = Success) )E
L( Image Data Request (Image Data = Data) i
i Image Data Response (Result Code = Success) }E
Ioop / [Image Data Transfer] E
i{ Image Data Request (Image Data = Data) :
; Image Data Response (Result Code = Success) }E
L( Image Data Request (Image Data = EOF) :
Image Data Response (Result Code = Success) }E
:_( Reset Request (Image Identifier = x) :
Reset Response (Result Code = Success) }

AP WLC
APA X—2EEM7ORA70O—

BEENLERSIZ, WICR T 7—AVITAXR—SF—ROF Y IV BBCAAXA—DF—RER
XYy tE—JBFEEFELET, AP, Image Data Response(IDR)X Y £—T #EEL T, 2hsm
T‘\’\/70) 1|:|E5Ewu\ L\Kbijo L_G)ﬁtitﬁ'(i ’fX—/éﬁS?ﬁ‘ﬁZ{ éhéitﬁéi?o

BEET—RERXY E—JIERLT, REITIEBET—RISEXY LI #FESEE L TH
BENKY, 2FY, APRBAX=INTY NFEETDDZEFSE. BEBRKEZTV. XONT
Y RNE/ROVBENFHYWET, ChiZL), WANRETOAX—DHXTOVO—ROEEMETLE
EE

EEAE., APEWLCOBDOZ I RN Y ZEHBRTT)AM00I VUM OIFSE, ChiCk > TiiE

I/ NRAREWICIRS VIO T Y NCHIBREhET, ENT Y M4 ZXH1000/8N1 kD5
&, BRAIL—TY NF1OKB/RICEY ET, APA X—THF50MBNIBZE, BEEERT IS

DEHZLEORNEBEN51200TT, COZER, EFEXTOBSHBAERATRETHOTE,

Z DSTOP-AND-WAITHEEBEAXANZ X LD =HIZCAPWAPA X— DRI O— RAEVER
LBBENHDERRLTVET, COFERF. WLCEAPHFRELF Y INARY RD—0D—
HBTHhY), BEENFHZRPIRTHIO0—NIAAX—PEHEETEEILEEFRA,



SEE N7 Y MBADORIWRTUWANU S Fid, A X—JOWIBEI &R T T4
|| |

I.-.:--

A& ET, Cisco Bug IDCSCwf09053% SR L T IEE Y
ESBLTEEL,
B EIBIES - SR S H 0 5 DWANIRE D 65\ T, B D CAPWAPSIAD/ S R 8zi% X ) =
XLCHETS NS OHBEENTH 00, 3DOBAEILErBAE hEL 1,

1. CAPWAP7J 1 > RILIRMEEF, IINFINTY RATAFA2 T T4V RIERETSDC


https://tools.cisco.com/bugsearch/bug/CSCwf09053

ET, CAPWAPHIINAB®HZHRELET, chiZky, BERBFNBVEICEDFICERK
NDTF—ZNTY NEEETEDELSIZKEY, CAPWAPTL—AD—JAOSEE) VD
A=Y NFELLET,

2. FlexConnect®— R T Efficient Image Upgradeld, WANFHFIHIBABRS N TWB TS FF
7 1 ATHEICBAE B FlexConnect APAICERFTE N EREILARTT, CcOFETRE
AX=DDEAVVO—RERVEBAETEILICKY, WANOERZR/DMRICIHZET

3. 7 IRNATNY RHTTPSR—ADAPA X—T DAV O—RAXTR, A X—JEEDL
OIZOMO-FLOFEAWebH —/NTRITEND, HMUL L, KYBRHEHTTPsZ' O
hNILZEAL., RENZCAPWAPHE N RILOASICBBEZ LD T, COBEIK
ML TVWERT,

CAPWAPA X— A2 O— R4 RO OBEBEHLIR

— DHEEIC K V), Office Extend Access Points(OEAP)& =l& 7L 7 —H—APEH O CAPWAPA
—ADA A= IO VO—ROZFEN MELET, chik, E—0ODV 1 RIZEOEED
CAPWAPHIHF + R OFIRICHLTZEDT, RONTY REEFBITREICTNTONT Y B
LZXTLTEEE’JF'\K#'JZ\EEK%T‘&b SIEBIE) O TOEENEBSBEVYYET, COBEEIERICK
 HENTY MCRTBIEBOARATZATAT T4 ROOYR—RNFEMENREL 12,

CAPWAPY 4 > RO AL ADEE

FEF ¥ XL TOCAPWAPA X = ATV O—RT7OCLAORGE, BESNIETARIYA
A(BCEEEVVIB ) ICR>TRESEEBEHhET,

CAPWAP I 1~ RO A X=1(F7 A4 NEE) : N7 Y N7 O— B &stop-and-waitE) £
#RLUET, WLCH SEEE izimage Data Request(MDRQ)/NT Y RZ &2, WLCIE—BEZLE
L. APA S MImage Data ResponsefERICEZFHML TH S, XRONT Y NEEELET,



Time

2.334990
2.334990
2.335982
2.335982
2.335982
2.336989
12.726968
12.856011
12.856801
12.807018
12.908017
12.908017
12.917012
12.918004
12.918004
12.8919011
12.819011
12.91901
12.920M8
12.9200M8
12.920018
12.921010
12.922017
12.922017

T4 RIGAZXIOCAPWAPA X =27 Y 7JL—R70—

CAPWAP D A Y RO A X=N(&RF20) : NTY RNT7TO—RBAZATFAT T4 RIX
NZAXLERLET, BESBEEERIDACEBONTY NV O LEBBTESRLSICT
BIET, RAGATAVT DAV RIBBEZMRBVICIATILET,



AP

Time wie
595.694495 5260 ' Application Data aas
595.694581 8260 | Agplication Data s
595.694653 5260 - Application Data 20
595.694713 5260 | Application Data 26
595.694803 6260 = Application Data e
505.604899 5260 - Application Data sus
595.694965 6260 = Application Data o
595.695053 5260 = Application Data sase
595.695132 280 Application Data e
595.695156 8260 | Application Data  saue
595.605837 8260 | Application Data s
595.695857 5260 - Application Data 5200
505.695882 6260 | Application Data + suan
595.695903 5260 | Application Data + e
595.695921 5260 - Application Data sus
595.695945 6260 | Application Data o 5210
595.695969 5260 | Application Data . 520
595.696146 5260 | Application Data o
596.696217 5260 Application Data 8248
595.696236 5260 | Application Data e
595.696261 5260 - Application Data sus
595.696292 6260 = Application Data o
595.696379 5260 = Application Data saue
595.696451 6260 - Application Data s
595.696539 5260 - Application Data s
595.696619 8260 | Application Data saue
596.696707 5260 Application Data 8248
695.696765 6260 - Application Data e
595.696809 5260 = Application Data o
5260 EL. Application Data i Bt

595.696897

PO

T4 RO A XHF20DCAPWAPA X—Fy 79 L—R70—

J7OEADOHE

1. OEAP/TL 7 —AH—APEROAPZ7O7 74N ZERELET,
2.CO7A77AIATCAPWAP I 1 2 ROB A XZE1KY) KRELSRKRELET,
3. ZCOAPZ'O7 7 A4 ) %Z0OEAP/TL JD—AH—APICBHERITE T,
A APOIMAZTOEARRIC, REENETA VRIS AN BEBRAENET,
5. LIBEOCAPWAPA X— MDA DV O—RTRE, KYKREBRDTA D RIFAL AN ERE N,
A=Y NAFELELET,
X IE(CLI)

AP7O77A4INEHREL. CAPWAP I A RIUH A XEHRELET,

<#root>

configure term nal ap-profile capwap w ndow size



<- Between 3 to 20

end

AP7O7 74N A NEZTICEENT, APICERALET ( "IENBAAX=2DT YT IL—
Ry DATYT28LRTIEFRKIC, ELVAPZO77AIIUN YA RE2T2NLTI) ATV
BEEEIELET ),

FREE(CLI)

<tfroot>

show ap profile nane detailed

| in indo <- View CAPWAP window size in an AP profile
show capwap client rch

| in Window <- View CAPWAP status and modes for a specific AP(Look for CAPWAP ST1iding Window and Activ
show ap config general

| in indo <- View AP configuration details(Shows Capwap Active Window Size)

FIRREIR/ZRSEH

« COYREEEX, OEAP7TO77AINTORYR—KRENET,

s DAV RIFALXE, APIMATOEAFICOKAPTEFHF ENET,

« BHOTYTIL—RAX=JHAPIZT TIZEELTVWAREE, ZLA7>O—RIEKNY
H—EchFH A,

FlexConnectE— R TOMEBNBAX—DTFTYTIL—R

Efficient Image Upgradeld, FlexConnect APAIZERETE Ni-HRiBEIL AR T, $FICWANFIHIFE - &l
BROHBDTZFFAT7 1A ANOBALKIEE T, COFETRE, Y1 RRTADTZA4I V)
APEEEELTIY MNOA—FA 54 X—2AVO—RLEZ, BUYA M EZTAOMO T
APHTFTPZENL T ZARIUAPHA S AX—2DBAIDO—RTEDRDICTEHET, WAND
BRZEFRIRICHAET, T7TAXVAPRK, YA REZIZEDEFIZEICIDDAPTT,

J7OEAOHE

1. HLWVWAPA X = HFWLCTARAT—I 0 hET,

2. FlexConnect AP, SIZEPBAX—JTF Y TIL—ROEHICERESNEY A NRTICE
WHETSsNET,

3. WLCIE., Y4 RRITRDEFINZEWCIDDAPETSAIIVAPEL TEIRLE T,

4. T4 X UAPIK, WAND > ORRH ( BEIEZCAPWAPEHR ) TWLCHASA X—=2BF DY



A—RLULZFET,

5. 7AIVAPICA A=A B HTshDE, AUYA NETAOTHAPEK, O—HILX
Y RND—ORBHTTFTPEFERA LTI SANIVAPAS A X—22 A O0—RLET,

6. RARIDDTHUAPH T SAXVAPASERKICATO—RTEXT,

7. 800 0—RE, APERFILVWAX—DRETITDEHICUO—RLULET,

=
« 754X VIVAPOZHAWANBRHTAA—22A DV O—RTDERDICTDET, WANDTH
HiEEAEZHRLET,
s THOAPADA X—=DBEIC., KYSEEO—AILFY ND—2U2 0 (TFTPER ) 27
ALET,

R IE(CLI)
<#root>

Enable Predownload in Flex Profile:

configure term nal
wireless profile flex

pr edownl oad

<- Enables the Efficient Image Upgrade option.

end
Configure a Site Tag and Associate Flex Profile:

configure term nal
wireless tag site

flex-profile



<- Ensure 'no local-site' is configured if not already, for Flexconnect mode

end

Attach Policy Tag and Site Tag to AP(s):

configure term na
ap

<- Use wired MAC address

policy-tag

site-tag

rf-tag

end

Trigger Predownload to a Site Tag:

enabl e
ap i mage predownl oad site-tag

start



FREE(CLI)

<tfroot>

show ap primary |ist
<- Display 1list of primary APs
show ap i mage
<- Display predownload status of APs: (Initially shows 'Predownloading', then 'Complete')

show ap nane

i mge

<- Display image details for a specific AP
show capwap client rch

<- Check if Flex efficient image upgrade is enabled on the AP console

FIRRBIR/ZRER

s YA RRTZEALTSMIDAPRE. ENSO—NIILTFTPEED O ICYENICEUS
FICBRETDLEN HYUEXT,

« DAFT—HY—EARILTCPR—K8443Z2ERALET (I FAT > hFINY TN RILXClean
Ar7 7ANBEDROEEICEERETNET ). COR—NE, BENEMIZ>TERH
WERRICAZWERT,

* WLCA'A 2 ARN—ILE—RTHILENFHYET,

TIORNATIN RHTTPSR—ADOAPA X— ORI O—R

OOB HTTPSR—AAPA X—2 ORI 0O— R, ZEDOCAPWAPHIEH/NADAZBICA X— %
HETDCEILEKDTAPAX=DDT YT IL—RNT#—X A &mEEEES1-8HIC, Cisco
IOS® XE Dublin 17.11ATEAE N IR AR T,

OOBHTTPs A X Tk, EZEETCPEHTTPZFEAL TAX—2 ZEELE T, CAPWAPHIHEF v X
JL Dstop-and-wait X A Z AL EFEAKY), TCPTRAENICATATA T T4 RIXAZX
LNEREHh, SEED I LTOMBNBNILITF—REENAEICEYET,



CcOBFERTE., I MO—FLETRITENTVBWebH—/\(nginx)ZFERAL T, HTTPEHBET
APICAPA X—DZBERBLET, ikl RBET7 7A4 I OEIEICE T 5 CAPWAPHIHH
NADOFHRANAEEEN, KYEERTCFEEZATO—RXADZXLNFREHEEAETT,

15 7 51

COFZEEFE, APAX=20OT7YTIL—REERILTIBEESICENTT, 5. CAPWAPH|HH
NOZRINDEBEEFEHBEBOFRICKY), #ERDA/N REDO—RICE-EA DA S E[REMED
H>d, KERZERAPVE—MNYANTEMTT,

J7OEANOKE

1. 3L VWAPA X =S HFWLCTARAT—I U TEhhFET,

2.00BHTTPs7 Y7’ JL—RAREGE, IRO—FTEMCEH, BEEIET,

3.APlE. OOBAREZHR—NTBDHEE, REENEAR—NLEOHTTPZAL T, > NO—
Z EOnginx Webt —/\NA SRHEBEBAX—DZAIO—RLESELET,

4. HTTPOAR DV O—RARIITDE, APTRT7ZYFTIL—R7OVANFHEITENET,

5. HTTPOA I O—RAFKKTD &, APIFBEIWNICEED A /N> RCAPWAPA D> O—
REKICT7F—=INYOLET,

NTYRFF¥TFrviE, WLCHAHTTPsH—/Ne LU THEEL . APA'HTTPSO 247> e L THE
BEL T, R— FB443BEHDEETCPEKE 7 7ALDOH UV O—REZRABLTVDZEZRLT
WEd,



Time

26.079042
26.079042
26.080049
26.248040
26.248040
26.249032
26.249032
26.250039
26.252038
286.252038
26.253045
26.263045
26.256035
28.256035
26.2660356
26.256035
26.257042
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.264030
26.264030
26.264030
26.264030
26.264030

60534 : 60534 + pesync-hips(8443) [ACK] Seq=1 Ack=1 Win=29312 Len=0 TS5val=5801800 TSecr=1785999230 ! 8443

o client Halla . e
60534 - posync-httpsiB443) -+ 60534 [ACK] Seg=1 Ack=518 Win=64768 Len=0 TSval=1785999359 TSecr=5801668 | pass
oonsa | Hella Retry Request, Change Clpher Spec e
c0534 | 60534 + prayne-nitps(A443) [ACK) Seq=518 Ack=100 Win=20312 Len=0 TSval=5801669 TSecr=1785899400 | 443
60834 Change Cipher Spec, Client Hello 5“43
e Server Hello, Application Data ! gaqa
e pesyne-hiips(8443) - 60534 [ACK] Seq=1448 Ack=1041 Win=64256 Len=1348 TSval=1785900403 TSecr=5801870 [TCPE POU IN105] | ean
60534 Application Data, Application Data, Application Data E s4a3
60534 E
60634 Applicavion Data . 8443
s0534 - Application Data : aaa3
0534 - Application Data 8483
aoesd | Application Data . 8443
i
aos3 60534 + pesync-niips(8443) [ACK] Seq=1395 Ack=4322 Win=43392 Len=0 TSval=5801677 TSecr=17850990407 | 443
60534 -
60534 H pesync-hiips(B443) - 60534 [ACK] Seq=5670 Ack=1398 Win=64128 Len=1348 TSval=17 14 TSecr=5801678 [TCP PDU n129] ' Baa3
o083 pesyne-htips(B443) - B0534 [ACK] Seq=7018 Ack=1395 Win=64128 Len=1348 TSval=1785090414 TSecr=5801876 [TCP POU reassembled in 129) | adda
Gﬂﬁ.ﬂ posync-=hitpsi8443) -+ 60534 [ACK] Seq=8366 Ack=1395 Win=64128 Len=1348 TSval=1765999414 TSecr=5801676 [TCF POU reassembled in 129] E 8443
WUSQ -hiltps(B443) 4 60534 [PSH, ACK] S569=9714 Ack=1395 Win=64128 Len=1348 TSval=17888959414 TSecr=5801676 [TCP FOU reassembled In 125] i 443
60534 = ECSMC-NIPI(8443) + 60534 [ACK) Seq=11062 Ack=1395 Win=64128 Len=1348 T5val=1785988414 TSecr=5601676 [TCR PDU © 128) g4
60531 posync-https(8443) 4 60534 [ACK] S80=12410 Ack=1395 Win=64128 Len=1348 TSval=1785999414 TSecr=5801676 [TCP PDU reassembled in 129] : Baa3
60834 - pesync-hitps(8443) < 80534 [ACK) Seq=13758 Ack=1398 Win=64128 Len=1348 TSval=1785999414 TSecr=5801676 [TCP POU re: in1 _]_, P
SOE3s pesync-hitps{B443) + 60634 [ACK) Seq=15106 Ack=1335 Win=64128 Len=1348 TSval=1786885414 TSecr=6801676 [TCP PDU 1 IN128] ...
60534 ;
BO834 60534 < pesync-hitps(8443) [ACK] Seq=1395 Ack=7018 Win=45157 Len=0 TSval=5801683 TSecr=1785999414 “'3
60534 i 60534 = pesync-hilps(B4435) [ACK] Seq=1395 Ack=0714 Win=54012 Len=0 TSval=6801683 TSecr=1785990414 m‘a
i | K] S58q=1395 Ack=12410 Win=60672 Len=0 T5val=5801683 TSecr=1785099414 :
60534 60534 -+ pesync-hitps(8443) [ACK] Seqg=139% Ack=15106 Win=66560 Lan=0 TSval=5801683 TSecr=1785 414 \ pa43
60534 | B0534 < pesyne-hty 43) [ACK] Seq=1395 Ack=17802 Win=F2320 Len=0 TSvals5801684 TSecr=17856959414 :

HTTPSR—ZADAXA—=2FT v 7JL—RNTYy h70—

FRIE(CLI)

<tfroot>

Enable the HTTPS upgrade method:

configure term na
ap upgrade nethod https

end

Configure a custom HTTPS port (Optional - default is 8443):

configure term na
ap file-transfer https port

end



KE(GUI)
1. Configuration > Wireless > Wireless Global D JEIC#BE L £ 9,
2.APAX=DF Y 7IL—RED23 T, HTTPsXY Y REZBEMICLET,
3. (#7332 )HTTPs Port7 4 —JL RIZEZADLET,
4. Apply to Devicez VY VL& T,

FREE(CLI)

<tfroot>

show ap upgrade net hod
<- Check global HTTPS method status
show ap file-transfer https summary
<- View configured and operational HTTPS file transfer port

show ap nane

config general | sec Upgrade

<- Check if a specific AP supports 00B capability (Look for "AP Upgrade Out-Of-Band Capability : Enabl
show wi rel ess stats ap i nage- downl oad

<- View the method used for recent downloads (Check the Method column)
show pl at form sof t war e yang- nanagenent process

<- Verify nginx server status

FIRBIR/ZRER

« Cisco I0S® XEX 7 U 17 11 AL BN HKRE,

+ Cisco Embedded Wireless Controller® 7= [&Cisco Wave 17 9t ARA > R TlEHR—K &
hEtA.

s A MO—=FTIJO—=/NI)LHTTPSEREZBMICTIHBEN HV)FT,

e nginxH—/\AFINO—FELETRITEhTVBRUREN HYVET,

s BMESThIEARA—NE, O NO—FEAPORBETEZERETHILEN HVYET,

« HTTPSH—/NNXO R ZARKRA 2 NICAFSIRABEDF I —2FHBH5E. TYTIL—RHIX
BITBAEMEN B ET,

* Cisco IOS® XE17.1MAK W B DON—=23a ATV TL—RIBHIC, BHICTIHEN



HYET (APTYTIL—RERXhttps&L ),

« R—PMA4AEFHEXRTT, HOEER—KNPBEHAOR—MNEFEALBEVTIEEV,

« F7FINKR—K8443DHE : A MO—FDOGUIHTTPS7 V2 RA£8443% EA T 254
AP 7PANEEFELEGFGUIZVEARICHIOR—NERELE T,

TFTP/SFTPIC & 2% DAPOFEB T Y I L —K

COFZETR, A2V ELEFSSHERTAP CLICEET VAL, TFTPELIEESFTPH—/\
PEARA=—DOAIVO—REZRARLET, Chid. BEDAPO RS TN 21—FT1420, BE
O RA—=ZIEMALTVWEVAPOT Y 7 TIL—R, REBTACHRHIZTFNYTAX—=D0
O—RICRIBEERT,

APA X—TZBRERLET,

CO7OtAE, ERICIEAPA X—JZAPICEEZEO—RLULET, WLCR—ADT YT L —R
DIFEE. WLCIEWLCA X— N RIASAPICEBUEAX—2ZBIRULET, 2Tl FB
TERTDIBENHVYET,

APAX=ON—=232 TR, WLCA A= OwmBRAUVERBEZITERAUNIERAENET,

Cisco Catalyst 9800 ') — A Wireless Controllery 7 RV TPV —AD U OB R—KHRT &
EARANIBEBLET

Cisco Catalyst 9800 J—ADA VYL AARO—FYTRIIFIVI)—RATHR—REZhTV
B2TF7OHARALU B



https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#c9800-ctr-ap_support

Supported Access Points in Cisco Catalyst 9800 Series Wireless Controller Software Releases

Table 5. Cisco Catalyst 9800 Wireless Controller and Supported Access Points

I0S XE Release Access Point Image Access Point Supported Access Points
Version Number Release
Cisco 105 XE 17.17.0.87 15.3(3)JPV Cisco Wireless Wi-Fi 7 APs: 9176 (I/D1),
17.17.1 91781, 9172(I/H)

Cisco Catalyst Wi-Fi 6E APs: 9136 (1), 9162
(1), 9164 (1), 9166 (1/D1)

Cisca Catalyst Wi-Fi 6 APs: 9105AX (I/W),
9115AX (I/E), 9117AX (1), 9120AX (I/E/P),
9130AX (I/E)

Cisco Alronet APs: 1815 (I/W/M/T), 1830
(1),1840 (1), 1852 (I/E), 1800i, 2800 (I/E},
3800 (I/E/P), 4800 (1)

QOutdoor and Industrial APs: 1542, 1560,
1570, and IW3702

Integrated Access Point in Cisco 1100 ISR
(ISR-AP1100AC, ISR-AP1101AC, and ISR-
AP1101AX)

Cisco Catalyst Industrial Wireless 6300
Heawy Duty Series Access Point, Cisco 6300
Series Embedded Services Access Point,
Cisco Catalyst 9124AX (I/D/E) Access
Points, Cisco Catalyst 9163 (E) Series
Access Points, Cisco Catalyst Industrial
Wireless 9167 (I/E) Heavy Duty Access
Points, Cisco Catalyst IW9165D Heavy Duty
Access Points, Cisco Catalyst IW9165E
Rugged Access Points

Sensors: Cisco Aironet 1800s Active Sensor
Pluggable Modules: Wi-Fi 6 Pluggable
Module for Industrial Routers

DA4YLAAPOE#BMEI NI TR

D5 T, 9800 WLCHOCCOA X—ZIZDOVWTEHBALET, IFBICERBITED A X—D/N—
Jarvh, AFBICEEON—23A D THR-—RNENDT I EARSA 2V RFRRENET, N2
INTATADAP MI0CAPA X =D Z A VAR —ILTRDBENHBIERELE T, REWERITS
E.APAX=IENIEITHBZEANDAVERT, B)IPVERVIB0EHR—IA/RETFTILEL
TUARERTVET,

ROFIETIE, software.cisco.comliBEL, APX I O—RT7AINEHLSAX—DEHEBLE
E

Downloads Home / Wireless / Access Points Catalyst 9130AX> U —AXT7 9 EARA U N
Catalyst 9130AXIT £ AR A > N / Lightweight APY 7 k™ T 7 — 17.17.1(ED)

V78D IFPRXD>O—R - Catalyst 9130AXIZ I ARA > b



https://software.cisco.com/download/home/286323627/type/286288051/release/17.17.1
https://software.cisco.com/download/home/286323627/type/286288051/release/17.17.1
https://software.cisco.com/download/home/286323627/type/286288051/release/17.17.1

Software Download

is Hor A Series Access Pc Cat ghtweight AP Software- 17.17.1(ED)
™ Atalvet (12N e T T
'L.-d].dl“.,-'fu 9130AX| Access Point
d allapse A Rele 17.1 ED
1 B
Latest Release g
17.15.3(ED)

Related Links an
15.3.3-JPQ4(MD)

Jocumentation
Mo related links umentation
File Information
WIRELESS LAN LWAPF
17.17.1(ED) 33 = :

17.16.1(ED)

Release Date

Mar-2025

B

£ .
=

A9 O—RNAG, APEFILEAPA XA—TDN—DIVILL>TREYET,
J7OEADOHE



1. 7O AABERTFTPELEESFTPH—/NICE—5'Y NAPAX—=D 7AWV EBART—D00

LET,
2.APOCLI (A2 YV—IELEWESSH) ICFTIVEALET,
3. archive download-sw N> RZRITLT, Y —NEAX—DT7AINONAZEELET

4 APHFARX—27E D O0—-RLET,
547V O—RATTLES, CAPWAPT Ot AZBEEHITSH, APEUO—RLTHLL
AAX=D2B/HMILET,

% (AP CLI)
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<- Using TFTP:

archi ve downl oad-sw /no-rel oad sftp:/// Usernane:
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