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W Wi-Fi 7 Compatibility ~ 3/3 requirements met

Q WPA3 should be Enabled
Current Status: Enabled

° Supported Ciphers and AKMs are:

GCMP256 + SAE-EXT-KEY / FT=SAE-EXT-KEY / OMWE
AES + 802.1X-5HA256 / FT-802.1X
GCMP256 + Sulte-B-192

Current configured Cipher(s) + AKM(s):

CCMP128 / GOMP256 + SAE / FT-SAE / SAE-EXT-KEY /
FT-SAE-EXT-KEY

o PMFE state should be Optional or Required
Current Status: Required

Per Band Enablement Status

6 GHz 5 GHz 2.4 GHz

+ Enabled + Enabled © Disabled
Dependencies: Dependencies: Dependencies:
# Global 11be # Global 11be # Global 11be
* MLO Primary * MLO Primary o MLO Primary

* MLO Secondary

" Enabled — band is enabled and all dependencies have been met
Downgraded — band is enabled but dependencies are not mat
@ Disabled — band is disabled as per the Radio Policy configuration

Click here to Enable/Disable global 802. 1 1be configuration.
Click here to Enable/Disable MLO configuration on the associated
BOZ2.11be profile
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distance (m)

Free Space Path Loss, FSPL (dB) = 201og;,(d) + 20log,,(f) + 92.45

d = distance (km)
f = frequency (GHz)

- FSPL (-dB)
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Assuming similar antenna gains/patterns and
the same transmit power level, the 6 GHz
radio is expected to cover slightly less than
the 5 GHz radio.

The overall 6 GHz coverage throughout
multiple APs could be more comparable,
especially if those APs are already dense
enough for good 5 GHz coverage.
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802.11be on

A\ Wi-Fi 7 requires higher wireless security encryptions. Below SSIDs do not meet the minimum criteria:
SSID 0 - Cisco-Meraki-Example-WLAN

Please check documentation for more details.
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General

Band selection All SSIDs Per SSID

2t

Enable operation on 2.4 GHz band

SSID will be broadcast on 2.4 GHz. This band does not support 802.11a devices.

Enable operation on 5 GHz band

SSID will be broadcast on 5 GHz. This band does not support 802.11b/g devices.

Enable operation on 6 GHz band

SSID will be broadcast on 6 GHz.

Enable band steering

Attempt to steer clients from 2.4 GHz to 5 GHz.

1
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General

Band selection All SSIDs Per SSID
Mame 2.4 GHz 5 GHz 6 GHz Band steering @
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Show disabled SSIDs
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WEXRICTRDENTEETH, PMFEA 723 ELTREL., BEDNS802.1X% EDWPA2
AKMZHFRTRDET, 947 NEBE<OTRERICETEL, Wi-FiT2HR—KL TV EE
SULESE, WI-F7ICERL TV EVEF I UTAREOODOEKZERBIRLEIZAT O NEE
EREBLET,

L, I0SXE1718 2510 /NN—2 3> Tk, T2 —75 4 XSSIDOGCMP256% H7R— K~
LTVEBA, IHHEREHEE, TICWindows11SY T RY JTEZETITRIA—T7 54 ARIE
TIDROIBI—AT—A&#IFITHETT,

17183 RTTD &, GCMP256ZEMICL., KVWIEEHEENSAILTNAAOAHTI) &i#
PICHR—RNTEET (—HDOISAT > NI, SSIDNFWI-FiTTHD EXRTDEEICEREE
BLETH., AES128M0 I EHR—KLET ),

MerakiZ 2 RA Y < 17R— RIEGCMP256%Z HR— KL THVY), SSIDTWI-FiT2BRIZT 3=
HICHKHETT, Wi-FiT954 T > NEAES1280 A ZEZHR—NLUTERED V) ETEBAN . REWI-
Fi 7 APIXAES128 & GCMP256 DM 2 IRIE T D HEA H V) EF T,

RDL2EF1VTAREZFEHAT S —RWEWPA2 SSIDA S



(O WPA + WPA2 @® WPA2 + WPA3 () WPA3 () Static WEP () None

MAC Filtering
Lobby Admin Access
WPA Parameters Fast Transition
WPA Palicy WPAZ2 Policy v Status | Enabled
GTK Randomize WRPA3 Policy
Qver the DS
WPA2/WPA3 Encryption Reassociation Timeout * [ 20
AES(CCMP128) v CCMP256
GCMP128 GCMP256
Auth Key Mgmt (AKM)
Protected Management Frame 802.1X v FT + 802.1X
802.1X-SHA256 CCKM £\
PME Optional v | PSK FT + PSK
Association Comeback Timer* 1 \ FEK-SHAZSS Easy~FCk
SA Query Time* 200 ‘ MPSK Configuration
Enable MPSK

RIZRTRSIC, WPA3, 6 GHz, &LV ITHBWI-Fi7HR—KNDREZBITTELRT,



(O WPA + WPA2 @® WPA2 + WPA3 O Static WEP O None
MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition

WPA Policy WPA2 Policy Status Enabled

GTK Randomize WPA3 Policy

Transition Disable Beacon Protection Cverithe DS

Reassociation Timeout * 20

WPAZ2/WPA3 Encryption

AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
802.1X v FT + 802.1X v
Protected Management Frame 802.1X-SHA256 |~ CCKM
PSK FT + PSK
PMF fisquired v PSK-SHA256 SAE
Association Comeback Timer* 1 F¥ '+ SAE SAESEXT=KEY
FT + SAE-EXT-KEY
SA Query Time* 200

CORBOARI)—=2F vy 7FvICE, BYBWI-FI7THR—NDOLZHDGCMP256AEENTVE
BA. R, VAT CDZHROERBIBESZRML. AES128+GCMP256%Z AL T
LBWPASWLANIZTERZEHRLSBITIRA L ZRFTD L, BENICEBEERYET,

Cisco Meraki® ¥ = 1 7R— R TOHOWPA3-Enterprise M 5% &

CHORFIXNOHERESTIE. WPA3-EnterpriseEi4E 1k /A ZBRADIUSH—/\ ( BI& "my
RADIUS server; ) TOAXRERATEET,

WPA3-EnterpriseldMerakiV 7 RFZFIA TR EATEEXTE A,



SeC U r|ty WPA3 Enterprise with 1 RADIUS server

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

Password

Users must enter a passphrase to associate @

MAC-based access control (no encryption)

RADIUS server is queried at association time

© Enterprise with
my RADIUS server -

User credentials are validated with 802.1X at association time

MR 31 xBEOWPAR A T EXODEHB Y TT,

- TWPA3onlys Tlk, WPA2LRIUBESZMERAL £I4. 802.11w(PMR)A"RET T,

« TWPA3192E'Y K, Tl&. chiper TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDSA% {3 DEAP-TLSARD KA HFAEThE T,
dhe_RSA_WITH_AES_256_GCM_SHA384 % 7= [
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384T%, CHE— REZBFRICT DI,
RADIUSH—NTRIULFYN—ZRETIHLENHYET,

o TWPASBITE—R.L (B8 "REET—RKR.1 ) TR, WPASICEAET B ELUWLANLIZ
WPA2U ZA TV RNEHRTFEEBZENTEERT,

WPA encryption @ WPA3 only ~

802.11r @ WeAZ ony

WPA1T and WPA?2

WPA3 only
8021w © clients)
WPA3 192-bit Security i

| clients)

WPA3 Transition Mode

TWPA3M & | £ Ek "WPA3 192 Y NtEF1UF 4, Z#ERAT3ES. PMFEIXNTOHIS



AT NTHBEATY,

FEAEOTTVT—23a3> Tk, AERADIUSH—NEZFERATIBROO0—I X BRILEL
NEEEBEMTDLEHIC, DATREDYEBADN, FTE2AINEEMICTIHLEN HYET,

6 GHzDIEA Tk, PMF(802.11W)EBXICT B HBENF B £,

WPA encryption @ WPA3 only ~

80211r©® Q© Enabled

Disabled

8021w @

| O Required (reject unsupported clients)

WPAZ3 Transition ModeZiZiRT 25 &, WPASZFERATESZINXNTOITA T NE, F7FIIbB
TPMFEERALE T, 6 GHzTEIMET A INTDITA T MEWPAIZFERALET,

CDE—RTIE, WPA2ZERTBL A —VFAT7 > NTPMFEERITZIXLEN HBDH
(802. 1WA UEH), T OMEEN FT2 32 A B2 1WA B EBIRTEET,

WPA encryption © WPA3 Transition Mode ~

80211 © © Enabled
Adaptive
Disabled
8021w © O Enabled (allow unsupported clients)

Required (reject unsupported clients)

Disabled (never use

WPA3DIERIZA A ST, Cisco Meraki APZWI-Fi 7E— RTEIEE EBIC1F. GCMP 256855
AA—RNEBWCTRIRBENHYVET,



TSI, APAWI-FIi7TE—RTEIMEL TVWRIBE, 24, 5. 8KRV6 GHzTRRE-DVREN T 7
ZINTEMCE>TVET,

Advanced WPA3 settings  (cipher and akM suite setrings) w

I WPAZ Cipher Suite GCMP 256

/71y Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
./ documentation for more details.

INA7 L—XWPA3N—Y F)loTZRY NT—7

6 GHz, Wi-Fi6EHYR—KRETHONATL—ASSIDEZEMCTHDRIEET, BEICISUTHRD
WPA2 PSK AKM& —#&ICSAEE 1= (EFT + SAE, 2V T OAANIVETT, L. Wi-Fi
7TEHR—NTBHEE., BEKGCMP256RES & & £ (ICSAE-EXT-KEYH & T/E 2 IEFT + SAE-
EXT-KEY AKMZ BT 3 Z £ 2EBNHTTVET,

Cisco |OS XE 17.18. 1A TlE. BIIRM4D DSAE AKMD EICWPA2-PSKERRETEET, LK
L., ChiEREUSSIDEICZBODAKMN FEET D UEEMN HRDEVSBZEHHLET (hiF
BETHR—KREhTVWE L, IFA4AT7RMRFANDFTREVSBREOHKTT ), WPA2Y
SAT > RHFWLANTERICE 2 TVDIXNTOAKMICKIETEZ N ESH ERBRICHER TS C
EEBBOLET, COMRTIE, WPA2L L TELETDICEERELEIZA T NEMLOE
FERWi-FiTZ2RTTEERAN, SAE-EXTTERT D VAT MEMLOE KT'WI-Fi7TZ2RITT
EFET, WLANBKIE, BIEHEZEWI-Fi 78 ROMLOKBER 7 RNRA AL E T,

CD&LSBI/E, SAE, FT + SAE, SAE-EXT-KEY, & KRUFT + SAE-EXT-KEYZEAL THEHA
DOWPA3EASSIDZEREL . HZIFOWIi-Fi6ES KTWIi-Fi709 54 7> NAICAES(CCMP128) &
GCMP256 D5 DEES ZRTETE X T,

ChESIRTOIFIAFICHEVT, SAEZEAITRERRFTZENC TR L Z2RB<BEIOHLE
T, SAE7L—LX#F, VY—AOKTIARD ALY, WPA2 PSKO4KFE/N R T A0
KNERSBZYWET,

AppleZ ED—EBOT/INA AX—H—. FTFEMICHZ D TVRIEESICOMKSAEZFERATR L
ZRELTHY, FHATEAVGAREREZESTEET,

|IOS XET MWPA3-SAED & E



O WPA + WPA2

MAC Filtering

Lobby Admin Access

WPA Parameters

WPA Palicy
GTK Randomize

Transition Disable

WPA2/WPA3 Encryption

) WPA2 + WPA3

@® WPA3

WPA2 Palicy

WPA3 Policy v

Beacon Protection v

AES(CCMP128)

W

CCMP256

GCMP128

GCMP256 v

Protected Management Frame

PMF Required
Association Comeback Timer* 1
SA Query Time* 200

O Static WEP () None
Fast Transition
Status Enabled -
Over the DS
Reassociation Timeout * 20

Auth Key Mgmt (AKM)

FT + 802.1X 802.1X-SHA256
SUITEB192-1X OWE

SAE v FT + SAE v
SAE-EXT-KEY v FT + SAE-EXT-KEY v

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

1500

5

400

SE:(FT +)SAEAWLANTARZIBE, Wi-Fi 7954 7> MH(FT +)SAE-EXT-KEY DX H
WIZ, COOVTZATNEDEERTEHAAD E, EEBENET, (FT +)SAE-EXT-

KEYABMIZHE2>TWVWBRY., Wi-Fi7924T7 2 NIBEODAKMEFER T2 XHENH V)
. COBBERRELFEE A,

WPA-3D & DWLANETPSKO X ZERAT AL A —WLANZFERA TS &

. BETSSIDOEAN

LEITHN, 1DODSSIDETHRAROEBRMZMISTEER T, T, ERHICHKEEEZ D AEMEN
HEIMOESEBZBEZENZL., Z<DIOTIFIUAICRIOUEEN HB—HF T, OSSIDE
FRALTHEHFODTNAAIEBRKOBEE/N T A —N A ZE2EBHTEERT, OFICHWTF
NAAREZOEWoTTF/NA AN BHDEEE. COZFIVARMBTEERERT, loTTF/N1 AN K
WEEE. 1D2DSSIDNO&%E T RNZAAXTD1H, BE—OBITE— ROWLANZZIRTZHH

HEHTT,

Cisco Meraki® ¥ = 21 7R— R TOWPA3-SAED

kg
Fit



Secu rlty WPA3 SAE configured

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

© Password

Users must enter this key to associate: @

MAC-based access control (no encryption)

77—ALATIFTMR30XETI, YR—REhTVBWPAZ A 7l "TWPA3DH, TH'), XV
AR—RTRBIOFRZBIRTEE A,

CDRETHIPMFABETE N . SAEQFEREICIEFTB02.11NEBMICTHCEESEOLET

o

WPA encryption @ WPA3 only ~
802.11r ® O Enabled
Disabled

8021w ©

© Required (reject unsupported clients)

Wi-Fi 7TOBEZFFAI 9% 121, SSIDDOERERFICGCMP 256F ¥ /N\— A4 — N &ESAE-EXT AKMA
A—RhZ2BVZTRIHBENFHBYVET,

SR FT7 AN NTEMICHZ>THY, TAdvanced WPA3 settingsy TEMICTEE T,



Advanced WPA3 settings  (cipher and AkM suite settings) v

WPA3 Cipher Suite B cemp 256
WPA3 AKM Suite SAE
SAE-EXT

(1) Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
./ documentation for more details.

CORFIAXVNDERKERT, XY RNT—ITHEMCBZ>TVWEIINTOWLANE, 77—A4A
DITN—=2D3I2MRIMAXUBETEMICENDEOHICE. Wi-Fi7THROEHZR/I-TLEN D
WERT,

D2FV., BHIRDOKSICEREE N i=Wi-Fi 7 SSIDIE. WPA2-Personal % 7= lF WPA3-SAEETE— R
ZFEALTHIOSSIDEHRETEEE A,

XY 1R—REY NJ—%2 TWPA2-Personal SSIDA'SREEThTWVWBIBEE., IXTOWI-Fi7
AP(EWi-Fi 6EBIMEICRY £ T,

COEER. 77—LTITMRI2AXD/RON—2 3 TEEENET,

=T VHERA =T VIBIERFITANZRY ND—0

FARRY RD—FICREETELEEN SV ET, BE. EHIC802.1XOILFUT v L)Y
ATL—RXEBEEL, ILFU I v P T— RFBBEBRATS Y IR—IRR—2 )L & EKk
THRUHEMA B ET, #KE, F—7>SSIDE, O—HLEEEABOTFARR—ZR)LY U1
—2avEFALTABEAET, 1L, -T2 EF1UT 1 (BEAEL ) 2EXE
SSIDIE., 6 GHzE L E@EWi-Fi 7HR— KN TRFAENhEL A,

RYOFBECRTFNET7O0-FE., TAMNRY ND—D %5 GHZFHEWI-Fi6ICEV) HTBC
ETL. chil&kl), DETFNA A6 GHzEEHABREh, BT OBBENBREh, B
BMEARRIZENETH. Wi-FIGETONT A —X AR TEERE A,

—J5 T, Enhanced Open®f’ " —7"2 1 BI VARV IV AZ#MBLBN S T4 N —%R{H
ITREBNEEF1VFTAFXTHDHE (LI RI—FH802AXDIL T ¥ ILRNATL—
AREANTDHEN BV ), BETELIY RRAMNEOYR—NIRENTT, —HDI A
ToRNEBIEHRECNZHR—INLTHEST, YR—NLTWBREFETE, COTIZYVIRE
ICABICAEBEhEEA (FNA AR, ERICEEFIT7THSD—A T, EF 17 TRREVELS
BRRULEY, LEANTNATL—AHNFBETHELSTE, NATL—AHFREThEEDELT

RRLEYTEET ) TYARRYRNDT—=TR, IXTOTARNEHBFNAATEHETS L
FRERETIhETH., LERAF—TSSIDETZRMIDZOGHHEHMETHHARENI HYET, &



2. 5GHzTH—7">73SSID&5 GHzE & U'6 GHz TLEADX M SSIDDO A % Bl < DSSID TR
HIBEe2HBLET, EFOBEARESSERALF YT T4 TRA—2IINE2EALET,

802 11BBNEERTIE, VAT UM IY—ALAICO—ZVTTEDZINTNOBSSEREFITS
EOHICSSIDENFERE DS, EBDSSIDEZFEATHILEN HHIRUICEEL TS EEL,
LEN>T, BALUSSIDRZHFEDERLDEF1IVTARENSSIDEFEATDILIFIBETHY),
BRTYd, BITE—RIEE, WI-FIGE, 6GHz (V7 RNIJITTHEAETATVTE ), FEEFEWI-Fi
TTRYR—BRENTVEVLEYD, EREhZBRRETEDYELA, IXNTOR—ZIURZAL
02 aVEM (WEBERLZEAIBOWebEREE., FRWebFRAEARE ) I, 5IEHEELEANTHR—K
TSNTLVET,

|IOS XEMLEADRE

FANCI6 GHzO Y —ER&ERH T HH S . Enhanced Open/LEAN(Opportunistic Wireless
Encryption)ZfEA L THIDSSIDZER T DL ZHRBLET, WI-FIGEVZA T NETOHEHE
HEBRALTSHDAES(CCMPI28)IER &, Wi-Fi 7TRIEY S 4 7> KBOGCMP256E Y h®
mAEZRMTEET,

REFER/RTE., ZKOENAINIZAT RPN E, FLEETREEFEVRTAHY
LEAN/Enhanced Open®HR— K ZREFELTVWET, V94T RNETARNEZETV, HR—K%E
BELET,

2DOMEBEDY ARNWLAN (12 DA —7>WLANE 1D DLEAD/Enhanced 74— 7" WLAN ) % %
Dl BREODESICRAETH (B0, LEADEF I 7S/ ANEE GHzO K ICRIFL, =a
A —7 BT ANWLANES GHZO X ICRIETBHES ). CN20NDFARNWLANEERZH T
XY NIDHEITIMENHYET, TH5LHEVE, BUYT XY NTHES{LERENTEIET

o



(O WPA + WPA2 (O WPA2 + WPA3 @® WPA3 (O Static WEP () None

LM_A_C_TEE_”EE _________ } Needed if using CWA or other web portal |
i techniques requiring MAC filtering
Lobby Admin Access e

WPA Parameters Fast Transition
WPA Policy WPA2Z Policy Status Disabled v
GTK Randomize WPA3 Policy v .
Transition Disable Beacon Protection |« Overthe DS
Reassociation Timeout * 20
WPA2/WPA3 Encryption
AES(CCMP128) [« CCMP256
GCMP128 GCMP256 v Auth Key Mgmt (AKM)
FT + 802.1X 802.1X-SHA256
Protected Management Frame SUITEB192-1X OWE ",
SAE FT + SAE
PN FEGHIEd M SAE-EXT-KEY FT + SAE-EXT-KEY
Association Comeback Timer* 1 Transition Mode WLAN ID 0-4096
SA Query Time* 200

Cisco Meraki® ¥ > 1 7R— R MHLEADERE

IOS XE& E#k (-, Cisco Meraki® ¥ > 17:R— RM6 GHzTEIMET D HLRA—7 2 /LEANZFER L
THIDTARNSSIDZERT DL ZHBLET,

C DERE Ik Wireless > Access Control TERETS &N T&E, EFa21UFs5RK&lLT T
Opportunistic Wireless Encryption (LEAN), ZiEIRL £,

SeCU rlly Opportunistic Wireless Encryplion

Open (no encryption)
Any user can associate

© Opportunistic Wireless Encryption (QWE)

Any user can associate with data encryption

Password
Users must enter a passphrase to associate @

MRIMETHD T 7—ALATITHEETLTVEEE, Y R—KRENhTVWBIWPARA 7’1 TWPA3®D
H1 THY, FVIIR—RTRANOEEZRBIRTEEXTEA.



FTO02 1N EBMICTAERTEERLAN,. CORETRHPMFRIAETT,

TWPA3MD & & WS SAILIFLEANAWPAIZERD —ZTlE iz 1=

HBERICE > TLVERTH,
CORERLEANZEBBET—RELTHEATDIELEZRLTVET,

MR 321 xDSEDV ) —AD—FE& L T, LEADBITE— RAEAFTREICEY ET,

WPA encryption €

WPA3 only ~

(i}

8021w @

O Required (reject unsupported clients)

AES(CCMP128)fE B &, Wi-FiGEV A TP R ETOEBRMERRICTRDEHICT7AILNTEH
MICBEL2>TVET,

GCMP256E'Y NZCCMP128L L EICBRICT D &, Wi-FIiTEHICENTEEXRT,

Advanced WPA3 settings  (cipher ana Ak suite settings

WPA3 Cipher Suite GCMP 256

I/T\ Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
“_/ documentation for more details.

EIMOWPASE LUEEAT> I

WPA3F 723 2V EWPASEAH A RTHREBIICHBPB XVOPHBPE N TVWETH, oI

3Tk, HIZ6 GHzB RV WI-Fi7TOHR—KNICEEET Z2WPASDZDMOHEREEICOVTE
FHBALET,



chid, EROHDWBENELABZT I EARANORDYICE-DV ZEFL, —HDT7 1
—ILREZZEELTEFIVT A PHRICBERTSATVRIZATNOZTOMOREZEET
PARMABHDEVSHHELZHMATIHETT, E-DVRERE. E-IBEKOS T ZF v
ELTHEIZIE-DVHADEMDERESR (BEMIC ) THY, ELBTIEARAIURNS
EEENEEOTHY, XEATHTVEWVWCEZAALET, E-QAVOELMHERIITES
D, WPASESF—ICEENTS NI4T RNEWTT, 7O0-T70954T72 MR, E
—dVERIATDFERAIBY EEA. E-DAVORMBEBRERGZE., ThEHR-—MLTLEWVY
FATUN (EWI-FIi7TO9TAT R EELERT ) CL 2> TRICEBRI NI LENHY), BERE
BPHOBEZSIERI LKA (FBEWNCTOTTLENLEITATNRZANERLS )

17185 BT, WLANA'WI-FI7ICEML TWHBEERE, E-DVREF TV IRY JAZEMIC
FRANESIHICHREL, E-OVREERSBBNCAMICAEYRT

RDAT)—=>3y N, EEMICEBEZORNROHZRLTVET,

v Tag: Management MIC
Tag Number: Management MIC (76)
lag length: 16

KeyID: 6
IPN: 350200000000
MIC: c0105301ca902ff1l

GCMP256

Wi-Fi738EEX T, BEAEDI T AT NEAES(CCMP128)BESRES{LEREL TVWEL £,
CCMP256 & GCMP256(&, SUITE-B 802.1X AKMICESE T 2 IEEICEHKRENV T NTT, HiE
ICHE>TWE—BOE—MHROWI-Fi795 47> NEWIi-Fi 7HR—RZ2ERLTVWETH,
NTEGCMP256EEFILEREL TVWEREWVWBENHYET, Chid, BEZHELEHYICHEAL
TWBWIi-Fi7APF NSO UZA4 T NZEBEYEGCMP256H 7R— N L TEHETE B WEEIC
BREICED AN BV ET,

GCMP256 " 7554, WLANDO E—11> 7 L —A®DRobust Security Network
Element(RSNE) (&, JXIZRF &S (ZPairwise Chiper Suite ListD#gE% 7 RNZ A AL E T,

Pairwise Cipher Suite Count: 2
v Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) GCMP (256) 00:0f:ac (Ieee 802.11) AES (CCM)
v Pairwise Cipher Suite: 00:@0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite OUI: 00:0f:ac (Ieee 802.11)

Pairwise Cipher Suite type: GCMP (256) (9)

~ Palrwise Cipher Suite: 00:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite OUI: 00:0f:ac (Ieee 802.11)
Pairwise Cipher Suite type: AES (CCM) (4)




NZTIN1—FT 42T WAL

&#/\—= 3 > M Wireless Configuration Analyzer
Express(https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-config-analyzer-

express-qui/)l ik, 9800MEREZFIRD TN TOWI-Fi7EHICODVTEFHMETDWIi-Fi7L T 1 XA
FIVvIONFHYET,

RENWI-Fi 7RISH ES D RN KD HEEE. WCAEZEAL TAFBE->TWA L EHD &
FTEXRY,

Radic Dperation: 2 4GHz 50Hz  6GHz Disabled

ssssss

NRSTNa1a—F42TFFTVvOIAR

« Web Ul (R32F £ 1k17.18. 2500 ) (&, WLANA'WI-Fi 7B ICEHRL TVRIHAESHZERL
F9, BFIAVFTARENCORFAIXRNDAILTICERLTVR L ZHELET,

« DSA T RAWI-FiTE2HR—RLTWAZEZEELET, WindowsT Y 7T NY TDBEES
l&. Windows 11 242" RERBETT, DA VL ATHATEZORSANDNTYTF—R&E
hTWB xR LET,

« Windows® <Y > R Tnetsh wlan show drivers, (&, P4 VYL AT 72D % —ERT
L. TORAT—RAZHEFEITIOICEEICERNTT,

« FYTRYTOBEE. PTATRFBREICBEL T, 1MbeE—RABMCHE>TVR L%
BRELET, BEFEMOLEHIC, Z<OTRXTEZNFHAOBICEIMICE2711beT, 11axE
LTEMELEL &,

. SERAN HBDESE. Overthe-Ar/NTY RFY T F+vZFEALT. ATOSEBIBELET,
- APIFE—O CEHTE#HREZEZ7O—RFYANLTVET, E—O> L AHZ—L
—RNTREEEIhDI LD, ChEWI-Fi7T728HR—KMIB2XLEOBRVEENARA_ZT 7 TH
YIFVYTEEXT,

- APAEHTZELLK 7O—RFYRARNLTWVWRBE, 9547 NEBEERTERT
EHTERZZEZEL TVBRUENHYET, TS5THRWVWESWE., 9F4 T MHWi-Fi


https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-config-analyzer-express-gui/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-config-analyzer-express-gui/

TIZEWNTDAPEFIVTAREZR DTS WAL 220, EETH 72070
TATIOZAT> ND802.11befRENBMICZ>TVWAHZEZRLET

ZRER

\

1. Cisco Systems. TWPASE St LVEBEH A Ry
2. Meraki WPA3i 4 R



https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-deployment-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-deployment-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-deployment-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-deployment-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/technical-reference/wpa3-deployment-guide.pdf
http://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/WPA3_Encryption_and_Configuration_Guide.
http://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/WPA3_Encryption_and_Configuration_Guide.

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



