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« LEADE®SSID® : LEAD-Transition
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No. Time Source Destination Protocol Length Infio: .
47285 2025-91-21 ©9:53:18,259879 Cisco_dd:2e:87 Broadcast 802,11 376 Beacon frame, SN=1157, FN=@, Flagss........C, BI=18@, S5ID="OPEN-OWE"

Frame 47285: 376 bytes on wire (3088 bits), 376 bytes captured (3008 bits)
Radiotap Header v@, Length 36

g Flags: ........C
IEEE E8@82.11 Wireless Managesent
Fixed parameters (12 bytes)
Tagged parameters (380 bytes)
Tag: SSID parameter set: "OPEN-OWE"
Tag Mumber: SSID parameter set (@)
Tag length: 8
S5ID: “OPEN-OWE™
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
Tag: Country Information: Country Code IN, Environment ALL
Tag: Power Constraint: @
Tag: QBS5 Load Element B@Z.1le CCA Version
Tag: RM Enabled Capabilities (5 ectets)
Tag: HT Capabilities (802.11n D1.18)
HT Information (882.11Inm D1.18)
Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = §
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Unknown (11) (11)
Tag: Vendor Specific: Cisco Systems, Inc: Aironet nown {44}
[Tag: vendor Specific: Wi-Fi Alliance: OWE Transxtl%
Tag Mumber: Vendor Specific (221)
Tag length: 25
OUI: 5@:67:9a (Wi-Fi Alliance)

Vendor Specific OUI Type: 28
BSSID: Cisco_dd:2e:8f [‘w:((‘:iﬂzdd:?(‘:ﬁf]l

SSID length: 14
ransitio

1.0PENSSIDOE—O2 7L —A

ELSSIDE—O>

« WLANDEREIC LY, T70O0—RFv¥ AN, 2D TLEAR-Transitions SSIDIZXL T
FEHICE > TVWETA, AIRPCAPICIESSIDE "Wildcardy Z 8T IERRDSSIDE —
AN RRENDEEANBYVET, =EL, TONTY NE2TEETSD L. LEAD-
TransitonD A EENET,

« T40:ce:24:dd:2e:8f1 DELSIC., CONTY NZEFERAL TELSSIDOBSSIDZEEL
INTYRFAFTFYTRELET,

s CO/NTY KT, SSID "Missings A" REh, ZDOSSIDICIE "TOPEN-LEAN, &L
TNHEKSSIDE, TMBSSID "40:ce:24:dd:2e:871 NEFENTVWET,

Ma. Time Source Destination Protocol Length Inbkoy
22581 2025-01-21 @9:52:23.230007 Cisco_dd:2e:8f Broadcast B02.11 390 Beacon frame, SN=2483, FN=8, Flags=........C, BI=108, S5SID=Wildcard {Broadcast)

Frame 22581: 390 bytes on wire (3120 bits), 390 bytes captured (3120 bits)
Radictap Header v@, Lemgth 36
882.11 radio information
IEEE 882.11 Beacon frame, Flags: ........C
IEEE 802.11 Wireless HManagement

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard SSID
Tag Nusber: SSID parameter set (@)

Supparted Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
05 Parameter set: Current Channel: 48
Traffic Indication Map (TIM): DTIM @ of 1 bitmap
Tag: Coumtry Informatien: Country Code TN, Emvircnment ALl
Tag: Power Constraint: @
Tag: RSH Information
Tag: Q655 Load Element B8Z.1le CCA Version
: PM Enabled Capabilities (5 octets)
¢ HT Capabilities (802.11nm D1.10)
HT Information {B82.11ln D1.18)
Extended Capabilities (8 octets)
VHT Capabilities
VHT Operation
T Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WMH/WME: Parameter Element
Tog: Vendor Specific: Cisce Systems, Inc: Adronet CCX version = 5
Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Vendor Specific: Cisco Systems, Inc: Adronet Unknown (110 (11}
Vendor Specific: Cisco Systems, Inc: Alronet Unknown (44)
[Teg: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |
Tag Musber: Vendor Specific (221)
Tag length: 19
OUT: 5@:67:9a (Wi-F1 Alliance)

Cises _dd:2e:87 (4
551 aih: 8

SID: OPEN-OWE




K-2 : IERTRDSSID - EABREDOBIT

IS5 AT NDSLEADERBSSIDICVO—T7ERAEEETNET,
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« 7O0—7ERANLEAN-Transition BSSID M40:ce:24:dd:2e:8f1 IZEEE h, FS‘&’E“H
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N, Time Source Destination Protocol Length Infa
8509 Z025-01-21 ©9:51:57.316400 ee:l3:eB:abicd:5b Cisco_dd: 2e: &1 B02.11 197 Probe Request, SN=9, FN=0, Flags=........ €, S5ID="OWE-Transition™
8510 Z@25-91-21 ©9:51:57.318412 ee:l3zed:ad: cd:5h BRZ.11 48 Acknowledgement, Flags=..ssawe.C
8511 Z@25-91-21 ©9:51:57.319223 Cisco_dd: 2e:B8f ee:l3zed:ad: od:5h ERZ.11 398 Probe Response, SN=TB2, FN=8, Flags=........ €, BI=18@, SSID="OWE-Transition"
B512 _2O25_p1_21 po.51.57 310233 Lisco ddi2e: At EB2.11 48 Ackoowledgenent, Flagss c

Frame B589: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Raﬂloldu Header uB I.d!m;l!l 36

TEEE B@2.11 Wireless Manxgrm\m
Tagged parameters (133 bytes)
Tag: SSID parameter set: “OWE-Tramsitian
'.:g Muaber: SSID parameter et (@)
th:

Tag: Suppu ted R.: es a 9, 12, 18, 24, 35, 48, 54, [Mbitssec]
Tag: DS Parameter set: Current Channel: 48
Tag: HT Capabilities (882.11n D1.1R)
Tag: Extended Copabilities (11 octets)
Tag: VHT Capabilities
Ext Tag: ME Capabilities
Tag: Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized Comnectivity Experience
Tag Musber: Vendor Specific (221)
Tag length: 7
OUL: 50:6f:9a (Wi-Fi Alliance)
Vendor Specific OUI Type: 22
MBO/OCE attribute: 832102 (Cellular Data Capabilities)
Tag: Vender Specific: Microsoft Corp.: Unknown 8

K-3: 7O0—7ER
APHSIOSAT U NCEEENZDTO-TKE

254 T > NESSID TLEAN-Transitions O7O—7 & EZZELEL A, WiFi
AlliancelZ & Tt D SSIDM EE4H "OPEN-LEAN, A& V) £,



2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5M=d, FN=0, Flags=........C, SSID="OWE-Transition"

8510 2025-01-21 €9:51:57.318412 ee:id:eB:ad:cd:5b 802,11 ouledgrs Flags=...vueaal

8511 2025-91-21 @89:51:57.319223 Cisco_dd:2e:8f ee:13:eB:aB:cd:5b 80211 SN=TB2, FN=®, Flags=..:.:...C; BI=18@, S5ID="OWE-Transition"
8512 2005500521, 83:51:57,319233, Cisco.ii2e:Al BE2.11 48 ACkiORICI0CAC e ELAGSS c

Frame B511: 398 bytes on wiré (3184 bits), 398 bytes captured (3184 bits)
Radiotap Header v@, Length 36
i nfg

IEEE 882.11 Frobe Response

reless Management
Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: SSID paraméter set: “OWE-Transition™
Tag Musber: S5ID parameter set (@)
Tag length: 14

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: Country Information: Country Code IN, Environment ALl
Tag: Power Constraint: &
Tag: RSN Infermation
Tog: 0BS5S Load Element 802.11e CCA Versien
Tog: RM Enabled Copabilities (5 octets)
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (B82.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: WHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
. e P (44}

: Wendor Specific: Wi-Fi Alliance: Transition Hode
23 Wumbcr: Wendor SPCCITIC (2217

Tag length: 19

QUI: 59:67:0a (Wi-Fi Alliance)

Vendnr Specific OUT Type: OB
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No. Tirme Destination

8518 2025-81-21 89:51:57.327265 ee:l zaB:cd:5b

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x@eeb)
Frame Control Field: @xbood
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:2e:Bf (48:ce:24:dd:2e:Bf)
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: ee:13:eB:ad:cd:5b (ee:13 cd:5b)
Source address: ee:l3:eB:aB:cd:5b {ee:l3:eB:a8:cd:5b)
B55 Id: Cisco_dd:2e:8f (40:ce:24:dd:2
wses wess saes @0RQ = Fragment number: &
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92873869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirne Source Destination Protocol
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11
8521 2025-81-21 #9:51:57.327349 Ciseo_dd:2e:8f 882,11
8522 2025-81-21 99:51:57.329457 ee:l13:eB:aB:ecd:Sh Cisco_dd:2e:8f 882.11
8523 2025-01-21 99:51:57.329466 ee:l3;eB:alicd:5b 802.11

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Header w@, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
L0090 9989 9011 1100 = Duration: 6@ microseconds
Receiver address: ee:
Destination address: B:a8:00:5b (ee:13:e8:aB:cd:5b)
Transmitter address: Cisco_dd:2e:8f (40:ce:24:dd:2e:8f)
Source address: Cisco_dd:2e:Bf (4B:ce:24:dd:2¢:81)
BS5 Id: Cisco dd:2e:Bf (48:ce:l24:dd:2e:81)
sams wess aeas 0000 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
IWLAN Flags: .....cens €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)

R-5: 7O0—7HBh#&OF—7 3L

DFAT 2 NDSAPADOTYSIT—23

BECEBLTLSEZL,

78 Authentication, SN=T83, FN=9
48 Acknowledgesent, Flagss=.....
337 Association Request, SNsZ, FHlU Flagss........ €, SSID="OWE-Transition"
48 Acknowledgesent, Flags=........C

48 Acknowledgesent, Flagss........C

Inife

VER

s CONTYRTIE, 9F4T > MO BESLD 1z & (CDiffie-Hellman/\

TAX—ZfEZMAMTE

No. Time Source Destination Protocol
r B522 2025-01-21 @9:51:57.329457 ee:13:ed:al:cd:5b Cisco_dd:2e:8f 882.11 337) Assoc iy SN=2, FN=®, Flags=........C, SSID="OWE=Transition™
8523 2025-01-21 09:51:57. 229466 ee:l3:e8:aB:cd: 50 802.11 48 o) ags= .C

Frame 8522: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 8062.11 Association Request, Flags: ........C
IEEE 802.11 Wireless Management

Fixed paraseters (4 bytes)

Tagged parameters (260 bytes)

iTag. SSID parameter set: M-Transnmn"l

Tag Number: S5ID parameter set (@)

Tag: Suppurlﬂl Rates G(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -28, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.18)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd
Tag: Vendor Specific: Samsung Electronics Co..Ltd

Tag: Vendar Specific: Micresoft Cor WMM/WME: Information Element
|:u Tag: OWE Bx'lxg—l!:llmgn Ppramel:rl
T. le 3

Public Key: Tc2782badc?Ta98cT076d1fa2e493347ec1604c64345dcc fEbSBLERR212T 3]

K6 : BEA ITER



+ RANL—ZTR, PYYI—YaY71—XNSY5A TV NOY ORBEMHTEET

o

2025/01/21 15:21:57.391071821 {wncd_x_R0-0}{1}: [cTient-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391117645 {wncd_x_R0-0}{1}: [client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

APYSOTSAT U NIEEENZTYII—2a %

Ha. Time Source Destination Profocel Lengih Info
B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81 e8:13:eB:aB:cd:5b BO2.11

B528 2025-01-21 @9:51:57.333161 Cisco_dd:2e:Bf B02.11 48 .rlcler.o-.—le—nqeunt Flnqs— ‘..C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1968 bits)
Radictap Weader v@, Length 36
11 _cadig infarsatign

Type/Subtype: Association Response mmnm)
Frame Control Field: @xleee
.000 2200 8011 118 = Duration: 60 microseconds

Receiver addréss: ee:13:eB:a8:cd:5b (ee:13:6B:a8:cd:50)

I Destination address: ee:13:eB:af:cd:5b (ee:13:eB:a8:cd:5b) |
Transmitter address: Cisco dd:Ze:Bf (49:ice:24:dd:2e:Bl)
Spurce address: Cisco dd:2e:87 (40:ice:Zd:idd:ze:ar)

B55 Id: Cisco_dd:2e:8f (4@:ce:2d:dd:2e:sf)
............ 2908 = Fragment number: @
2211 2201 eeed .... = Seguence number: TB4
Frame check sequence: @x7fbedlll [unverified]
[FC5 Status: Unverified)

[WLAN Flags: vueeeesaf]

IEEE 802.11 Wireless Managesent

Fixed parameters (6 bytes)
Capabilities Information: @x1111
Status code: Successful (0x000@)
« B0 BO00 BBOD BBBL = Association ID: @x@@dl
Tagged parameters (175 bytes)
Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Information
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (E82.11n D1.18)
Tag: HT Information (682.11n D1.1@)
Tag: Extended Capabilities (B octets)

Tag: VHT Capabilities

Tag: VHT Operation

Tag: FM Enabled Capabilities (5 octets)
Tag: B55 Max Idle Period

R7:T7YI—->3arvps

2025/01/21 15:21:57.391334260 {wncd_x_R0O-0}{1}: [client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.392296819 {wncd_x_R0O-0}{1}: [dotll] [21675]: (note): MAC: eel3.e8a8.cd5b Associati

— XX
APEDTATURTINAADETATIA/N R IAIONRETD ARSI B ET,
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APIC& B F *IE

DTAT >V NIRBDF—4IEF



Time
2025-01-21 @9:51:57.360919

Source
Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Protocal

Length

Inf
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:aBicd: 50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPOL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Weader v, Length 34
8082.11 radio information

IEEE B802.11 Qo5 Data, Flags: ......

Logical-Link Control
802. 1% Authentication

Wersio
Type: Key (3)
Length: 117

n: BBZ.1X-2084 (2)

.C

Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: @x@038

Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711b43b61694T1eaf8ala78eb2el083d188c5a2edS5ded

Key Iv:

0020

WPA Key RSC: 2000000000000000

WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22
WPA Key Data: ddl4@00fac@421b5504abPa33sc3sselfdaadacizar

LLE L]

aad

AX—=TBATDIANRIIAD

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

15:

21:
21:
21:
21:

21

21:

21:

21:

21:

21:

21:

21:

21:

L2FZEE 0 B Th

2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:

57.
57.
57.
57.
:57.
57.
57.
57.
57.
57.
57.
57.

57.

57.
57.
57.
57.

392538716
392557538
392640494
394830551
395171903
420590731
420706435
420775720
426548998
426725965
426727805
434078994

434099154

434111288
434250308
434286035
434308953

PZ—Z2TJAT—h

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

48 Acknowledgement, Flags=........C

376

215 Key (Message 2 of 4) w/

48 Acknowledgement, Flags=........C
267 Key (Message 3 of 4).

48 Acknowledgesent, Flags=........C
aTe

171 Key (Message 4 of 4)

48 Acknowledgement, Flags=........C

[cTient-orch-sm]

[client-orch-state] [21675]:

[21675]:

Beacon frame, 5M=3335, MN=@, Flags=s........C, BI=10@, S5ID="0PEN-OWE"

Beacon frame, SM=3336, MN=8, Flags=........C, BI=18@, S5ID="newssidd"

(debug) : MAC: eel3.e8a8.cd5b
(note): MAC: eel3.e8a8.cd5

[client-auth] [21675]: (note): MAC: eel3.e8a8.cd5b L2 .
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-auth] [21675]: (info): MAC: eel3.e8a8.cd5b Cli
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b |
[client-keymgmt] [21675]: (note): MAC: eel3.e8a8.cd5b
[client-keymgmt] [21675]: (info): MAC: eel3.e8a8.cd5b

[cTient-auth] [21675]:
[cTient-auth] [21675]:

[cTient-orch-sm]

[21675]:

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli
(debug) : MAC: eel3.e8a8.cd5b



2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

RUNIRBE

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:

21

21:
21:

21

57.
57.
57.
57.
:57.
57.
57.
:57.

434789679
436611026
437239513
437508189
534166453
535325325
535874658
536500021

NDIZATFT> N

2025/01/21 15:21:57.537017277

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

[client-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b |
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[cTient-iplearn] [21675]: (info): MAC: eel3.e8a8.cd5b

[sisf-packet] [21675]: (info): TX: DHCPv4 from 1interfac
[cTient-iplearn] [21675]: (note): MAC: eel3.e8a8.cd5b
[sisf-packet] [21675]: (info): TX: DHCPv4 from interfac

[client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5

LEADEES{LAHR—KREhTVWEVWITAT N

s E—V7L—LBEhKEERITDET, V747N ZOBEARNEYR—NTED
DNESHEHMBDENTEET, YR—FENTVEVEHEIE, F#—7>SSID "OPEN-
LEAN, IC7O—7EXRZREETIETT, BEOA—TURAERITL, IPPRLAZE
BL. RUNJREEICBITTE XY,

2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16

SEBITIRHR

15:
15:
15:
15:
15:
15:
15:
15:

36:
36:
36:
36:
36:
36:
36:
36:

06.
06.
06.
06.
06.
06.
10.
10.

178370757
209288788
248651191
248751507
281808554
303307756
305041414
305777492

{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:

[cTient-orch-sm] [17332]: (note): MAC: d037.4587.8f35

[dot11l] [17332]: (note): MAC: d037.4587.8f35 Associati
[cTient-auth] [17332]: (note): MAC: d037.4587.8f35 Ope
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[client-ipTearn] [17332]: (note): MAC: d037.4587.8f35
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3

. LEANIE. #—7">5R5E(OAM)E = [& Webauth(CWA/LWA/EWA) TH K EEETE X T,
s FTREBEABITTREHYR—REhTVEEA,
s FTZEMICT S L,



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 @® WPA3 QO Static WEP O None

MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wrPaPolicy O wpA2 Policy O Status Enabled v
GTK O WPA3 Policy
Randomize N 0 Over the DS O
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmp128) D ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () e Tl eiria i e it
SAE O FT + SAE )
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN 1D 9

Association Comeback Timer* 1

SA Query Time* 200

'O Cancel .| Update & Apply to Device

H-9:LEADEXBSSIDTFTZBMICLEHBEDIS— XY 2—2

LEANIEPSK/dotIxTIREHR—RhENTLVEREA

CNSDEAEDE TIHEBORNZERMICTEEREEA
1. 802.1xF 1z [XFT+802.1x

2. PSK, FT+PSK®& 7z [&PSK-SHA256

3. SAER Iz IXFT+SAE

4. 802.1x-SHA256 % 7z [& FT+802.1x-SHA256

CNSDOFEODVWThAZEMILELSETDE, IT—XvEe—2



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

E10:LEAN SSIDTHDBAF R ZBMICILTVBREEILIT— XY E—IHFKRTREhDB



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP QO None
MAC Filtering O

Lobby Admin Access )

WPA Parameters Fast Transition
wPAPolicy O wpA2 policy O Status Enabled v
GTK O WPA3 Policy 0
Randomize
Transition 0 Over the DS
Disable
Reassociation Timeout * 20

WPAZ2/WPAS3 Encryption

AES(ccmPi128) & CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O
Protected Management Frame PSK/FT+PSK/PSK
- S SAE O FT + SAE O
equir v
OWE FT + 802.1X
Association Comeback Timer* 1 802.1X- E]
SHA256
SA Query Time* 200 Transition Mode WLAN ID 9

Update & Apply to Device

AX=DITAKMZBMICLTVWBD EEDTIZ— XY -2

+ Cisco IOS® XE 17.9.6 IOS/N\—> 3> Tk, "WPA2+WPA3, ZZBIRT D EAKMOTIZ T
LEAR. 723 UNRRENETH, TT— XYV E—IHNFRRENDEDNS, CDiAK
Ehb8T "LEAD, Z2FRHITRLRFETEELA,



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 (O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK O WPA3 Over the DS (W]
Randomize Policy
Transition O Reassociation Timeout * 20
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) cempzss O T
GCMP128 O acmpzss O 802.1X-SHA2S 1X/B02.1X AKM and AES
cipher, 3 PSIUPSK AKM and AES
cipher, 4. CCKM AKM AES Cipher
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
BME [TFemiea . 802.1x O PSK O
CCKM A O SAE O
Association Comeback Timer* 1 FT + SAE O OWE
) Fr+8021x O FT + PSK 0
SA Query Time* 200 802.1x- 0 psk-sHAzs6 O
) SHAZ56
Transition Mode WLAN ID 7
MPSK Configuration
Enable MPSK O

| Update & Apply to Device

A AX—=T122WPA2+WPA3ZIBIRL EEED IS — XYy E&—

* Cisco IOS® XE 17.12.4/N\—2 3> T "WPA2+WPA3, Z#IRTS &, AKMT TLEAN. 7



7avEmBTEREA,

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O 'WPA, + WPA2 ® WPAZ + WPA3 O WPA3 O Static WEP ) None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize . Over the DS O
Transition |:|
Disable

Reassociation Timeout * 20
WPAZ/WPA3 Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
eempize O gempzse O N R
VWAL SECUnty vaihd Combnations. Syuite r, 2
802 1X-SHA25 2. 1X/802.1X AKM 5
oher, 3, PSK-SHAZSE/FT-PSK/PSK AKM and AES
Protected Management Frame E,; f COEM _.L.C._ffnj ,E; Cigher e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHAZ56

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

BH§-13: T7—XYt£—2 -AKMTLEANF 7> 3 U ARRELEWV




NZTNZ1—F42T

1. WA OWLAND R E#HESEL £9 ., OPEN SSID& LEAD transition SSIDTlx. #TWLAN
IDARYETENTVBIHRENHVYET,

2. 70— RFYRT AT AT 3 IELEADBITSSIDTEMICT DI HEN HV)£F, OPEN

SSIDTHHEMCTIHENHVYET,

CCDRETHHATNTVWAHR— N ENTVRRIA/ESLFTARERRLET,

4. WLClA SEREICEBEN ZVEEE., BMEERVIACLEHICKAELOTEHEIEREL T
<EEEV,

w

RANL—ABRVEPC (HAIAKNTY NF ¥ T F+ )

WLC GUIlIC A% 1 > — > Troubleshooting -> Radioactive Trace -> Add client wifi MAC address ->
Click that clients checkbox -> Start

WLC GUINOOT A —>K TN 2a—F AT ->5NTYRNFYTF¥ ->SHLWI7AILB
DEM->TYTIIOAL4BZ—TIAABRTFWMIVLAN/A > B2 —T7 T 4 ADER - >F1A

DSAT NI ONS  AlgeThnlE. Wireshark7Z7 77U —>a>z 42 AN—=)LL. WiFi/
UBR—JIAAEBIRLTNTY NIV T F v 2INETEET,

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#anc12

I7—F+vv7

MACZY 7 RNy T2 ERATEH., APODVWThAZAZT7E—RICHRETHET, COBEHRE
INETEEXT, XDV OBERSBLTLSEZL,

MACZ Y 7 Ry 7hs5

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

AZTT7APHS :

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o.html

ALY FR—KNI1EDS YT RNY T (Wireshark¥—/\ ) ZEEHELET. COTYTRNY TICE
Wireshark 7 7’V =23 A AR =ILENhTVWBHENH ), Z DWireshark—/VIEWLC
WMIA > B—T I AICEETEZDHEN HVYET, WLCEWiresharkb—/NXOBIIC7’OKNIIL
F5555, 5000, F/zlE55561 N"EETDHEE. 77470 x—)LT7OKII 5555,
5000, F7E5556, ZEFAITBMEN HYVET,

Wireshark 41 > AR —=ILENTWVBFDOPCIZ gscalery 41 AR—=)LehTWV\WBZ & &2MER
LET, Th "7, &F7ICLTEHLTLKEE LV, Windows Defender & ENDT 7 A T I #+—


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

LELEZZORIFEITZDENTHNE, ThSZEMICL TPCAPZIREL T EE L,

-7

DZAT R HBBAPHASHIOAPICO—I2TT258E,. ROFIEZRTIZIZLENHYE

ED

Bl -

BEEMG/EENGEEETIVEN HD . VTATRNDERICK>TERYET,
BiE (S (+ SR TDH (Diffie-Helman) il 2 A5 T2 BENF HVE T,

DS5ATRNE, COPMKA IS AT NEAPOBRATERENBDZEIZEIVWT, APH
SOTVII—>23aV B TCDHOFMZERETEEXT,
APEDZATUNOBTATIIAN RO IAONRETDUEMN B E T,
LEANTRFTZEMICTERVES, 802 11rikEATE R A,

DFAT M O—2200F 3T, DHRBRICATDIA/NV RO IO ZBEMFITTE
TIBIRENHYNET,

V74T NEAPRIMBOPMKIDZERAL, APEOTSAT ORI EIC—ETT,
DZ5AFT > M EUAPIZESTDHE, IUPMKIDZFERATEET, BAICK 2T, 7
AT NHEIBRE D &, APEFLVPMKIDZEERTEEITAHN., 94T NE4D T4
N R ITADICEIUPMKIDZFEAL 9,

94T M EUAPIZER T BB 4E. Association-Request & Association-Response D il 5 T [E
UPMKIDZ#RRTEET, 7Y I—3aVRETR,. AUPMKIDZER T %55 EDHOFHH

— 0
ERRCTEREA
¥522 2025-91-21 @0:51:57.329457 ee:ld:ed:sbicd:Sh Cisca_dd: JezBf B02.11 n? 21 b5 50 da b a3 35 <3 55 o7 74 45 04 6 30 af Assccistion Reguest, SN=2, Fu=R, Flages........C, SSID="OWE-Tr.
44117 2025-81=21 89:53:12.847592 ee:13teS:aBicd:Sh  Cisco_do:Ze:Bf 802.11 337 21 b5 50 da bB a3 35 €3 55 €7 14 d3 04 &6 33 af Associotion Aequest, SNe2, PN, Flagse........C, SSIDs"OWE=Tri
ras wire (248 bits), 37 byrtes coptured (2894 bitsh
36
802,11

» PLGSE sunensasC

"OWE=T rans ition"
» 9, A2i01, 18, 24(0), 36, 48, 34, [Mbitssec)
= =28, Max: 14

{Ieee BRZ.11) AES [00M)
1

Gre (19
Pubilic Key: 7c 37 82 ba 4c 77 a9 Bc 78 76 dl fa Je 33 93 34 Te cl d 4c 64 34 5d cc T8 b9 bb 68 b2 12 ff 31

A X—=214 : BUPMKIDDOEH



B, Tirrois Souses Dinitinatisn Peatiesl Leswgth Soquencs Musbe (BE) PR (2]
BIIT D025-01-21 ©9:31:57.330133 Cisco_dd:Te:Br ee: 13 el al:cd: b Boi. 11 a5 1 b3 50 da b0 a3 35 c3 55 €7 14 da a4 o6 33 of Associstion Responie, SN=TE4, FHsD, Flagss........C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1968 bits)
Radiotap Header vd, Length 3§
802,11 radio Laforsation
IEEE 882.11 Asseciation Response, FLags: ........C
IEEE 802,11 Wireless Managesent
Fixed paraseters (6 Bytes)
Tagged parameters (175 bytes)
Tag: Supported Rates 6(B), 9, 12(), 18, 24(8), 36, 48, 54, [Mbitssec]
Tag: RSN Inforsation
Tag Musker: RSN Information (48)
Tag length: 42
RS Versden: §
Growp Cipher Suite: 88:8f:ac [Teee £02.11) AES [COM)
Pairwise Cipher Suite Cownt: 1
Pakrwise Cipher Suite List #0:07:ac (leco 8R2.110 AES (CCH)
Auth Key Managesent |AKM) Suite Count: 1
Auth Key Managesent {AKM) List 00:9f:ac (leee BO2.11) Opportunistic Wireless Encryption
RS Copabilities: Pwdied
PHKID Count: 1

List

PHRID: 21 b5 58 da BB a3 35 &3 S5 a7

Group Management CIpNer Suite: 0B101iac (leee BBZ.11) BIF (128
Tag: Vendor Specific: Microsoft Corp.: W/WME: Parameter €lement
Tag: HT Capabilities (502.31n D1.18)
Tag: HT Informatios (262.1%n O1. 180
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: WHT Operation
Tag: M Enabled Capabilities {8 octets)
Tage BSS Max Tdle Parisd

Hf-15: @UPMKIDZERAL 7Y I—> a2 BE

FTARNDEDIZ, COUVTATREWLCH SFEHTHIBRL., BUAPICBEBEERITELE, C
NDERT, 747> NEEIUPMKIDZEELETH. APRBEENTEETDHOFMZEEL
x99,

5 Tima Source Dastintion Prowed Length Seqmnce Namber (BE) PABID Inks
- 44117 2025-@1-71 @9:53112.847592 eerl3sef:aSrcd:5h  Cisco_ddidersf BAZ. 11 337 21 b5 50 da b@ a3 35 c3 55 e7 14 da ad a6 33 af Assoclation Regquest, SMe2, FMe=B, Flagss.

va.C, SSIDS"OWE=Tr.

Frose 44137: 337 bytes on wire (2696 Bits), 337 bytes captured (2696 bitsh
Radiotap Weader w@, Length 36
802,11 radie informstisn
TEEE BO2.11 Association Request, Flags: .
IEEE 802,31 Wireless Maragosent
Fixed paraseters [4 bytes)
Tagged parsseters (269 bytes)
Tag: 5510 paramcter set: “OWE=Transition™
Supgerted Rates Gl0), 9, 120}, 18, zale), 34, 48, 34, [Mbitssec]
Tag: Power Capability Mim: -20, Max: 14
Tag: Supported Channels
Tag: HT Capabilities (802,110 D1.10)
Tag: ASH Information
Tag Nusber: RN Intoraatics (48)
Tag length: 42
RS Warsion: 1
Group Cipher Suite: ®8:8f:ac {Teee BA2.1M) AES (CCM)
Palruise Cipher Suite Count: 1
Pairwise Cipher Swite List ®8:07:ac {Ieee 802.11) AES (€M)
Auth Key Mansgesent (ARM) Suite Cownti 1
Auth ey Hanagement (AKM) List @8:df:ac (Teee 882.11) Opportunistic Wireless Encryption
RGN Capabilities: G=d0c

21 b5 58 da b 53 35 ¢3 55 &7 f4 42 34 a6 33 af
Group Management Cipher Suife: B@:@f:ac (leee 8@2.111 BIF (128)
Tag: W Enabled Capabilitics (5 octets)
Supported Operating Classes
Extesded Capabilities (11 setets)
VHT Capabilities
Tag: Verdor Specific: Smmsung Electrgnics Co.,Ltd
Tag: Vendor Specific: Samsung Electronics Co.,Lid
Nag: Veedar Specific: Microsoft Corp.: Wl/pse: Tnforsatios Flesent
Ext Tag: OWE Diffie-Hellman Parameter
Ext Tag length: M4 (Tag Lens 33}
Ext Tag Musber: OWE Diffie-Hellsan Paraseter (321
Group: 256-bit random LCP group (190
Public Key: ba ba 15 20 T8 85 4c 82 21 16 1 00 30 95 0 41 cf 95 79 58 30 dc 77 96 bb b3 59 52 42 25 cf &1

Bif5-16 : HIBRE., 7547 NEEUPMKIDZDHE ML & € ICE1fE



Mo, Time Source Destnaion Prooeol Length | Sequence Mumber [BE) FMKID
A412E RO2S-01-F1 0%:S

Frame 44121: 266 bytes on wire (2120 bits), 266 bytes captured (2128 bits)
Radiotap Header wi@, Length 36
242.11 radio information
IEEE #02.11 Association Response, Flags: ........C
TEEE $02.11 Wireless Maasgesent
Fixed paraseters (6 bytes)
n-gq:o paramcters {196 bytes)
upported Rates GiB), &, 12(B), 18, 24{0], 36, 48, %4, [Mbitrsec]
Toq_ RSN Intorsation
Tag Museer: RSN Information (45)
Tag length: 26
RN Versdon: 1
Group Cipher Sulte: :0T:sc [Teee $02.11] AES (COM)
Pairuise Cipher Suite Coumt: L
Pairwise Cipher Suite List @8:0fiac {Iece B92.11) AES {CCH)
Auth Key Mansgesent (M) Suite Counts 1
Auth Koy Honsgesent [AWM) List 8d:df:oc (Tewe 82.1%) Oppertunistic Wireless Encryption
A o

o
i e (g w1 mmaeg 0 aup e

#0211 266 Association Response, SH=1230, Fi=b, Flags=

Group Masagesent Cipher Swite: 80:df:ac (leee AB2.11) BIF (128)
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Paraseter Element
Tag: WT Capabilities (B62.11n D1.18)

HT Enfermation (602,110 01,100
Extended Capabilities (8 ectets)
VHT Capabilities

VHT Operat ion

R Enabled Capabilities (5 eitels)
S5 Max Jole Feripd

Ext Tag: OWE Diffie-Hellman Parameter

Ext Tag Length: 34 (Tsg len: 33)

Ext Tag Nusber: OWE Diffie-Hellsan Paraseter {32)

Group: 256-bit random ECP group (19}

Public Key: ed 44 ea 80 6f 13 €0 35 33 93 55 31 7d b7 2e ab &4 04 26 Te 62 da d9 22 BA <5 de £5 €2 63 al <

BE§—17:APIEDHEZFERAL THLVPMKIDZERL T

COBITE, APEDTATUROEABN4ATIANY R IAVDRITHICEUPMKIDZERL
v TMIBROM2) XY E—JZRRBLET,

No. Time Source Destination Protocsl Length Sequence Rumber (BE) PIID Iy

| B54@ 2025-91-21 89:51:57.360919 Cisco_dd:Ze:8f ee1l3ieBia8:od:Sh EAPOL 193 Key {Message 1 of 4)
B543 2025-01-21 89:51:57.365594 ceridic8raicd:Sh  Cisco_ddiersf EAPOL 215 [T 55 56 da B4 a3 35 cF 55 cf 74 da a4 a6 33 af Jkey (Message 2 of 4)
B545 2025-91-21 09:51:57.366521 i eerldiel EAFOL 267 Key {Message 3 of 4]
B548 2025-01-21 09:51:57.373313 Cisco_d EAPOL 171 Key {Message 4 af 4)

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 Qus Data, Flags: ......F.C
Logical-Link Control
B02.1% Authentication
Version: 802.1%-2094 (2}
Type: Key (3}
Length: 117
Key Descriptor Type: EAPOL RSN Key (2}
[Message number:
Key Information: Ox@@EE
Key Length: 16
Replay Counter: 8
WRA Key Nonce: 17 28 f4 Ta c2 42 74 21 13 71 1b 43 b6 76 94 71 ca 8 al a7 8f eb 2e 10 83 dl BB c5 a2 <@ 5d ed
Key IV: @0 22 @0 22 22 @2 20 00 &0 20 29 20 20 o0 00 M
WRA Key RSC: 2@ 20 20 o0 20 @2 2@ 2@
WRA Key ID: 8@ 20 22 20 20 88 20 @@
WPA Koy MIC: @@ 20 22 @0 20 82 20 20 @0 0P 90 00 20 49 20 @9
WPA Koy Data Length: 22
WPA Key Data: dd 14 22 &f ac @4 21 b5 50 da b a3 35 c3 55 7 14 do a4 o6 232 af
Tag: Vender Specific: Iece B2.11: RSN PMKID
Tag Number: Vendor Specific (221)
Tag length: 29
oUL: #d:@fiac (Ieee 6982.11)
Vendor Specific OUI Type: 4
Data Type: FHKID KDE (4]
PHEID: 21 b5 58 da b® a3 35 ¢3 55 ¢7 T4 da ad a6 33 af

5

K18 : BUPMKIDZERTHAPE I T4 TN

BT, 9547 MDELUPMKIDZFERL TV Y, 9547 NOEIREBIZERE -
ERXBPMKIDZAPAERAL TWAEHE., "MIBELTM2) XY E—2 %8R LET,



Mo Tirne Sournce Destination Protacal Length Ssquence Number (BE) PMKID Info:

44128 2025-91-21 99:53:12.837869 Cisco_dd:2e:8f ee:l3cBralicd:Sh EAPOL 193 Key (Message 1 of 4)
44133 2025-91-21 99:53:12.861273 cerliieBradicdiSbh Cisca_dd:Ze:8f EAPOL 215 [21 b 5B da b® a3 35 c3 55 ef fd4 da a4 ab 33 af P&cy {Message 2 of 4)
44135 2025-91-21 99:53:12.862728 Cisco_dd:Ze:8f ee1l3eBralicd:5b EAPOL 67 Key (Message 3 of 4)
44138 225-91-21 99:53:12.865398 ce:ldieBradicdiSbh Cisca_dd:Ze:8f EAPOL 171 Key (Message 4 of 4)

Frame 44128: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
#82.11 radio information
IEEE ®82.11 QoS Data, Flags: ....R.F.C
Logical-Link Control
BE2.1X Authentication
Version: BRZ.1X-2084 ()
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: 0x0088
Key Length: 16
Replay Counter: @
WRA Key Nence: 17 28 f4 7a €2 42 74 21 13 77 1b 43 b6 16 94 71 ea 78 al a7 87 eb 2e 108 83 d1 88 <5 aZ ¢@ 50 ee
Key IV: @0 00 @0 00 00 09 00 02 00 80 22 92 @0 20 20 @0
WPA Key RSC: BB 89 99 20 0@ 82 20 B9
WRA Key ID: 82 89 90 @0 @9 20 Bp 90
WRA Key MIC: BB 90 00 00 00 00 00 B0 00 99 0O B 90 00 0O 00
WPA Key Data Length: 23
WRA Key Data: dd 14 9@ 8f ac 84 41 1b cf d7 7a 34 cb 58 70 13 87 47 ba d2 4e 1f
Tag: Vendor Specific: Teee BB2.11: RSN PMXID
Tag Mumber: Vemdor Specific (221)
Tag lemgth: 29
OUL: B@:8f:ac (Ieee BO2.11)

Cats Type: PMKID KDE (4)

PMKID: 41 1b <f d7 7a 34 cb 50 70 13 @7 47 b8 d2 4e 11

®19 : R53PMKIDEEATHAPE IS AT~
HNERARNL —RAA S

ROBITE, 94T M BEEFRITERTDHNTX—2%XEL., APAPMKEERLZED
FWELEBLTVWET,

2025/01/21 15:18:50.157081690 {wncd_x_R0O-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157082294 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157523328 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157531792 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532236 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532538 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157841380 {wncd_x_R0O-0}{1}: [dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

TDE, AUIZA4T7MNEUAPICESZELTVETH, COBATIE., APEHFL LWPMKID%
Y RLEBATL I,

2025/01/21 15:21:57.391898613 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391903915 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906073 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906329 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
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