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1. Configuration > Tags & Profiles > WLANSDJEIZ#IRL £9,
2.AddZ o)y oL T, HILLWLANZERLE T,

- WLAN® £SSID ( BYOD-WiFi% & ) 2B ELE T,

« WLANZBRICLKRT,

Add WLAN x

General Security Advanced
Profile Name* Enter Name
SsID* BYOD-SSID
WLAN ID* 9
Status

Broadcast SSID

Radio Policy (@)

Show slot configuration
6 GHz

Status enasier [ ©

© WPA3 Enabled
Dot11ax Enabled

5 GHz
2.4 GHz

Status ENABLED .

802.11b/g 802.11blg  w
Policy

=1 Apply to Device

RADIUS #—/\®

=1 ]

axX e

1. Configuration > Security > AAA > RADIUS > ServersDJEICBE L £9,




Configuration= > Security = > AAA  Show Me How °

+ AfA Wizard

Servers / Groups AAA Method List AAA Advanced
Add | * Delete
RADILS
Servers Server Groups
TACACS»
I 2 x "‘f

LDaP

Name T Address Y Auth Port Y Acct Port T

[+] 0 -

For Radiug Falback (o work, please make sure the Dead Criteria and Dead Time confgunaiion exists on the device

2. AddZz2 1)y oL T, RADIUSH—/N&E L TISEZEREL £,
« H—/NIPISEDIP7 RL Ao
 Shared Secret:ISETHREENTVAD HEMBRIC—BHLET,

Create AAA Radius Server x
Name* BYOD Support for CoA (D)

Server Address* 10xx.x CoA Server Key Type Clear Text ¥
PAC Key (W] CoA Server Key (©)

Key Type Clear Text v Confirm CoA Server Key

Key* @ Automate Tester O

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1=1000
Retry Count 0-100

! Apply to Device

AAAY —/NDERE

1. Configuration > Security > AAA > Servers/Groups® JEIZEIRL £,



2. FBRELERBRFEOY—NTIL—T7ICRADIUSH—NZEIVWEHTET,

Create AAA Radius Server Group x

Name* I BYOD I
Group Type RADIUS
MAC-Delimiter Lt e
MAC-Filtering none -
Dead-Time (mins) 5
Load Balance
Source Interface VLAN ID 1 e
Available Servers Assigned Servers
f| Apply to Device

WLANOtEF1UF 4RI —DERE

1. Configuration > Tags & Profiles > WLANSD JEIZZEIR L £7, E£EFEERL EWLANZRE
LET,

2. Security > Layer 227 T, XOBREEZERTLET,
- WPA+WPA2ZBIZT 5
« WPA2 Encryption CTAES(CCMP128) & 8% E T %
¢ 802AXE L TORRRIF—BE



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

@® WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (]

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status | Adaptive Ena... v |
GTK () OSEN Policy O
Randomize Over the DS D
WPA2 Encryption Reassociation Timeout * ‘ 20
AES(CCMP128) CCMP256 O
GCMP128 () GCMP256 ()] Auth Key Mgmt
RSy ‘R 802.1X PSK ()
rotecie anagement Frame
Easy-PSK O CCKM A O
e ey = FT+802.1x O FT + PSK 0
E : 802.1%- (] psk-sHazse O
SHA256

MPSK Configuration

| Update & Apply to Device

3. Security > Layer 3% 7 T, Web Auth Parameter Map® RO Y 7’&A > H Sglobal %3&3R L
E S




Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Layer2 AAA
Show Advanced Settings >>>
Web Policy O
Web Auth Parameter Map global v '
Authentication List Select a value v B

For Local Login Method List to work, please make sure

the configuration ‘aaa authorization network default local’
exists on the device

=] Update & Apply to Device

ERIFREIACLOERE
ACLZ#ERL T, VDFAL IV NOBREZFERTS :
e DNS hZ 74V,
¢ ISEFR—ZIILADHTTP/HTTPS,
- BEHNYIIY RY—ER
CNETDICIE,

1. Configuration > Security > ACLs > Access Control Lists D JEIZZEIRL £ 7,
2 BEBRNTZ 74V 0 FATRIIIL - Z2HE 2L VACLZERLET,



Edit ACL x

ACL Name* Test1 ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any hd

Destination Type any v

Protocol ahp v

Log O DSCP None v

Sequence Y Source Y Source W Destination Y Destination Y Source Y Destination Y
t Action YT IP Wildcard 12 Wildcard Protocol Y Port Port DSCP ¥ Log Y
O 10 den ISE=IP= an i Mone Mone Mone Disabled
v Address v P
0 20 den n izl i Non Non Non Disabled
eny any e o] lone one one sable:
|:] 30 deny any any udp MNone eq domain None Disabled
D 40 deny any any udp eg domain  Mone None Disabled
D 50 permit any any tcp None aq wWwww None Disabled
1 10

RUS—7O77A4IINDOKE

1. [RXZE ( Configuration ) | > [#7'&7°'O7 7 4 )L ( Tags & Profiles ) 1> [/R1) < — ( Policy ) ]
CBBLET, T7FINL MRS —ZERELEERATEXRT

shotl Cisco Catalyst 9800-CL Wireless Controller Wecomewis % A B & @ O Q L P
Fes= 3 Policy
Policy Profile Name T Description 3 it

it piicy - profily cheful policy protin

2.7 OEARDS —THEYBVLANZEI) HTERT



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Cachi
Gt IPva ACL v B
DHCP TLV Cachi
i IPv6 ACL v B
WLAN Local Profiling
URL Filters @
Global State of Device Disabled (T)
Classification
Pre Auth v
Local Subscriber Policy Name arc v
Post Auth v B
VLAN
VLAN/VLAN Group VLANO0S7 v |® |
Multicast VLAN Enter Multicast VLAN

| D Cancel ] -] Update & Apply to Device

Fi

3. 781> —mAdvanced . Allow AAA Override & NAC stateZBMICL E T,



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) 28800 ®
Idle Timeout (sec) 300
Idle Threshold (bytes) 0
Client Exclusion Timeout (sec) 60
Guest LAN Session Timeout (]
DHCP
IPv4 DHCP Required (]
DHCP Server IP Address
Show more >>>
AAA Policy
Allow AAA Override
NAC State
Policy Name default-aaa-policy x v B
Accountina List Test xXv B

'O Cancel ‘

Advanced

Fabric Profile O

Link-Local Bridging

mDNS Service
Palicy

Hotspot Server

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security
Parameter Map

Flex DHCP Option
for DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL

(2]
O
default-mdns-ser... »  E
Clear
v
O
)
Not Configured v
Clear
|ENABLED .I
B crore
O
v

1 Update & Apply to Device

P

2T DEAERMF

« Configuration > Tags & Profiles > TagsDJEICEE L £7,
s BT BERELFFEEL T, WLANERDUSD =7 OT7 74N %2EHET,
s FTOBRBARA VNIRRT EZEN)HTET,



= Tags

T Description T

defaul policy- tag

F—7213EtF 1T SSIDNDERE
Z—7SSIDIk. RERNIZFT 17 ILSSID BYODRREZREL LHEEICOXKMERENET,
1. Configuration > Tags & Profiles > WLANSD JEIZZEIR LU E T, [Add) REZ VY ILET

2. General® 7 TSSIDBEZHEL. WLANKREA> ZHMIZLET,

Add WLAN x

General Security Advanced
Profile Name* BYOD-Open Radio Policy (¥)
SSID* BYOD-Open Show slot configuration
6 GHz
WLAN ID* 10 Status enasier [{)]©
? © WPA3 Enabled
Status | ENABLED .] Dot11ax Enabled
Broadcast SSID ENABLED .| 5 GHz
Status | ENABLED .|
2.4 GHz
Status ENABLED .|

802.11b/g | 802.11b/g v
Policy

) Cancel =| Apply to Device




3.@ALUD 1> RIUTSecurityZR 7 &IV Y I LET, NoneF7>a>vREEREIRL T, MACY
1NBEVTZBMILET,

Add WLAN x

General Security Advanced

Layer2 Layer3 ADA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAC Filtering Authorization List* default v | ®
OWE Transition Mode Transition Mode WLAN ID* 0-4096

Lobby Admin Access O

Fast Transition

Status Disabled
Over the DS O
Reassociation Timeout * 20

‘ O Cancel | = Apply to Device

4. Layer 30 Security ¢, Web Auth Parameter Map®J O—/N)LEREZBIRL E9, WLCIZHED
WebFBFEZ7'O7 7 A LAREE N TVRIBER. ROBHRICNYEYTTREETEFRT,




Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Show Advanced Settings >>>

Web Policy ()
Web Auth Parameter Map global v | B
Authentication List Select a value v

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization network default local’
exists on the device
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ISEXY NI —0F /N4 ADKE

1. ISEWeb UllCOT A4 > LET,
2. [E¥ ( Administration ) 1> [&Y R —7% )Y —A ( Network Resources ) ] > [RY RT—7
7 /N4 A ( Network Devices ) ] ICBEBIL £ T,

‘s’ Identity Services Engine Administration / Network Resources

)|  Bookmarks Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences Maore

B2  Dashboard Matwori Daviess

e Defaui Device Network Devices
Device Security Settings =
Selected 0 Total 0 0 {3
9, Operations
I Policy
] Name ~  IPfMask Profile Name Location Type

4. Administration

mll  Work Conters

Mo dats svailshie

- Interactive Features

BWLCZRY ND—=UFNAAELTEMLET,

« NameWLCOEZBIZAHNLET,

 IP Addresss WLCEEIPZANLET,

« RADIUSHAMBWLCIZHREENTVRENDERAURAEMBEEZANLET,
* [Submit] 20V Y ILET,

= bl ldentity Services Engine Administration / Network Resources
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Description
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IPSEC 15 IPSEG Duvice w St To Default

Device Type A3 Davice Types

B -~ RADIUS Authentication Setlings
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Protocol RADIUS

Shared Secret
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1. Work Centers > BYOD > Settings > Portals & Components > BYOD PortalsD JEICEE L &
9o

2.AddZ 2 1) Y UL TBYODR—ZRIIZEKTEH, ISEOBFOT 7 4 N R—2I)Z2FEA
TEET,

Work Centers / BYOD

P Ecokmarks Overview Idantities Idantity Graups Natwark Davices Ext |d Sources Chant Provisioning Partals & Compoanants Palicy Elemants Policy Sats Roparts Mars

' BYOD Portals

Wou can od

Gontext Visib

3 Operations

Cenincares

0 Posiey

4. Administration

. Work Centers

Interactive Features

—

an authorization prefile

To ex

e an autharlzation pelley

Cisco IOS®F\F/N—>a> Ao O0—KR

1. Work Centers > BYOD > Client provisioning > ResourcesD JEIBE L £ 7,
2. AddRZ>Z DY OLT, PAAOHA MHPS I NJY—RZEBRLUET,

P! Bookmarics Overview  |dentities  identity Groups  Network Devices  Extid Sources  Client lani Portals & Comp: Policy Elements  Policy Sets Reports  More

2 Dashboard [P ———

| e Resources

Contast Visibiiity

A opesstians e
0 Poicy
Tree Versian Last Update Dascription
&; Administration
pa——— AgentCanfig Not Apglic... 2024711778 18:36:55
Al Werk Centers.
Sratie MacOsXSPWizand L2043 0VSOIIO0TIAS  Supplicant Frovisosing
bl Confier .o AmyCoenacilskion,. 4630400  IBTSG4M01 121550 AsyCannect Secws Mab
i hgnai Posiurs Prolls w3 4.3,3275.6146  AmCosnsciComelian... 4.3.3275... 20II0INS 151856 Secur Clint Win
i s 435126188 AmCosnsciComplinn.. 835125 2019/0310 16SVE1  AsyConnsct Wisssws C.
CiscoAgentiessOSX 4.9.01095 ClscoAgentiessOSX 4910950 2022710006 16:47:58 i GM: 4,3.1249.4353
GAC_AsyConnect_Gonfig AgeniConhig Not Apgiic...  0TICIGS 151121
lamprodia AgeniProfia Not Apgiic,., 3034711750 18:38:44
GAG-Pestune_Prefile AgentProfie Not Apgiic... 20230226 16:07:27
CiscoSerireCIsnICompiBRtMosaWingsws 4.3.9231 .. AmCosnsctComplisn.. 4.3.3231... 2023/01710 1543:00  Cisco Securs Clisnt Win...
CiscoTemporalAgentOSX, 4.6.00359 GClssoTemporalAgent.. 4.6.358.0 20180323 00:2249  Cisco Temporal Agent fo
ChcoAgentiossWindows 4.8, 0105 ClicoAgontiessWind..  4.9.1005.0  2022010/06 16:47:51  With CM: 4,3 13666145
ClicoSesureCinniDositosWindows 5.1.6,103 CissoSeceroCiontbe.. 506,103 303411671 124818 Ciaco Secure Cib
GiseorI5E-Chioma-NSP Ntive Supplicant Pro_ Not Apgiic.. 201610707 01:31:12  Presconfigured Nathve 5...
CiscoSetureCTaniComplanceModas Windows 4.3 4780... ClacoSscwrsCRantCsa... 434289, 2024710721 12:43:45  Cisco Sscurs Client Win...
AnConnectDesktopWindows £,10.2086.0 AnyGonneciDesktop.,  4.10.2086.0 202401114 16:3918  AmyGonnect Secers Mob
GAC-Posture-Profila AgantProfia Not Apgiic... 2024110120
ClicaTemparalAgentWindews 4.8.00350 CissoTomporsibgent.. 463500 3018033 003348  Cisco Temporal Agant fo
L i

BVYI7RIITVARNT, 72O—RITBHEHMDCisco IOSN—2 3 ZBIRLET,



Download Remote Resources

) Name ~  Description

E] MacOsXSPWizard 2.7.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
D MacOsXSPWizard 3.1.0.1 Supplicant Provisioning Wizard for MAC OSX Version 3.1.0.1

G MacOsXSPWizard 3.1.0.2 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
[3 MacOsXSPWizard 3.2.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
) MacOsXSPWizard 3.4.0.0 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
C] WinSPWizard 3.0.0.2 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)
WinSPWizard 3.0.0.3 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)

For Agent software, please download from http://cisco.com/go/ciscosecureclient. Use the " Agent

resource from local disk" add option, to import into ISE




7E:Cisco IOSY 7 R I I F7E, WindowsB &K U'MacOSIT > RARA4 > NADISETHA > O
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PDREBENHDRYRNI—DEYRTYTTIORERNNFBYET,

IVRRA 7O 7 AINOEK
1.Work Centers > BYOD > Client provisioning > ResourcesD JEICEEL £,

2.AddZ2V)vy oL, ROYFTAT> X 1—7HSNative supplicant profileZiZiR L £ 9,
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Resources
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GAG-Posture-Profile AgentProfile Not Appbc... 02410729 VEC56:50
CiscoTemporaligeniindows: 46,0058 ClscoTomporalhgent_.  4.6.358.0  2018/03/23 00:22:48  Clsco Temporal Ageni fo.
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Wireless Profile(s)
\

BYOD
SSID Name *
f P A Confi 5
! roxy Auto-Config ~ L,
File URL @ !
i)
Proxy Host/IP @
Proxy Port 4
Security * WPAZ Enterprise !
Allowed Protocol * PEAP v
Certificate Template Mot Required v (i)
~  QOptional Settings
Windows Settings
Authentication Mode User or Computer W

C] Automatically use logon name and password (and
domain if any)

' Enable fast reconnect
[:] Enable quarantine checks

[:] Disconnect if server does not present cryptobinding
TLV

[j Do not prompt user to authorize new servers or
trusted certification authorities

Connect even if the network is not broadcasting its
name (SSID)

iI0S Settings

[ | Enable if target network is hidden

Android Settings

Certificate Enroliment Protocol: ()



Administration > Identity Management > External Identity Sources > Certificate Authentication
ProfileDJEICBEIL£T. AddRE>ZEOUYILT, SEAE7O7 7ML ERKLET,

* Identity Services Engine Administration / Identity Management

J| Boockmarks Identities Groups External Identity Sources Identity Source Sequences Settings

8% Dashboard

A A SoiEe Certificate Authentication Profile

! Certificate Authentic... -

11 Context Visibility

‘\ Operations

U policy  Active Directary
Name - Description
A Administration =1 CiscolSE
Preloaded_Ce 0 Pracraated Certificate Authorization Profila.
N LDAP
Al Work Genters
ODBC

! RADIUS Token
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1 REST
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Policy / Palicy Sets

nnnnnnnnnn

4. BYOD7O—#OBYODUA ALV KNETINTOEAQOHAZ7O7 74N EZHRELET,
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Identity Endpsint ID
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Endpoint Pr

Windows1..

Windows1..
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Authenti...

Authenticat

Test =» D..,

Test > D_.

Test »> Do,

Authorization Policy

Authorization Policy

Test »> BYOD

Test => BYOD_redirect

Test »> BYOD_redinect

Autheriz...

Authorizatic

PermitAce.

BYOD_Ae...

BYOD_Re...

IP Address

WP Address

10.127.196.2...
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Network De...

Metwork Devic

BYOD-Switch

BYOD-Switch

Dewies

Device
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BYOD Welcome

Welcome to the BYOD portal.

Access to this network requires your device to be configured for enhanced security. Click Start to provide device information
before components are installed on your device.

BYOD Portal '

0 -

Please accept the policy: You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco
Systems offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High

volume data transfers, especially sustained high volume data transfers, are nol permitted. Hosting a web server or any other server by use of our Service is prohibited

Trying to access someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with
other network users are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems
reserves thelright to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting

The following system was detected

Windows

Was your device detected incorrectly?

Select your Device

Windows

[Next] (JRA ) REVEIUYIFBE, FNAAOBHERBEANTHLS CROSNBAR
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alialn BYOD Portal .

CISCO
2 I

Enter the device name and optional description for this device so you can manage it using the My Devices Portal

Device Information

Device name: *

Description:

Device ID: TN

ZTO7 7 AIINEAP-TLSERAIZRT TR ELDICEHRESNTVBRHE, BIADCLEHICIY RRAY
NRZ7O77A4)LEEAP TLSEEBREZ X U O— R T % /= % ONetwork Assistanty —J)L & X 0> 0
—RIBELDICI—HICERTDZI 2RI,

Pt BYOD Portal i
»
Install

Please wait while we download the Cisco Network Setup Assistant. You will then need to manually run the Setup Assistant and
follow the instructions to finish registering this device.

EH EHER TNetwork Assistant 7 77U —> 3> %270, BBREEZOVYOLTAR—
F4070-2RAKBLET,



Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
b network settings.

Start Quit

i 72 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.

TFY




Cisco Network Setup Assistant

Network Setup Assistant

Applying configuration... Specify additional
information if prompted.

Cancel

i ;% 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.
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« U747~ b(guest.log)

+ client-webapp(guest.log)

+ scep(ise-psc.log)

« catr—E A(ise-psc.log)

» admin-ca(ise-psc.log)

« 5234 LAAA (prrt-server.log)
 nsf(ise-psc.log)

» nsf-session(ise-psc.log)

- 7’07 7 4 Z(profiler.log)



O AZRY N
g2 k04

chsoOdE, A—¥HFIR—JICERICVUZAL I h&Eh, Network Assistant7? 7' 57— 3
CEAIDVO—RLECERRLTVWET,

2025-02-24 12:06:08,0531% #H[https-jsse-nio-10.127.196.172-8443-exec-4][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::- 77
D2 3aAVEEATROA 2N YEY/VA : pages/byodWelcome.jsp // BYODJ TV H LR—
2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8](]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps: 1D H 1 X

2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][][]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, pTranSteps:[id: 2513b7b-7249-4bc3-a423-0e7d9a0b2500]

2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, stepTran:d251 3b7b-7249-4bc3-a423-0e7d9a0b2500

2025-02-24 12:06:09,979 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::::-
mapping path found in-action-forwarding: pages/byodRegistration.jsp

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2](]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps: 1D H 4 X

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2](](]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, pTranSteps:[f:[id: 203b757-9e8a-473e-abdc-879d0cd37491]

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2](]]
cpm.guestaccess.flowmanager.step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep, stepTran:f203 b757-9e8a-473e-abdc-879d0cd37491

2025-02-24 12:06:14,647 INFO [https-jsse-nio-10.127.196.172-8443-exec-2][[]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::::-
mapping path found in-action-forwarding: pages/byodinstall.jsp

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::- Session = null
2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
portalSessionld = null

2025-02-24 12:06:14,7137°/\ ¥ J[https-jsse-nio-10.127.196.172-8443 -exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5:::-
StreamingServlet URI:/auth/provisioning/download/f6b73ef8-4502-4d50-81aa-
bbb91e8828da/NetworkSetupAssistant.exe //ZY KD —OX BT 75— 3 NI RRA >
NIEFEhELE
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2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- CertStorel_ (&4 D DREAENf SENTVET -
2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- 1. '[issuer=CN=Certificate Services Root CA - iseguest;
serial=32281512738768960628252532784663302089]'

2025-02-24 12:04:39,808 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- 2. '[issuer=CN=Certificate Services Endpoint Sub CA -
iseguest; serial=131900858749761727853768227590303808637]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- 3. '[issuer=CN=Certificate Services Root CA - iseguest;
serial=68627620160586308685849818775100698224]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- 4. '[issuer=CN=Certificate Services Node CA - iseguest;
serial=72934767698603097153932482227548874953]'

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — B 5 {LEEB & 0 iEIR

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- keyEncipherment keyUsagelC & % SEEA & M iE 1R
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- keyEncipherment keyUsageZ 2 &1 D DIEAEN RO A
WELU L

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest serial=131900858749761727853768227590303808637] 2 L TX Y £—2 ZEES L
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — M EEFERE & DiEIR

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- digitalSignature keyUsage % £ LU 7=fEBH & D& IR
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- digitalSignature keyUsageZ 2 L1 D DRIAEN EOH' V)
xL L

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest serial=131900858749761727853768227590303808637] 2 A L = X ¥ = — MRS
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — F{TEIEHE NDiEIR

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- Selecting certificate with basicConstraints

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]
org.jscep.client.CertStorelnspector -::::- basicConstraintsZ & 23D DOFEHEN ROAM W EL I



2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]

org.jscep.client.CertStorelnspector -::::- [issuer=CN=Certificate Services Endpoint Sub CA -
iseguest serial=131900858749761727853768227590303808637] % 31T & (_ £ F

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][]

com.cisco.cpm.scep.PKlIServerLoadBalancer -:::::- SCEPH—/NXOD/N 7 # —X 2 AXKND Y D
: nameflive/dead, total reqgs, total failures. inflight reqs, Average RTT]
http://127.0.0.1:9444/caservice/scepl[live,96444.1,0,120]
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2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]
cisco.cpm.client.provisioning.EvaluationServlet -::::- Referrer = Windows // Windows 7 /X1 A A"
WebR—DJICESV\WTHREEhELE

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- Session = 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::::- Session = 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[1]
cisco.cpm.client.provisioning.EvaluationServlet -::::- nspZ7’ A7 7 A )OO 7O a -2 J
2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[1]
cisco.cpm.client.provisioning.StreamingServlet -::::- Session = 000000000000000B30D59CC5
2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -::::- portalSessionld = null
2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]
cisco.cpm.client.provisioning.StreamingServlet -::::- StreamingServlet

URI:/auth/provisioning/download/b8ce01e6-b150-4d4e-9698-40e48d5e0197/Cisco-ISE-
NSP.xmI/NSPZ'O7 7 ANNF IV RRAVNIHDO—RENET

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][]]
cisco.cpm.client.provisioning.StreamingServlet -::::- Streaming to ip: file type: NativeSPProfile
name:Cisco-ISE-NSP.xml //The Network Assistant Application

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- BYODStatus:INIT_PROFILE

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- userld has been set to test

2025-02-24 12:06:26,558 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServiet -::: : UX A L 2 NOEHE(F : SUCCESS_PAGE,
)& AL burllg : mac:


http://127.0.0.1:9444/caservice/scep[live,96444,1,0,120]
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