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Wireless User AP WLC ISE

1. 802.1x Authentication Phase

2. Access Accept (with redirect URL and ACL)
3. WLC apply ACL to client and move to posture state

4. HTTP GET request (80)

5. URL redirect received in Access Accept

6. NAC initiates Posture Validation 7. ACL letting the traffic reach ISE server

8. Posture OK. CoA-Req to reauth the client

9. Send EAP-START

10. 802.1x Reauthentication Phase

11. Access Accept (new ACL, VLAN)
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ATY 7 1:ISEH—/VZ29800 WLCEREIZIEIL £9, Configuration > Security > AAA >
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_ Configuration~ > Security~ > AAA

+ AAA Wizard

Dashboard

© Monitoring

Servers / Groups AAA Method List AAA Advanced

- Add
- RADIUS
2O ¢ Administration p Servers Server Groups
TACACS+
Licensing Name Y Address
LDAP

3{\3’ Troubleshooting




9800 radius— /XD ERK

Create AAA Radius Server %
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text -
PAC Key CoA Server Key (@) sssse

Key Type Clear Text v Confirm CoA Server Key sesee

Key* (3) sesse Automnate Tester

Confirm Key™ esome

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100
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ATV 72 RBAFRVARNEERLE T, RICRTLSIZ, Configuration > Security > AAA >
AAA Method List > Authentication > + AddDJEIZBEL £,
n "c||'5'é|c',' Cisco Catalyst 9800-CL Wireless Controller '\'fv'0=_CGF'C At

Configuration~ > Security~ > AAA Show Me How o

+ AAA Wizard

Servers [ Groups AAA Method List AAN Advanced

| + Add |

Name T Type Y Group Type T

Authentication

Authorization

Accounting
default login local

1 10 w

Walk Me Through >
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Quick Setup: AAA Authentication x

Method List Name™ posture-authn-list
Type* dot1x v | (@D
Group Type group v | (&

Fallback to local

Available Server Groups Assigned Server Groups

Idap — radius —
£d =)

tacacs+ - —
) =)
(2] ()
[?'
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Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting
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Quick Setup: AAA Accounting x

Method List Name* ‘ POSTUREacct |
T').'pe* ‘ identity L | @
Available Server Groups Assigned Server Groups
Idap |T'| radius |-?-|
tacacs+ — -
©J L~
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Configuration~ > Tags & Profiles~ > WLANs
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Add WLAN x

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasleD ] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz
Status enaBLED [

2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device
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Add WLAN

‘

General Security

Layer2 Layer3

® WPA + WPA2

MAC Filtering

Advanced

AAA

O WPA2 + WPA3 O WPA3

Lobby Admin Access

WPA Parameters

WPRA
Palicy

GTK
Randomize

WPAZ '
Policy

OSEN
Policy

WPA2 Encryption

AES(CCMP128)
GCMP128

v CCMP256
GCMP256

Protected Management Frame

PMF

| Disabled v |

(O Static WEP O None

Fast Transition

Status | Adaptive Enabledw |
Over the DS
Reassociation Timeout * | 20 ‘

Auth Key Mgmt

802.1x v | PSK
Easy-PSK CCKM A

FT + 802.1x FT + PSK
802.1x- PSK-SHA256
SHA256

[= Apply to Device
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Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3

Authentication List

posture-authn-list

Local EAP Authenti
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TEET,

ATY71:FHLWRUS—=7O774)LEHERL ET ., Configuration > Tags & Profiles >
Policy® JEICBEL., ILVWRUS—ZERLET,

Configuration - > Tags & Profiles~- > Policy

+ Add

Admin Y Associated 6 T

N g Status Policy Tags Policy Profile Name
(<) Monitoring
= :
o LY | posture_demo_pp
(] default-policy-profile
dministration 1 10 »
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A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QO0S and AVC Mobility Advanced
Name™ posture_demo_pp WLAN Switching Policy
Description Enter Description Central Switching enasten

ii

Status Central Authentication ENABLED .
Passive Client Central DHCP ENABLED .
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

(%]
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Moability Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Caching IPvd ACL | - |
DHCP TLV Caching IPVB ACL | - |
WLAN Local Profiling URL Filters ®
Global State of Device C ed (@)
Classification . \
Pre Auth | v |

Local Subscriber Policy Name | v | B - .

' Post Auth | v |
VLAN
VLAN/VLAN Group | VLAN1072 6

Multicast WVLAN

‘ Enter Multicast VLAN ‘
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile
Session Timeout (sec) | 1800 ‘ ® Link-Local Bridging
Idle Timeout (sec) | 300 ‘ gﬂIIJ_NS Service | default-mdns-ser . |
olicy Clear
Idle Threshold (bytes) | 0 ‘ Hotspot Server | -
Client Exclusion Timeout (sec) ‘ &0 ‘ User Defined (Private) Network
Guest LAN Session Timeout Status
DHCP Drop Unicast
IPv4 DHCP Required v DNS Layer Security
DHCP Server IP Address 10.10.10.1 DNS Layer Security | NotConfigured v |
Parameter Map ' Clear
Show more ===
Flex DHCP Option
for DNS
AAA Policy
Flex DNS Traffic
Redirect
Allow AAA Override v
WLAN Flex Policy
NAC State '
) ( N \ VLAN Central Switching
Palicy Mame | default-aaa-policy x » |
- - Split MAC ACL ' v |
Accounting List | POSTUREacct  x v | P . J

WGB Parameters Air Time Faimess Policies

Update & Apply to Device
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_ Cf_‘mﬁguratiﬂn' > Tag:: & Profiles~ » Tags
Eﬁa Site  RF AP

board

==

Policy Tag Name

|‘ﬁ;::\"| I

(%) Monitoring

default-policy-tag

dministration 1 10 »
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Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 «

98007R ) = — & T MFf#A
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MBI AP IZRI D —RTZE|) HTET, Configuration > Wireless > Access Points > AP
Name > General TagsD JEIZBE L, HELZE) HTZIT>TH S, Update & Apply to Device &
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Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Lacation® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b

Ethernet MAC

Site default-site-tag v B
Admin Status ENABLED .

RF default-rf-tag v B
AP Mode Local v

98007RU>—R T DEIV)HT
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Configuration > Security > ACL > + Add® JEIZZEIRL, L VACLZERL £,
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Edit ACL x

POSTURE_REDIRECT_#

ACL Name*

Rules

Sequence®

Source Type

Destination Type

Protocol

Log

+ Add

Sequence T

10

20

30

40

50

any
any
ahp

Action T

deny

deny

deny

deny

permit

9800 & A L U NACLDF¥#H

RS —ACLD

Source Y Destination YT

Scurce IP Y Wildcard

any

10.124.57.141

any

any

any

=L

AxX JE

ACL Type

Action

DSCP

P

10.124.57.141

any

any

any

any

IPv4 Extended

permit

Mone

Destination Y
Wildcard

Protocol Y

ip
ip
udp
udp

tcp

Source Y Destination T

Port Port DsCP T
None None None
Nane None None
MNone eq domain None
eqdomain  None None
None 20 WwWw MNone

Disa

Disa

Disa

Disa

Disa

COBER. RFATFIVIDORRICETVTERS FUFEHENS T FZRATH LI
. ISEM9800 WLCTERBINDACLZERT D HENHVET,

Configuration = >

+ Add

Security - > ACL

# Associate Interfaces

ACL Name

POSTURE_COMPLIANT_ACL

POSTURE_NON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

9800 ACL% %

EPTDTFUADE

10.|

A

&, cOBEREE(CpermitalZEALET. E5120—BAEREE L

wew

ACL Type
|Pv4 Extended
|Pv4 Extended

IPvd Extended

T, ISECERLUEHERTEDACLERUALBVWKRSICRET S EETEET, Chik,
980018 Tpermit alllCHY L £,



Edit ACL %

ACL Name* POSTURE_COMPLIANT ACL Type IPv4 Extended
Rules
Sequence® Action permit v
Source Type any v
Destination Type any -
Protocol ahp v
Log DSCP None v
Sequence Y Source Y Source Y Destination Y Destination YT Source Y Destination T
t Action Y P Wildcard 13 Wildcard Protocol T  Port Port DSCP Y Log
10 permit any any ip Mone None Naone Digable
1 (10 v

9800 ACL — %L

FEWNSFVATR, V9FAT2NEIBEDORY ND—V(BEREBEY—/N ( Z0OFERISER
ENVNDT I EADHKEFALET,

Edit ACL x

ACL Name* ‘ POSTURE_NON-COMP ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any r

Destination Type [ any -

Protocol ahp -

Log DSCP None v
Sequence T Source Y Destination Y Destination T Source Y Destination T

t Action ¥ SourcelP T Wildcard P Wildcard Protocol ¥  Port Port pscP Y Log
10 permit 10.124.57.141 any ip MNone MNone MNone Disa
20 permit any 10.124.57.141 3] None None None Disa
30 permit any any udp MNone eq domain Mone Disa
40 permit any any udp eq domain MNone MNone Disa
50 deny any any ip Mone Mone MNone Disa
1 [ 10 v

9800 ACL — JE%4L
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RAF Y EH . ZOHITE. Windows PCOTARNIFEAENDTAINY TICHBEDTARNT
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ATY 7 1:ISETNADE L TWLC 9800%iEML £9, Administration > Network Resources >
Network Devices > AddD JEICBEIL £,

= Cisco |5E

Metwork Devices Network Device Groups Network Device Profiles
—

Network Devices 1 WLCBEDN

§ § Network Devices
Dewice Security Settings

Nama WLCSB00

Descrigtion

IP Addrass ‘P 10.124.60.41

Device Profile
Madal Name
Software Version

Network Device Group

Lecation All Lecations
IPSEC Mo

Device Type All Dovice Types

Y ND—=0F N4 ADIEH01

= Cisco I5]

Network Devices Metwork Device Groups Metwork Davice Profiles

Administration - Network Resources

External RADIUS Servers

32

e
w
b [
w Dy
v [

RADIUS Server Sequences

Administration - Network Resources

External RADIUS Servers

Netwark Devices I RADIUS Authentication Settings I
Default Device
Dewice Security Settings RADIUS UDP Settings
Protacol RADIUS
I Shared Secret [TXTT)
| Use Seeand Shared Secret
Second Shared
Secrat
I CoA Paort 1700

RADIUS DTLS Setings
DTLS Required

Shared Secret radius/dils

Coh Port 2083

ssuer CA of 15
5 fo

Y RD—=TFNA ADIEN02

.
r Goa  Select if required (optional)

RADIUS Server Sequances

NAC Managers

MNAC Managers

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors

AT Y 7 2 : Cisco Software CCO Webtr 4 N T, Cisco Secure ClientAY RI> REA/NY I —
SEAVT AT AR 1= )24 O0—RLET,



Cisco Secure ClientA\DFT VA ERKRE -

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024
cisco-secure-client-win-5.1.2 42-webdeploy-k9.pkg
Advisories [

TF¥ITOVZA4T 2 h5.1.242

ISE Posture Compliance Library - Windows [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisorie

s 1
ISEQAV 7' ZAT AT 1—)L43

111.59 MB

19.59 MB

AT Y7 3: Cisco Secure ClientAY RTLY REANYT—IHBLCAV T AT AED 1—
INYTr—%ISEVSATRN7AES I ZJIC7 Yy 7O—RULET, Work Centers >
Posture > Client Provisioning > Resources QD JEICBELF3, AddZoUY oL, ROYTHD

>Ry O AN 5 Agent resources from local diskZiZIRL £,

Overview Network Devices Client Provisioning

Client Provisioning Paolicy

Add o~
Resources +

Client Provisioning Portal

[

Policy Elements

Agent resources from Cisco site

Agent resources from local disk

O O 0o O

EFITIOZATRD

~

Y 7'0—R

Agent Configuration

AMP Enabler Profile

Native Supplicant Profile

Agent Posture Profile

L



= Cisco ISE

Owvarview

Clieat Provisloning Policy
Eesources

ket Presvisiosing Peoal

TXITOZAT

Network Devices

Work Centers - Posture

Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reporis Sattings
—
[0 Hame Typi Varsion
[m] CiscoTemporalhgentOSX 4.10.02051 CiscoTemporaligentOEy 4.10.2051.0
I O  GiscoSecureGlientCompsanceModuleWindows 4.3.3335.6146  GiscoSecureCleniCompliancohodisoWindows 4.3.3335.6146 I
[} Cisco-ISE-Chrome -NSP Native Supplicant Profile Mot Applicable
O  GiscoAgentlessOSX 4.10,02051 GiscoAgentiessOSK 4.10.7051.0
] toomiess-Posture for Windows AgeniProfile Mot Applicable
O  AnyGonneciDesktopWindaws 4.10.7073.0 AryConneciDes kiogWindows 4.10,7073.0
(] Mac DsXSPWizard 2.7.0.1 Mac DsXSPWizard 2.7.0.1
O  GiscoagentiessWincows 4.10.02051 GiscoAgentiessindows 4.10,2051.0
(] Cisco-ISE-NSP Hative Supplicant Profile Hot Applicable
0 WLCHS00-windows AgeniContig Noi Applicable
O WinSPWizsrd 3.0.0.3 WinSPWizard 3.0.0.3
[0  CiscoTemporalAgentWindows 4.10.02051 CiscoTemparaligentWindows 4.10.2081.0

CiscoSecureClisntDesktopWindows 5.1.2.042

CistoSecweChamDesktapWindows

5.1.2.42 I

hNEOVTZAT

VAEDI-IIANERICTYTO—-RENELE

Last Update

2021/08/10 03:12:11
024703730 19:26:34
2016110007 04:01:12
021708010 03:12:36
2024103030 19:31:40
024103730 19:47:18
2021108010 031 2:27
2021/08/10 03:12:33
201610707 04:01:12

2024/04701 17:44:50

202170810 03:12:28

202403730 19:20:54

Selected 0 Toasd §

Daseription

With CM: 4.3.1858.4353

GCisco &

cure Ghent Win...

Pre-configured Native 5.

With GM: 4.3.1858.4353

test windows PG for con...

AnyGonnuct Secure Mab...

Supplicant Pravisic

With GM: 4.3.2227.6145

Pro-configured Native 5

Test for WLOSH00 Wirele_..

Supplicam Provisioning
Wikh CM: 4.3.2227 6148

Ciaeo Sacurs Chant fof

ATV 4. I MRAFY707 7 4 IILOYERK - Work Centers> Posture> Client
Provisioning> Resources> Add> Agent Posture Profile D JEIZEIRL £ 9,

= Cisco |5t Wark Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Paolicy Sets Troubleshoot
Ciatrt Presvisioning Puliey
" Bilosembadl- Posterd 160 Witdowd
Resouizes
1
it Presvisioning Parsl Agent Posture Profile
Name *
Bblonmeest-Posture for Windows
Description
test windows PC for connecting WLCSE00
r
Agent Bohavior
Parameter Value
Enabie debug log No w
Operate on Aon-B02.1X wireless L ~
Enabie signature check No o
Log file size ] e
Femadintion tmer 4 ming.
Stealth Made Cinabled
Enable notifications in stealth mode DHzabled

I—->IVRRARAFYZ7O774)

ATV 5. I—>

Reports

Settings

Description

Enables the debug Ing on the agent

Chack the signatune of gxpcutabies betos

operae on

The maximum agent log file size

If the

Agent can act as

mer faite o rernediate wi

ither cligniless

without any user interface.

Display user no

~B02.1X wirekess ¢

anring 1ham

his specified t

ar standard mode. When stealth mode is enabled, it nuns 03 a service

n when in Stealth mode.

mark tham as n

compliant

I NEREDOERK : Work Centers> Posture> Client Provisioning>
Resources> Add> Agent ConfigurationDJEIZEE L £9,




= Cisco ISE Work Centers « Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Glient Pravisioning Palicy

Resources
ikt Provislonig Partel * Select Agent Package: CiscoSecureCliemtDesktopWindows 5.1
l * Configuration Name: WLCIB00-windows I
T Test for WLCSSOD Wieless dotlx
Description:

e

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

I ISE Posture l
VPN ]
Zero Trust Access (]
Network Access Manager [:|
Secure Firewall Posture O
Network Visibility [}
Umbrella [_]
Start Before Logon (]
I Diagnostic and Reporting Tool I
Profile Selection
* ISE Posture bloomtest-Posture for Windows b

FIE6: V47> N7TOEZIZVIR-—2I)2#EL. TANBREOR—ZRILZEATS
CeEBFELET, [OKTY (CSRZEML., CAH—/N\—ASSSLAHAEZHEAL., COR—X
ILBREDOHAEIIN—TRT2BEMATLLEEZY, T5L&VWE, TANTOEARICAHE
DEBRETEZVESNIRELET, )

Work Centers > Posture > Client Provisioning > Client Provisioning Portals D JEIC#&E L £ 3,

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings

Clignt Pravisiening Pslicy

S Client Provisioning Portals

Client Provisioning Portal -
I ! 1sioning You can edit and customize the default Glient Provisioning portal and create additional ones

Creata

Client Provisioning Portal
(default)

Default portal and user experience used
to install the posture agents and verify
‘Ii‘.I1IlJ|IH[l[ZL‘ on user's devices

Client Provisioning Portal 01Zi2R L £ 9
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Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

T e R . ) o
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & page Settinqs

Portal Settings

HTTPS port:* B443
(8000 - 8598}
Bidirectional por:* R449
(8000 - 8998)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O aigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

Client Provisioning Portal 02%i#iR L &9

FIE7 : 954F7> 870D 3 Z RIS —0OER LR T, Work Centers > Posture > Client
Provisioning > Client Provisioning Policy > Edit > insert new policy® JEIZBEL £,

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoaot Repaoris Seitings

Client Provissaning Palicy

Client Provisioning Policy

Resources

Cliemt Provisianing Portst . . :
Dafine the Client Provisioneng Policy 10 determing what users will receive upon login and user session initation:
For Agent Configuration: version of agent, agent profile, agent compliance module, andfor agent customization package,
For Native Supplicant Conliguration: wizard profile and/or wizard, Drag and drop rules 1o change the order

w
Rule Name Identity Groups Operating Systems Other Conditions Rasilts
o | WLCSB0O -Windaows Any Windows A Condition(s) WLCHSB00-windows Edit
| 105 amy Apple 05 Al Conaitienls) Ciscor1SE-NSP Edit
e | Android Ay Android Condition(s) Cisco-1SE-NSP Edfit
| Windows Ay Windaws Al Canditionls) CiscoTemporalAgentiin Edit
daws 4.10.02051 And
WinSPaizsrd 3.0.0.3
And Cisco-ISE-NSP
= | MAC OF Ay Mac 05X Condition(s) CiscoTemporalAgentOSK Edtit
4.10.02051 Anes
MacOsKSFWizard
2.7.0.1 And Cisco-ISE-
NSP
-] Chromebock Ay Chrome 0% Al Ganditian(s) Cisco-1SE-Chrome-N5P Edit

VAT NTOEDIZ RIS —0EK

ATY T 8: 77 14INERHEDIEKWork Centers > Posture > Policy Elements > Conditions > File >
File Conditions > AddD JEIZBEL £7,



Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

—
Conditions " File Conditions List > WLCS800-Posture-dema

Anti-Malware File Condition

Anti-Spyware

Anti-Virus I Mame * WLCS800-Posture-demo I

Application

Description test for WLC 9800
Compound
Dictionary GCompound N
e it * Operating System Windows All w
Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type FilgExistence ) I
File
Firewall * File Path USER_DESKTOP WLC9800-Posture-Demo.txt

Hardware Attributes
* File Operanor Exists

Pateh Mansgement

Registry
Seript
Service

77 A INERHEDER

ATV 9: REDER "I —0tvR— 1> TRAF Y, >TRIU—FBE,>TRE, >T77
A4, >TEM, CBELET,

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Conditions 3 File Remediations List > WLC9800-Posture-Dema

File Remediation

Remae: ons

Application -
* Name WLC9800-Posture-Demo O]

Anti-Malware

Anti-Spyware Description your PC must have file named WLC9800-Posture-

Anti-Virus

I Compliance Module Any version

File

Firewall Version 1.0

Launch Program
File Uploaded WLCS800-Posture-Demo.txt

Link

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Requirements
Allowed Pratocels
Authorization Profiles

Downloadable ACLs

77 A IMEEDER

ATY 710 EHEERL ET. Work Centers > Posture > Policy Elements > Requirements >
Insert New Requirement® JEICEEL £,



Qverview Metwork Devices Clignt Provisioning Policy Elements Posture Palicy Policy Sets Traubleshoot Reports Settings

Conditions >
— : m
Application Reguiremeants
Antl-Matwars Name Operating System Campllance Module I Posturs Type l I Conditlons I I Remediations Actlons I
Anti-Sgyware
Any_AM_instaliation_Mac  for  Msc OSX wing 4= or lster walng  Temporal Ageat metlf  ANY_am_mac_inst them  Message Tast Only Edit
Anti-Virus
Fie X
for  Wingows All uing 4o Iater wsing  Tempoml Agent men il Ihes  Seleet Remesiations Edit
Firewall
Launch Program Defauit_AppVis_Reguirem  for  Mac 05X wing  4xor later wsing  Temporal Agent metll  Default_AppVis_Co  then  Select Remediations Edit
ent_Mao_temporsl nditice_Mac
Link
Dafssl_Hordwsro_attribet  for  Windows All wiing &=t lstar wiing  Temposal Agent matlf  Hardwaro_AHribute them  Sebect Bemeciations Edit
Pateh Mansgament 2
o3_Requiremant_Win_tam 3_Chock
Seripe posal
usa Mse OSX wsing & of later Tempodal Agent e Edit
‘Windows Server Update Servi
‘Windows. Update
Defauit_Firewall_Requirem  for  Windows All wiing  4:xor later wsing  Temposal Agent met if them  Delauit_Firewall_Remediation  Edit
ent_Win_emporal
EEE— Dufawin_ Firewali_Fogwivom  for s 05X wing  axor latar wing  Temporal Agent metlf  Defaule Firewail & them rewall_fromadiation  Edlit
ant_Mac,_temporal onditian_Mac

Amerwed Peotocols

ederacs Al using  Any version

WLCHEDD -Pasture

Huitheriz damo

on Profiles

ature - Deme: I Edit

Downlosdable ACLs

parating Syaben

i Con

iy Category or Provisien By Everything o J. Hardwarn Candit

Remediations Actions are nat applicable for Agentiess Posture type

RAF ¥ EHOERK
ATY 7T MRAF ¥R > —0¥ERKWork Centers> Posture> Insert new policy® JEICBEIL £9

= Cisco ISE Work Centers - Posture O & &

Owarview Network Devices Cliant Provisioning Policy Elements Posture Policy Policy Sots Troubleshoot Reports Sottings

Posture Policy ([EXEZS

Dafine the Posture Policy by configuring rulos based on oporating system andice othr condiions. WLoRE00
Status  Paolicy Options Rule Name ldentity Groups Operating Systems Compliance Module Posture Type Other Conditions Reguirements
] Policy Options WLCBBO0 - Pon Bema Any Windows All Asy version Agent WLDAD- Ho
Deme

RAF YRS —DER

ATY 7123 2NRIAM7TOT7 7 AIDERK : RAF Y AT—RANTH, RAF ¥ AT—FAN
JEEEH, RAF ¥ AT —X AN #EHLPolicy> Policy Elements> Results> Authorization>
Authorization Profiles> AddD JEIZBEL £7,

Dictionaries Conditions Results

Authentication -

A owd Broiccis Standard Authorization Profiles

For Policy Export go te Administration = System > Backup & Restore = Policy Export Page
Authorization e
Authorization Profiles T Add

Dewnloadable ACLs

(] Name Profile - Description
WLCO80D =
Profiling >
:| WLCSB00-Posture-Compliant =k Ciseo (7)
Posture >
O CHB00- Posture-NonCompHant & Cisco (7)
Client Provisioning >
W WLCHE00- Posure-Unknown wk Clsco ()



ZA7O7 7 4L DOYEROT

Dictionaries Conditions Results
—
Authontication P Austharization Profies @ WLGSS00-Posung- Unknown
ANowed Fiotocols Authorization Profile
* Nama
Authorization -

Authorization Prodiles

Downloadable ACLS

WLCSB00-Posure-Unknown

Dascription

* Access Type

Profiling ) ACCESS_ACCEPT w
Pasture > Metwork Device Profile & Cisce @
Clisnt Provisioning > Service Template [m]

Track Movement @

Agentless Posture oo

Passive Identity Tracking [ ()

~ Common Tasks
O Veice Domain Permission
Wab Redirection (CWA, MDM, NSP. CPFY  (3)
Chiant Provisioning (Postura) ACL POSTURE_REDIRECT_ACL w Value Client Provigioning Portal (def -

O Suppress Prafiler CoA for endpeints in Logical Profile

RA7O7 7 4 DOERK2

Dictionaries Conditions

Authentication ~

Allowed Protocols

Authorization w
Authorization Profiles

Downloadable ACLs

Profiling 2
Posture >
Client Provisioning >

Results

Authorization Profiles » WLCO800-Posture - Compliant

Authorization Profile

* Name

Description

* Access Type

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

~ Common Tasks

O Interface Template

WLC9800 -Posture-Compliant

ACCESS_ACCEPT bl
& Cisco W @
(]
oo
oo
oo

[ Web Authentication (Local Web Auth)

Airespace ACL Name

POSTURE_COMPLIANT_ACL

O Airespace IPve ACL Name

RA7O7 7 4 DOERKI



Dictionarias Conditions Results
AU U FIUie

Authentication b * Name
) WLCAB00-Posture-NonComp
Authorization b
Description
Authorization Profiles
Cownlosdable ACLS 4
* Access Type
ACCESS_ACGEPT W
Profiling »
Network Device Profile & Cisco v @
Posture »
Service Template
Glisnt Provisioning ¥ Track Movement

Agentless Posture

O O0O0OaO0O

Passive Identity Tracking

~ Common Tasks

O Interface Tomplate

[ Wab Authentication {Local Wab Auth)

Airespace ACL Name POSTURE_NON-COMPLIANT

[ Airespace [Pvi ACL Name

~ Advanced Attributes Settings

ATY T 13RI —+Y hZERL £F . Policy> PolicyDJEICEEL £,

Policy Sets Reser Prilcysst Hitcounts

Status  Pollcy Set Name Description Gonditions Allowed Protocols | Server Sequence  Hits  Actions  View

B Motwork Access Davics 1P Address EQUALS 10,124,80.41

(] WLESNO0- Pastuwn-Dama AND Delault Network Access & >
T Nomabsed Radius-SSI0 CONTAING posture_semo

-] Datsult Defsult pokicy sat Dalaull Notwork Accass <& {é‘r »

KU —ty NOER
Yy h>EBIM7 A4

AT Y7 14 : FREEAR ) 2 —OERKPolicy > Policy Sets |- # &> "WLC9800-Posture-Demo">
Authentication Policy>& 0



= Cisco ISE Policy - Policy Sets

Metwoerk Access-Device 1P Acdiess EQUA

T Mermalised Rasius 590 CONTAIMS pastu

2 Authontication Palicy (2)

¥ Status  Rule Name Conditions
e w i "
® ool

AR S — DR

Datault Notwork Access

Inernal Wsers

+ - Options

All_User_ID_Stores

= Options

Actions

&

AT Y7 15 BAR ) —DOEKPolicy > Policy Setslc#E& L., "WLC9800-Posture-Demo

> [ Authorization Policy; > "Addy ZBBEL £ T,

Aathorization Policy (4)

Resulis

Status Rule Name Conditions Profiles
@ Postur-Compiiam b SessionPosiureSiaius EQUALS Complisnt WLCOBOO-Posting - Co.
@ Posture-Nescomplisat b SessionPostreStatus FOUALS NonComgiant WLECIED0-Postung -No.
©  Posture-Usknoan b Session PeshureStatus EQUALS Uninow WLCHBO0-Posure-Unk.
[ ] Dt DenyACCess

REAR S —OER

Bl

Security Groups

Saloct fram list

Salect from list

Saloet fram list

Sabect from lisg

1. IELW802.1XU L 7> ¥ JLTF7 A NSSID posture_demo Z#E#HEL EL =,
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wic9800 - ser

--#--4

&)

oK Cancel

Metwork & Internet settings
Change sefbngs, such as makong a connecton metered.
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