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show license eventlog = % & show lo BVIEED D THEENBZTS

A
BEER

FL®IC

CORFIXYNTE, Catalyst 98007 14 ¥ L ALANI > RA—F(WLC)TOHRJ > —(SLUP)Z
FERALEAY—RNSA 2V RAOBEBNS TN 1—F 1AV FRICOVWTHBALET,

Bl R SR
BEH

ROEBICETHIHBNIBHDENHEENET,
« RUI—%FHLEAY—RNZ 42 A(SLUP)



« Catalyst 980077 1 ¥ L ALANO> hO—Z(WLC)
FATZ 31 R—F>2N

CORFIXRNOABRRK, BEDVYIZRIITRPN=—RIITON-T32VICREENDED
TRHYEREA

CORFIXVNOERE. FEOZRARELCLHZTNARACETVWTEREhELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, XEAPORY RD—UTR, FEOANVRICK>TECHAREMENHIREBEZ THEIELT
<EZW,

BR#H

AR EE COXNEOEESHEICE., CONEBELRBETATVWEVSRERPKRILD
BHABENTVET, REZHOCEZHEOLET,



« f£f : Cisco Catalyst Wireless Controller® T 4 £ A IXTHEHAEhEL A, DFY,
VIRNDIT7HEIRCVINIITICHAERTSATVWER S/ AOFERAZRBITSENIC,
F—DBRBEXERBE, S/ ABEOREEZTTIZDHEEHY)EEA, Z41EVAD
FERARREGERALARAZ D THETTNAALLRERE N, DELD—VTJ7O0—RGEBAETTE
7,

s ALV ADERARREZCSSMICLAR—NTS : S AOEARRZELR—NTBD LD
o, BEOAT>a > &2FERTEET, SSM On-PremE 7= (& Cisco Smart Licensing
Utility(CSLU)ZER T2 A, ERARRICE TS BEHRECSSMICEELR—NTEET, I7
FYYTHRXYNID—IUTR, FARRICETIZEREAV>O0-RLTCSSMICT7 Y 7’0
—REBDAFATSAVLAR—NOT7OED IV TEFEATERT, FARRLA—NE, 7
L—>FFAMMLERXTY,

1. Cisco Smart Software Manager Cloud(CSSM)\ 0 B 1% 4t
2. 7> 7L = A ®Smart Software Manager(SSM)#ZH TCSSMIC#E#: ( > 7L T ASSM )

—MDFEETIFE, Catalyst 800N T X THDAN—RFAEVADOIFIFIZOVWTEHBALTWLWSD
TRV ELBA, FHICOVTE., TRUS—BEZFERALEAN—BNTIA 2 ADFEEHA
Ky #BBLTLKEEY, £EL, ZORETR. Catalyst 9800TH UL —OREEEERL TE
BERBLTSSMA 7L S ASmart LicensingZ RS 7N 1—F 12009200 —EDEFR
BANZ RZRLET,

77’3 3> 1Cisco Smart Licensing Cloud Server(CSSM)\ 0 B $Z##5 :


https://software.cisco.com/#SmartLicensing-Inventory
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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A CORBILEREATVARINTOONY RIF, N—=23 1732 B ZXTTS
WLCICDHBERATE XY,

74+ 2FEARRL K—K

SLPTI, BEALEDTAEVARBERENY, #EE/T O /O -—NY T I REShLLE
IZT/INA ATHERICAKY) ET, show license summary 5T 254 £ ANINUSEE RRE N E

ERD

9800-1#show license summary Account Information: Smart Account:

Virtual Account:

lic_c9800I_perf

License Usage: License Entitlement Tag Count Status
(L1C_C9800L_PERF) 1 IN USE air-network-advantage (DNA_NWStack) 2 IN USE air-dna-advantage (AIR-DNA-A) 2 IN USE



ZAEVAICERATERRER, EAPRLEBEAREAD2DIEFTT, CORT—RAR., HEmA
VARVALEREhRIREEHEICEI D TORIREENKT,

FAFOTA AL, BRORUMLAR—RMAMERENET, RumLR—NIZE,
CLOSED, ACK., # KU'OPENDREA B V) FT,

F7°3> : AFIN > Rtest license smart rum-report idZ{EH L THEZELET,
Router(config)# service internal

Router# test license smart rum-report id

report_id:1624247687 state: SmartAgentRumStateOpen

17.9/N\—2 3 2 LAR& : show licenserumid all N> R :

Smart Licensing Usage Report: Report 1d, State, Flag, Feature Name 1682489268 CLOSED
P lic_c9800I_perf 1682489269 CLOSED P air-network-advantage 1682489270 CLOSED P air-dna-advantage 1682489271 CLOSED P air-
network-advantage 1682489272 CLOSED P air-dna-advantage 1682489273 ACK N lic_c9800l_perf

RUM L7R— bk

RUML 7R— N £ 7z [&Resource Usage MeasurementL R— N &, A4 AOERARRE FT/INA
ADDICETREHZECT— X7 7ML TT, cnSOLR—RNEFNSA RAILRFENSDF
AVFTATHY, N—RIITICE>TAHAEBEREINE T,

LR—BNORERE, REA VAR AECSSMEDBEFRICELLET,

HERFIR B

TFNARALEDAI—RNI— T2 MIKR 2 TREEE A IZFHL W

SmartAgentRamStateOpen LA— K

RUML R— R ACSSMIZIEfEE D (VO—RIZKY, BLTWL

SmartAgentRamStateClosed BLA—MBEUAREC 7Y 1503 )

SmartAgentRamStateUnacknowledged|CSSMA* 5 DFEFZEREBHF DRUML R— K, R—U > JIDZIEE

SmartAgentRamStateAcknowledged |RUML 7R— R A'CSSMIZIEEE h, EFBEh&EL -

RS —=ZFERALEAN—RMFA/ 2 AMEERE. O— KR/N—2 3 217.3.2TCatalyst 98002 E A
ThELE, JRIN17.32VJ—ATk, 17.3.3U1)—ATEAE N=WLC webUIDSLUPEEE X
“1—NFRREhEFLBA. SLUPIE, WKDODDRTRRDAN—KRTA L RAEERBYET,

« WLCI&. smartreceiver.cisco.com RX A4 > %L T, tools.cisco.comT &% < CSSME BE{E
L%,

« BRI BIRDVYIC, WLCEA> T L ZANCSSMELFESSMEDEFHEZEILILET,

s CLIONY REBFEEETATVET,

« AN— S4B AFHELRIEEELEEA,. RDYIZ, EFARREFHTEHMICLAR



- I\-(“éij-o

s MAE—RABEELELA. WLCK, SAEV AN B TETIILBELZHRIZLET, <0
SATALAGBEHER—AT, S/ AOFERARRZEHHIC (IT7F Y Y TOHDERY
RO—ODBZERBEHELEFET)LAR—KNLET,

7 : B : Cisco Catalyst 9800-CLT7 A YL A RO—Z%FEAL TVBHEIE,
Cisco IOS® XE Cuppertino 17.7. 1 B O S BODACKEHZ+ 0 ICEBBL T EEV, T
Cisco Catalyst 9800-CL7 1 ¥ L A2 hO—Z ®RUM Reporting and Acknowledgment
Requirementy ZZ8BL T &L\,

BEEELHE S N 1-CSSMb L U'SSMA > 7L 3 2 % —/\ T D9800 Smart Licensing D BEREED + 5 7
VW a—5a4249

*AN=RNTZAEAD=U70—2RTIHICE, L LB NO—F A RBEDFIEICH
SBENFHYUET,

1.CSSMAR—ZRIDSN—DU 2 ZERL, h—T2FA2R—NLT, SEOTA 2 AERAR



MLAR—BNOEARBICHEZEFIDEEILET., CcOEFEIDEIE., 98000 NO—F A SEEE
NiELAR—NERIETDLEHDCSSMOF—TT, ZDtrustidb—o Ik, CSSMEFERL 1=
RumERARRL R—FO—ZE L TEHWICEFHFE N, XPEhFET,

7E:Cisco 10S XE Cuppertino 17.7. 1A Tk, FEI—RFYETT, EEI—REV
TFINBEEILBIEND D, 9800 HASSOtEY N7 Y ZICE2DODEEI—RA1 Y
AR=ILENFET,

EEa1—R
UDIEEENELNRF*F— RRAAVAZCARKXOBWNTHERALET,

* RUMLAR—KIZEBLET, ChilLl, REAZBLEL, F—ROEEMZHRTER
EE

- CSSMEDEFITRBEZAMIILEY,



Cisco |I0S XE Cuppertino 17.7. 1A BTk, HRA1 VAR AN CSLUNDTF—RIEEZRKRTS
NROZ &, BRAVARVANFITEYYTXY RNIT—VAICHSD MARODT, FEI—RHY
BEINICIREEhET,

« FEI—RE, D=9 ZFERALTCSSMASEBTEET,

CCZTlE, CSSMWeb UITIDh—2 224K, FHEI-—RZMBLTHRI VARV A
CAZAN=ILET, IBHARICA VAR —ILEIEEEI-—RIH25EE. LEE
TRIUENHYNET, BRAVAXANCSSMICEEERENTVRHEER., COFEZE
FERALT, EmA VAR AN EFITRBHETCSSMEBRETEDLSICLET, FFHO
—RZEEIZDCDFERF, CSSMICEEERIDINTOAT a2V ICERENET, &7
MIZOVWTE, TCSSMAmE#EES, 22RBLTSEEL,

Cisco I0S XE Cupertino 17.9. 15 B Tld. CSLUNRRA VARV AN SOTF—20OBBZRAKRT
PhARO2T, FEI-—RIBBVICIHEBENET,

THHAERICA AR —LEAEGEEI-—RIH256E. BBNICELEEEETAET, CZ0OLD
ICLTHESNEEEI—RIE, CSSMEDEF1ITRBEICEATEET.

*AX =R TA 2 AHADB00NEEICEEN BTV EEBEELET, 9800k, CSSMEDEE
CRSAR—RNELTSmartZFEAL T,

CSSMIC&K D AN—hk
Device(config)#license smart transport smart Device(config)#license smart url https.//smartreceiver.cisco.com/licservicel/license
Smart Using 7 0 ¥ ¥

license smart proxy { address address_hostname| port port_num} Device(config)#license smart url default Device(config)#license smart proxy
address

Device(config)#license smart proxy port

SSMFA> 7L XA

Device(config)#license smart transport cslu Device(config)#license smart url cslu https:.//SSM-Onprem-FQDN-
address>/cslu/vl/pi/ssmsfloodingslup2304-1

RXAVIWNY OFTYTER—LY—NDNEBRAVE—TIA ABHTEETRTHD L &1t
mlLET,

Device(config)#ip domain name
Device(config)#ip name server

Device(config)#ip domain lookup


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#top-connected-directly-to-cssm
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#top-connected-directly-to-cssm
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#top-connected-directly-to-cssm
https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address
https://SSM-Onprem-FQDN-address

show license all AN > RA", 9800 TR EETENIERNT U AR—RN R AT EURLEMAZIRT : 3REN
BN THD D EERLET,

22—RMRNZAR—K

Type: Smart URL: https.//smartreceiver.cisco.com/licservice/license Proxy: Not Configured VRF:

SSM+ > 7L 32

Transport: Type: cslu Cslu address: https.//SSM-Onprem-FQDN-address>/cdl u/v1/pi/ssmsfloodingslup2304-1

*9800&CSSMOBIC7TOF I HFHBHBE. —ALALABRBEOLSHIC, 7OFTUARNEL
TWBIP7 RLAAHFAENhTVWD Z L ZRRBLET,

23—KNLY—NNANDEHDT 2 b

cul N> REFEALET,

» curl https://smartreceiver.cisco.com/licservice/license
c BBEENBHE  ChIEFAY—MLY—NTY,

SSM#A > 7L I 2 —NDELHDT 2 b

cul N> REFEALET,

* curl -v -k https://SSM-Onprem-FQDN-address>/cslu/v1/pi/ssmsfloodingslup2304-1
s IFEhBRE : ChiFAN—KLZ—/NTT,

ZEHIIPT FL 20BE

R DOnslookup AN REFEHALET,

* nslookup smartreceiver.cisco.com

FREhDIEHE

Server: 171.70.168.183 « — NLIEDNSH—/\NT 9,

#—/\ : dns-sj.cisco.com«FA 7’2 AV T DEHRERRTEET,
« 7RL A :10.10.10.10#53

« & HI : smartreceiver.cisco.com

« PRL A :146.112.59.81



https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address%3E/cslu/v1/pi/ssmsfloodingslup2304-1
https://smartreceiver.cisco.com/licservice/license
https://SSM-Onprem-FQDN-address%3E/cslu/v1/pi/ssmsfloodingslup2304-1
http://smartreceiver.cisco.com/
http://dns-sj.cisco.com/
http://smartreceiver.cisco.com/

« %W : smartreceiver.cisco.com
« 7 RL A :2a04:e4c7:fffe::f

VAT LIEFEDES CIPERRT A h

digdXY > RZEFEAL XTI,

« dig smartreceiver.cisco.com +> 3 — K
FRENIER

+ 146.112.59.81

E:CSSM®Smart Receiver>R—F 2 M&k, MSLAOBEZEHEDODRumL R—b, &R,
RICBIL T, K Dtools.cisco.comB LV E—DEKLEOICE>TRDYEL 1=,

ip http client source-interface <V —AXA A4 > X—7 T 4 A>


http://smartreceiver.cisco.com/

COIX Y RIFE, CSSMADEBERNAZHRHICN—TLET,
ip http client secure-trustpoint SLA-TrustPoint ( #7332 )

SLA-TrustPointiEZ 4 £ ADIL— KRCAICK > TEERE B -8, secure-trustpointAEIRE h
TWBEE2BRBLET, SSMAVTLIAECSSMOTAEN, 41 ADI)—NCASERRE(C
KOTEEENET,

CA RS :
AT—B XA ISX A8
AAES UTIILES (162 ) 01
AAEDERE  ESR
Issuer:
cn=> A4 ADI)L—KCA
O = cisco
Subject:
cn=>AAZA4tE2ADI)L—KCA
O = cisco
Validity Date:
FI A : 2013F5H30H19:48:47 UTC
¥ 7T H :2038F5H30H19:48:47 UTC
BEEMFSNIENTZARNRALAY N 0 NZARNT —)LSLA-TrustPoint
A KL —2 : nvram:CiscoLicensi#1CA.cer

License smart sync alli&, 98000 RO—F B L OXMLERA SRumL R—NEZHRICEHKR TS
AN RTY, 179xN—2 a2V ICFEEIA—RAFAMIVAN=ILENTVAVI NOA—5TCD
OXR > REFHITIDE, RUIICRUMEAL R— N TRAEA<KFEI—RIZHNIDERNIFERETIE
ED

CSSMh s B h-EMEZ 52 b3—R
FEI-—ROAVR—b
9H17H17:35:26 2024 UTCIC 218

<smartLicenseTrust><trustCode><udi>P:C9800-L-F-
K9,S:FCL2630000P</udi><status><success>false</success><message>_ N 7/N 1 ATk, &



VEWEEIDICRB IR EHEERNIITICABZATVRT,
</message><code>OLD_TRUST_ID</code><correlationID>null-
null</correlation|D></status><trustCode><signature>MEQCIAG7
1/hlcWxUiiof8VstpmPhRHS8jptPZPrvaSpsuwVgLAIAQ3IUVMuS8bOHwySOB/j/3RmG4uSDqg/EbUp+vfrYD

CSSMTlF, E¥1UT /4 OBMNTINO—SHA 58S NSARNI—RIDAEFEEhD &N
REETINTHY, EMBERNSARNI—RAEENDZETCSSMICKZ I NO—5A5DTA
T ARUMEBROUEBAEFEILELET, chiCkl), RERWICCSSMTZA VAR Y 1R—RT
AL ABBOBENf RELET,

CSSMh s uBEht-B%E 72 ba2—KR
FEI-—RODAER—BN:

<smartLicenseTrust><trustCode><udi>P:C9800-L-F-
K9,S: XXXXXXX</udi><customerinfo><smartAccount>> AT ERNEFBAX—NTHO N
</smartAccount><virtualAccount>0Demo-HK-
PartnerA</virtualAccount></customerinfo><piid>0eb1d627-bbed-46a8-9a4b-fc
b48a7c36b</pid><dateStamp>2024-09-
10T07:21:30</dateStamp></subCA><trustld>110</trustld><status><success><correlation|D>null-
null</correlationID></status></trustCode><signature>MEUIGMPyt6VVEmv/DMzidix
bLDnsHRZAXfI9r1vI3BBNtrdpBtAIEA0OJAQDYkGn206meTHt8+dqraOLAciHEZKxmqgeurKOUQOg=</signature

BE FEIR I
CLIE=IEGUITHRETEZSLR— M NEREFELEE A,

9800 WLCIE, Webf > Z—T7 I A AEEFECLIZFERALTEDLR—FT 12 TA4 2 2—=/NILHE&
EENTWTEH, CSSMELIEF > 7L =AM Smart Software Manager(SSM) &£ 8B Z & IZB(E
LET, 2FV., FILKMALET VARSIV MNE, HRDICMALTH SHARKEBERET
CSSMICRTRENET,

RIZTA BV ANFEE N, MESBEZIE. show license air entities summary N> R T
RTCEET, OOV R, —fx#xshow tech&E /= ldEshow license allD B AIZFEEN TV E
BA,

show license air entities summary_1< > R:

Last licensereport time......................... 10:00:07.753 UTC Mon Sep 16 2024 Upcoming license report time..................... 18:00:07.808 UTC
Mon Sep 16 2024 No. of APs active at last report................. 3 No. of APs newly added with last report.......... 1 No. of APs deleted with last
report.............. 0

98000 FA—ZICRZARIO—RAERBIEA AN —IILENERIC, XMLEXD
Rum(Resource Measurement Unit)ZEAL TS A AT VT 1 ET 1 OFERARRL R—hZ4&E
L E T, License smartsyncall/localdY > Rig, A NOA—FTEBEThDAPICESVWTHL
WRUmBIEZEIR. £K. FLEBEEERT. EFXHNIC, 9B00AN—RNI—2 I NOVR—FKY
NESAEAED2I—=I)LIZAPIO=I)LZEEL,. S ABHREECH L VRumMLR—K%E



INEELE T,
show license rumid alld~N > R:

This command would list CLOSED, ACK and OPEN state of Rum report on the controller. 1719005447 OPEN N air-network-advantage
1719005448 OPEN N air-dna-advantage

show license rum id 1719005447 detail A< > K:

Rum IDTHEETNESA O AOFHMERBTEET, OOV R, BRI VARVANS
FAEARATZRIET B EHIZCSSMT—ER—ALODF——HIL A RNTHS
software_identifier_tagZ B8 L £,

regid.2018-06.com.cisco.DNA_NWStack,1.0_e7244e71-3ad5-4608-8bf0-d12f67c80896
AN—RZA 2 AERARRIL R— D OFA

L 7R— M1d: 1719005447
XKUY 2% . ENTITLEMENT
BEER : air-network-advantage

X KN Y J1E : regid.2018-06.com.cisco.DNA_NWStack,1.0_e7244e71-3ad5-4608-8bf0-
d12f67c80896

UDI:PID:C9800-L-F-K9, SN:FCL2630000P
BT L 7R— ~1d:1719005445, X ® L R— KNId:0

REE . A—7">, REZEER : &L

RTER: L

BAZAREZ) : 9A10R010:00:08 2024 UTC., #& THZl : 9A16H16:15:08 2024 UTC
ARNL—T 04REE . EXIST

NZ2H023a2ID:0

RSB O>a>Xyv+—2 0 <none>

*WE. RumMLR—RMAERENTVET, OPENIREET(E, CSSMA SACKZZET B I,
CSSMICEEICEFBENIBEN HYVET,

A) Verify which licenses are activated/in use - show version - show license summary - show license usage <<< it would also indicate which
licenses are Perpetual vs Subscription C) Verify if enforced/export controlled license is authorized: - show license authorization D) Verify what
messages were sent to/received from SSM On-Prem/CSSM - show license history message E) Check for errors - show license eventlog F)

Collect detailed information/counters: - show license tech support G) Collect license tech support file - show tech-support license



show license eventlog % 1= [¥showlog. %3 WIZZ DML DHA T
HESNET5—

Cisco Smart License Utility(CSLU) & DSBS T 7 — : FFME®E L,

COIT—E, AT LIZAEOHTTPSEBENfBIUE N BN > EHBEICRELET, ZEA5N1D
FERA :

-OnNPrem&E DB EICFBEDOVRFAERENET, HTTPOSA T NEERAE—TI(AA
X, FHTERETIHENfHYVET

-SLARTZARKRA D REBETEMF T Y IONEMICE 2> TLEWD

“BIORSANKRAY ARSI TFUSIOFT7AILNELTREENTWVS (B SIPP—h
Ik

"THTTP Server Error 502: Bad Gateway |

COIT—RRE. AT LIARART—LILL>THEHRTY, BEAELEDFE, ¥—EAA
DEEFIRShIEA,

BEIF10¥#(ZSAEVT_COMM_RESTOREDT 9,
i -

7H9H13:15:29.902: %SMART_LIC-3-COMM_FAILED: Cisco Smart License Utility(CSLU)IC &k %
BE I > — : HTTP Server Error 502: Bad Gateway

7H9H13:15:39.881: %SMART_LIC-5-COMM_RESTORED: Cisco Smart License Utility(CSLU) &
NDBENERTEIhELLE

HTTP# —/N\—- IT5—404: RoMhD & A

COTIS5—@. N5V AK—RURLF A7 L SA(CSLU)EEL TS & & (S Trust
Code (TC ; EEI—R)ZAVARN=I L&D ELEKIZ, Cisco lOSXETFT/NA ATHREL &
9,

X > R Tlicense smart trust idtoken <token> [all[local]ls &, T/N1 AN CSSME EEBEE TS5
BICOKERLET,

E T TYRTA—LILK 2T, COXYE—DR, AVTLIAEEIT—IAR—AD
CSLURRE/NZRILT "FINA ADRKREE, BREN A ICBE2>TVWBR L EEKRTDIHEREHET
o BELESELTVBRTFNA AN AT LAY —/N—O[SL Using Policyl2 7 ICH B h ES H
ERABLET, FTNAANTORTICBVEEE., COYIYEBRAZEFTICTEIXEN HYET,
TDE, FNAREFAVTLIAG—NEBEFHEIEET, COREORICOVTEK, Z0D&E
ENREBEESRLTILSEZL,

SAEVT_INIT_CRYPTO success="False" error="E5 S {t D¥JBH{EL AT LT EFH A"



CNIZ—, YATADT—FERICRETDAEEN B ET. H0WEICESLOWHRL
b\ETbij—o Q.o) ﬁm\ ﬂ_lfx«o)%%‘i&)b)iﬂ'/bo

Bl -

2021-06-25 10:09:23.378 UTC SAEVT_INIT_SYSTEM_INIT

2021-06-25 10:09:24.383 UTC SAEVT_INIT_CRYPTO success="False" error="E551t, O ¥ #{t. A2
ZETLTLWEREA"

2021-06-25 10:09:54.383 UTC SAEVT_INIT_CRYPTO success="True"

ESLDNBIABEDBEICDLE>TETLBEWVEEE. NTPORENFFEITIHLESH, &
COOYIONRBMENTVWRAHESH ZHRELEXT, RITAV71F1L—>32aRkETHE
. BSLOHBtEeBRIZIDICRIEERT,

BIEANBRL B VWHEEE. CiscoTACTESICHAETA L ZHEOLET,
SAEVT_UTILITY_RUM_FAIL error="[HOST_NOT_FOUND] Device Host is not found"

BEAEDHE, [TNAADKRIANRERL., AT LIAEBD— T AR—ADOCSLURE/NZRI
TREENET,

NDHREICKY), BHORHRAAZANSORUML A— N EBEICSETEET,
SAEVT COMM FAILerror="%—/\D K 2 bR/ F x4 D BERRTEXFHA"

CHDIT—I&, DNSHERICER TR NN HZEFROBEZRLTVET, /N1 ANEE
URLEﬁﬂJ&Té% EEBRIDVENHYET, BE. ip host <url> <ipassociated>1Y > R D
EICERYNI®S2HBEEOREERELTTEL,

REALEDHES, BEREENRELET,
BISHETHR -

AAEh2BELARI B
SRR IREE ¢ <Z=>
SN
AITE . B51=30. BiZ=0. KE=30EITH DKHY : 24=30FEE=30 <<<<<<<<<<
RAEMEZ : 2023F2H12H10:52:56 GMT <<<<<<<<<<<<
KMDEHR : <none>
R NEZ : <none>

BIREERZ : 2023F2H12H10:52:56 GMT



Communication Level Allowed as INDIRECTIE, #EXZNZARNI—RA98000> NA—ZIC1E
BICAARMN=ILENTVEVWCEEZEEKLET,

X X CSSMEE, IXNTOTZAEVATF—EODELWY—ATT,

*FTAMNDEITICK 2 TIB00ECSSMENEARNZBENBBEN BRENDEEIFE. AN—KZ
f Y ABECHREIBAREOET 1-LTFNYIEEMLET, 9800TF/Ny T &AM
$2L. BEOBUBBTCPUERERNASRIC LRI LD, 2EBEACChSOTIYaY
ERTTDRENBYET,

TNy

* 98004 5CSSME=EFSSMA Y T LI AANDAN— R4 2V ABEICHETZ4020FT 1—
WEHYIET,

1.BS{LEY a—)l



PKI:

Crypto PK1 Msg debugging is on Crypto PKI Trans debugging is on Crypto PKI callbacks debugging is on Crypto PK| Validation Path
debugging ison

2 HttpEY a—)L
HTTP # —/\:

HTTP Server transaction debugging is on HTTP Server tokens debugging is on HTTP Server EZSetup debugging ison HTTP Server URL
debugging ison HTTP Server Authentication debugging is on HTTP Server Side Includes debugging ison HTTP Application Inout debugging
ison HTTP Application Detail debugging ison HTTP Server Error debugging ison HTTP SSL Error debugging ison HTTP CTC trace debug
debugging ison HTTP CTC error debug debugging ison HTTP SESSION debugging ison HTTP TPS Trace debugging ison HTTP TPS Error
debugging ison HTTP WSMAN debugging ison

3.0penssl € ¥ a—)L
ssl openssl:

TLS state debugging ison TLS msg debugging ison TLS errors debugging is on

4 23 —KRSA 2 AED1—)LIE. TransportGateway2 St 2 v —RI—J I NEBEh ET
74+t 2
License IPC communication debugging is on License Events debugging is on License warnings and errors debugging is on
Syslog:
H—/NNIDF TV U EAEDSANKRIEES{LSSLZ A TZ NSO RNTARNRS > MERE
9HA16H16:29:12.236 : RA K EDOH—/NIDFT Y 7 : 10.106.43.37
9H 16 H16:29:12.236:Server identity to verify is ip address 10.106.43.37 len 12
Sep 16 16:29:12.329: CRYPTO_PKI: (A645F)[@ — M LA & O #ERR

9A16H16:29:12.329:CRYPTO_PKI(Cert Lookup)issuer="cn=Cisco Licensing Root
CA,0=Cisco"> ) 7 )LEF=0F 42 40

9H16H16:29:12.329: CRYPTO_PKI: (AG45F)i#E 7% N T A MR A > Ni&k, SLA-TrustPoint,
Trustpool6, Trustpool6.,

Sep 16 16:29:12.329: CRYPTO_PKI: (A645F) Attempting to validate certificate using SLA-
TrustPoint policy

9H16H16:29:12.329:CRYPTO_PKI:(A645F)SLA-TrustPointZ £ L 1= FLEA & D 1R

9H16H16:29:12.345:SSL_connect:SSLEZXOA I —>a A ERBICKRTLELE



9H16H16:29:12.345:SSL_connect:SSLEZXAY I —>a A ERBICKRTLELE

FERARRLAR—NZCSSMIZEE T % &, show license history message 1Y > R Tsuccessfully
update " RIRENDMBENf HVE T,

ERICIE. UDI_SERIAL_NUMBER. hostname, software_tag_identifier’s ED 2 R—F > KK
HYUET, chsik, 98000 FNOA—FHFEHEITRD T AE—RZRL, request_typellld
FLICENSE_USAGE ., N"8FEhET,

BEROZAEAZRATHIHYNET,
—ID_+—U > 8
2. TRUST_SYNC
3. LICENSE_USAGE
FERARRLAR—K
ER : 9516H16:30:16 2024 UTC(GMT)

"{\"sender_info\":{\"connect_info\":{\"name\":\"C_agent\" \"version\":\"5.8.6_rel/15\" \"production\":true,\"add
L-F-

KO\" \"udi_serial_number\":\"FCL2630000P\"},\"product_instance_identifier\":\",\"tag_identifier\"regid.2019-
06.com.ci.sco c9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-
71c391233fc2\"},\"device_list\":[{\"sudi\":{\"udi_pid\":\"C9800-L-F-
KO\"\"udi_serial_number\":\"FCL2630000P\"},"software_tag identifier\":\"regid.2019-
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-

71c391233fc2\" \"product_instance_identifier\":\" \"product_version\":\"17.12.02\" \"hostname\":\"renjith-
eap-

test\" \"role\"Active\":\"Active\" \"request_type\":\"ID_TOKEN_TRUST\" \"request_line_id\":1,\"smart_license

ERRRL AR—b -
ER : 9A16H16:30:16 2024 UTC(GMT)

"{\"sender_info\":{\"connect_info\":{\"name\":\"C_agent\" \"version\":\"5.8.6_rel/15\" \"production\":true,\"add
L-F-

KO\" \"udi_serial_number\":\"FCL2630000P\"},\"product_instance_identifier\":\"\"tag_identifier\"regid.2019-
06.com.ci.sco ¢9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-
71c391233fc2\"},\"device_list\":[{\"sudi\":{\"udi_pid\":\"C9800-L-F-
KO\"\"udi_serial_number\":\"FCL2630000P\"},"software_tag identifier\":\"regid.2019-
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-

71c391233fc2\" \"product_instance_identifier\":\" \"product_version\":\"17.12.02\" \"hostname\":\"renjith-
eap-
test\",\"role\"Active\":\"Active\",\"request_type\"\"TRUST_SYNC\",\"request_line_id\":1,\"smart_license\":

FEARRLR—B :



ER : 9A16H16:30:16 2024 UTC(GMT)

{"sender_info":{"connect_info":{"name":"C_agent","version":"5.8.6_rel/15","production":true,"additional_infc
L-F-
K9","udi_serial_number":"FCL2630000P"},"product_instance_identifier":","software_tag_identifier":"regid.2
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-71c

391233fc2"},"device_list":[{"sudi":{"udi_pid":"C9800-L-F-
K9","udi_serial_number":"FCL2630000P"},"software_tag_identifier":"regid.2019-
06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-9279-

71¢391233fc2","product_instance_identifier":"","product_version":"17.12.02","hostname":"renjith-
eap-test","role":"Active","request_type":"LICENSE_USAGE","request_line_id":1,"smart_license":

*CSSMELWBESSMO AT LI AN SOREZEMID_ENEETT,
IT53—RESNTY b
XS : 9816 H16:30:16 2024 UTC(GMT)
{

"AT—R A" "RE

"message_code": "S A4 2 AERAFROITS—",

"Xy E—Tn,

T2 AL T77709655117429624

}

CHOIZ—k. CSSMRERSSMA Y TLIAZA A —N—CONO—FDOIV NUH
ITTILFEEL, T—ER—AANOFHFLVLI-ROEBMFEEENAhTVWEEZRLET,
CSSMERBSSMA YT LEZAN ST VT4 7FEHWLIO— RZHIKRL, RumLR—hZ2H
EEITRIBENBYET,

B2 % IS EPoll_id:
XS : 9816 H16:29:14 2024 UTC(GMT)
{
"sender_info": {
Fconnect_info : {
"Z A" "CSLU_V1",
"IN—2 3 vl

FEZEy  ELV



"additional_info": "",
“HEEE": [
M—F4U74,,
"DLC",
TAppHA. .
"'RLVFTATa .
TEXPORT_2. .
TOK_TRY_AGAIN. .
"POLICY_USAGE",
FCSLU_V1. .
FCSLU_V2, .
FFLXRY,
]
I3
Mimestamp_ :1726504153302,
"nonce": "10743401694998030696",
"sudi": {
"udi_pid": "C9800-L-F-K9",
"udi_serial_number": "FCL2630000P"
3
"product_instance_identifier": ™",

"software_tag_identifier": "regid.2019-06.com.cisco.C9800_L_F_K9,1.0_9529f872-1b08-4cac-
9279-71¢391233fc2"

12
llxj___g Zu: HE'_ET",
"license_data": [

{



"status": "OK_POLL",
"request_line_id": 1,
"sudi": {
"udi_pid": "C9800-L-F-K9",
"udi_serial_number": "FCL2630000P"
13
"poll_id": 5583279046281676962,
poll_interval y :86739,

"smart_license™:

}

* poll_idDRREFEIF 98000 — NI F—ER—AICRFEENTHY) ., EEFEENERumLAKR—KIC
XNTBDACKZRB TR EHICR—UVITTRHEENfBEENTVET,

test AN REFEHAL TRILT A I(CE. serviceinternalZ LT T I9F 1 JILTBHUENHYET

o

conf t service internal exit test license smart conversion list-poll-info Poll Request Information: PollID | Type | Delta | Poll Time
5583279046281676962 | TRUST_SYNC | 86673 | Sep 17 17:33:05 2024 UTC

*EHBAASHABEIDIC, 98000 RO—FIC&L 2 TEEETNZHEHNDERFE(CTrust code
tokenTdH '), A ZEWVWE, 98000 RO—FTRHFL VRUMEAL R—RIMAERENEVE
., A AERAOLETEIEICSSMTIEETEEXE A,

*H> 7 )Lk, License_usage®poll_idZERL £ T,

test license smart conversion list-poll-info Poll Request Information: PollID | Type | Delta| Poll Time 5583279046281677674 |
LICENSE_USAGE | 87656 | Sep 17 17:33:05 2024 UTC

*CSSMEEESSMOF Y T L I AT —EX—ATACKN T TICABEZATVSRHER. 9800
RO—ZEOAN—RI—JI2NIR-UDTZBEL, LROBEEFLTIC, REE<S
ACKZEUSE B LN TEXRT

pol_id A VI AICIFETILENH XY,

test license smart conversion sched_poll 5583279046281676962 ? <0-4294967295> delta Time in Seconds
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217459-configure-catalyst-9800-wlc-smart-licens.pdf

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



