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Authentication
Sewer

1 EAP Type=EAP-TLS
|__EAP Request | Start bit set, no data
2.
EAP-type=EAP-TLS .
{(TLS client_hello) | EAFP Response I
EAP-Type=EAP-TLS
3 TLS server_hello
| EAP Request I TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server_hello_done
TLS client_key_exchange a4
TLS certificate_verify | EAFP Response ]
TLS change_cipher_spec
TLS finished EAP-TypesEAP-TLS
5 I EAP Request I TLS change_cipher_spec
a TLS finished
6 :
EAP-Type=EAP-TLS | EAP Response | -
7
PMK . i — |

8

EAP success ] EAP success ‘

EAP-TLSEREE7 O0—
EAP-TLS7O0—®OF|E

IOAVYLARAIDTZATURNETOEARAU N (AP) ZBENSTE T,

COBRBETIE., APRT—REEZHFTEY. RAERZEELET,
HTVAVRNELTEETDITAT 2 MNE. EAPBEIDTHELET,

DAY LALANOY RO—F(WLC)IE, 1—HIDERZERIAET—/NICEIELF T,

. RADIUSH —/NI&. EAP-TLSEHBNT Y NTOZA T MNIRELET,

. EAP- TLSJE'L:L*(-G)H#A“/J\ SHBRENET,

OTAT 2 NE, BENNULLICEREE Iiizclient_hello/\ RS I/ IXY - %80
EAP- Response’&m,\nl_l:"j' NZBRELET,

8. REEH — Nk, RDOHAB % ETAccess-Challenge/NT Y NTIRELE T,

~No b WON -

TLS server_hello
Handshake message
Certificate
Server_key_exchange
Certificate request
Server_hello_done

9. 94T Nk, XZEEUEAP-ResponseX Y £—J TRHELE T,

Certificate (for server validation)
Client_key_exchange



Certificate_verify (to verify server trust)
Change_cipher_spec
TLS finished

10. 95 AT > RERREN KD T % &, RADIUSH —/NIE IR D AR % & T Access-ChallengeZ A S L
9,

Change_cipher_spec
Handshake finished message

M. 94T NENY S 1%L TRADIUSH —/NZFREL & T,
122TLSNY R IZAVFIC, HILVESF—AS—IL Y A SEBHICEEEAET,

13. EAP-Success X Y =AY —N\Dh 84—t F 4 5—RICEEEHh, RICHTIVAHAVKNIC
BREENIET,

14. EAP-TLSA BB DA VL AIZAT MDAV LARY ND—=DILT I EATED LS
IC&WERL I,
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Configure the WLC as a network device and set the pre-shared key.

sEnsure the Internal CA i3 enablad for issuing caertificates and authanticating
usars.

*Select the identity store sequence used to authenticate logins to the portal. By
default, the certificate_requast_sequence is employed.

Define the certificate templates that users are permitted to use for generating and '
downloading caertificates.

*Create a portal page where users can download certificates, with settings to
control portal behavior.

+Add users to tha ISE internal database who will use the cartificate. Create as
many usars as neadead,

*Dafine an identity source sequence for the policy set to determine tha
authentication source for the service,

=Establish a policy set to define authentication logic and actions.

CCECCEEa«

ISEtF— /N EFE
XY ND—=O0FNNAADEN

DA4YLALANIY ROA—F(WLC)ZXRY RT—IUFNAAELTEMTZICEK., ROFIEZE
ALET,

1. [B® ( Administration ) 1> [&Y KT—7% 1JY —XA ( Network Resources ) ] > [RY KT —7
F)XA4 A ( Network Devices ) ] ICBEBL £ T,

2.+Add7 A% Uv LT, WLCOEMZ7OERAZEBLET,

. BYIBBEEZAMICTALHIC, EAHEF—HFWLCEISEH—NOEFIC—HLTWEC
EERFELET,

4. IXNTOFMEELKAHBDLES, ETRBICHSSubmita V)Y OL T, REZHRELE
)



v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port 1700

FYRNID—=UFNAADEM
REBCAD TR
MIBRLRBCADREEHRT I, ROFIEERTLET,

1. Administration > System > Certificates > Certificate Authority > Internal CA Settings® JIE (2
RUZET,

2. AFWCAN T VT AT THDEZHERITBDLEHIZ, CATFINBEMICE>TVBD Z & 2R
9,

Bookmarks Deployment Licensing Caertificates Logging Maintenance Upgrade Health Checks Backup &

Dashboard
Certificate Management b

Context Visibility | nte I'TI a I CA Setti ng S A For disaster recovery It |5 recommended to Export Intema
Certificate Autharity 5

Operations Overview

Policy Host Name ~  Personas Role(s) CA, EST & OCSP Re... {

Ise3genvc Administration, Monitoring, Pall... STANDAL... 2
Administration
Internal CA Settings

c ca a
Work Centers Certificate Templates

NEBCADFESR

Salk 7 5% D IE N

Administration > Identity Management > Identity Source SequencesDEICEEL £9., R—X)L
AJA2YV—RAZ2HBITDHAZLIDY—T 2 AZEBMLET,



Identities Groups External Identity Sources Identity Source Sequences Settings

> Allow_EMP_Cen

Identity Source Sequence

~ |dentity Source Sequence

* Name
Allow_EMP_Cert

Description

v Certificate Based Authentication

Select Certificate Authentication Profile Preloaded_Certific

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

BEAY Y K

AAET V7 L—bOEE

AAETVTL—RNEEETSICE. ROFIEEZEITLET,

AT Y 7 1 : Administration > System > Certificates > Certificate Authority > Certificate
TemplatesD JBIZEIL £ T,

ATY T 2:+Add7A &2 0UvoOLT, ILLAAET 7L —MNEERLET,

21727 L—BhOISEY—NICO—AIBE—B0HEF ZEELET,




22HBER(CN)A'SUserNameSICEREE N TVWD L 2 BRELE T,
237 T O MEBEBSANDIMACT RLAICYYETJENTWVWR L Z2HRT S,
24SCEPRAZO7 7 A4 )L %ISERNZCAICEREL £T,

25HRF—DEARA LI IVT, VAT RRAZAF—TILICLET,

Cartificate Management Edit Certificate Template

Cartificate Authorlt
4 * Name EAP_Authentication_Certificate_Template

Overview

Issued Certificates Description This template will be used to issue certificates for EAP Authentication

Cartificate Authority Certiflcat... Suhject 2

Internal CA Settings Common Name (CN) SUserName$

Certificate Templates
Organizational Unit (OU) Example unit

External CA Sattings
Organization (O) Company name
City (L) City

State (ST) State

Country (C) us

Subject Alternative Name (SAN) *  MAC Address

Key Type RSA
Key Size 2048
* SCEP RA Profile ISE Internal CA

Valid Period 730 Dayls) (Valid Range 1 -

5

Extended I(e'y‘ Us_:.'_'qg:e Client Authentication |:| Sarver Authentication

EAET7L—b
SO WA — 2L DR

VAT MNEAEERAORABR—ZILZERTBICK,. XROFIEZEALET,

AT Y 71 : Administration > Device Portal Management > Certificate Provisioning® JIEIC B & L
9,

ATY 7 2:Create2 V) v OLT, HILLR—ZIR—DZRELE T,
ATY T 3:  R—ZI)N2BREILBBTZEHDO—ZENRuIZEELE T,
S1.FHEEBEIR—ZFIDKR—INESTZBIRL, ChE8443ICRELET,



B2 ISENCOR—ZINZEVYAVITRDA U BZ—TIAAZEBELET,
33. 77 # ) hR—R)LEEBAE T JL—7 & L TCertificate Group TagZiZIRL £,

BARRREARZEBRL XY, Chik, COR—ZIAOOT A2 OFFREICERAENBIDAKNT
=T AERLET,

BEXUN=NR=BZIICT IV ELATERDFAENETINL—T2EDD, FEAE, I—HH
COIN—=TICEBLTVSBE, Employee 1—HJ I —7%1BIRLET,

3BAAEOEY IV IRETHASCNBARET VTL—NEERT D,

Bookmarks Blocked List BYOD Certificate Provisioning Client Provisioning

Dashboard Portals Settings and Customization

Context Visibility

Operations Portal Name: Description:

EMP CERTIFICATE PORTAL
Policy

Administration Language File

Work Centers

T N —— Portal Behavior and Flow Settings Portal Page Customization




Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings
1
HTTPS port:*

(8000 - 8999)

Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup

Gigabit Ethernet 2 Bond 1
Uses Gigabit Ethernet 2 as primary
Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup

Gigabit Ethernet 4 Bond 2
Uses Gigabit Ethernet 4 as primary
Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Authentication method: * Certificate_Request_Sequence

Configure authentication methods at:

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available

Q

ALL_ACCOUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)




» Login Page Settings

> Acceptable Use Policy (AUP) Page Settings

> Post-Login Banner Page Settings

> Change Password Settings

~ Certificate Portal Settings

Certificate Templates: * EAP_Authentication_Certificate_Template = .

AEAER— R I DORE

COEYRFYTHRETLES, R—2LFARNURLEI VY ILTR—RLETANTEST
. COREERTTBE, R—RUR—IHFBEET,

Portals Settings and Customization

Portal Name: Description:

EMP CERTIFICATE PORTAL

Language File

TARR=ZIR—T OURL



e | BHps:/10.106.32.31:844 3/certprovportal/PortalSetup.action?portal=45aea9cb-29c8-4f73-98bb-63543bba423a

i : .
cISsco Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
emp
Password:

R=2II R=
RE 1 —H OE

ALAER— RN TRA TSI —H2Z2ERTDICE,. ROFIEZRITLET,

1. Administration > Identity Management > Identities > Users® JEIZEIR L £ 7,

2. VATALILI—HZEMTBD ATV EIIYILET,

3. 1—HYNEBITDI1—HIDIIL—T%BRLET, COHITE., 1—ZEmployeeJIL—7
BN EHTERY,

Identities Groups External ldentity Sources Identity Source Sequences Settings

Lsers

Larest Manual Nemwork Scan Re: NEtwOrk Access Users

Status Usemame -~ Description First Name [LastName Emall Address User Identity Groups  Admin

| ® Enabled | g emp Employee

AEI—F D&
ISEREB&E 7O S 3 =2 ¥ R—% )L ERADIUSR U S —DRE

HOEI23a> TR, ISEEEEEOEED a0 R—ZINOEY N TYFICOVWTEHBLEL
oo RIS, I—9RAEHFATADESICISERADIUSKRI S —1 Yy REZERELE T,

1. 1ISE RADIUSRUZ—t Y KDERE
2. Policy > Policy SetsD JEICBEL £9,
J.TTZAREEHZEVIYIOLT, HILLWARUD—tY hEERLET,

COBITER, IAEEFEAL TI—Y2RATAELSICEFTETNABEARIS—EYy N ELEY
N7Y7TLET,



Stamue  Policy 5atNams Oaseription Allowad Protocols | Sarver Sequance  Hits  Actions  Wlew

AU —ty K

Fatus  Rule Hame Conditlans His  Actons

DenyMcsess

+  Optlons

Rasults

Fuaus  Rule Hame Conditlons Proflles Security Groups His  Actons

=D
=D

AR S —EHARUY—ERTRUS—1Y b
9800 WLC D& E
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*Configure I'SE as a RADIUS serser on the WLC.

sConligura a RADILES sarver group and map tha ISE sanser craated in prévious step. J
+Create authantication and autharization methad lists linked To the FRADIS sarsar growp.
=Apply the respective mathod list vo the WLAN configuration.

=Credte a policy profile and map it to the VLAN and othear sattings.

Qi G

o= sLonligure a policy tag and associate the WLAN profile wath 1t

=Apply the policy tag to thae AP }

ﬁ;i

ISEH— /YD 9800 WLCA DIEHN

1. ISE4—/Y%98007 4 Y L ALANJ> NO—F(WLC)LHRE TR ICIE. XOFIEEFEHAL F

9,
2. Configuration > Security > AAAD JEIZiEIR L £ 3,
3. AdREZZ DY UL T, WLCEREICISEH—NZEHET,

Create AAA Radius Server
Marma*® ISE3 Suppart for CoA

Clear Text

Server Address*® 10.106.32.31 Co er Key Type

Automate Taster




WLCTOISEH—/NDIE

H—N\HFEmEhd e, Y—NNOVARMIRRENETT,

RADIUSH —/YD# R
9800 WLCTOH—/NT )L—7" D& N

980074 YL ALANI>Y NO—FTH—NTI—TZEMTBICE. ROFIEZRITLET,

1. Configuration > Security > AAADQJBIZBEE L £,
2. Server GroupR 7 &2 Y L, RICAAAZEIVY ILTHLVWH—NTIL—T2EKL F
C

Servers | Groups

RADIUSH—NTIIL—TADISEHF—NNDOI Y E> T

9800 WLC ETMAAAB R A b DERE
BH—NIN—T %R %, ROFIREEAL TRAARXVANERELET,

1. Configuration > Security > AAA > AAA Method ListD JEICEE L £9,
2. Authentication2 7 T, HILVWEREIARX U ANZEBMULE T,

3. 84 T &dotIXIZFRELF TS

4. I\ =724 7L TgroupZiBIRLF T,

5. REEERUVLISEY—NITN—T=2H3—NITIN—TELTEDET,



.\,\_.\ Quick Setup: AAA Authentication
et CERT.

AAA Method List

BEHR AN O
9800 WLCETOFIF KU A M DERE

AAARVARNEZRETSICK,. ROFIEZEALET,

1. AAA Method Listtz 7 > 3 > A M Authorization X 7 IZBEL £ 9,
2.Addz2 Vv oL T, HFILLHEITARXVARNZERLET,

3. %1477 L TnetworkZi#IRLE T,

4. IN—T3247EL TgroupZiBIRLE T,
5.ISEX—NITIN—T"%H—NTI—TELTEDET,

AAA m Quick Setup: AAA Authorization
Sathod List Name™

CERT_AUTH

AAA Method List

Mame

[0 cerT_aUTH

AFAARUANDIEDN
9800 WLCETORUZ—7O7 7 A4 IO

RADIUSTIIL—7 OREN T LIS, RUS—7O77AIILOERICEXET,

1. [R%%E ( Configuration )] > [ & 707 7 4 )L ( Tags & Profiles ) ] > [7/R') 2 — ( Policy ) ]
ICBBLET,

2. Addzo vy oLT, HLLWARUS—7AO7 74 ZERLET,

BARV—T7A77ANICHEHUENTA—RZBRLET, COFITE, IXTHPR
VLANT® '), LABVLANA" OS54 TF > NVLANE L TERAENET,



Policy

10y Glone Craniing a Polny or conhguring | in 'Frabian’ state, @l result in ines of connasthaty for cliants associated with this Palcy prafia

Poiicy Profile Nams
CERT-ALTH
rafalit-policy-predie iyl WLAN Switching Folicy
Cenral Switching
Gontral Authentication

Central CHCP

IP MAC Binding Flax NAT/PAT

Encrypted Traffc Analvics

Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name Search or Select

VLAN

VLAN/VLAN Group

Multicast VLAN

RADIUSEEAI 2R ETHHEEE. RU—7O7 7 14 J)LEEE NDadvancedZ 7 TAAA Override#t 7°
2AVNEMCBEODTVWBREEZERELET, COEREICKY), D4 VYLALANI> NO—F &




RADIUSR—ADHFAIRY S —=21—HEFNA AIZBRATEEXT,

Advanced

WLAN Timeout Fabric

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

IPv4 DHCP Required

DHCP Server IP Address

AAA Policy

Allow AAA Override

9800 WLC T DHOWLAN®D YEBK

802 IxFIREZ AL TH L WWLANZRET S ICIE, ROFIEZERITLET,

1. Configuration > Tags & Profiles > WLANsSDJEIZZEIRL £9,
2.AddZz2 UYL T, $iLLWLANZHERKLET,
3. LA V2RSAIRRE 28R L. 802 1xFBRLZBMICL £T,




—— Edit WLAN

Asd Dalete CiCkna Enabie WLAN Dizable WLAN

WeA O

Palicy
&TK O OSEN
Randomize Palicy
WRAZ Encryption
aesicourzs) (0 cowezse ()
BCMP1ZE O wonrzss O Auth Key Mgmt

a0z s D

Protectsd Management Frame Easy-P3K D
FT + BO2. 1w U

PMF a02.1x 0
SHAZ5S

MPSX Configuration

Enable MPSK

Security

Authentication List CERT_AUTH

Local EAP Authentication D

WLANZ9800 WLCOR) > —7 A7 7AI)ICRXYEZT T2
WLANZRY S —7O7 7 A )LICBIER 210, ROFIEZEAL FT,

1. Configuration > Tags & Profiles > TagsD JEICBE L £

2. AddZzo )y oLT, HLLATEZEMLET,

3. WLAN-POLICYt® 9> 3> T, #iILSIERL EWLANZ B BRI —7TO7 7 A4ILICI Y
E>JLFET,




Diieie

Mamig* CERT_POLICY_TAG

Dascriptian

RUS—2 7 OBE
9800 WLCEDT VEARA 2 RADRIS—RTDOIVEDY

RI—=RTETIOEARA NAP)ICEIYHTAICE, XKOFIEZETLET,

. Configuration > Tags & Profiles > Tags > APDJEICEEHL £ 9,

.APERE®DStatict V> a v ICBELET,
RETIHEENDAPEIUYILETD,

4 FERL RS —RTZBIRUZAPIZEIY HTET,

W N -

A Changing Tags wi

Static

AP MAC Address
= Salect Flle

Policy Tag Mame
g mapping

Site Tag Name

RF Tag Mama

APR T DEIV) HT

Y NTFYTRTEOWLCHETIA 74F21L—>3>

aaa group server radius ISE

server name ISE3

ip radius source-interface Vlan2124
aaa authentication dotlx CERT_AUTH group ISE
aaa authorization network CERT_AUTH group ISE
aaa server radius dynamic-author

client 10.106.32.31 server-key Cisco!123
!

wireless profile policy CERT-AUTH
aaa-override

ipv4 dhcp required

vian 2124

no shutdown

wlan CERT-AUTH policy CERT-AUTH
wlan CERT-AUTH 17 CERT-AUTH



security dotlx authentication-Tist CERT_AUTH

no shutdown
1

wireless tag policy CERT_POLICY_TAG
wlan CERT-AUTH policy CERT-AUTH

A—YOREFOEREXTO—R
1-HOTABEERB LT IO O— RTBICE, ROFEERTLET,
LB Y hP Y 7 U R EA— S I—F— 20T V& & T,

© Not Secure| https:/10.106.32.31:B443/certprovportal/PortalSetup.action?portal=45aea9¢cb-29c8-4173-98bb-63543bbad 23a

at] et
CIsSCO

Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you.

Username:

amp

Password:

---------

SERRER—ZIIADT It A

22707 ZTINI—RARV—AUP)ICEAZELE T, ISERFAEERAOR—SERRLE
E

3. Generate a single certificate (without a certificate signing request)ZiEZRL £ 7,



INir . i
CI1SCO Certificate Provisioning Portal

Certificate Provisioning

| want to: *

Generate a single certn(

| Common Name (CN): * |

-~ 0

[ MAC Address: * |

without a certificat...

242f.d0da.a563

Choose Certificate Template: * 9

EAP_Authentication_Certificate_Template

Description:

Certificate Download Format: * 0

PKCS12 format, including certificate chain (...

[ Certificate Password: * ]

Enter password to download and view/install the certificate

Confirm Password: *

AEAE D ERH

AAETOES I VI R—FI)\ Z2EAL TAHABEZERTRICE. ROBET 1 —ILRICASD
LEY,

« CN: BREH—NK, 954 F > NEEBAEOCommon Name”7 41 —)L RIZRRE D EEfE
FHb'C:L HERIELET, CommonName”7 1 —J)L RIZ, (FEEHE OB a2 JR—
ZIAOOTAVICERLE ) I—FEEANLET,

s MAC7RLAR:H72T U RMNEBEBZSAN) K, cETELFEEEF IV T (IAEICEER
TBENTEBX509L5KTT, CiscoISE)1)—R2.0l&, MACT7 RLAD&KZEHR—K
LTVWET, LEN2T, SANNMACFRLARAZ7 A —=)ILRIZCABLET,

- REETV7L—bN RIAET 7L —HME. ERORKRIEEAAEDORITHRHICCANE
A3 —ENT71—)LREEZELFF, CommonName (CN ; HBE ) BENDT 1 —
LRIF, BEROBRIAICEAENET (CNRII—HBRE—HITDIHENFHYVET ),



TOMDT =)L RIE, SEAEORTHICCAICK>THEAEZhET,

« SEBAEBO/NAT—R FIAEEZREITDICE, FABREONAT—RHIVETT, SHEOR
BRaRpmLEY, PFNAAICARAEZSAVAR—NLEYTBICE, GIAEO/NAD—REZA
NITBDBENFNHBYET,

s NAD—REFROBAICHS VBN HYET,

e NAD—RIZEF, KXF1D, MF1D, BRUOHF1IDLULZEHZIHENHYET

- NAD—RIF8 ~ 15XZNREICTIHEN HYET
- FHATEDXNFEF,. A~Z, a~2z, 0~9, _, #TF

FARXTDT71—=)LRICADLES, GenerateZiEIRL, SIAEZERL THAIO—RLET,
Windows 10N> TOREBHED A AN—=)L

Windows 10Y <V ICEIBAE R A VAR =L TBICIE. ROFIEIZHE > TMicrosoft B> Y —)L
(MMC)ZBEE £ 9,

E NS OFIEKWindowsD Y RT7YTICK>TERBZBEENFN HB -0, FEMAICHO



WTIEMicrosoft® RFIX R EZSHBLTSEETL,

—

. Start, Run®JEICOUY OLZFET,
RunRY JAICmmcE ABL, Enter¥—Z#H L FT, Microsot BB I Y —IILFHAEET

N

GEAEARATY T4 OEM

. File > Add/Remove Snap-In® JEIZEIRL £9,

.AddZEIRL . RICCertificatesZiEIRL T, AddZz o UYL ET,

. Computer Account, Local Computer® JEIZZEIRL ., Finishe 21Uy I LET,

o O bW

ADFEZFEATDE, O—HINAVEI—FLOAIAEZEETEXT,

=
ﬂ File Action View Favontes Window Help al
a=|m = B
Pt e
C le Root
DI Add or Remove Snap-ins = .M thons

| Console Root -

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For More Actions

extengible cnap-ng, you can configure which extensions are enabled.

Available snap-ns: - s
Snap-n Wendar - | Console Root Edit Extensions.. .
= ActiveX Control Microsoft Cor...  Certificates (Local Computer) S

ﬂa\umwuamn Manager Microsoft Cor...
I Certificates Microseft Cor...

8. Component Services  Microsoft Cor...
& Computer Managem... Microsaft Cor...

& Device Manager Microsoft Cor... Add >
=7 Diskc Management Microsoft and. ..
IiE'-'rﬂI Viewer Microsoft Cor...

_ Folder Microgoft Cor...

| Graup Policy Object ... Microsaft Cor...
B 1P Security Monitor Microsoft Cor...
B 1P security Policy M. Micrasoft Cer..,
.' Link Fn Web nd_u-'_e-s.s. Mcrasm—‘t E.ar . Advanced. ..
Description:
The Certficates snap-in allows you to browse the contenis of the certificate stores for yourself, a service, or a computer,

oK Cancel

Windows MMC1> Y — )L
ATY 71 (EHEZAVR—RNLET,
1.1.X_1—TActionzZ2 )Y L&Y,
1.2. All TasksICBEI L. ImportZiBIRL £,
13 7OV 7ML T, Y VIRBEENTVBAHAETV 7ML Z2REL GERLE T,



& &» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\admin\Desktop\emp-2025-01-06_08-30-59\emp_C4-£9-0

Browse...

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (,55T)
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| & &4 Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Next Cancel
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2.6 B AGIBHZE : Personal 7 # LA HICHEY £,

& &# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
Personal Browse...
Next Cancel
BARA7 # LA NDOFEEAE O
Consele Reot | Issued To - Iisued By Expiration Date  Intended Purposes Friendly Name Stat,
- _.-’ Certficates (Locel Computer) Bl Gkl S e Sub CA N i Cotilh Seri CA - jned 17302035 B -
& . B | oate 1ces Endgoint Sub - pedgewve Cerificate 1ces Mode CA - e3gern Ll <All> rcdpoanthubCi
¥ sranel Certficate Services Node CA - ise3gerne Certficate Services oot CA - isedgeme: 1732035 <Al certificate nodeCA
- ‘;m Rost Cotificak Centficate Services Roct CA - iselgenve Certificate Services Root CA - isedgenve 1272025 <Al certificate
e-ﬂrat; A Tdemp Centficete Services Endpoint Sub CA - ise3genve  1/B2027 Client Authertication emp_C4-§5-0A-00-...
Entarprice Tt ise2gernciabocal iselgenvelablocal a2t Server Awthensication, Cliemt Authentication  Se¥-Sigred
Ietermediate C Aueh
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8 - CERT-AUTH
Secured

D Connect automatically
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Secured

Enter your user name and password

Connect using a certificate
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C:\>netsh wlan show interface - 7

There is 1 interface on the system: — 200%

Name : Wi-Fi 3
Description : TP-Link Wireless USB Adapter
GUID : ee5d1c47-43cc-4873-9ae6-99e2e43c3%ea
Physical address : 24:2f:d0:da:a5:63
State : connected

| SSID : CERT-AUTH |
BSSID : 24:88:73:9e:8d:af
Network type : Infrastructure
Radio type : 802.11ac
Authentication : WPA2-Enterprise
Cipher : CCMP
Connection mode : Profile
Channel : 36
Receive rate (Mbps) : 360
Transmit rate (Mbps) : 360
Signal : 1eex

| Profile : CERT-AUTH |
Hosted network status : Not available

C:\>netsh wlan show profiles CERT-AUTH | find "Smart"
EAP type : Microsoft: Smart Card or other certificate

DAVYLAZ7O77 14 OWHER

&

WLANAWLCIZ& 2 T/ O—RFYAREhTVWBR I EZRALET,

oyl
154

<#root>

POD6_9800#show wlan summ
Number of WLANs: 2
ID Profile Name SSID Status Security

17

CERT-AUTH

CERT- AUTH

UP [WPA2][802.1x][AES]

APAWLCTT Y7L TVWBA e Z2BFELET,



POD6_9800#show ap summ

Number of APs: 1

CC = Country Code

RD = Regulatory Domain

AP Name STots AP Model Ethernet MAC Radio MAC CC RD IP Address State Location

AP1 3 C9130AXI-D cc7f.75ae.1fc0 a488.739e.8da0 IN -D 10.78.8.78 Registered default location

APAWLANZ 7 O—RFYANLTWARCEEZERELET,

<{froot>

POD6_9800#show ap name APl wlan dotll 24ghz
STot id : O
WLAN ID BSSID

17 a488.739e.8da0l

POD6_9800#show ap name APl wlan dotll 5ghz
STot id : 1
WLAN ID BSSID

17

a488.739e.8daf

EAP-TLSZERAL TEKEENIZIVTAT N

<tfroot>

POD6_9800#show wire c1i summ
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Method Role

242f.d0da.a563 AP1 WLAN

17

IP Learn 1llac

Dot 1x
Local

POD6_9800#sho wireless client mac-address 242f.d0da.a563 detail | in username|SSID|EAP|AAA|VLAN

Wreless LAN Network Name (SSID): CERT-AUTH

BSSID : a488.739e.8daf

EAP Type : EAP-TLS

VLAN : 2124
Multicast VLAN : O



VLAN : 2124

Cisco Radius ISES 4 7 0O% :

Status Detalls Identity Endpoint ID

Identity Endpoint ID

ISE RadiusZ 4 7 0%

AR RRRLR A7

Authentication Policy

Authentication Policy

ate Authentl...

ficate Authenti...

Authoriz...

Autharizatic

EMP Wirel...

EMP Wiral...

Authoriz...

Authaorizatic

Permi

PermitAce...



Authentication Details

Source Timestamp

Received Timestamp

2025-01-08 11:58:21.055

2025-01-08 11:58:21.055

Policy Server ise3genvc

Event
Username emp

Endpoint Id 24:2F:D0:DA:ABL:63

Calling Station Id 24-2f-d0-da-a5-63
Endpoint Profile TP-LINK-Device
Identity Group User |dentity Groups:Employee,Profiled

Audit Session Id 4D084EOAO000007E46FOCBF7

Authentication Method dot1x

Authentication Protocol EAP-TLS
Service Type Framed

MNetwork Device lab-9800

Device Type All Device Types
Location All Locations
NAS IPv4 Address 10.78.8.77
NAS Port Type Wireless - IEEE 802.11
Authorization Profile PermitAccess

Security Group Employees

ISEQFMOY

EAP-TLS/AT Y N %Z RFWLC EPCF ¥ /'F + :




Destination

65 17:36:58  Cisco_Se:Bd:iaf TpLinkPte_da:a5:63 95 Request, Identity

68 17:36:58 Cisco_f%e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity

69 17:36:58 TpLinkPte_da:a5:63 Cisco_fe:8d:af EAP 11@ Response, Identity

78 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af EAP 118 Response, Identity

73 17:36:58 Cisco_%e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

74 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af TLSv1. 2 384 Client Hello

78 17:36:58  Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 182 Request, TLS EAP (EAP-TLS)

79 17:36:58 TpLinkPte_da:a5:63 Cisco_9¢:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

83 17:36:58 Cisco_9e:8d:af TplinkPte da:a5:63 EAP 178 Request, TLS EAP (EAP-TLS)

84 17:36:58 TpLinkPte da:asS:63 Cisco_9¢i8d:af EAP 118 Response, TLS EAP (EAP-TLS)

87 17:36:58 Cisco_9e:Bd:af TpLinkPte_da:a5:63 TLSv1. 2 248 Server Hello, Certificate, Server Key Exchange; Certificate Request, Server Hello Done
95 17:36:58 TpLinkPte_da:a5:63 Cisco_9e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

18@ 17:36:58 Cisco_9e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

182 17:36:58  TpLinkPte_da:a5:63 Cisco_fe:Bd:af EAP 648 Response, TLS EAP (EAP-TLS)

187 17:36:58 Cisco_fe:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

189 17:36:59  TpLinkPte_da:aS5:63 Cisco_f%e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

114 17:36:59 Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

115 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:8d:af TLSv1.2 347 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
118 17:36:59 Cisco Se:Bd:af TpLinkPte_da:a5:63 TLSv1.2 147 Change Cipher Spec, Encrypted Handshake Message
119 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

126 17:36:59  Cisco Se:8d:af TpLinkPte_da:a5:63 EAP 94 Success
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2025/01/08 11 58 20.816875191 {wncd_x_R0-2}{1} [ewlc-capwapmsg-sess] [15655] (debug)k& &
fLEN=DTLSX Y —2 3% E, 3E%EIP 10.78.8.78[5256], &&499

2025/01/08 11 58 20.851392112 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 id 0/25, len 390

2025/01/08 11 58 20.871842938 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/25 10.106.33.23 0, Access-Challenge, len 123

2025/01/08 11 58 20.872246323 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005)i (1§ & N /=EAPOL/N7T Y N - /N\—2 323, EAPOLR A 7EAP, R4 O—R
&6. EAPZ A 7= EAP-TLS

2025/01/08 11 58 20.881960763 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]%f§ L ZEAPOL/NT Y k - /N\—2 3 21 EAPOLZ 1 7EAP, R1O—RE
204, EAP& A 7'= EAP-TLS

2025/01/08 11 58 20.882292551 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 ID 0/26, len 663

2025/01/08 11 58 20.926204990 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/26 10.106.33.23 0, Access-Challenge, len 1135

2025/01/08 11 58 20.927390754 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Sent EAPOL packet - Version 3,EAPOL Type EAP, Payload Length 1012,
EAP-Type = EAP-TLS

2025/01/08 11 58 20.935081108 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]%f§ L ZEAPOL/NT Y k - /N\—2 3 21 EAPOLZ 1 7EAP, R1O—RE
6. EAP& A 7'= EAP-TLS

2025/01/08 11 58 20.935405770 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 ID 0/27, len 465

2025/01/08 11 58 20.938485635 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Received from



id 1812/27 10.106.33.23 0, Access-Challenge, len 1131

2025/01/08 11 58 20.939630108 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Sent EAPOL packet - Version 3,EAPOL Type EAP, Payload Length 1008,
EAP-Type = EAP-TLS

2025/01/08 11 58 20.947417061 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]%fE L ZEAPOL/NT Y k - /N\—2 3 21, EAPOLZ 1 7EAP, R1O—RE
6. EAPX A 7'= EAP-TLS

2025/01/08 11 58 20.947722851 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 id 0/28, len 465

2025/01/08 11 58 20.949913199 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/28 10.106.33.23 0, Access-Challenge, len 275

2025/01/08 11 58 20.950432303 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Sent EAPOL packet - Version 3,EAPOL Type EAP, Payload Length 158,
EAP-Type = EAP-TLS

2025/01/08 11 58 20.966862562 {wncd_x_RO0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Received EAPOL packet - Version 1,EAPOL Type EAP, Payload Length
1492, EAP-Type = EAP-TLS

2025/01/08 11 58 20.967209224 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 id 0/29, len 1961

2025/01/08 11 58 20.971337739 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/29 10.106.33.23 0, Access-Challenge, len 123

2025/01/08 11 58 20.971708100 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]i%fE& N /=EAPOL/NT Y N = /N\—2 323, EAPOLZ A 7EAP, RAO—R
&6. EAPZ A 7= EAP-TLS

2025/01/08 11 58 20.978742828 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Received EAPOL packet - Version 1,EAPOL Type EAP, Payload Length
1492, EAP-Type = EAP-TLS

2025/01/08 11 58 20.979081544 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 id 0/30, len 1961

2025/01/08 11 58 20.982535977 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/30 10.106.33.23 0, Access-Challenge, len 123

2025/01/08 11 58 20.982907200 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]i%fE& N A=EAPOL/NT Y N = /N\—2 323, EAPOLR A 7EAP, RAO—R
&6. EAPZ A 7= EAP-TLS

2025/01/08 11 58 20.990141062 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Received EAPOL packet - Version 1,EAPOL Type EAP, Payload Length
1492, EAP-Type = EAP-TLS

2025/01/08 11 58 20.990472026 {wncd_x_RO0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 ID 0/31, len 1961

2025/01/08 11 58 20.994358525 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/31 10.106.33.23 0, Access-Challenge, len 123

2025/01/08 11 58 20.994722151 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]iA & N A=EAPOL/NT Y N - /N\—2 323, EAPOLZ A 7EAP, RAO—R
&6. EAPZ A 7= EAP-TLS

2025/01/08 11 58 21.001735553 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Received EAPOL packet - Version 1,EAPOL Type EAP, Payload Length 247,



EAP-Type = EAP-TLS

2025/01/08 11 58 21.002076369 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 ID 0/32, len 706

2025/01/08 11 58 21.013571608 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/32 10.106.33.23 0, Access-Challenge, len 174

2025/01/08 11 58 21.013987785 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] Sent EAPOL packet - Version 3,EAPOL Type EAP, Payload Length 57, EAP-
Type = EAP-TLS

2025/01/08 11 58 21.024429150 {wncd_x_RO0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005]3%5 L =EAPOL/NT Y k - /N\—2 321 EAPOLR 1 7EAP, R4 O—RE
6. EAPZ A 7'= EAP-TLS

2025/01/08 11 58 21.024737996 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Send Access-
Request to 10.106.33.23 1812 ID 0/33, len 465

2025/01/08 11 58 21.057794929 {wncd_x_R0-2}{1} [radius] [15655] (info) RADIUS Received from
id 1812/33 10.106.33.23 0, Access-Accept, len 324

2025/01/08 11 58 21.058149893 {wncd_x_R0-2}{1} [dot1x] [15655] (info) [242f.d0da.a563
capwap_90800005] EAP XY ¥ REAP-TLSOIDE#H AR MFRELEL -
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
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