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9800 CLI

1. XY MD—ORILDEL
9800-L#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
9800-L (config)#network-assurance enable

2. TFNA AT EHEZBNICTS

9800-L(config)#device classifier


https://tools.cisco.com/bugsearch/bug/CSCwc57807

3. BWLANTTFNA ADMZBMZLET, device-analyticss & "device analytics pc-
analyticsy 77 2 NTEMICBE>TVWET, Idevice-analytics exporty A 7> 3>
T, Fh, ATDAVEERBEAOPMF (VT4 T 2 NOEBREXNT A —X D AICEE
ZEEZDTEMNHD ) ZBMCLET,

9800-L(config)#wlan TUCSONLAB 1 TUCSONLAB
9800-L(config-wlan)#shutdown
9800-L(config-wlan)#device-analytics
9800-L(config-wlan)#device-analytics pc-analytics
9800-L(config-wlan)#device-analytics export # optional
9800-L(config-wlan)#security pmf optional # or "mandatory"
9800-L (config-wlan)#no shutdown

9800 GUI
1. XY ND—URIED B ML
Configuration * » Services = > Cloud Services

MNetwork Assurance DMNA Spaces

Network Assurance Configuration

Service Status EMABLED .J

2. TFINA AT EDOEML



Configuration = *» Wireless -~ > Wireless Global

Default Mobility Domain * default
RF Group Mame* default
Maximum Login Sessions Fer 0
Usar®
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Device Classification B <:“:

3. #WLAN®MAdvanced > Device AnalyticsT. Device Analytics7R— k., PC Analytics ¥ 7R —
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Device Analytics
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9800 CLI

« D95A4T>ROMACT RLADSTAINFOLR—RNEZRRLET

9800-L#show device classifier mac-address 36da.2624.f622 detail
Client Mac: 36da.2624.f622
Device Type: LENOVO 20XXS31CO01
Confidence Level: 40

Day Zero Classification: LENOVO
Device Name: Unknown Device
Software Version: 22.150.00.03
Device 0S: Windows 10

Device Vendor: Intel

Power Type: AC Powered

Hardware Model: AX201 160MHz

« DFA4T > DS OPC AnalyticsiEH D &R

9800-L#show wireless client mac-address 36da.2624.f622 stats pc-analytics

Selected AP RSSI:: -55
Candidate BSSIDs:

Neighbor AP RSSI(dB)
683b.78aa.230e -62
04eb.409f.0d6e -55
3c41.0e3b.0d6e -64

Last Reported Time:: 08/02/2022 22:40:39
APs with Invalid IEs: None
APs not sending response:

BSSID Frame Type



084f.f983.4a4de Authentication Response
04eb.409f.0d6e Other Frame types

STA Info 1
Neigh AP 1
Low RSSI 0
Beacon Miss 0
Failed AP 1
Unknown APs 0

9800 GUI

« Monitoring > Wireless > Clients > client MACOJEIZEIRL T, STAINFOLR—KRZRRL
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360 View General Q0% Statishics ATF Statistics Mok

Client Properties AP Properties Security Information Clie

Max Client Protocol Capability 802.11ac Wave 2

WiFi to Cellular Steering Mot implameanted

Cellular Capabsity MSA

Regular ASR support DISABLED

Confidence Level 40

Day Lero Classihcation LENOWD

Software Version 22.150.00.03

Device Vendor Intel

Power Type AL Ponwered

Hardware Model AXF01 160MHz
L

- General > Client Statistics® 7 T, XOBEEZEITLET,

360 View Genaral OIS Statistics ATF Statistics Muabality History Call Statistics

Chlient Properties AP Properiies Securty Information Client Statistics Q05 Properties FoGRE

- - = pa== == =emees == "E T Amsrr

HNumber of E'.'tEE- Sent o Clhent 18769677 192.168.8.112 CDO000000

HNumber of Packets Received from 108802
Client
HNumber of Packets Sent to Client E1961
humber of Policy Ermors i
Radia Signal Strength Indicator -42 dBm
Signil 1o Noese Ratio o B
PC Analytics Statistics
Neighbor APs Info Failed AP Report
Reparted Time QRSO272022 2240039 Last Repored Time 08/02)2022 22:40:39
Roaming Reason(s) APs with Invalid IEs
Selected AP RSSI -35 dBm BSSID Frame Type IEs
Candidate BSSIDs
Naighbor AP RS5I APz not sending response
BEIh. 7Baa, 230w -62 dBm BSSID Frame Type
Dol 400 DE6E =535 dBm 084 1863 dade Authenicaton RESponse
Fe41 0030 Da6e 64 dBm Odeb,400.0cdEe Cnhier frama types
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9800 CRARL —AZEMIZTS

debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
(TANKRRODIZA T N2APICEENITET )

RANL—ARZA7ICL, TFTPHY—NIZOE—T2

no debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
( &FDra_trace7 7 1IN Z28REK )

dir bootflash: | include ra_trace

copy
bootflash:ra_trace_MAC_38:87:d5:09:33:eb_211303_UTC_Fri_Aug_05_2022.10g

tftp://192.168.10.2/ra_trace.log
RAFNV—ADRAE

PC AnalyticsA'Intel 7 Z 4 7> R TEIEL TWBHE, RANL—RAIR, BELETI 32 7L —
LADT—REHBTITDHENRTENET,

2022/08/05 21:12:14.083830 {wncd_x_R0-0}{1}: [client-orch-sm] [24548]: (debug
2022/08/05 21:12:14.083831 {wncd_x_R0-0}{1}: [dotll-validate] [24548]: (debug:
2022/08/05 21:12:14.083836 {wncd_x_R0-0}{1}: [dotll-validate] [24548]: (debug:

R, DFAT 2 NCE2THRESNET—R ( RZANN=232B8E ) FRRENKT,

2022/08/05 21:12:14.083917 {wncd_x_RO-0}{1}: [dotll-validate] [24548]:

(debug:



Embedded Packet Capture
9800 T DEPC 7 F&

E=¥F+7F +MYCAPZ ) 7

monitor capture MYCAP interface Ten0/1/0 both
=9 F+7F+ :MYCAPN v 7 7 44 X100
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=% F*+ 7F +MYCAPiz

monitor capture MYCAP export tftp://192.168.10.2/MYCAP.pcap
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Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0674] [1659733933: 67444] [AP480(

[U:W] DOT11_ACTION : Category Code: 23, Action Code: 53

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0675] CLSM[38:87:D5:09:33:EB]:

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0676] CLSM[38:87:D5:09:33:EB]:
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
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