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« OpenSSL7 7Ur—>3> (/IN—2323.0.2)
« 9800 WLC ( Cisco I0OS XE/N—232,17.12.3) ,
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LETF, OpenSSLZERATERMDARL —FT A VI ATLATERUREEZRITTE
L5, OXYVREDVTBHALET,

OpenSSLERE 7 7 1 )L O %fii

OpenSSLA'A VAR—ILENTWVWBIZOBREDEET 1L U M H Sopenssl.confe LN S T
FARTT7ANLEERLET, chsDTZ2dE—T 2 RR—ANLT, (HAEBRICKLELRER
EZOpenSSLICRELET, BEBILSUTZDTI 7ML ERETEET,

[ cal
default_ca = IntermCA

[ RootCA ]

dir = ./RootCA

certs = $dir/RootCA.db.certs
crl_dir = $dir/RootCA.db.crl

database = $dir/RootCA.db.index
unique_subject = yes

new_certs_dir = $dir/RootCA.db.certs

certificate = $dir/RootCA.crt

serial $dir/RootCA.db.serial
#crlnumber = $dir/RootCA.db.crlserial
private_key = $dir/RootCA.key

RANDFILE = $dir/RootCA.db.rand
name_opt = ca_default

cert_opt = ca_default
HHHHHBRHHAHAHH R H# Modify default days for certificates signed by Root CA (Intermediate cert
default_days = 360

default_md = sha256

preserve = ho

policy = optional_policy

[ IntermCA ]

dir = ./IntermCA

certs = $dir/IntermCA.db.certs
crl_dir = $dir/IntermCA.db.cri

database = $dir/IntermCA.db.1index
unique_subject = yes

new_certs_dir = $dir/IntermCA.db.certs
certificate = $dir/IntermCA.crt

serial = $dir/IntermCA.db.serial

private_key = $dir/IntermCA.key

RANDFILE = $dir/IntermCA.db.rand
name_opt = ca_default
cert_opt = ca_default

# Certificate field options

HHHHHBRRHAARHH R AR Modify default days for certificates signed by Intermediate CA cert (devi
default_days = 1000

#default_crl_days = 1000

default_md = sha256

# use public key default MD

preserve = no

policy = optional_policy



[ optional_policy ]
countryName = optional
stateOrProvinceName = optional

TocalityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied

[ req ]

default_bits = 2048

default_keyfile privkey.pem

distinguished_name regq_distinguished_name

attributes = reg_attributes

x509_extensions = v3_ca # The extentions to add to the signed cert
string_mask = nombstr

[ req_distinguished_name ]

countryName = Country Name
countryName_default = MX
countryName_min =2

countryName_max =2
stateOrProvinceName = State or province

stateOrProvinceName_default = CDMX

TocalityName = Locality
localityName_default = CDMX
organizationName = Organization name
organizationName_default = Cisco Tab
organizationalUnitName = Organizational unit
organizationalUnitName_default = Cisco Wireless
commonName = Common name

commonName_max = 64

[ reg_attributes ]

# challengePassword = A challenge password
# challengePassword_min =4

# challengePassword_max = 20

#This section contains the extensions used for the Intermediate CA certificate

[ v3_ca ]

# Extensions for a typical CA

basicConstraints = CA:true
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer:always
subjectAltName = @Intermediate_alt_names

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth



[ cri_ext ]
# CRL extensions.
#authorityKeyIdentifier=keyid:always,issuer:always

#DEFINE HERE SANS/IPs NEEDED for Intermediate CA device certificates
[Intermediate_alt_names]

DNS.1 = Intermediate.example.com

DNS.2 = Intermediate2.example.com

#Section for endpoint certificate CSR generation
[ endpoint_req_ext ]
subjectAltName = _alt_names

#Section for endpoint certificate sign by CA

[ Endpoint ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth

subjectAltName = _alt_names

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 = Endpoint.example.com

DNS.2 Endpoint2.example.com

#Section for IOS-XE device certificate CSR generation
[ device_req_ext ]
subjectAltName = @IOS_alt_names

#Section for IOS-XE certificate sign by CA

[ I0S_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth , serverAuth

subjectAltName = @IOS_alt_names

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 = IOSXE.example.com

DNS.2 IOSXE2.example.com

oL DHNE T 7 A )L DERK

REDT AL I RNJICRotCAE VWS BHID 7 A )X ZERLET. TOFICZ,
RootCA.db.certs, & & U'RootCA.db.clEWS32D 7 A LA ZERL ET,

mkdir RootCA

mkdir RootCA/RootCA.db.tmp
mkdir RootCA/RootCA.db.certs
mkdir RootCA/RootCA.db.crl

RootCA.db.tmp,



RootCA7 # JLA N IZRootCA.db.seriale WD 7 7 AN EERKLET. COT7AIICIE, SERE
DIVTINESOVEHEZESDIHNENf HYET, COFITIE. 0175‘13?}3?5&72_1_5'(3'0

RootCA7 # JLA N IZRootCA.db.criseriale WS 7 7 A )L ZERLET. DT 7 AI)LICIE, EE8H
EXMJARNCRLESONHENCEENTVIMEN HVET, cOBEE. 01FBRENT
WEd,

echo 01 > RootCA/RootCA.db.serial
echo 01 > RootCA/RootCA.db.crlserial

RootCA7 # JLA KN IZRootCA.db.indexe WS 7 7 A )\ ZERKLE T,

touch RootCA/RootCA.db.index

RootCA7 # JLA KN IZRootCA.db.rande WS BBIND 7 7 A ILZERKL . REBOELBERIED S —
RELTHBET D ELDIC, COTF7AINIZ8I1920T R LNA NERELET,

openss1 rand -out RootCA/RootCA.db.rand 8192

BEDTALIRMJICIntermCAE VWS T INRZZERLE T, TOAHIZ, IntermCA.db.tmp,
IntermCA.db.certs, & & UIntermCA.db.crl&E WS32D 7 A )X EZERLET,

mkdir IntermCA

mkdir IntermCA/IntermCA.db.tmp
mkdir IntermCA/IntermCA.db.certs
mkdir IntermCA/IntermCA.db.crl

IntermCA7 # JLR A ZIntermCA.db.serialE WS 7 7 A )L ZERLET, COT7 7 A I)LICIE, FEBH
EN)T7IINBESOVHEZEDDIHREN HVYET, COHITE. 0175‘139331’17221@'(3'0

IntermCA7 # JLZ A IZIntermCA.db.criserialE WS 7 7 AN EERLET. CcOT77AILICIE, EE
BELXM) ANCRLESOHWHENAEENTVWIHENHYET, COBEEE. 01/J‘1§¥Réh
TVWET,

echo 01 > IntermCA/IntermCA.db.serial
echo 01 > IntermCA/IntermCA.db.crlserial



IntermCA 7 # JLA K Z IntermCA.db.index& WS ZBHID 77 A )L 2ERL T,

IntermCA7 # JLA W IZIntermCA.db.randE WS BBID 7 7 A )L ZER L. REBOELTERIZD
—RELTHEET D KRSIC81920T A LNA N ERELET,

touch IntermCA/IntermCA.db.1index

IntermCA7 # JLA A IntermCA.db.randE WS BRID 7 7 AL ZERL . AEOELBERKET D
—RELTHBET D EDIC8120T A LINA N ZERELET,

openss1 rand -out IntermCA/IntermCA.db.rand 8192

chigk, IXTOPVHAL—NBROCPECAT 7 AL ZERLIZED T 7 AILIBETT,

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfilesl$ tree

|— IntermCA

|— IntermCA.db.certs
|— IntermCA.db.crl

|— IntermCA.db.crlserial
|— IntermCA.db.index
|— IntermCA.db.rand
|— IntermCA.db.serial
L IntermCA.db.tmp
RootCA

|— RootCA.db.certs

|— RootCA.db.crl

|— RootCA.db.crlserial
|— RootCA.db.index

|— RootCA.db.rand

|— RootCA.db.serial
L RootCA.db.tmp
openssl.cnf

I

JL— N CAGEFRE DER

ROIXY RZERITLT, L—HFCADMEBEF—ZERLTT.

openss1 genrsa -des3 -out ./RootCA/RootCA.key 4096



JEE: OpenSSLTIE, F—ZERTIBRICNATL—ADAINBETT, NATL—X
NDI—IVLYRNE, ERENEMBRF—EZLZEBERICRELET, TIOEAEZED
IANXNTOI—HH, I—NCAEUTERAEEZRITTEET,

openSSLTreq AN REFEAL T, I—NCAECERIAPBREEERLET, 007 F V&, 58
EELERCSR)ZHNIPTERL. BEBNICEHCEBRBLET. dysD/NTX—REH TSI IR
BRERELET, HEOBHEANTRELS VAV MM ERENET. AHTHIHER
CNFH TSI HU MMEBESANE—HRLTVWR L E2BELET,

openss1 req -new -key ./RootCA/RootCA.key -out ./RootCA/RootCA.crt -config openssl.cnf -x509 -days 3650



£WENET 7 A4 I)LIERootCA.crtE WS EZBHI T, RootCA7 AN A RICHYET, COT7 AL
JL—NCASEEAE T,

R ECARLAE DIERK

L—=KR7ANHARICEEBEHPECAIIAEZRMT D72 ILTZEBLET,

mkdir ./RootCA/RootCA.db.certs/IntermCA

PEGIAEAOMEF—ZEXL KT,

openss1 genrsa -des3 -out ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key 4096



EE:OpenSSLTIE, F—Z4ERTHIEBICNATL—ADAINYBETT, NAT7L—X
D>—ILYRNE, ERENLEMEBEXF—EZLZL2BEAICRELE T, COCAILT VLA
TE3I1—Yk, FECAE LU TAEHEERITTEET,

HECARIAZEZEEEREMERLE T, mARS S, AAERHBOANZROZ 7OV T M RRE
nEXY,

openss1 req -new -key ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key -out ./RootCA/RootCA.db.certs/Inte

openssl.cnf7 7 4 )LORootCAE I a2 EAL T, FECSRICBAELET,

openss1 ca -config openssl.cnf -name RootCA -extensions v3_ca -out ./RootCA/RootCA.db.certs/IntermCA/In



EWENiT7 74 ) EIntermCA.crt&E WS BBIT, RootCAT7 A IARICHYET, cDT7AI)
&J)L—RNCASEERETT,

HRECADIB 7 7AINO—MELTER L EMBOT7 AL IC, FEAOERABEF—ZBBHL
ER

cp ./RootCA/RootCA.db.certs/IntermCA/IntermCA.crt ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key ./Inte

chid, RO —NCAERECADHE DHMHEF—ERABTZFEAL ERDT7AILBETT

o

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfiles$ tree

|— IntermCA

— IntermcA.crt <------ Intermediate CA certficate
— IntermCA.db.certs

|— IntermCA.db.crl

|— IntermCA.db.crlserial

|— IntermCA.db.index

|— IntermCA.db.rand

|— IntermCA.db.serial

|— IntermCA.db.tmp

L IntermCA.key <------ Intermediate CA private key
— Rootca

|— RootCA.crt {=====- Root CA certficate

|— RootCA.db.certs

| |— 01.pem

| L— Intermca

| |— IntermCA.crt

|

|

|— IntermCA.csr
L IntermCA. key
|— RootCA.db.crl
|— RootCA.db.crlserial
|— RootCA.db.index
|— RootCA.db.index.attr
|— RootCA.db.index.old
|— RootCA.db.rand
|— RootCA.db.serial
|— RootCA.db.serial.old
— RootCA.db.tmp
L RootCA. key {====== Root CA private key
L openssl.cnf

T INA AGLEAE DERL

Cisco I0S XEF /N1 ASEBRE D ER



Cisco IOS XEF*/N A/ AGIFAEZREFEITAIHLLV 72 )X ZHERLET,

mkdir ./IntermCA/IntermCA.db.certs/I0OSdevice

TN A ARERF —I0Sdevice.key& 7/ 1A ACSR |O0Sdevice.csrzER L £9, device_req_exttz
v>arvaERALT, TOEY 32 OSANZCSRICEMLET,

openss1 req -newkey rsa:4096 -sha256 -keyout ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.key -node

CSRICIEEETAHHBEASANIC—HTBKSIZ, opnessl.cnf7 7 4 JLD[IOS_alt_names]t o 3
CEBELERT,

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 IOSXE.example.com

DNS.2 IOSXE2.example.com

FECA IntermCAt 23 3> TIOS XET/N1 ACSRICEBZLF T, openSSLA 71 F¥a2L—>
AT T7ANERAD NT DI -configZ., 10S_certz V> a2 &ERA2 NT B 1E-extensions f5E
LET, chickl), BEMNEAHEBICSANAIRBENET,

openss1 ca -config openssl.cnf -extensions IOS_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/I0

COFIEDRE, I0S XEFT/NA AR DOERMBZILAEIOSdevice.ctZERX L. — BT 2 WEF—
|OSdevice.keyZiEEL FL =,

FA7232 TV RRAD NEBREDER

COBRFRT, O—AHICAZEAL, IOSXET/NA AIZHLTIDOIHEZRITLELE, <O
CAZEAL T, IV RRANDIAABEZERTEIEETEXRT, ChSOIARER,
980074 ¥ L ALANO> FO—ZTHOO—AJLEAPFERLEY?, RADIUSH —/NT Ddot1xzIal % & &
RITITRIHEICEFNTT., cOEY>3a>TR, IVRKRSAVNIABEZERTEET,

IV RRAVNIAZEZRIFETD 7 AT ZERL KT,



mkdir ./IntermCA/IntermCA.db.certs/Endpoint

CSRICIEET D HBEENSANE —HTBHLSIC, openSSL.cnf7 7 1 JL[ endpoint_alt_names |tz
923 EBELET,

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 Endpoint.example.com

DNS.2 Endpoint2.example.com

92 3 endpoint_req_ext for SANsZFERAL T, T2 RRA 2 NOBWEF—EWLC CSREER
LET,

openss1 req -newkey rsa:2048 -keyout ./IntermCA/IntermCA.db.certs/Endpoint/Endpoint.key -nodes -config

IV RERARNTFNAAAAECEBLET,

openss1 ca -config openssl.cnf -extensions Endpoint -name IntermCA -out ./IntermCA/IntermCA.db.certs/En

Cisco IOS XEF/N14 ANDEIHEND A > R— N

IL—KRCAEHREBCAZEL 774N ZEAL 7 7A4INIZERL . Cisco lOS XEF/N1A AAND A 2R
— NIZ A E A certfile.crt& WD & B % {317 T ./IntermCA/IntermCA.db.certs/WLC/ 7 # LA IZ1RTEL
x99,

cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/I0Sdevice/certfile.crt

98003 1) —AXMWLC Tk, SEBAEAS AR—RNAOPXT7 ZAIILDERIC, EETELINURE
FALET. pix77AINEERTSICIE. Cisco lOS XE/N—2 3 ICBUT, ROOI ROV
ThhAZETLET,

AAEA VR—RN7TOLAOFMIC OV T, TCatalyst 9800 WLCTDCSRIAIFAEDERH E X
JO—Ry 2ZRLTEZL



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html

1712AKYBION—2 32 DFHE

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdev

IN—=23 21712150k

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.pfx -inkey ./IntermCA/Inte

Cisco I0S XEF* /N4 AlZ10Sdevice.pfxitBAEZ 1 V7 R—KNLE T,

WLC# configure terminal
WLC(config)#crypto pki import

pkcsl12 [tftp://

| ftp://

| http://



| bootflash:

] password



E D COHA RAICERL IZCARERAEN . TN AAZZRAITZIZEDH DT /N A
ACE2THEEENTVWR EZ2HBEL TS EE VY, L&A, Cisco lOS XEFT*/N1A A
TTNA ALAEN WebBEED BN THEAETNBZHEE, EBR—FIICTIERATSET
NTOOAVEI—RFERTZOY T, EEANTICCARIHENI BETT,

Cisco IOS XEF/NA AN EBBELUECAN SR TEDZ A TA VEBHAERMU AN B WS, &
BHEOAMFIVIEEMZLET,

BRIENAD—HTHZIINXNTORNTARNRA NTEMICTEILEN HYET, I—RCART A
RRA NE, XFEH-rrARRBICEMENERBE/TFNAANS DV ARSA 2 NERUBBI T,

9800#configure terminal

9800(config)#crypto pki trustpoint IOSdevice.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint IOSdevice.pfx-rrrl
9800(config)#revocation-check none



9800(config)#exit

Eﬁ'u\

OpenSSLT DOIEAEFHR D FERR

g

ER L IR E DRIFAE B2 HEE T B 1213,

openss1 x509 -in

-text -noout

TEBZAABRBAIRTENET,

Linux2—XF I TROON RZERTLET,



Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

Cisco IOS XEF /N1 ADIIHEREREEILL T,

1N > Rshow crypto pki certificatesverboseZ B T2 &, TFINA ATHEATREZITNTOIIHENIIHE
BHAEIENET,

9800#show crypto pki certificates verbose
CA Certificate <------ Type of certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A352E27C69021ECE1AA61751CA1F233E0636FB1
Certificate Usage: General Purpose
Issuer: <-—-——————————- DN for issuer
cn=RootCA
ou=Cisco Wireless
o=Cisco Tab
1=CDMX
st=CDMX



c=MX
Subject: <-----------—-—-- DN for subject

cn=RootCA

ou=Cisco Wireless

o=Cisco lab

1=CDMX

st=CDMX

c=MX
Validity Date: <-------- Validity date

start date: 14:54:02 Central Jul 22 2024

end date: 14:54:02 Central Jul 20 2034
Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit) <-------------- Key size
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 432021B5 B4BE15F5 A537385C 4FAB9A94
Fingerprint SHAl: 86D18427 BE619A2A 6C20C314 9EDAAEB2 6B4DFE87
X509v3 extensions:

X509v3 Subject Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7DS8

X509v3 Basic Constraints:

CA: TRUE

X509v3 Subject Alternative Name:
RootCA <----------——- SANs
IP Address :
OtherNames :

X509v3 Authority Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7D8
Authority Info Access:
Cert install time: 16:42:09 Central Jul 22 2024
Associated Trustpoints: WLC.pfx-rrrl <---------- Associated trustpoint
Storage: nvram:RootCA#6FB1CA.cer

NZ7ILZ1—hk

RWFTYIARITENRTVS

S EA Cisco 0S XEIL A Y R—h&Ehd e, HUKERENERNTARRA Y ROXRBHF T v
OFBRMCBEYET, AV K—RENEEBRERSANRAY NERTICERTILEN 557

NARACRABNRREND E, TNAARFELBEVEAZERMIANCRLZKREL., XK
LEFT, XV E—IHFRRICKRTENET,

Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured.

SERAZENORIENAICHDERNTARNRKRA L M., revocation-checknone AN 2 RAEENATVWD L %
WEELET,

BOEB R



Catalyst 9800 WLCTOCSREFFAZEDEREFA T O—R

|IOS XE PKIIC L BCABR(JZFHEDRE

TXIVFTABRPVPNO714Fa2L—>3>HA R, CiscolOS XE 17.x

9800 WLCHDFI—2 ZERTRD IO DHEEBRICOVT



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



