4 YL ALANI > fA—Z(WLC)Catalyst
9800 CMN82AXTTAT > NDODRNTZ T 21—
T4 >4 : Eapol/802.1X/N\—>3a > NZ&

AR

ELU®IC

CORFIXVRNTR, HILVB2AXN—=23 2V ZHR—NLTVEVWEWMOTII YL AT S
AT NOEHRZXETDHAECODVTBHALET,

T
FERTBIK—% N

CDYTRIITFTIE, CiscolOS®XE17xN—232%#FRTIT2TA4VYLALANIY NO—F
(WLC)Catalyst 9800ZRX—AE L TWVWET,

CONTEXT

802.1X7Z’ORINICKEK, ChERTHERARIDON=232HHYEFT, 802.1X-2001k/N—2 3>
1. 802.1X-2004k/X— 322, 802.1X-2010TH V). BENIET I FTRT/N— 3230
WAl FeERALET,

EEEETR, &7/51 AN YE—NENBBAN—T 3V ETF RKNRAXTHLBENHY, ¥
NTON=2aAVICTNEBENHD -0, HEN-—C3VCRAETIVENHDEREREL
BT,

Catalyst 9800 WLCIZ., 802.1X&eapol/N\—23 3% 7 RINZRAALET,

ZL<DHBE. TAVLARAIZAT 2 MNEBOR2AXN—=2 3 1TREL, WL, HEABEN—D
SVIOREZFEAL THRITTEERT,

EEL, —8BOBEOHWTIZA4 T2 MNE, HBFRAITHBEMNSR2AXN—2 3 FRREND

CEEHEFL, BRETERVHLOUN-JIVNFRTENDZELEZHABLERA, ChEEEE
RT3, LAL, 0TFNA RAZBEICEFHFTET, ThZE/ALBZTIREESBZVIENHYE
T, LEN>T, A MA—FT8R2AXN—23 2 ZREL T, ChSOITZAT 2 NEERT
EFXT,

BEOIZATY MY NTLOMBLERALTVWACEZIARTERVRY, ZoN—T3>
ELEFITHAESLEBAHEHYEBA,



CORBBENIRELTVWD & EHER

LET

K2, BELTLWAREMERNL—ADFZRLET. cOBITE, > O-FHFN—-2323%
T RNZAXLETH, 9FA4F72 MNFBUICEWN—23 2 TRHETR 0, BAZHKTTE

£9,
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{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
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{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

(...) RADIUS authentication follows

[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]

[25076]:
[25076]:
[25076]:
[25076]:
[25076]:
[25076]:
[dotlx] [25076]:
[dotlx] [25076]:
[dotlx] [25076]:
[dotlx] [25076]:
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[dotlx] [25076]:
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[dotlx] [25076]:
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[dotlx] [25076]:
[dotlx] [25076]:
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[dotlx] [25076]:
[dotlx] [25076]:
[dotlx] [25076]:
[dotlx] [25076]:
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[dotlx] [25076]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
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(info):
(info):
(info):
(info):
(info):
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[<MAC>:
[<MAC>:
[<MAC>:
[<MAC>:
[<MAC>:
[<MAC>:

capwap_9000002c]
capwap_9000002c]
capwap_9000002c]
capwap_9000002c]
capwap_9000002c]
capwap_9000002c]

Posting RESTART on Client

Entering init state

Entering idle state

Posting !'AUTH_ABORT on Client
Entering restart state

Resetting the client 0xD8000002
[<MAC>: capwap_9000002c] Override cfg - MAC <MAC> - profile (
[<MAC>: capwap_9000002c] Override cfg - SuppTimeout 30s, ReAu
[<MAC>: capwap_9000002c] Sending create new context event to
[<MAC>: capwap_9000002c] Posting !'EAP_RESTART on Client
[<MAC>:capwap_9000002c] Enter connecting state
[<MAC>:capwap_9000002c] Restart connecting

[<MAC>: capwap_9000002c] Posting RX_REQ on Client
[<MAC>:capwap_9000002c] Authenticating state entered

[<MAC>: capwap_9000002c] Connecting authenticating action
[<MAC>:capwap_9000002c] Entering request state
[<MAC>:capwap_9000002c] Setting EAPOL eth-type to 0x888e, de
[0000.0000.0000: capwap_9000002c] Sending out EAPOL packet
[<MAC>:capwap_9000002c] Sent EAPOL packet - Version : 3,EAPO
[<MAC>: capwap_9000002c] EAP Packet - REQUEST, ID : Ox1
[0000.0000.0000:unknown] Pkt body: 01 01 00 05 01
[<MAC>:capwap_9000002c] EAPOL packet sent to client
[<MAC>] Received EAPOL packet - Version : 1,EAPOL Type :
[<MAC>: capwap_9000002c] EAP Packet - RESPONSE, ID : Ox1
[0000.0000.0000:unknown] Pkt body: 02 01 00 Oc 01 34 34 37 3
[0000.0000.0000: capwap_9000002c] Queuing an EAPOL pkt on Aut
[0000.0000.0000: capwap_9000002c] Dequeued pkt: CODE = 2,TYPE

EAP

EETREWVWHIEE, WLC/APA SIEEENIZEAP IDERX Y =D X TRANEIHN, V547>
RAZENICAERETLERE A,

Eapol/802.1X/N\—> 3

WLC#show dotlx all

Sysauthcontrol

DisabTed

Dotlx Protocol Version
WLC#config terminal
Enter configuration commands, one per Tline.
WLC(config)#service internal
WLC(config)#dotlx eapol version 2

WLC(config)#exit

WLC#show dotlx all

Sysauthcontrol

3

DisabTed

CDEE

End with CNTL/Z.
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