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Add QoS

Auto Qos Macro | voice v | l
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q. Search
Profiles

Available (2) Enabled (0)

Profiles Profiles

? qos-policy > E ;

AutoQoSEEFN Y E> Y
RoO=z8%ICLER, RUS—ICEBRATZ RIS —&EBIRLET,

HE/QoS CLIFRE

# enable
# wireless autoqos policy-profile default-policy-profile mode voice

Auto QUSHABRICE DT, BELEEEEBATEET, COBII VTR, EFOR
EEE_E’-@T_\l/g?O

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class

match access-group name AutoQos-4.0-Output-Acl-CAPWAP-C
class-map match-any AutoQos-4.0-Output-Voice-Class

match dscp ef

policy-map AutoQos-4.0-wlan-Port-Output-Policy

class AutoQos-4.0-Output-CAPWAP-C-Class

priority level 1
class AutoQos-4.0-Output-Voice-Class
priority Tlevel 2

class class-default

interface TenGigabitEthernet0/0/0

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/1

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/2

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/3

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
ip access-1ist extended AutoQos-4.0-Output-AcT-CAPWAP-C

10 permit udp any eq 5246 16666 any
wireless profile policy qos-policy



autoqos mode voice
service-policy input platinum-up
service-policy output platinum

ap dotll 24ghz cac voice acm

ap dotll 5ghz cac voice acm

ap dotll 6ghz cac voice acm
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MQCZEARATDE, hFT71v 0 OTRAEERL., NZTAYIRIVD—(RIVZ—XVT ) %
L. RZT7 A4V IRIS—ZA2VE—TIAALLENHETRENTERT, KZT714Y 7D
RID—CRE, RZ 74V 0 0FACHEAETNDQoSHENF SETNTVET,

Service Policy

Attach policy-map to target
in a specific direction.

Class Map Policy Map

Classifies the traffic Bind traffic class to actions

MQS CLID—2 70—

COPITE. POEAONO—-ILJANACLIZEALTRZ 714y U258, THEHIEFIR
ZEATRIHEZRLET,

EEIDREORNZ 74V VZBBE LT DEITBACLEERLET. Chik, IPPRLA, 7
ORI, R—hEEQRECETVWIRNT 71V IZRETDII—NEERTDETEIT
EFXT,

Configuration > Security > ACLOJEIZ#BE L, ACLZEML ET,



Add ACL Setup

ACL Name* server-bw || ACL Type |Pv4 Extended -
Rules
Sequence* ‘ Action permit v '
Source Type any v |
Destination Type any v |
Protocol ahp v |
Log O DSCP None v |
Sequence Y Source Y Destination Y Destination Y Source Y Destination Y
it Action Y Source P Y Wildcard P Wildcard Protocol ¥ Port Port DSCP ¥ Log Y
D 1 permit 192.168.31.10 any ip MNane Mone MNone Disabled
O 2 permit any 192.168.31.10 ip Mone MNone MNone Disabled
1 | 10 v | 1- 2 of 2 items
ACLDELE

ACLZERALTRNS 714 v 07258 LES, THEMOHRZEREL T, CORNTT7 1Y IICEIY
UTHEEBEOEZFHLET,

Configuration > Services > QoSO JEICEE L., QoSRKRUS —ZEIRLFT, R —RHICACLE
EHL., kbpsBEMN TR VU ZBALET,

TICAZO0-J)L T, QoSZEAIARARV—TO7 74N EBIRLET, SSDXRLEFITAT
PROMBICHLT, ABMABTEORI S —2BRTEXRT,



Add QoS

o s

Paolicy Name* | server-ow

Description |

Y Match Y Mark Y Mark Y Police Value h AVC/User T
Value Type Value (kbps) Drop Y Defined Actions Y

|. 10 w» | No items to display

AVC/User Defined | User Defined

Match O Any

Match Type | ACL

Match Value* | server-bw

Mark Type | Nene

Drop O

Police(kbps) 100

MQSRK < —



Mark None -
Police(kbps) 20
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q Search
Profiles
Available (1) Selected (1) (S =SSID, C = Client)
Profiles Profiles Ingress Egress
ﬁ default-policy-profile > qos-policy sOc ®s0c €

[ 9 Cancel | | Update & Apply to Device

MQS7'O7 74 )

MQS CLIFRE

ip access-1list extended server-bw
1 permit ip host 192.168.31.10 any
|
class-map match-any server-bw
match access-group name server-bw
|
policy-map server-bw
class server-bw

police cir 100000

conform-action transmit

exceed-action drop
exit
class class-default
police cir 20000
conform-action transmit
exceed-action drop
exit
wireless profile policy default-policy-profile
service-policy input server-bw
service-policy output server-bw
exit
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Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

| Auto QoS | None v Flow Monitor IPv4
QoS SSID Policy Egress | v |
Egress platinum X v | [ Ingress | i |
Ingress platinum-up X ¥ | [ Flow Monitor IPv6
QoS Client Policy Egress | v | a
Egress - | Ingress | v | w
Ingress v | [ ~]
SIP-CAC
Call Snooping D
Send Disassociate O
Send 486 Busy O

X&Z)NQosS7A7 7 A

X2 )LQoS CLIFRE

#configure terminal

#wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum
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L TXZIILD TPlatinum QoSy RUS—ABREEATVET,
TANDERE :
- ~Z74vo 70—
H 8 - FERPC
55 EARPC
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FE:AIDVAN)—LETY TARNI—LOMEE
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wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum
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4 Fragmented 1P pro [
514 Fragmented IP protocol
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ED



EF PHB
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EF FHB
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EPCZERALTEHEBLIEWLCEONT Y NE¥ TF v 2Rl E, NTYRNBETYTVUORA
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EF FHB
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EF PHE

EF FHE o]
EF PHB l! Frug ente J IP |:r.-L-..-L-:-L

514 Fragrrdll"prtl:l
nte

WLC EPCHX IV A RN —AKH

WLCA'CAPWAP R ZILHDAPIZINT Y RZEETZHEES. CHIEWLCHREICEITWT
DSCPEZZETEZEERRERTT, DHVXILKTHEDHIC, BESOMAFVERA T NTEH
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« CAPWAPAERE : CAPWAPKN > RILDOAEBETIE, DSCPRIN46& L TRRENEKT,
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« CAPWAPH®1802.11 UP{E : CAPWAP K> X AKADWLCIE, DSCP46%E2FERNT 71V D
XSS B802.111—FTSAFUF A (UPBICIYES T LET,

« CAPWAPAZEMDSCP1E : Cisco 9800 WLCltrust DSCPETIL TEET B =8,
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IPva Fragmented IP pro al
IPvd 8 Fragnented IP protecal
CAPWAP-Data CAPWAP-Data (Fragnent
IPvd Fragnented IF protocol

-
ShHE DOED Redd .

LE

CAPWAP DSCPY —* >4
RIZ. APTYTUDVOARALY FR—NTRAUNT Y NEHFELET,

SERCAPWAPL A ¥ ODSCPEIF46DEE T, AANDEEL, ZF VT ZRTI-OICHER
CAPWAPKRZ 7 4 Y U EBRRRIENTVET,

13360 i 74 2 3 102, 168,.30.13 IPwd EF_PHE 4 Fraomented IP or [ P
13376 -14; ] 2 z b ¢ 192,169,390, 13 IPvd EF PHE Fragmented IP protocel (pote=UDP
13371 BE.I19:24.7Tiu. 2 18, 185.60. 158 ChPWAPData EF PHE CAPWAP-Data (Fragment ID: 16242,
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VORI BICIE. AZT7 7APTHEB L z0ver-the-Air(OTA)F ¥ 7F vy ZERAL F 9,

APIFUPE6 T/ L —LZEELELZ, ChiZkV), APA'DSCP{EZ#EH]7%802.11 UP{E(6)IC IE
LKRXYEYITLTVREN R ENET, COEREEFERNZ 714V JICHRBLTVWET,

i, = | Time 3 RA | Source | Destination | Prodocod |BSCP Prinrity Largth Inle
2861 BH: 1924, 830431 2ciabiebidTicdies 24:2Figdidaialild Cisco_3TicdieS 24:27:ddidaiafild BeZ.11 €58 Voice [Voice) 971 QoS Data, SN=1952, PH=0

» Internet Protoc
* User Datagram
lirdl‘ttkfﬂmﬂlFe#k & up:ulnltd IEEE BB82.11
* B82.11 radio information
- IEEE BBZ.11 Qo5 Dat

"r.l;nrnl '|uml:
quence numb
xbe2cTcle [unverified]

hek Palicy: Mormal Ack (8x@)
- ad Type: MSDU
= QAP PS Buffer State: Oxee

APASOSAT > RADODOTAF Y I F v

REBRBETE., BREPCANT Y NERELERT, EIRPCIE. DSCPEN46D 7L —LZZEL
£
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M, = | Tirme kL RA | Source | Destination | Predocad |BscP Prierily Lergth Infa
2961 @B 1924, BIRAIL 2ciabiebidTicdied 24321 iddidaialild Cizco 37icdied 24:2fiddidaialild B9z, 11 C50 Volce (Voice] 971 QoS Data, SHN=1952, Fi=d

* Ethermet II, Src: C

* Internet Protocol W

* User Datagram Protecel, Src Port: 5555, Dst Port: 5
Airal‘:gkmmlFenk em.up:ulnled IEEE B@Z.11

@111 1@l
Frame chi

TAYLAPCF ¥ 7F ¥

FTARNFVFA2: TYTARN)—LQoSOHOREE

COTARNFVAOENIEE, FYTARN)—LQoSKRELZRIETDHETT, REICIE.
DSCP 46 MUDP/\N v |\EﬁffViPCLJ_JE?6,\“&?PC7§‘“E EFhErd, WLCICIE, FYTARND—
LRBERADVARN)—=LABOMAIICKLTAZILO "TPlatinum QoS RU S —HARBRESTNT
W&,

« NZT74v O 70—

H 88 : Wireless PC

5E5E : BRRPC

NZT74Y 9247 : DSCPA46MUDP/NT Y K
WLCTDQoSR > —EXE :

QoS7'O7 7 4 )L : Platinum QoS

FE:TYTAN)I—LERDVARN)—LOWEA
« XZJ)QoSEREIN R :

wireless profile policy qgos-policy
service-policy input platinum-up
service-policy output platinum



TYZAN)—LFEORERNROD EDSCPZH

? CAPWAP l :
Q Bl e s [R5,

Trust DSCP

802.14 Payload

WERNROZEDSCPEBR -TYTARNU—LA
EEPCH SEBPCICEEENBINT YR, COFVYTF ¥ FEHMPCTHELEEDTT,

EISPCIEDSCP 46 TUDPNT Y NEZEELE T,

Time s estinatiol Protocol Length Info

Fdi 18:53:27. 0434348 38,13 e ;. B34 52421 - 5281 Len=8103

Ethernet II, Src: 24:2f
Int Prot i

: EF PHB, ECM: Not-ECT)

=2 = Differentiated ices Codepoint: Expedited Forwarding (46)
E it Conge Notification: Mot ECM-Capable Transport (8)

Identifica 2d25 (11557)

TYTANI—LFBTOITA VL APCF ¥ 7 F+

RIZ, 94T R SAPADOOTAF Y T F v 2B THEL &5,



B> ~: Windows7 4 YL APC%Z#EHL TDSCP 46T\ Y NZEETRHSE.
WindowsEDSCP 46 1—H—7"Z 4 AU T 1 (UP)B5S (EFF ) ILX YT LET, TD
BR, OTAXY 7 FYRBINTYNEZEFARNZ 74 Y JUPSELTRLULET, EL,
NTY NEES{LTE, DSCPEI4I6DEELETT,



I IN—23 21748 D Cisco 9800 WLC O F 7 # )L NEIMETIX. APIIAZO7 74 )
DODSCPEZEHELET, ChiZk'), DSCPEAGHAWLCICK > THRES I EfHEE N,
Windows ®DSCPA' SUPADNY Y E > JEIMEICEE T HENBEETNET,



‘r QoS Control Field: $0000000000000101
[ | P PS Buffer State:
j @ A-MSD Press
@ eeeeeea. W00..... Ac Ackn
L@ EQSE E Triggerec -
@
@ 0 ssssssss ssess 01 UP: 5 - Video
‘.|" 802.2 Logical Link Control (LLC) Header
@ Dest. SAP: OxAR SNAF
@ Source SAP: OxAM SNAL
ommand : 0x0 Unnumbered Informati
o o e o In MS Windows, the WMM UP is derived
...@ Protocol Type: O0x0800 TF from the 3 msb of the DSCP value
“.r' IP Header - Internet Protocol Datagram DSCP Ef (46) = [101 110] 9 101 = UP 5
L.@ Version: 4
@ Header Length: 5 20 bytes

= ‘.r' Differentiated Services:%101110Q0
e |

Windows DUPA SDSCPADMY Y E> Y

ZREY NTYTHSEBLEES{LE lzOver-the-Airf(OTA)F Y 7F v A" Difich, 7Y 7T A
M) —ALQoSERENRIMEE NE T,

OTAF Y 7F vk, I—HTSAFUT 1 (UP)ENS (EFH) DT Y hERLET, OTATF
Y 7FYTRUPSERRENTVETH, BEEL/NY Y NNODSCPEIR46NDEETT,

Infe
1442 Qo5 Data, SN=1347,

) SA | RA 08 Protecal oscp Priarity | Lemgth
£22.982358 24:2f:c0:dazaf:ld ad:bd:30; de:B5 4T H H 882,11 C58 Video (Videa)

» Frame 5643: 1442 bytes on wire (11536 bits), 1442 bytes captured (11536 bits) on interface en®, id @
* Ethernet II, Src: Cisco_a7:1a:7f (34:1b:2d:a7:1a:7f), Dst: Apple_f@:82:d4 (bc:d@:74:70:82:d4)

» Internet Protecol Version 4, Src: 19.105.608.158, Dst: 10.233.7.212

» User Datagram Protocal, Src Port: 5555, Dst Port: 5208

» niroPeek/OmniPeek encapsulated IEEE B@2.11

* B82.11 radio information

IEEE 802.11 Qo5 Data, Flags:

008 2008 9108 1001 =
Receiver addres
Transmitter add
Destination address

5

quence number: 1347
k sequence: @x83aZed23 [unverified]
Unverified]
trol: @x8005
18l = TID: 5
.101 = Priority: Video (video) (5)]
.» = Qo5 bit 4: Bits of Qo5 Control field are TXOP Duration Requested
Ack Policy: Mon ck (@ex8)
«» = Payload Type:
2208 8008 .... .... = THOP Duration R ested: @ (no THOP requested)

SRTTYTARNI)—LAFBIZCOTAZRE

RIZ, APTY T OR—=KNTONTY RFYTF v Ao MmEchn, NTY NHFAPHASWLCICH
I HBRICDSCPEN#HIFE D ENERSNET,

« J\EBCAPWAPL 4 ¥ HODSCP{EIX46(C#tiFE D
« CAPWAPK>XJLNTIlE, DSCPIEE46I_#FENET,



RA oe | Destination Protocol DECP Priority Length | Infa
18.185.60.1 18, 185,68, 19€ CAPWAP-Data EF PHB 1498 CAPWAP-Data (Fragment ID:
3418130 r4er 85 rdB 192.168.39.13 152.168.31.18 IPvd EF PHB Video [Video] 144 Fragmented IP protocel (ps

9, Don't fragnent
B BEO0 00D BOGR = Frag
Time to Li @

Source Addr
Destina ddres:
ptagram Protocol
trol And Provisioning
ge fragment

trol field are

Duration Requested: @ [(no TXI requested)

Logical-L
Internet Protocel Version 4, Src: 1 B.13, D 152.168.31.18
o100 ...
snee 0101 =
Differentiated Ser E f DSCP: EF PHB, ECN: Nat-ECT)
1911 18.. = Differentiated Services Codepoint: Expedited Forwarding [46]
1an NETITLE WOt ECN-CApaEie 1 SGFT (B)
Total Lei
Identifica

TYTARN)—LFEOAPTY T OF YT F ¥
FrTFrE NTY ALY FHSEEL LEECWLCTRBENE T,

« NT Y NE. HAECAPWAPL 1 Y DDSCP{E46 TWLCICEEL £,
« CAPWAPK> XA T, DSCPEF46ICHITENET,



Langth Info
EF_PHR 1582 CAPWAP-Oata {Fragrent 10
EF PHB Video {Videol 148 Fregeented IF protocol (p

> F 14
Ethernet IT, Sre 35:74 [ad:b4
L LAN, PRI: B, DEI: B, I
1 Version 4, 18. 102
a

-
10.185.60. 15!

g 18,185,

102.168.31.12

Ho

AP S DO/NT Y NERTWLC EPC

NTY RHIWLCTATEZV T # T2 1%, BARPCETDT YTV IVARAAYFILRENET
o WLCIE, DSCPEA46D/NT Y NEEIALE T,

Diestination Protocol | DECP | Priogity Lenath Linfg.
2= == aaedig 192 192,168, 31.12 EF_FHB E38 52121 - 5291 Len=B192

838 bytes captured (
d@;dazaf:1d Dst:
2.10 Virtual LAN, PRI: @,
Internet Protocol Ve
018@ .... = Vers

BEPCICEEENE/NT Y NERTWLC EPC

REIC, BRPCOTYTIUIOTONTY RFYTFviamEhn, NTY RHAWLCAH S EIE
THBRICDSCPEN #HFENET,

1518 Fragoented 1P protacol ip
1318 Pragmented IP protocol p

rtual LAM, PRI: &, DEI
14

pabile Transport (8)

{11554)

TYTARN)—=LABRBTOBEPCT Y TV IAALYFOF YT F+



RIREBET, BREPCTEEENLENT Y M2 h, DSCPEN46OELHEPCIZ/INT Y KA E
ETBENERENET,

BEPCHF Y7 F+¥ -TYTANI—LKHMG

TYTARI—LQoSTANTIE, EEPCHASHEBMPCADKZ 7 4Y 7 70O—NDQoSKREANIE
BILRIENEL I, EIE/NAL#EZEBEL TDSCP{E46Z—BL TRIFETHE T, QoSKRU Y
—HAELKBABIVPBEAEATVRI L ZHETEXT,

NZTNZ1—F42T

BE. EFT. BLROEZOMOUTNEZALT 7V r—>3 2k, RYRND—IONT*—X2A

DREBICHEICHBRATYT, £/, Quality of Service(QOS)DET k. ELLBELFEERIEFE T8
HEAHYVET, QS/NT Y NHAEVDSCPETEBY—F>JEhde, EFEEEFFICKRELE

EZEEADTREMENI HYVET,

BEEANOE

- BEDEN : EFBETRE, 2FZAARATRINEZEDICIZLHIC, KREENFBETT,
DSCPEAMEWVE, BEENT Y NOEBEANRKEL, 2FBICELVEEANEUDAIRELNH V)
x5

s VR NTY NIBREOER (DVR)ICLY, BENTY NOABAESN PHE
DAL BNET, COLSD, FEFBUNLYFABRCEZ 212 LT, FLFIEER
WIZKLKBEWERT,

s NTYRBXR:BENTY NENTY NEROEEBZHECZIFPTVTT, bIArBNT
Y REXRTE, BEPEHORNENEL, BREREVETPRBERBS ARMENAHYET,

s TO—¢FEH BEEDYANFEMIZE, IO-CHFFOEIRLEL, FFI-/ILOM
BNESICHLTR AN B KT,

ETFANDOEE :

« BEDEMN : EFFBETR., A—FAFTAN)—LEEFFAN)-—LBORZHEET
BDIEOICRKEENVETT, BENMEMITDIEEENREL, UTILEZA LOXEN R
BAAREMEA B KT,

s DVR DYV EBHIRETRE, ETFATL LN IEFEAREEEFARATERTEEL, EF
FHABYPNI)BYNEZV TR ENHYERT,




« NTYRNEBK BEINTYNETL—LOXRFEZSERBIL, EFAHNFTU—-ALEY, 7
—TATTFIORNRRENIY) THAEMNBYET,

- EFTREDOET : DSCPENMEVE, EFFARNI —LOFEHIREE ) HTHRBDL., BE&
EAMETLTEFTRENMETIZAREN BN ET, TOLD, EFFTREELFMZ
BEIBDCEN R AEENBYET,

SFIA P AA Y FICLBDSCPY—F T DEEH]R

CORSTNZA—TFT 42T FVATE, FAACIYFHAWLCILEELERS 71V IO
DSCPRY—F VT %2 EEMABIREBEZRELEIT, ChZEBRIDLOIC, RAM Y FRRERPCT
YTV DA B =T IAADCSIICDSCP 46N —F V2 EEMABD LS IREECNTVET

o

INTY NEDSCP 462 J 4 & THIEPCH SIEEE L ET,

Frame 367: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF
Ethernet II, Src: IntelCor 26:e@:a3 (b4:96:91:26:e@:a3), Dst: Cisco 37:cd:f5 (2c:ab:eb:37:cd:f5)
% Internet Protocol Version 4, Src: 192.168.31.16, Dst: 192.168.30.13
81e6 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)

1811 18.. Differentiated Services Codepoint: Expedited Forwarding (46)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 158@

Identification: @x5a74 (23156)

2

DSCP 4627 T/INT Y N &ZIX{ET D EREPC

N7 K&, DSCP{ECS1(DSCP 8) TWLCICE|EEL F ¥, DSCP 464 SDSCP 8NDEEIC K V)
NTY NOBRIBLEAKBICTAUET,

> Frame 137: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)
> Ethernet II, Src: Cisco 37:cd:e5 (2c:ab:eb:37:cd:e5), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
» 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1009
«~ Internet Protocol Version 4, Src: 192.168.31.10, Dst: 192.168.30.13
0100 .... = Version: 4
.. 0181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
80 = Explicit Congestion Notiticationy ot ECN=Capabte Transport (@)
Total Length: 1500
Identification: @x5a41 (23105)

[ [ T [T P e

CSIN—F > %#RJTWLC EPC
COATY T TR, WLCH SAPICERIZEENENT Y RO ENE T,

« SEECAPWAPA Y X —(&CS1(DSCP 8) TR I IHFENET,
« HAIOCAPWAPA Y X —%CS1(DSCP 8) TR IR IFENhTVWET,
« User Priority (UP)®{EI&BK (Background)lCEREE N TWE T,



Frame 148: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
Ethernet II, Src: Cisco_e7:9d:ab (8@:2d:bf:e7:9d:ab), Dst: Cisco_28:35:74 (a4:b4:39:28:35:74)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
Internet Protocol Version 4, Src: 10.1085.60.198, Dst: 10.105.60.158
0100 .... = Version: 4
ss. 0101 = Header length: 2@ bvies (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0810 8d.. = Differentiated Services Codepoint: Class Selector 1 (8)
i @l Explicit Congestion Motification: Not ECN-Capable Transport (8)
Total Length 146
Identification: @x@608 (@)
Flags: 6x8@
..D 2000 PORD PORO = Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 8x2d@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1@.105.60.198
Destination Address: 18.105.60.158
User Datagram Protocol, Src Port: 5247, Dst Port: 5262
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1534 bytes): #139(1424), #140(110)]
IEEE 882.11 QoS Data, Flags: -
Type/Subtype: QoS Data (B8x@828)
> Frame Control Field: 0x880@(Swapped)
.000 0PG0 AAO0 00O = Duration: @ microseconds
Receiver address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Transmitter address: Cisco_4e:85:4f (ad:b4:39:4e:85:4f)
Destination address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Source address: Cisco_37:cd:e5 (2c:iab:eb:37:cd:e5h)
BSS Id: Cisco_4e:85:4f (ad:b4:39:4e:85:4F)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
taes asas 2., 000 = Fragment number: @
0000 9Q00 0PQ0 .... = Sequence number: @
~ Qos Control: @x@0@l
sess ssss saaa 0001 = TID: 1
[eeav e2as wuw. @81 = Priority: Background (Background) (1)]
sess ssss sas® ... = EOSP: Service period
. .88. .... = Ack Policy: Normal Ack (@8x@)
asss asss Baas «aas = Payload Type: MSDU
> 000@ ooee .... = QAP PS Buffer State: 0x@@
> Logical-Link Control
~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst: 192.168.38.13
9108 .... = Version: 4
.». 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: 8x2@ (DSCP: C51, ECN: Not-ECT)
@010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 1580
Identification: @x5a4l (231@5)

CAPWAPKNZ7 14 Y I MCS12TZRTWLC EPC

)N v Mg, DSCP{ECS1(DSCP 8) T4/ ¥ L APCICEIZEL £,

Frame 613: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device
Ethernet II, Src: Cisco_4e:85:4f (ad4:b4:39:4e 8 :4f), Dst: 24:27:d@:da:af:1d (24:2f:d@:da:af:1d)
v Internet Protocel Version 4, Src: 192.168.31.1@, Dst: 192.168.30.13
eles .... 53
8lel
ECN: Not-ECT)
eale @0. leferentlated
- T Ewp11c1t Congestion Hotlflcatln : Mot ECN-Capable Transport (@)
Total Length: 156

CSIN—F T Z#RTITAVLAPCF v+ I'F ¥

COTFIATRE, FBAS Y FOREI AL RETQoSKEN BN, BEEOEWVWRZ 7 1Y




DDONTA—XVANBTIBDRRICOVTHALET, RAICEEEIEMNEL TNV
EENTY NE, DSCPOEEMRRICKLY, BREBENOEWVWRZ 74y 7L TRDOAEL L,
COTFIATIRH, BEEOBEWRT 714 v 212U TEEL L Quality of Service(QoS) & ##59
B2EHIC, FEARXRY NI—O0FNAATQoSN—F T Z2ELKRETDIENEETT,

SFVA2ZAPI DALY FICKBDSCPYN—F T DEEMA

COIFIATE., APICEHZEENIEFHRAALY FHADSCPYN—F T 2EEMRIDEILD D
STAVIONOEERFAELEXT,

« APICERENTVWRRSMY TR, APPY TV OL42R—T7 T4 ATDSCP 46N —F> 7
ZRIDECSIIIEEMAD RS ICREETNTVET,

« NTY NZF. DSCPRT46THEMPCH SEFBENET, chiZkl), KERXATRT 71V
JHDSCP46TELLKN—FJENTVB I Z2BFTEXT,

Frame 923: 834 bytes on wire (6672 bits), B34 bytes captured (6672 bits) on interface \Device\NPF_{@@89

Ethernet II, Src: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d), Dst: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
v Internet Protocol Version 4, Src: 192.168.3@.13, Dst: 192.168.31.10

2182 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @xb& (D5CP: EF PHB, ECN: Not-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transpert (@)
Total Length: 82@
Identification: @xcd67 (52583)

L0000 = | Jas sy

DSCP 46%Rg VA VL APCF v S F v

FvTFrE. NTY MR YFASEHEL LEECWLCTRBENET,

INT Y NE. AECAPWAPA Y 5 —NDDSCPIEA'CS1(DSCPE & MEBDSCP{EA 46) DWLCIZ E
ELET, Chld, FHASY FACAPWAPR D RIRICATBIMELENIZNTZ T 1Y U ZBH
TERBRVEHICHELET,

WLCIECAPWAP K> X)L MDDSCPAR Y ZEF L. WNEDSCPR I A 46MEMPCICNZ 7 1Y
VEEELET,



Frame 1880: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_28:35:74 (a4:b4:39:28:35:74), Dst: Cisco_e7:9d:ab (80:2d:bf:e7:9d:ab)
802.10 Virtual LAN, PRI: 1, DEI: ©, ID: 31
Internet Protocol Version 4, Src: 10.185.60.158, Dst: 10.105.60.198
= Version: 4
. 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Mot-ECT)
pA1A AR.. = Differentiated Services Codepoint: Class Selector 1 (R)
- ..80 = Explicit Congestion Notification: Not ECM-Capable Transport (@)
Total Length: 13@
Identification: @xe372 (58226)
Flags: @x4@, Don't fragment
...0 0000 0OBB 0O = Fragment Offset: @
Time to Live: 250
Protocol: UDP (17)
Header Checksum: @x@ea? [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.165.60.158
Destination Address: 10.185.60.198
User Datagram Protocol. Src Port: 5262. Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[Z Message Tragments (1534 bytes): #10/9(1448), #108@8(94)]
IEEE 882.11 QoS Data, Flags: ...ueas T
Type/Subtype: QoS Data (0x0028)
> Frame Control Field: ©x8800(Swapped)
.000 0000 0008 0000 = Duration: @ microseconds
Receiver address: Cisco_4e:85:48 (a4:b4:39:4e:85:40)
Transmitter address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Destination address: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
Source address: 24:2f:d@:da:af:1d (24:2f:d6:da:af:1d)
BSS Id: Cisco_4e:85:40 (ad4:b4:39:4e:85:40)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
R . 1000 = Fragment number: 8
1000 2001 1118 .... = Sequence number: 2078
Qos Control: @x0e06
SN b . ) T
[ceve wevv waes 110 = Priority: Voice (Voice) (6)1
~200 oooo oool) oooc QoS bit 4: Bits B-15 of QoS Control field are TXOP Duration Requested
ceas sana 200, Ack Policy: Normal Ack (@x@)
Sooo booo Goao = Payload Type: MSDU
poOPO 0000 .... = TXOP Duration Requested: @ (no TXOP requested)
> Logical-Link Control
Internet Protocol Version 4, Src: 192.168.30.13, Dst: 192.168.31.10
@108 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
+| Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)

«eas .80 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tntal | annth=- 15804

CAPWAP DSCP{EZ% R WLC EPC

INTY NE, DSCPE46THMRPCICEIZEL £T, WLCH TTODSCPIE46T/NT ¥ NZEL <¥iE
L. BEEOBWN—F VI E2RITGIDCELEZRILET,

captured (6672 bits) on interface \Dewvice\NPF
Ethernet II, Src: Cisco_37:cd:f5 (2c:ab:eb:37:cd:f st: IntelCor_26:e@:a3 (b4:96:91:26:e@:33)
¥ Internet Protocel Version 4, Src: 192.168.36.13, D
8188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
% Differentiated Services Field
1811 18.. Differentiated rvices Codepoint: Expedited Forwarding
..28 = Explicit Congestion Notification: Net ECN-Capable Transport (@)
Total Length: 828




WLCIEDSCPR 46 TR 74 v U%BIXELEL A, HEBDSCPR I H'CS1(DSCP 8)IcE & #2
A5NhTWVWBiESH, APASWLCAD KRS 714V VRBEEBEIEMZELTERONTVWSD I EZERET
DLENEETY,

APEWLCOBICEBODAA Y FHABFEEITDICENHY), NTZT714YVICRBRVEERIBUNNr SZ SN
TVWBEE, NTZT714YVRBWLCICENTEIETDCENHYVET, chllky), BE, DV X
. BROBENBNTY NEXRFBML., BEBXEOEEENOEV NS 7 1 Y U 0OQuality of
Service(QOS)AME T2 aJgeENF BV ET,

NSNS 1—FaT00k> N

1. ¥]HIDSCPY —F > J DR : EET (BHRPCRE ) TNT Y REFYIFrL, BHO
DSCPIETRZ 74 Y IONELKN—F 2 TEhTVDEEZBRELET,

2. PR EDRENHER : IXNTOHPRASYFEIL—XDEREEZREL T, DSCPEAN2
TEEBAShEVCEEHERLET,

3. F—RAVRNTRZ T4V IBFYTF v

1. FERSM Y FORIE &
2. ZWLCTEITLET,
3.5 ( BIRPCIEE ),

4. NS T74V02F)FAOZTaAL—>232 N7V IOPIXRL—RFELERYRND—D
ZalL—2a Y—)zZFERALT, SEXTEXBRATORNT T4y ORERKL, D1VL
AXY ND—OTQoSHEDKS ICMEBE DI EERELET,

5.9800DRARNTZIOTAARFIXVNEZSBLTLKEETY, Q0SB XKTFDSCPY—F>
DEREICETBI80DRANTZITAARFIX NEBELTLSEETL,

AXTE DFERY

<ttroot>

On the WLC, these commands can be used to verify the configuration.
# show run qos

# show policy-map <policy-map name>

# show class-map <policy-map name>

# show wireless profile policy detailed <policy-profile-name>

# show policy-map interface wirel ess ssid/client profil e-name <nane> radio type 2CGHz| 5GHz| 6GHz ap nane -

3%

show policy-map interface wireless client mac <MAC> +input|output
# show wireless client mac <MAC> service-policy input]|output

On AP, these commands can be used to check the QoS.

# show dotll qos
# show controllers dotllRadio 1 | begin EDCA

&

:I:Ilg



ZYRND—O2T—ELIEQSKRELEMIBZTI LR, FEXETFABENEEENE VNS
AV IICBIBLARILOY—ERENT A=V AZBRICERITZEHICFAATRTT, TN
TOXRY ND—DOFNA AN EBERENTEQoSTR S —IZEHML TVWD ERERTDLEDHIC,
QoSHREZEHHNICRIET D CENFTAXRTT, CORIEICKY), RYRND—INT#—X A
ZETESUDUEMOHIEEIANREEEZBEL TEIETEEXRT,

« Cisco Catalyst 9800 ) —XDA YL A MO—SQHBPERT TN a—F 42T

« Cisco Catalyst 9800 ) —AFZKEDRAN TS IT A4 A

« Cisco Catalyst 9800 ) —XDA YL A NO—SYV 7 RNDIFAT74FaL—>3>
H4 R, Cisco IOS® XE Dublin 17.12.x

« Voice Over Wireless LAN(VOWLAN) NS TN a—=F 4 VG HA R

« WindowsY <> T®ODSCP QoS&Z¥>J 0B #L
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_wireless_qos_cg_vewlc1_from_17_3_1_onwards.html
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