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- WPA/WPA2/WPA3 Personal:PSKIF 7214 7> NDORRIICFEAEIhET,

« WPA/WPA2/WPA3 Enterprise:Extensible Authentication Protocol ( EAP ; #k5R AT REEREE 7" O
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DEIICHEITIHNEHALET,
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2023/09/19 21:54:25.912523930 {wncd_x_R0O-0}{1}: [client-orch-sm] [15403]: (note): MAC: 62be.a38b.07c5 R

!--- Reassociation Request is received from the client.



2023/09/19 21:54:25.912882280 {wncd_x_R0O-0}{1}: [dotll-validate] [15403]: (info): MAC: 62be.a38b.07c5 D
I--- Since 802.11r is enabled, WLC/AP were able to validate/use the PMKID

802 1A BMBEIBZE., VFAT NN R—TYRNTORARAVNIO—ZI2JIBETE, #
LWAPEDRHID/N\Y RS IAIHFRTEINET, COBMRRBEBTEFENETT,

BHION\NRIADOTE., 94T NEETORARA T NN ERIIZPairwise Transient
Key(PTK)ATEZR{TTEET,

ROPTKF—E, 95A4TF > M BEERITERICKETZH., HILLWA—5Y NAPTRIRIZIS
BELERBIZ, 95ATRNETOERARA U NCERAENET,

No. Time Source Destination Protocol Channel Length Info

5928 2823-09-19 21:55:55.386599 Cisco_49:da:cf 62:be:a3:Bb:07:c5 g82.11 36 217 Authentication, SN=8, FN=8, Flags=........C

Frame 5928: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits)
Radiotap Header w8, Length 36
802.11 radio information
IEEE 882.11 Authentication, Flags: ........C
IEEE 882.11 Wireless Management
Fixed parameters {6 bytes)
Tagged parameters (147 bytes)
Tag: RSN Information
Tag Nember: RSN Information (48)
Tag length: 42
RSN Version: 1
Group Cipher Suite: @9:9f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite Count: 1

Pairwise Cipher Suite List @d:8f:ac (Ieee 802.11) AES (CCM)
Auth Key Management (AKM) Suite Count: 2
Auth Key Management (AMM) List 0@:@f:ac (Iece 802.11) WPA @0:0f:ac (Iece 802.11) FT over IEEE 8@2.1X
RSN Capabilities: Ox0828
PMKID Count: 1
PMKID List
Tag: Mobility Domain
Tag: Fast BSS Transition

Tag Nember: Fast BS5 Transition (55])

Tag length: 96

MIC Control: @x@eed

MIC: 20o0d

Aonce: 976115124B6@1@8c3711cdc5ab2BdT12bl 831 209cET2165963baella0 13025417
SMonce: 66d9b40cE6461074b6147020e6ebdclIBb24b5c27439badRcaT7ab33012e471d
Subelement: PHE-R1 key holder identifier (R1KH=ID)

Subelement: PHE-RO key holder fdentifier (ROKH-ID)

2023/09/19 21:54:25.913247615 {wncd_x_RO-0}{1}: [dotll] [15403]: (note): MAC: 62be.a38b.07c5 Associatio
!I--- Reassociation Response is sent to the client.

2023/09/19 21:53:59.692212232 {wncd_x_R0O-0}{1}: [client-orch-state] [15403]: (note): MAC: 62be.a38b.07c
I--- Client took an IP address and moved to run state.
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5305  2023-99-15 21:44:56.7I0298
; S|2 2023-99-19 21: 44:56. 738535

Lisco_49:da:ce
a2:en:0d:e1:87:c

a2:ca:9d:el:87:c8
Cisee_49:duice

Request, Identity
Respanse, Identity

L5321 2023-99-19 21:44:36.768162
| ORI 2023-09-19 21:44:56. 770964

a2:card:el:87:c9
Ciseo_40:da: ee

Cisco_49:dance ad Response, Legacy Mak [Response Only)
B2ieai9dieliBTzed a2 Request, Protected EAP (EAP-PEAP)

| 5349 2023-89-19 21:44:36.813624
L5344 2023-09-19 21:44:56.619333
| OSME  2023-89-19 20:44:36.822226
| 5383 2023-89-19 21:44:56. 825007

Cisco_49:datce

a2:co:90:e1:87:c9 idmi e
Cisco_d49:dazce a2icaiddiel:87:c0
AZzca:9dieliBTicd Cisco_49:da:ce az

1888  Request, Protected EAF (EAP-FEAF)
a2 Respanse, Protected EAP {EAP-PEAP)
pLLE Request, Protected EAP (EAP-PEAF]
Response, Protected EAP (EAP-PEAP)

. 539 2023-09-19 21:44:56. 866624 al:ca:fd:el:87:c9 Cisco_49:da:ce a2 Response, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)
Success

Key (Message 1 of 4)

Key (Message 2 of 4)

Key (Message 3 of 4)

Key (Message 4 of 4)

5418
5414
5416
5420

2023-83-19 21:
I023-09-19 21:

8 sco_49: <]
2023-83-19 21:44:56. 319863 a2scoiddiel:87:icd

Over-The-Air7'0 N JJLERD

COO—32TARYMNOOY MO—FRARNL—ADENZRICRALET,

2023/09/19 21:44:47.425575500 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [15403]:
!--- Reasscoiation Request is received from the client.

(note): MAC: a2ca.9del.87c9 R

2023/09/19 21:44:47.425980179 {wncd_x_R0O-0}{1}: [dotll-validate] [15403]: (ERR): MAC: a2ca.9del.87c9 Fa
!--- Since none of the roam methods are enabled, WLC/AP could not find any PMKID available.
2023/09/19 21:44:47.426252733 {wncd_x_R0O-0}{1}:

[dot11l] [15403]: (note): MAC: a2ca.9del.87c9 Associatio

!--- Reasscoiation Response is sent to the client.

2023/09/19 21:44:47.444466744 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444469338 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.444481064 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471913767 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.471916029 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.475646582 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.627108647 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.627110791 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.631319121 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
2023/09/19 21:44:47.657492378 {wncd_x_R0-0}{1}: [radius] [15403]: (info): RADIUS: Received from id 1812
2023/09/19 21:44:47.657840708 {wncd_x_R0-0}{1}: [dotlx] [15403]: (info): [a2ca.9del.87c9:capwap_9000000
!I-—- Full Reauthentication EAP exchange packets.

2023/09/19 21:44:47.658787303 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.662831295 {wncd_x_R0-0}{1}: [cTient-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M
2023/09/19 21:44:47.662931971 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 E
2023/09/19 21:44:47.665864464 {wncd_x_R0-0}{1}: [client-keymgmt] [15403]: (info): MAC: a2ca.9del.87c9 M

!--- 4-way handshake in order to compute the PTK/GTK keys.
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802.11 radio information
IEEE 802.11 Action, Flags: ........C
IEEE 802.11 Wireless Management
Fixed parameters
Category code: Radio Measurement (5)
Action code: Neighbor Report Response (5)
Dialog token: 42
Tagged parameters (9@ bytes)
Tag: Neighbor Report
Tag Number: Neighbor Report (52)
Tag length: 13
BSSID: Cisco_7f:a2:2f (14:16:9d:7f:a2:27)
BSSID Information: @x0@0802f7
Operating Class: 115
Channel Number: 36 (iterative measurements on that Channel Mumber)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_b9:35:ee (d4:78:9b:b9:35:ee)
BSSID Information: @x000802fT7
Operating Class: 121
Channel Number: 140 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: MNeighbor Report (52)
Tag length: 13
BSSID: Cisco_la:1@:ce (d4:eB8:806:1a:1@:ce)
BSSID Information: @x000002f7
Operating Class: 121
Channel Number: 128 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_2b:a5:@e (@0:16:63:2b:a5:0e)
BSSID Information: @x000002f17
Operating Class: 125
Channel Number: 161 (iterative measurements on that Channel Number)
PHY Type: 0x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_c9:be:2e (a@:23:9f:c9:be:2e)
BSSID Information: @x@eoeezf7
Operating Class: 118
Channel Number: 64 (iterative measurements on that Channel Number)
PHY Type: @x@7
Tag: Neighbor Report
Tag Number: Meighbor Report (52)
Tag length: 13
BSSID: Cisco_99:2b:@e (40:81:7a:99:2b:0e)
BSSID Infermation: @x000002f7
Operating Class: 118

Channel Number: 52 (iterative measurements on that Channel Number)
PHY Type: 0x07

Over-The-Airx 4 /N\—LR— K
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802 11VIRETIF., DA VLAY ND—UEB(CEL TROD2DDEZHEILRATTONEL -

o

C RYRND—OTIANCLBEBIBEERAT A RLBBIC&Y, 95ATVRONYF
UNTA—RVAFBELET, COBME, F—RT7L—AFREENBCEBIITA
FURNFAU—TE—ROEETEBBMERLET, VSA TN, Y I— 3
VHLPTYYI—YaVRBTIL—LEBUT. COBATA RSB BAE hET,

TORCARA R DAYLADZAT NS —EORB7L—L2ZELAEVES. 7Ot
ARAVRNGOZATURFRYND—ODSBENT-ERBL, BENITEEBRLET,

BSS Max idle periodid, APA" 7L —AZZEETICEERTSNEITA TN ERETEDR
BTT(IFATNIRAV—TREOERICEY, NvTUEHHWTEET ),

COER, TYSI-230BrOBEENFIREIL—LZNLTIAYLAIZAT N
EEEThET,

RXOEIE, BSS Max Idle Period BB BN TIEETCNTWVWDE T IEARSA > MY S OBBEEN T
ISEDEZRLTVET, BUNM024ZIURICELWVEES

Frame 6321: 251 bytes on wire (2808 bits), 251 bytes captured (2008 bits)
Radiotap Header v@, Length 36
862.11 radio information
IEEE 802.11 Reassociation Response, Flags: ....R...C
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Tagged parameters (181 bytes)
Tag: Supported Rates 12(B), 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (862.11n D1.18)
Tag: HT Information (802.11n D1.10)
Tag: Extended Capabilities (10 octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: BSS Max Idle Period
Tag Number: BS5 Max Idle Period (9@)
Tag length: 3
Max Idle Period (10@@ TUs): 97
Idle Options: @x@0
....... @ = Protected Keep-Alive Required: @
egae @ed. = Reserved: 0x0@
Ext Tag: HE Capabilities
Ext Tag: HE Operation

Over-The-Air BSSHA RS &

« XY RND—=OFANA—Z2Y i DANLARA VT ZANTOF YN, 9FAT > MHE
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NAP)DUARNZEBTEEXT,
802.11vBSSEITEBE 7L —Alk, XO3D2DIF I ATRBENET,

1LEGER FHLLVTFIVEARANIBITIRAIC, V5472 M&k802.11v BSSHITERE
JIVZRXELT, BEERTIZDTIVEARSA MO BYBAT a2 Z#REL, U
ZAT M EBEENTVWAIREDAPRK, O—I2JI2BREBT7 I EARA MOV AR
ZRHM T HIBSSBITEEERTREID LN TERT,

2. FBHEO—RNFVARAEBER . APARLINO—FLOT7 I ELARANETIOZATRD
O—RNSAZTV, APOBERZEETIMETT, 7747 NENAPICH L TRES
NEO—RNZALZEWMEZEBADE, APEDOBEERNITZRAITIADINTOHLWVWISAT >
NE. AT—RA17T (APES—)DOTFT VI I—>3a pETHEREIET, BE, EBEhE
DZATRNE, VAT M BEEFHERTZREBLEATE, BUO— REXAPADBEEN
FEREAET, ik, RSSIDBRN S, TOAPHRBEAATS I THBEHEETT. kL
ZE. 1DOOAPTH—EAZREHIDIESEBZEICOAOI—HYHFVDELFT, 802.11vBSS
Transition Management(BSS)Z TV A T2 &, APARD Y ICO—I 2T XDEHAPD U A
NZEETHIHEIC. O—RNFANDEEZRYHABICAEBTERT,

J.IEFORBILENLEO—IVIER: DAVYLAIVZATNERFEZAF YL, FREFLV
EETAPICO—S2VJ 9B ENBEENET, LEL, —HBOIZATU TR, RAN—

APHR\WESZRMTIBETE., BENTSNTVWAIAPE —BEICEERDI AT 1Y FEEN

RRENET, Chix, ATIYFITATNOBBERENT T, COBEICTHLTD S
(2, 98000 FO—ZREFBENMO—IVITEFRENZIBEZYR—NLTVET, COBBETE
IOTATIORTF=ENTY NETF—BL—KORSSIFERE N, VT4 T7NOREFTHE
BIICERRENK T, 802.11vBSSBITERERRG, HRELEAELO-—I2VTZBHELEXT. Ch
L&V, 9TATNCEEFIABER<@EREhDEZBAL. O—I2TEDAPOURA
heRHELEXT,



FATACOZRAL S, RBO—I2JREINTORYRD—JICELTVADITTRES
WEBA. POEARAVNEBOANLY DA T D THB & Z2BIEL T, DMLY
HBERYICEHETSZELSICLET, T5LBVE, BMICTDEEENRET D AR
EFBHYNET,

AP SITAT Y NCHEFENS802.11vBSSBITEEERIE, BERBHRBEEBETT, V5747
VRIRREERFETIN, FEREHWETEET, 980074 VL AO MO—FICE. Imminent
DisassociationE FIENBEREA T Ia oA BV, VAT M ERENEEERAICHOAPE
B7YI—23aaTbBVGEIC, 94T ROTFTVII—2a 2 2dE#NICBRLET
o COOANVRERETZDNDIE. BEDOWLANZ O 7 1 )L Tbss-transition disassociation-
imminentN > REFERAL TCLIASETTTY,

BYIE 15 ¥

« 802.11r BSSE#EK1T
e 802.11kxX A4 /N\—1J) A b & Assisted Roaming



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_fast_transition_ewlc.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_assisted_roam_9800.html

« 802.11v BSS
« DRAADT VALY R—bEHXDO—R



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_802_11v_ewlc.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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