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RRENBDWeb R—ZINICI—HFBENAT—REANTZDELS5KRDZDTOV TN E2RRLET
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1. IVRIZATRE, FINAARAICRRIENTVSSSIDICEHRLET

2IVRIZAT NG, VOLFUOYNZEANTBLEHICWebR—ZIICUR AL I REN
X7
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FE2EFRAE DI RIZATUNE, IV RIZATMIHLUTEBNTY

DSAT 2 MNNRERTITBIVENHIEARATOLA R, EXWIC2DICpHFShET, 120954
T RDSISEH—NADEHT, ES1DORERBIANTTLERIZIVSAT UMD SZYND—2
BEADOEHRTT, I MO—FEISE., BICRADIUSZORIILEZNLTHEICEBELET,
R, MEHRANL—REHKZIAKNT Y NF ¥ 7 F ¥ (EPC)DFHMI N ERLE T,

CWA7O— - A HERA ML —A

RARL—R., BEDIZATVNALFYTFryEhizOJ0EY N TT, WLANICHEHL T
WBRBICOZATRARITLTVWA T O AL BNRRENET. RANRL—ADHABFERAL
L—AOEEFEOFMIZDOWVWTIEE, MCatalyst 980074 YL ALANI> hO—FTDIA YL
ATZNY TEOTRELODVWT, 25RL TS EEL,

DB : VAT M SISEH—/N

DZAT Y MFBBIZISEIC &L > TRAET N TVWAEVIES, WLCERY RT—OANDERZFFA
LEEA,

WLANA 0 B8 E 1 1

WLCIE, 74T~ RA'WLAN Tewas "NDOBEEFITEZROTVWR L ZRELET, 2O
WLANIXAR D> —7"07 7 4 )L Tcwa-policy-profiles (Z > &h, AP TBC-3802, ([C#EE#iEh
TVWET,

<#root>
[cTient-orch-sm] [17558]: (note): MAC: 4203.9522.e682
Associ ation received.
BSSID dc8c.37d0.83af,
WLAN cwa

, STot 1 AP dc8c.37d0.83a0, BC-3802
[client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Received Dotll association request. Processing s

SSI D cwa

Policy profile: cwa-policy-profile

AP Nane: BC- 3802

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40
[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

S COINT -> S CO ASSOCI ATI NG


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows

[dotll-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dotll validate P2P IE. P2P IE not pr

MAC 7 1 IL&BVU>T
ISEH —/NEHDT A b

WLCH'OZA T RIS TIYII-2aVEREZZEFELES, RIDATY TEMACTZ 1 IILRY
VT (MABEEFHEND ) ZRITTBDETT, MACTANRIZ TR, 94T KD
MACT RLAZT—ER—AELEBELTFIVIL, XY ND—IANOSMAIFAEAhTVS D
ESHEZRATDEFIVT1HHXTT,

<#root>
[dot11l] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition:

S DOT11 INIT -> S DOT11_MAB _PENDI NG <-- The W.C is waiting for ISE to authenticate the user. It does not

[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S
[cTient-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated.

Policy VLAN O, AAA override = 1, NAC = 1 <-- no VLAN is assigned as | SE can do that

[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attri
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] -

authc_list: cwa_authz <-- Authentication nethod |ist used

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present un
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INI
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id OE1E140A0000000
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0

[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth Plugin: Received valid timeout =
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB aut hentication started for 4203. 9522. e682

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWA
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.952
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTI NUE
' on handle 0x8A000002

<-- | SE server connectivity has been tested, the W.C is about to send the MAC address to | SE



[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1

WLCAISEIZERZ X E

WLCIlE., WLANTDRIEEZEVEETDITAT > NOMACT RL A% ETURADIUS Access-

Request/\7 Y N ZISEICEFLE T,

<#root>
[radius] [17558]: (info): RADIUS: Send
Access- Request
to
<i se-ip-addr>: 1812
id 0/
28

, len 415

<-- The packet is traveling via RAD US port 1812. The "28" is the

[radius] [17558]: (info): RADIUS: authenticator e7 85 1b 08 31 58

[radius] [17558]: (info): RADIUS: User-Name [1]
42039522e682

<-- MAC address that is attenpting to authenticate
[radius] [17558]: (info): RADIUS: User-Password [2]

[radius] [17558]: (info): RADIUS: Cisco AVpair [1]

servi ce-type=Cal | Check

<-- This indicates a MAC filtering process

[radius] [17558]: (info): RADIUS: Framed-MTU [12]
[radius] [17558]: (info): RADIUS: Message-Authenticator[80]
[radius] [17558]: (info): RADIUS: EAP-Key-Name [102]
[radius] [17558]: (info): RADIUS: Cisco AVpair [1]
[radius] [17558]: (info): RADIUS: Cisco AVpair [1]

nmet hod=nab

<-- Controller sends an AVpair with MAB net hod

[radius] [17558]: (info): RADIUS: Cisco AVpair [1]
[radius] [17558]: (info): RADIUS: Cisco AVpair [1]

14

18
25

session ID and it is unique for every

ee 91 - 17 46 82 79 7d 3b c4 30

1485

18 ...

43
12

26
14

*

"audit-session-id=0E1E140A0000000C8E?2

"client-iif-id=1392509681"
"vlan-id=1000"



[radius] [17558]:

<wm -i p-addr> <--

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

(info): RADIUS: NAS-IP-Address [4]

W.C WM | P address

(info): RADIUS: NAS-Port-Id [87]
(info): RADIUS: NAS-Port-Type [61]
(info): RADIUS: Cisco AVpair [1]

ci sco-w an- ssi d=cwa

<-- SSID and WLAN the client

[radius] [17558]:

is attenpting to connect

(info): RADIUS: Cisco AVpair [1]

w an- profil e- nane=cwa

[radius]
[radius]
[radius]
[radius]
[radius]

[17558]:
[17558]:
[17558]:
[17558]:
[17558]:

(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Called-Station-Id [30]
Calling-Station-Id [31]
Airespace-WLAN-ID [1]
Nas-Identifier [32]
Started 5 sec timeout

17

30

32

32
19
6
9

"capwap_90000005"
802.11 wireless [19]

"dc-8c-37-d0-83-a0:cwa"
"42-03-95-22-e6-82"

1

"BC-9800"



EAVARTIKISETHERE NS TEBME, TF, chldk, WLCICEETERETERER
NF—EBETT, ChSsDERE., TOBEDEYZIVODETORBRENDITATNC
BRENhET,

AVRT D -

- ACL &

-« UA ALY KNURL

« VLANEI) =T

s Y aVERALTINER
- BRRERAN—

ISEA'WLCERICHETS
WLCH SIEEENEMACT RLANISETEZITANS NBFBE, ISED SAccess-Accept

RADIUS/NT Y RAIREENE T, ISEOREICISU T, FHBEMACT RLANDHE, ISEETHh
ZZTANTIIO—ZHRITIDXLENHV ET, Access-Rejecthi"RRENIFE, ISETELL



REENTVWEWMIA ZBEBITILENHYVET,

<#root>
[radius] [17558]: (info): RADIUS: Received from id
1812

/
28

<i se-i p-addr>
:0,
Access- Accept

, len 334

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 28 (as a response to the abc

[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba fO ed 92 54 9b d6
[radius] [17558]: (info): RADIUS: User-Name [1] 19 "

42-03-95-22- E6- 82

<-- MAC address of the client that was authorized by |ISE

[radius] [17558]: (info): RADIUS: Class [25] 51
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 31 0"

url -redirect-acl =cwa- acl

<-- ACL to be applied to the client

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 183 "
url-redirect=https://<ise-ip-addr>:8443/portal /[...]

<-- Redirection URL for the client

[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_RESULT

' on handle 0x8A000002



[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB,

Aut h event success

ISEASZEL EBHROWLCTOEA

WLCIE, ISEXSZELEIXNTOEREVLELET, chEFEHAITD L., ISELASEEENET
—ZAOI1—Y7O7 74N Z2EALTERENEI—F7O7 74N BRAEAET, FEXE
. WLCIE#H L WACLZE 1—HIZEIV) HTET, AAA Override " WLANTERMICBE > TV EWVEBE
. WLCIC KD ZOREBIFIThhEE A,

<#root>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< usernanme 0 "42-03-95-22-E6-82">> <-- Processing usernane received from| SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<

url-redirect-acl 0 "cwa-acl"
>>

<-- Processing ACL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"
>>

<-- Processing URL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-03}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nanme 42-03-95-22- E6-82

for client 4203.9522.e682



{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]
User profile is to be applied

. Authz mlist is not present,

Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect,

Received a request to create a CWA session

for a mac [42:03:95:22:e6:82]

{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = cwa- ac

{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redirect = https://<ise-ip-addr>:8443/portal/[...]

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly

for 0x92000002 -

REPLACE

<-- WLC replaces the user profile it had originally created

MABRRRED 5T 7

DZAF72ROI—HTO7T7TANNERBCEEENI-HE, WLCRITA T MOMACT RL A

DRAZRTLET, ISENSZRFLLACLAWLCICHFEL B WVIFE, WLCTRZOHERONE
)'5/:1‘\7'3‘ TR EREBA, TDISH, REPLACET V>3 HFRBL., MABRELE XML ET. 7075
AT MARERETE R,

<tfroot>

{wncd_x_R0O-03}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (M
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

MAB Aut hentication success

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_MAB_AUTH_DONE



{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication

CO_AUTH_STATUS_SUCCESS

WLCA VZA T NCT IS I—>3VREZIEFETS

DTAT 2 RHISEICK > TRRFAEE ., ELVACLHAERAZEZhD &, WLCRERNIZT Y I—
AVIEBEERVTZATVRNIEEBELET, T, I—HRIXY RD—IANDERERTTES
EE

<ffroot>

{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 dotll send association response.

Sendi ng associ ati on response

with resp_status_code: 0

{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 Dotll Capability info bytel 1, byte2: 1
{wncd_x_R0-03}{1}: [dotll-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp
{wncd_x_R0-03}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 dotll send association response. Sending
{wncd_x_R0O-0}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = Fa
{wncd_x_R0-0}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 DOT1l state transition: S_DOT11_MAB_PEND

S_DOT11_ASSOCI ATED

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Station Dot 11 association is successful

L2 FVL;‘FI

DTAT 2 RAWLANIC TV I—RTBEEICRTIBDHEN BB 7TOLAICHK>T, L27BE
TR EhET, 2L, ERICE, AICRTENIEMABRELD 2 (Z, L2FBAIA T TIC
RITENhTVRY, V94T MEESICL2REREZZE T LER T,

<tfroot>

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successf
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_L2_WEBAUTH_DONE



{wncd_x_RO-0}{1}:

[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

L2 Authentication of station is successfu

., L3 Authentication : 1

F— OB

WLCI., BBV TA T RMIVY—RZENHETT, RZTAVIHFRYRND—VZBBTES

KDICLET,

<#root>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{mobiTityd_RO-0}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[cTient-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. C
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build clie
[mm-cTient] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0)
[mm-cTient] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub ty
[mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -
[mm-cTient] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by tdl mac: client_ifid
[mm-cTient] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100)
[mm-cTient] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of X
[mm-cTient] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub t
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_W
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> L
[mm-cTient] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None,
[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response f
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[cTient-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO DPATH PLUVB_| N_PROGRESS

{wncd_x_RO-0}{1}:

dient

[dot11l] [17558]: (note): MAC: 4203.9522.e682

datapath entry parans

- ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682

[dpath_svc] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry created

for ifid 0xa0000001

A—FEIPT RLAAENEHTS D



IVRIA-YHAFZRYRD—TORNZBETSICE. PP RLANFBETY, DHCPTOEAZRIT
T2, I—HHFUFICERELIZCENHY ., TOIPT RLAZZERELTWSHE, DHCP7 Ot
ARAREFYTENET, I—YHFIPPRLAZZEFETERWVEE, I RI—HEWebR—%)L
ERATETREA. ThUUADBER. XKOFIEZRTLET,

1.DISCOVERINT Y Nk, #BEEISAT R ST7O—RFYANELTEFEh, EAT
BEBDHCPHY —NZRELET

2. A RERDHCPHY —/\ "% % 3B 4&. DHCPH—/NIEOFFERTHRZEL E T, A7 7 —ICi.
BEIOSATRNIE)HTBIP7 RLAR) —AKEBZEDEBFfSENET, SFKTE
BDHCPH—/\H S ZHNDOFFERZZ{ETEET

3.U9TAT N, Y—/\D1DOHASOFFERZZ T AN, BIRL EIP7 RL AOREQUEST %
BLET

4. &I, DHCPH—/NIE, FILWIPTZ RLANEI) HTShEISA T2 NMCERBENT
Y NZEEELERT

WLCIE, 954 T2 MFIPT RLAZREL EBEZRRLET,

<#root>

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S CO | P_LEARN | N_PROGRESS

{wncd_x_R0-03}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IP
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
{wncd_x_R0-03}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vian 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER,

giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682

{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC



S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]:
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX

S| SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

S| SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

S| SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

S| SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (note):

Client IP learn successful. Mthod: DHCP

IP: <end-user-ip-addr>
{wncd_x_R0-0}{1}: [epm] [17558]:
{wncd_x_R0-0}{1}: [auth-mgr] [17558]:
{wncd_x_R0-0}{1}: [client-iplearn] [17558]:
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]:

(info): [0000.0000
(info): [4203
(info):

| PLEARN_METHCD_DHCP

L3FRRE D B

I RI-—YHFIPTRLAZZE
CWATHBENET,

<#root>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[cTient-orch-sm] [17558]: (debug)
[client-orch-state] [17558]:
[client-auth] [17558]:

L3 Authentication initiated. CWA

Sanity IP Addresses7 A k

(info): TX:

(info): RX:

(debug):

L7z T, L3FBELE.

1 4203.9522.e682

: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

: 4203.9522.e682
(info): [4203.9522.e682:
: DHCPv4 from interface

capwap_90000005] Skipping DH
capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface capwap_90000005 on vlan 1000

.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682

DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
MAC: 4203.9522.e682

.0000:unknown] HDL = 0x0 vlan 1000 fail count O dirt
.9522.e682:capwap_90000005] auth mgr attr change not
MAC: 4203.9522.e682 IP-Tearn state transition: S_IP
MAC: 4203.9522.e682 Received ip learn response. me

RALD BMOBRE L THRIEE I

: MAC: 4203.9522.e682 Triggered L3 authentication. s

(note): MAC: 4203.9522.e682 Client state transition: S_C
(note): MAC: 4203.9522.e682



BREHRT IR, VAT M2DODODARPERZRITIDHLENHIET,

1. ZOIPT RLAZF DAY AV EWI EZHEBLET, I RI—FDIPFRL AL
XNYTBDARPISEN FETDHERE. IPTRLAFEELTVET

2. T—RIVIANDEETNREMZRLETD. ChiE, VATV RIRYRND—UHSRETE
BDLLEWRETDEHDTT, ARPRERT— NI IAHSEBEThIBENHUET

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

[cTlient-auth]
[sisf-packet]

4203.9522.e682 ARP target MAC:

[sisf-packet]

4203.9522.e682 ARP target MAC:

[sisf-packet]

4203.9522.e682 ARP target MAC:

[sisf-packet]

4203.9522.e682 ARP target MAC:
(debug): RX:

[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

(info):
(debug):

[17558]:
[17558]:

[17558]: (debug):

[17558]: (debug):

[17558]: (debug):

[17558]:

ARP target MAC: 0000
[17558]:

ARP target MAC: 0000
[17558]:

ARP target MAC: 0000
[17558]:

ARP target MAC: 0000
[17558]:

ARP target MAC: 0000
[17558]:

ARP target MAC: 0000
[17558]:

MAC:
RX:

(debug): TX:

(debug): RX:

(debug): TX:

(debug): RX:

(debug): TX:

(debug): RX:

0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
TX:

ARP from interface capwap_90000005 on

0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
RX:

ARP from interface capwap_90000005 on

0000.0000.0000 ARP sender IP: 0.0.0.0, ARP
TX:

ARP from interface capwap_90000005 on

0000.0000.0000 ARP sender IP: 0.0.0.0, ARP

ARP from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

.0000.
ARP

0000

from interface capwap_90000005 on

4203.9522.e682 Client auth-interface state transi
ARP from interface capwap_90000005 on vlan 1000 S

target IP:

vlan 1000

target IP:

vlan 1000

S

target IP:

vlan 1000

S

target IP:

vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:

vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:

vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

vlan 1000

S



ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_RO-0}{1}:

ARP REQUEST,

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug): RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug): RX:

[17558]:

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000
from

0000
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

+

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000 S

+

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000 S

+

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S



ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>,

{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S

ARP REQUEST,

ARP sender MAC: 4203.9522.e682 ARP target MAC: 0000.0000.0000 ARP sender IP: <end-user-ip-addr>,

{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MA

ARP REPLY,

ARP sender MAC: 000c.290e.1c37 ARP target MAC: 4203.9522.e682 ARP sender IP: 10.20.30.17, ARP target I
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MA

ARP REPLY,

ARP sender MAC: 000c.290e.1c37 ARP target MAC: 4203.9522.e682 ARP sender IP: 10.20.30.17, ARP target I
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface Tw0/0/0 on vlan 1000 Source MA

ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, AR
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MA

ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, AR
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>,

{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>,

2ERDEL: VTAT RS RYNT—7

COFRT, TRI—YPEMACT7 RLAZFEAL TISEICHL TR N TVERTH ., LT
2B ENTVEEA, WLCRK, V94T M RYRND—VICERITDCEZFHFTTSI
HIZ, ISEEBESRIBDIMVEN HYVET, COBRT, I—HFENF1I—HFEENAT—RZEA
HTBIMUENHBZR—RINFI—HFICRRENET, WLCTIE., I RI—HH "Web Auth
Pending, REE L TRRENET,

wu\—.I-EE(COA)

CZT, WLCRERE®D "CoADHYR—b) FEMIBYVET, CORBRIERT, ACLFFERAZLTL
Ellco IVRITFATURAR—ZINZFTHL 12E, ACLRERAZhESZYET, chiF,
IVROZATRAR=FZLZVSEALINLIEEGTTHR12OHTY, COBRT, 7747
YNEOTAVRAOILT> v )L Z2ASLTCOATOLAZRKBL, 774 T7 > NEBERIL
£¥9, WLCIE., AETANTY hZ2EfBL., ISECEIELET



E> NCoARR—RM700ZEALET, 774704 —)LT/OYVEhTWeEW &
ZHFELET,

<#root>

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002]
Processi ng CoA request

under CH-ctx.

<-- I SE requests the client to reauthenticate

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0Ox
{wncd_x_R0-03}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB re-authentication started



for 2315255810 (4203.9522.e682)
<-- | SE requests the W.C to reauthenci ate the CoA

{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd)
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info):

CoA Response Details

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success
I1>>

<-- The WLC responds with a sucess after processing the packet to be sent to I SE

[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0ide
[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER]

CoA response sent <-- The WLC sends the CoA response to |ISE

ISEAND2%E B NOFR:

2ZBDOFRAIEEONSHBEY EFEBA. ChiIFCo AD I TT, HILWIL—ILXAV parisZ 1—H(C
BRATEET, ZRINDAccess-Accept TEZEENEACLEVRX AL U3 URLIE, I RI—¥
C7v21EhBE<iBYET,

WLCHISEICER&ZIA(E

WLCI, ABENLEI—FB/NATD—ROBHEDEZFERAL T, #HL VRADIUSAccess-
RequestpacketZISEIZIEELET. chlckl), FHLUWMABREAN N H—EhFET, ISERT
TICOZAT R E2RELTWVWD D, :ILVWRUS—EY N (Access Grantedz & ) FEAE
nEd,

<#root>
{wncd_x_R0-03}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '
MAB_REAUTHENTI CATE

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type:
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send

Access- Request
to

<i se-i p-addr>: 1812
id 0/

29



, len 421

<-- The packet is traveling via RADI US port 1812. The "29" is the session ID and it is unique for every

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

User - Nane
[1] 14 "
42039522e682

<-- MAC address that is attenpting to authenticate

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password [2] 18 *
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 25

"service-type=Call Check" <-- This indicates a MAC filtering process

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU [12] 6 1485
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
{fwncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name [102] 2 %

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:

Ci sco AVpa

r [1] 12

"met hod=mab" <-- Controller sends an AVpair with MAB net hod

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 26 "client-iif-i1d=1392
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 14
vlan-id=200"

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
NAS- | P- Addr ess
[4] 6

<wm -i p-addr> <-- W.C WM | P address

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id [87] 17  "capwap_90000005"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 30

"cisco-w an-ssi d=cwa" <-- SSID and WLAN the client is attenpting to connect

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:



Cisco AVpair

[1] 32

"w an-profil e-nane=cwa"

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[17558]:
[17558]:
[17558]:
[17558]:
[17558]:

[radius]
[radius]
[radius]
[radius]
[radius]

ISEAWLCERICISET S

ISERRUS—DILY IOTYTZ#RTL, B

= PAN
| == BN

OD1—EZBRLET, ISETERE
. TS5 EAccess-Acceptic RIRENE T,

<{froot>
{wncd_x_R0-0}{1}:

1812/ 29

<i se-i p-addr>
:0,
Access- Accept

, len 131

<-- The packet is traveling via RAD US port

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

User - Name

[1]
cwa- user nane

<--

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [17558]:

[radius] [17558]:
[radius] [17558]:

14 "

Usernane entered by the end client on the porta

[radius] [17558]:

(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Called-Station-Id
CalTling-Station-Id
Airespace-WLAN-ID
Nas-Identifier
Started 5 sec timeout

(info): RADIUS: Received from id

[30]
[31]
[1]

[32]

"dc-8c-37-d0-83-a0:
"42-03-95-22-e6-82"
1

"BC-9800"

LED—HEARIUS—O0774ILE—HTS
ISEEWLANAD OV SA T NEHEEZSTANT, WLCICBERELET, I RI1I—¥
ENTVREE., BIOII—IILPAVRT 21— ICEEATE

1812 and is has a session ID of 29 (as a response to the abc

(info): RADIUS: authenticator a3 b0 45 d6 e5 le 38 4a - be 15 fa 6b

(info): RADIUS:

that was shown

(info): RADIUS: Class

[25] 51 ...
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown"
[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle OxEE00003

[mab] [17558]:

MAB recei ved an Access- Accept

(info):

[4203.9522.e682:capwap_90000005]



for 0x8A000002

{wncd_x_RO-0}{1}: [mab] [17558]: (info):
MAB RESULT

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):

MAB, Auth event success

ISEASZEL EBHROWLCTOEA

[4203.9522.e682:capwap_90000005] Received event '

[4203.9522.e682:capwap_90000005] Authc success from

WLCE, ISENfZELLEHRZBEERELXY, ISEASZELEHFLWMEZERAL T, I—HI(C

XU THIMOREPLACE7 7> 32 2R1ITLET,

<#root>
[aaa-attr-inf] [17558]: (info):

<< usernane 0 "cwa-username">> <--

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info)

Processi ng usernane received from| SE

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info)
<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]:

(info):

[4203.9522.
[4203.9522.
[4203.9522.

[4203.9522.

<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
Recei ved User - Nane cwa- user nane

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
User profile is to be applied.

Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):

User Profile applied

successful ly

[4203.9522.

e682:
e682:
e682:

e682:

e682:

capwap_90000005] auth mgr attr change not
capwap_90000005] auth mgr attr change not
capwap_90000005]

capwap_90000005]

capwap_90000005]



for 0x92000002 -

REPLACE <-- WL.C replaces the user profile it had originally created

n/L.\nIEG)JE T

T, IVRI—YREEEENET—XTHAESNEL Iz, L3FTAE (WebsJEE ) 'R TLERT

o

<#root>
{wncd_x_R0-0}{1}: [cTlient-auth] [17558]: (note): MAC: 4203.9522.e682
L3 Aut hentication Successful

. ACL:[]
{wncd_x_R0-0}{1}: [cTient-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_WEBAUTH_DONE

{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-03}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entr

cwa- user nanme
) joined with ssid (
cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username" has ]o1ned the WLAN "cwa"
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : username 0 "

cwa- user nane

"]

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : class 0 43 41
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute bsn vlan-interface-name 0 "MGMT"
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : timeout 0 1800 (0x708) ]
{wncd_x_R0-0}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

I RI-—YHFWLCTRUNREEIZED

REIC, I—YHAREE ., WLANICEENIToNE T,

<#root>
{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug):
Managed client RUN state

notification: 4203.9522.e682
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C



S_CO RUN

CWA7O—-#&RAK/)NT Y N+ ¥ 7 F +¥(EPC)

EPCIE. WLCH SEERBTERINTYRFYTF ¥ T, WLCEZBBIZIXNTONTY b, &
EREWLCH SEEENBDIXNTONTY R ERLET, ChSOONY ROBECREHEDFH
MICDOWTIE, MCatalyst 980074 ¥ L ALANAY hO—FTDIA VL AFNY T EOTIRE
L2OWVWT, ZZRLTLSEET W,

BAIOEL : V74T NI SISEY—N

BE NTYRFYTFYOAAX—DLEDIPT RLANBIRENRE LIz, HRTPELTEK
RENKT,

WLANA QO BEEF T EISEY —/NANDERNDIEE
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