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LEXT,

<#froot>

2022/09/23 20:00:08.647158674 {wncd_x_R0-0}{1}: [aaa-attr-inf] [15612]: (info): Applying Attribute :
eap- nsk

0

fb cl c3 f8 2c 13 66 6e 4d dc 26 b8 79 7e 89 83 f0O 12 54 73 cb 61 51 da fa af 02 bf 96 87 67 4c c7 22 ct

AT Y 7 5: MSK%ZWireshark DIEEE 802.11#ES5{t*¥—& L TEMT S

Wireshark T, Wireshark > Preferences > Protocols > IEEE 802.11DJEIZIEIRL £,

"Enable decryptions EWVWSRY JRAIZFIY UNX—U%Z ANnT. Decryption keysDHEIZ&H B
Editz#RL £ 7,

THICHD "+, REVZVIVYILTHLVESF—ZEML, F—F/47ELT "msky 22
RLZET,

FIE4TEHBL fzeap-mskfEZ ( AR—RAZEANT ) BEWFTET,

B#&IZCOKZE )Y UL TDecryptionkeysJ 4 > RUZBL, €5ICOKEYUYULT
Preferences™V 1 > RUZBU, E5F*—Z2BALET,



ICP

ico

IEC 80870-5-101 + Reassemble fragmented 802.11 datagrams

IEC 80870-5-103 lgnore vendor-specific HT elements

IEC 60870-5-104 o Call subdissector for retransmitted 802.11 frames
IEEE 802.11 Assume packets have FCS

IEEE 802.15.4 - - .
lidate the Fi ks f possible
\EEE 802.1AH Validate the FCS checksum if possible

IEEE1722 Ignore the Protection bit

iFCP * Mo

ILP Yes - without IV

IMAP Yas - with IV

IMF Enable WPA Key MIC Length override
INAP
Infiniband SDP
Interlink Treat as S1G

IPDC o Enable decryption

IPDR/SP

iPerf2 Decryption keys Edit...

IPMI

IPPUSB WEP and WPA Decryption Keys
IPSICTL
1Pvd

IPvE

IPVS

IPX

IRC
ISAKMP
iSCsl
ISDN

iSER
ISMACRYP
iSNS

150 10681
IS0 15765
150 8583
150bus VT
1sUp

IEEE 802.11 wireless LAN

WPA Key MIC Length override 0

Key type | Ky
msk fbele3fB2c13666e4dde2B6b8797eB89830125473cb6161dafaaf02bfOBB7674cc722ebf0933102a41bb0210a769bb223810ck

sco_3f:88:f1 802 .
sco_3f:80:f1 802,

bl Fee AA.aT. A ana

Wiresharki& E I BINE hi-EBEFLF—,
FIE6: EEILENEB02AXKNT 74 Y IDODH

DAVLARNT 74V IONRRENDEFEERELET, COARAIU—>223Y NTlE, ARPK
ST4YY (INTY N8B KT484 ) . DNSTIUBKUE (/N7 Y N8TH & TF488 ) .
ICMPRS 7499 (N9 Y R91H 5497 ) . BRVTCPEY 3> (N7 Y K507 ) D3I T A
N RIIADDHBRZHERETERT,



449 14:12:108.852518 IntelCor_54:37:30 Cisco_sa:18:8f Reassociation Request, SN=22, FH=B, Flags= €, S5ID="gta-dotlx"

450 14112010.056200 Cisco_sar18:8f IntelCor 94127130 802.11 227 =34 dBm Reassecistion Response, SHe3741, FM=d, Flags .C
451 14112:10.058303 IntelCor_ 54 802.11 93 -53 dam Actiom, SM=23, FHe®, Flagss........C
452 14:12:10.059417  9.001114009 Cisco_sa:118 EAP 109 =34 dBs Request, Identity
453 14:12:10.108429  9.845012000 IntelCor EAP 146 -59 dBm Response, Identity
454 14:12:18.116585  0.808488008 Cisco_sa:18 EAP 118 =34 dbm Fequest, TLS EAP (EAP-TLS)
455 14:12:010.119150  0.802241809 IntelCor_ 94127130 EAP 146 =59 dBm Response, Legary Mak (Respanse Dnly)
456 14:12:19.122792  0.803642000 Cisco_sa:18:8f EAP 110 =33 d8s Request, Protected EAP (EAP-PEAP)
457 14:12:010.124621  9.001829000 IntelCor_ 54 TLSv1.2 330 =68 dBm Encrypted Handshake Message
458 14:12:10, 166650  0.842029009 Cisco_sa:18 EAP 1116 -33 dem Request, Protected EAP (EAP-PEAP)
14:12:18.178835  8.803383004 IntelCor, 54:27:38 EAP 146 =53 dBs Response, Protected EAP {EAP-FEAR)
12r10.175814  0.005775000 EAP 1112 -34 des Request, Protected EAP (EAP-PEAP)
12:10. 180065  0.004255000 EAP 146 =59 g8 Response, Protected EAP (EAP-FEAF)
12r10.182929  0.002860000 TLSv1.2 268 =34 d8m Server Hello, Certificate, Server Key Ewchange, Server Hello Done
112:10.236135  2.852206000 TLSvi.2 308 62 dBm Encrypted Handshake Message, Change Cipher Spes, Emcrypted Handshake Message
12:18.244438 2.pes303009 TLSv1.2 161 =34 dbm Change Cipher Spec, Encrypted Handshake Message
12:10.248078  0.003645008 EAP 146 58 dBs Response, Protected EAP {EAP-PEAR)
456 14:12:19.251382  0.803224000 Cisco_sa!18:81 Application Data
457 14:12:10.259118  0.0078@8009 IntelCor_54:27:30  Cisco_sa:18:8f TLSv.2 140 =68 dBs Application Data
468 14:12:10.263865  0.804755000 Cisco_ma:18:81 IntelCor_94:27:30 TLSv1.2 175 =34 d8s Application Data

469 14:12:10.271714  B.087849089 IntelCor_94:27:38 Cisco_sa:18:8f TLSV1.Z 03 -6 dbm
12:10.285288  9.813566008 Cisco_aa:1B:8f IntelCor,_34:37:30 TLSV.2 190 =33 dibs
12:10.287513  0.882233008 IntelCor 94:27:30 TLS1.2 146 -6 dBm
12:10.291081  9.B035E5008
12:18.294213  8.003132000
112218, 315016
12218, 316556

Application Data
Application Data

Applicatisn Data

Application Data

Response, Protected EAP (EAP=PEAFP)
Success

Key {Hessage 1 of 4]

g
£
&
B
U Y I R D Y BN B R R B R R R R

12:10.321817 X EAROL 233 -E8 dBm Hey (Message 2 of 4)
12:18. 327861 Ciseo_aa:18: &1 IntelCor_54:37:30 EAPOL 255 =34 dBm Key (Message 3 of 4)
IntelCor_94:37:30  Cisco_aa:18:&f EAPOL 199 =68 dbm Koy (Message 4 of 4)
IntelCor_$4:27:30  Cisco_aa:l8:&f BE2.11 148 68 dBm Action, SMeZ4, FHed, Flagse= €, Dialog Token=3
Cisco_aa:18: 81 IntelCor_54:27:30 B82.11 148 -34 gBm Actiom, SNe3T4E, FHe®, Flagse.
feBl: thoadf 1BESE: 110 #402::2 T04PE 207 -6 die Router Solicitatice from Bd:
IntelCor_34:37:30  Brosdeast AP 197 -E1 dbs Who has 172.16.5.17 Tell 172.16.5.66
Ciseo_aa:18: &1 IntelCor_94:27:30 BE2.11 99 =34 dem Actiom, SNe3T47, FHed, Flagss. Dialeg Tokensdd
Cisco_31:80:11 IntelCor_94:27:30 ARP 197 =38 dBm 172.16.5:1 is ot 78:da:be:3f:B6:11

IntelCor_94:27:30  Cisco_ma:18:8f 802.11 99 -68 d8m 34 B Action, SN=25, FNe®, Flag 1046, Dialog Tekere9@
172.15.5.56 172.18.188.43 Standard query Bx3cdB A www.msiiconmecttest. con
172.18.188.43 - Standard query Bxsd51 A cis
Stamdard query respomse 8x3d51 A cisco.com A 72.163.4.161
172.16.5.66 I@PY3 199 =61 dB= 33 0B Mesbership Report / Join group 224.9.8.251 for any scurces / Join group 239.255.255.250 for any sources

680z :badf:BESb: 110 1102: 10MPvE 267 61 dBm 33 0B Multicast Listener Report Message v2
172.16.5.86 172.253.63.99 33 @B Eche (ping] request 1d=8x8001, seq=8137/51487,
5 s E6 B4 B to=1 te 1 i

+12:10. 616207
112218623163

172.18.188.43

ttle8 [no response found!)
t t)
seqeB138/51743, ttl=d (A8 response found!)

Eche [pingl request
172.1 eace

172,253.63.99 TP
72.163.4.161 TP

ttl=10 (no respense found!)
tEl=128 {reply in 581)

seq=B130/51909,
seq=A148/52255,

Echo [pingl request
Eche [pingl reguest

172.16.5.66
172.16.5.86
18,152,103,
IntelCor_94

Actiom, SNe26, FH-8, Flags=

Cisea_sa:18: 81 802,11

x Dislog Tekareb
400 14:12:10.632072  0.800277000 Cisco_an:18:8f IntelCear_94:27:30 802,11 Aetion, SNe3TS4, PNe®, Flagse, €, Dinlog Takenss
14:12:10.634467  0.001495000 172.16.5.66 172.253.63.99 100 Echo (ping] request $0q=8141/52511, ttlell (mo response found!)
12:10, 666791 Echo (ping] reply 5cq=B148/52255, tE1=236 {request in 4961

72.163.4.161
1

239,

1
14:
14:12:10, TIES1E 172.16.5.86 255,255, 150
S5 14:12:10.T4TEIT 172.18.108.43 172.16.5.66 oS 364 -3 dbs 64 dB Standard query response Bx3cdd A wew . BETUCORNOCTLEST.Com CNAME ncsl-ged.trafficmanager. ot CHAME wew. msf
SP6 14:12:10, TAELTR 172,18, 108.43 o 364 -39 dba 64 OB Standard query response Bx3cdd A wew,BETUCORNOCELEST . Com CHAME ncsl-ged.trafficmanager. ot CHAME wew, msf
ST 14:12:10. 750548 0.002I6ROMQ 1T2.16.5.66 23.218,218.158 o 203 61 dbs 33 g8 50781 « 68 [SYH] Seqe0 Win=G5520 Lamwd MSS=1260 Wi=256 SACK_PERM

BEENZTAVLARNS 7490



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



