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WLC Aruba CPPM
10.85.54.99 10.85.54.98

WIN16
AD/DHCP/CA/DNS/NTP
10.0.10.4

B q

| 10.0.10.x |

OOB 10.173.125.x/24

Vlan2: 10.93.136.52/28
Vlan21: 10.93.136.65/28

Win10 Client
10.173.125.1

AP1:9130 AP2:9130 AP3:4800  AP4: 4800

Catalyst 980074/ YL A NO—F ORE

COREHITIE, C800NFH L VREETFINEZNMALT, XD TS FIZdotiIxb¥T VA%
BETDIEDHICHEZTOAT7AINERZTZERLET., FBROREZRICEEDHET,

WLAN Profile: WP_Corp Policy Profile: PP_Corp

S5ID: Corp Central Switching: Disabled
PO“C\! Tag: PT_BI"EI"ICh Layer 2: WPA+WPA2 Central Auth: Enabled

WPA: AES, 802.1x Central DHCP: Disabled

AAA: DotlX_Authentication Vlan: data (2)

@ AP Join Profile: APJP_Branch
NTP Server: 10.0.10.4

AP Site Tag: ST_Branch_01
Enable Local Site: Off (to enable FlexConnect)

Flex Profile: FP_Branch
Native Vlan 2
VLAN: 2 (Corp)

5GHz Band RF: Typical_Client_Density_rf_Sgh
RF Tag: RFT_Branch

2GHz Band RF: Typical_client_Density_rf_2gh

C9800:dot1XMDAAA/NT X — R DERE

AT ¥ 7°1:Aruba ClearPass Policy Manager "Corpy H#—/\%9800 WLCEREIZBIML E£7,
[Configuration] > [Security] > [AAA] > [Servers/Groups] > [RADIUS] > [Servers] IcBEIL £ T,
[+Add]Z2 2 1) Y L. RADIUSH—/\EHRZADLE T, XORICTTLSIZ, [Apply to Device]
RERZDIVYILET,



Create AAA Radius Server H

Name* CPPM_Corp
Server Address* 10.85.54.97
PAC Key

Key Type Clear Text
Key* @
Confirm Key*

Auth Port 1812

Acct Port 1813
Server Timeout (seconds) 5

Retry Count 3

[ O Cancel ‘ _ Apply to Device ‘

ATV T2 EI—YHOAAY—NT I —7T2Z2E&ZL FT, [Configuration] > [Security] >
[AAA] > [Servers/Groups] > [RADIUS] > [Groups] Ic#& L. [+Add] 22 ') Y U L T, RADIUSYH
—NITIN—78%ZAHL, RADIUSH—/\EBHZEIVN HTET, RORIZRTELSIZ, [Apply to
Device] R&>& VY O LET,




Create AAA Radius Server Group %

Name* ﬂ AAA_Group_Corp ‘
Group Type ‘ RADIUS
MAC-Delimiter ‘ none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 5
Source Interface VLAN ID ‘ none | v \

Available Servers Assigned Servers

[——

' CPPM_Guest CPPM_Corp T

AEE
J 6 Gl

ATY 73 EI—YDdotIxFRIAF RN ARNEEZ L £9, [Configuration] > [Security] > [AAA]
> [AAA Method List] > [Authentication] ICB &L . [+Add] 22U Y I LEd, ROYT7HAIIU X
11— S[Type dot1x] Zi&IRL . XROKIZTRT &S IZ[Apply to Device] REZ> &IV U LET,




Quick Setup: AAA Authentication %

Method List Name* Dot1X_Authentication

Type* ( dot1x -

Group Type group v| @

Fallback to local

Available Server Groups Assigned Server Groups

. radius { . AAA_Group_Corp ‘>
Idap
tacacs+

WLC_Tacacs_Servers
AAA_Group_Guest

=| Apply to Device ‘

C9800: "Corps WLANZ'O7 7 4 )L DOERTE

ololela

i B

AT Y 7°1:[Configuration] > [Tags & Profiles] > [Wireless] ICBE L., [+Add] 20U Y VL &I,
ZO774)%&. SSID "Corps . BLTAREADWLANIDZADLET,

Add WLAN e
| General Security Advanced

Profile Name* . WP_Corp Radio Policy | All v |
SSID* Corp Broadcast SSID
WLAN ID* 3

Status ENABLED .

= Apply to Device

AT Y 72[Security] 7 &[Layer2] U7 R TICBEBLET, COREFHOTT7AILINTX—4
EEETRIHERHYNEEA,



Add WLAN '

General Security Advanced

Layer2 Layer3 ABA

Layer 2 Security Mode il Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab... »
Protected Management Frame Over the DS
Reassociation Timeout 20
PMF Disabled B
MPSK Configuration
WPA Parameters
MPSK

WPA Policy
WPA2 Policy =
GTK Randomize
QSEN Policy
WPAZ Encryption « | AES(CCMP128)

CCMP256

GCMP128

GCMP256
Auth Key Mgmt + | BO2.1x

PSK

CCKM

FT « 802.1x

FT + PSK

802.1x-SHA256

PSK-SHA256

ATYTIAA BT RTICBEL, UEIICRELERIAEARVARNEBIRLET, XRORICE
FKRSIZ, [Apply to Device] REX>Z OV IOLET,



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA ‘

Authentication List

Dot1X_Authenticatior v | ()

Local EAP Authentication

C9800 : RUS—7O7 7L I OEE

AT ¥ 7'1:[Configuration] > [Tags & Profiles] > [Policy] ICB &L, [Add| 22Uy oL T, KU
—7O77A4LOBRERBZAILET, RICRTRIIC, 2EI-HRFT7 1Y IHFAPTO
—HNWCRAYFodEnd0, RU—ZBMIL, FRAAYF> T, DHCP, 8XTT
VS TI—23a>vzBRNICLET,



|

Add Policy Profile

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

| General Access Policies QOS and AVC Mability Advanced

Name* | PP_Com WLAN Switching Policy
Description ‘ Policy Profile for Corp Central Switching
Status ENABLED . Central Authentication

Passive Client B oisaeeo Central DHCP @ osase

Encrypted Traffic Analytics . DISABLED Central Association

CTS Policy

Inline Tagging

N III

SGACL Enforcement

Default SGT 2-65519

AT Y 7 2[Access Policies] 2 7 ICBEL., 750 FTREI—HYRNZT TV IICERTS
VLANOIDZFETANLET, COVLANIE, CIB00BEATRET I HLERFIHV) FBA, FMIIC
#£> T, FlexProfile CRRETAHLENHYVET, ROVIFHIVV U ARNDSVLANE ZFIRL &
WT<Z& L\ (Cisco Bug ID CSCvn48234Z M), ZZRLTKEEW), RORICRTLSIC
. [Apply to Device] RZ>& 0y IOLET,



https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General ' Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
Sl IPv4 ACL | v
DHCP TLV Caching 8]
IPv6 ACL -
WLAN Local Profiling
URL Filters
Global State of Device ®
Classification Pre Auth .
Local Subscriber Policy Name v
Post Auth v
VLAN
VLAN/VLAN Group | 2 5
Multicast VLAN Enter Multicast VLAN

C9800 : KU —RIT DE

WLANZ'O7 7 €4 JL(WP_Corp)£/RU > —7"O7 7 4 JL(PP_Corp) Z¥ER L =5, chs5D
WLANERD S =7 OT77ANENA RTBDEDICRUS—RTBERTIHEN HYET,
CORIVD—BTE, TIORLARA U NIERENET, CORIV—RITETIRARA S
“EYYHT, TOEARANETEIRL ESSIDZEMICT D NS OBREZERNIH—LET,

AT ¥ 7"1:[Configuration] > [Tags & Profiles] > [Tags] (BB L. [Policy] 7 %3&iRL T, [Add]
ZOUYOLET, RUS—ZTOBZEMERBZANLET, [WLAN-POLICY Maps] DT D
[Add] 22U Y OLET, EFEERLEWLANZO7 7AIERDV—TOT7 7 AILEBIRL,
ROBICRTRDICFIVIN—IRERZDDVYILET,



‘

Add Policy Tag

Name* ‘ PT_Branch |

Description ‘ Policy Tag for Branches |

v  WLAN-POLICY Maps: 0

Add

WLAN Profile v Policy Profile v

0 ) l 10 ¢ | items per page No items to display

Map WLAN and Policy

Policy Profile* “ PP_Corp v

] -]

WLAN Profile* “ WP_Corp . ‘

RLAN-POLICY Maps: 0

=| Apply to Device

ATY 72 BEL., RORICTRT &S IZ[Apply to Device] REZ> &2V Y I LET,



Add Policy Tag x

Name* PT_Branch

Description Policy Tag for Branches

Vv WLAN-POLICY Maps: 1

WLAN Profile ~  Palicy Profile
0O WP_Corp PP_Corp

1 10 ¢ |items per page

RLAN-POLICY Maps: 0

C9800:APMMAZO7 7 A )L

= Apply to Device

APMMAZO77AI)NEFIex7A7 7AINEREL, YA NEXTEZFERALTTIEARAI NCE
WYMTBDBENHVYET, 75> FRAT802.11r Fast Transition(FT)EHR—KL., TOTS>F
DAPBEITHD IS AT NPMKOBAE T EERITZDICIE, 750FEILBBRIHANRT&E
AY2MBEBENFHYVET, EBOTSVFEATEALY A NI Z2BRALEVWCENEETT,
APIIAZO7 74N ERELET, IXNTOTSUFHNELULTVRHEERFE—ODAPIIATO
T77ANEERATE, RENTA—RO—BHFEBZ>TVWEIHSENHZ2EEFEHO7O774

IWEZERTERT,

AT ¥ 7'1:[Configuration] > [Tags & Profiles] > [AP Join] IZ#& L. [Add] 20U Y I LET,
APIIAZ O7 7ANDOERERBEZAILET ., RORICTTLSIZ, [Apply to Device] KRR~

20V ILET,



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* | APJP_Branch ' OfficeExtend AP Configuration
Description | Profiles for branches Local Access (%]

LED State Link Encryption %)

LAG Mode 0 Rogue Detection o

NTP Server 0.0.0.0

GAS AP Rate Limit 0

Apphost 0

C9800:FlexZ7O7 7 1)L

RIZ. Flex ProfileZiELE T, CZTH, IXTOTSUFHFELLTVWT, BL
VLAN/SSIDR Y E>J%#EF 28581k, B—07O7 74N EaEATEET, £/, VLANEV) Y
TRBREDEKRENTXA—INERDHBER. EBO7O07 74 I E2ERTEET,

AT Y 7°1:[Configuration] > [Tags & Profiles] > [Flex] ICB &L . [+Add] 2V VY I LET,
Flex7A7 7AI) OB EHAZADLET,

Add Flex Profile x

General | Local Authentication Policy ACL VLAN Umbrella
I

Name* FP_Branch Fallback Radio Shut o
Description Flex Profile for branches Flex Resilient o

ARP Caching 2
Native VLAN 1D 1

Efficient Image Upgrade 2
HTTP Proxy Port 0

OfficeExtend AP 0
HTTP-Proxy IP Address 0.0.0.0

Join Minimum Latency o
CTS Policy

IP Qverlap o
Inline Tagging o

mDNS Flex Profile v
SGACL Enforcement (a]
CTS Profile Name default-sxp-profilex

D Cancel | Apply to Device

ATYT2[VLAN] 27 CBEIL, [Add] ZOUY I LET, APFEEI—HYRNS T4y o%EO—
DIINTARAAYFIBLEDICERTISHEN HD,. 75 FOO—AIVLANOVLANZ LIDZE AN
LET. RORICRTESIZ, [Save] REEVUYOLET,



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name v I~ ACL Name ~ ‘ -
0 10 + |items per VLAN Name* CorpData
VLAN Id* 2

ACL Name

v
_—
| Apply to Device

ATY 73 BEL., RORICTRT &S IZ[Apply to Device] REZ> &2V Y ILET,

Add Flex Profile x
General Local Authentication Policy ACL VLAN Umbrella
VLAN Name v ID ~ ACL Name
O CorpData 2
1 10 = | eis o

‘ = Apply to Device

C9800-H1 &Y

HARNRTE, 7O F7AIINEFIex7O7 74N ET VEARA NCEIVY) HTEDEHICHE
AEh&Ed, siCBHBLELRDSIC, 75 FHT802.11r Fast Transition(FT)ZHR—KL., ZD
TS5U0FOAPBETOD IS AT NPMKOBREZTESHRTZICE. 750FTEICERD YA N
T 2FERTRIHENHYET,

AT Y 7°1:[Configuration] > [Tags & Profiles] > [Tags] ICB &L . [Site] X 7 %&RL T, [Add] &
DY OLET, YA RRTOBTERBAZADL, ERLEAPIMAZTOT7 7 A4 ILZERL.,
[Enable Local Site] RY JADF I Y IN—DVZ AL T, KRBIZUBICHERL Flex7’O7 7 1)L
Z1#IRL £9, [Enable Local Site] RY VAZA7IZLT, 7YV EARA > ~%Z[Local Mode] »
5[FlexConnect] ICEEL F9, RERIC, RORICRTKSIC[Apply to Device] RER>Z# DU Y D
LET,



Add Site Tag x

Name* ST_Branch_01

Description Site Tag for Branch 01
AP Jain Profile APJP_Branch v
Flex Profile FP_Branch L
Fabric Control Plane Name v
Enable Local Site FD

] Apply to Device

C9800 - RF& ¥

AT ¥ 7°1:[Configuration] > [Tags & Profiles] > [Tags] ICBE L. [RF] X 7 %:&RL T, [Add] &
DY OLET, RFRVDBRIEHAZADILE T, ROVIFIFAIUAZI—NESTATLESR
ORF7O77AILNEBIRLET. XORICTRTKSIZ, [Apply to Device] RZ>Z VDY UL E

E
Add RF Tag x
Name* RFT_Branch
Description RF in Typical Branch
5 GHz Band RF Profile | Typical_Client_Densi v |
2.4 GHz Band RF Profile . Typical_Client_Densi »
=| Apply to Device
C9800:APAD R T DAY HT

T, FOELARAVNOREICHERBRESEETERRII—ETAT7AMINEZEC R INER
TEhELE, ChSDRTETIEARANIEN) Y THDHRENHYET, COEYSIAVT
&, PORARSA D NIBI)HTSNERRT AV IRT%, TOA—%ZY NMACT RL AIC
HEOVTFHTEATIZDHEETRLET, HRmOEEBIRETIE. Cisco DNA Center AP PNP
WorkflowZER T2 A, 9800 CHERAABEABRMN/NNILICSVZ Y J7O—RAXNZFRATHLED
BHLET,

AT Y 7°1:[Configure] > [Tags & Profiles] > [Tags] ICEEL ., [AP] 7. [Static] X7 ®JEIZEIR
LET, +AddZ )Y UL, APOMACT RLAZAAZL T, HBTICEZE L =Policy Tag. Site
Tag. B LVRF TagZBRLET, RORIZRTKSIC. Apply to Device RZ> =201 Y I L&
CB



Associate Tags to AP x

AP MAC Address™ 380e.4dbf.58%9a

Policy Tag Name PT_Branch -
Site Tag Name ST_Branch_01 v
RF Tag Name RFT_Branch =
I = Apply to Device
Aruba CPPM®DEE

Aruba ClearPass Policy Managert —/\ O 1 HAE%E

Aruba clearpassid, XDV Y—R%&EFEHL TESXit—/NEDOVFF 7L —MNEHATEAETHE
C

- FHIFE HRIECPU X 2
- XE! 6GB

+80GBT 1AV (XN VDEBRZANDHEIC, HZRADOVMEARICFEH TEMNTDILEN B
)

Z14tE2ADEA

TI2YRNTA—=—LTA 2 AZERATSICIE. [Administration] > [Server Manager] > [Licensing]
ZERLET, 7ORAOBMEFKR—R

C98007 /YL A hO—Z%&XY ND—UFNNALAELTEMTS

ROEICRT K5I, [Configuration] > [Network] > [Devices] > [Add] ICBEBL £ T,



Edit Device Details 9

_m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: SWLC-10.86.54.99] |
IP or Subnet Address: [10.86.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: ' LAB WLC 9800

| .
RADIUS Shared Secret: [ —— | Verify:  [reesssssessesss |
TACACS+ Shared Secret: [serssssennasses | Verify: [ Tr— |
Vendor Name: [Clsco Rl
Enable RADIUS Dynamic Authorization: Ed Port:
Enable RadSec: UJ

Windows ADZRRREY —AE L THERAT S = OCPPMORE

[Configuration] > [Authentication] > [Sources] > [Add] (e BEL £9, X1 7 TActive Directory %
ERULET,

aruvba ClearPass Policy Manager
b Dashboard [1] Configuration » Authentication » Sources » Add
[EZ) Monitoring o Authentication Sources

)
(o] Eonflaumtion < m Primary Attributes Summary
Lx Service Templates & Wizards

£ Sarvicas Name: |LAB_AD |
=1 B Authentication Description:
1 Methods P
P Sources — — |
1 Q Identity ype: [ Active Directory v|
£} Single Sign-On (S50) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
{2 Local Users Authorization Sources:
L) Endpoints
£ Static Host Lists
1) Roles [~ Select - vl
1 Role Mappings
P Posture Server Timeout: |_‘IO | seconds
- § Enforcement | cache Timeout: 36000 | seconds
1% Policies Backup Servers Priority:
1 Profiles
Network
+ £} Devices Add Backup

14x Device Groups
1.4 Proxy Targets

CPPM®MERTE Dot XFEREH —E A
ATY 71 EBORADIUSEMIC—HTD TH—ERX) 2ERLET,
. ¥4 : |ETF |& 8] : nas-ip-address | EQUALS | <IP7 RL A>

- ¥4 . |ETF |& 8 : Service-Type | EQUALS |1,2,8
ATV 72 EFREIRETE. "NAS-IP-Address Tl <SSIDEZBEL T, 120%HBT+



PBEIINFWLCIREZERETD L Z2HEH L E T, Radius:Cisco:Cisco-AVPair | cisco-wlan-

ssid | Dot1XSSID

aruba ClearPass Policy Manager M
Dashboard L] Configuration » Services » Edit - G _DOT1X
i S M Services - DOT1X
HipScofigustion = summary Authentication  Roles  Enforcement
13 Service Templates & Wizards
a Mame; DOTIX
& Authentication Description: 802.1X Wireless Access Service
£ Methods
L3 Sources =
Q Identity Type: 802.1X Wireless

£} Single Sign-0n (S50) Status: Enabled
£ Local Users Monitor Mode: ) Enable to monitor network access without enforcement
13 Endpoints More Options: ) Authorization ] Posture Compliance [ Audit End-hosts [ Profile Endpoints [ Accounting Proxy
£} Static Host Lists Sarvica Rule
& :“:‘:SM . Matches () ANY or ® ALL of the following eanditions:
14 Role Mappings Type Name Operator Value

i1 1 Pasture

$ Enforcement e el
- : Login-User (1), Framed-User (2),
o] :Dll::l."% 2. | fradius: IETF Service-Type BELONGS_TO Authenticate-Only (8)
£ Profiles 5. | .
~d. Netwark

aruvba

-] Monitoring

©

o
s ) Configuration

Summary Service

1 Service Templates & Wizards
o3 Services
- & Authentication
42 Methods
£ Sources
1+ L Identity
£3 Single Sign-On (550)
42 Local Users
11 Endpoints
£ Static Host Lists
£ Roles
11 Role Mappings
i Posture
7§ Enforcement
12 Policies
£} Profiles
8« Network
L Devices
£ Device Groups

Authentication Methods:

Authentication Sources:

Strip Username Rules:

2% Proxy Targets Service Certificate:

43 Event Sources

TR

Configuration = Services = Edit - G

Services - DOT1X

ClearPass Policy Manager

_DOT1X
Authentication Roles Enforcement
| --Select to Add— v|

____LAB AD [Active Directory] |

| —Select to Add— v|

[ Enable to specify a comma-separated list of rules to strip username prefix

| -Select to Add-- ~|

BE. COREICEATELBRIAFIEEHY) Tt A,

NZ7L>1—b

RE, COREICHIDREDORS TN 1—T 1V IBREHIEHA,
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