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Edit Policy Tag x

A Changes may resultin loss of connectivity for some clients that are associated to APs with this Policy Tag
Name* | WIfi6E_TestPolicy |
Drescription | Enter Dascription |

“w WLAN-POLICY Maps: 2

-+ Add
WLAN Profile T  Palicy Profile T
D OWE_Transition CentralSwPolicyProhke
D e Central>wPolicyProhke

1 | 10w |

RUS— 84
CLIOERE :

Hisk 7+ —7">SSID:

Device# conf t

Device(config)# wlan OWE_Transition 3 OWE_Transition
Device(config)# no broadcast-ssid

Device(config)# no security ft adaptive
Device(config)# no security wpa wpa2

Device(config)# no security wpa akm dotlx
Device(config)# security wpa akm owe



Device(config)#
Device(config)#
Device(config)#
Device(config)#

Z—7°>SSID:

Device# conf t
Device(config)#
Device(config)#
Device(config)#
Device(config)#
Device(config)#
Device(config)#
Device(config)#
Device(config)#

security wpa transition-mode-wlan-id 4
security wpa wpa3

security pmf mandatory

no shutdown

wlan open 4 open

no security ft adaptive

no security wpa

no security wpa wpa?2

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

security wpa transition-mode-wlan-id 3
no shutdown

KVL—=70O774):

Device(config)#

wireless tag policy Wifi6E_TestPolicy

Device(config-policy-tag)# wlan open policy CentralSwPolicyProfile
Device(config-policy-tag)# wlan OWE_Transition policy CentralSwPolicyProfile

EE_C,\

g

ChFRIAEE Y>3 T,

CLITWLANDERE Z AL £ T

<tfroot>

Device#show wlan id 3
WLAN Profile Name : OWE_Transition

Identifier : 3

Description :

Net work Nane (SSID) : OANE_Transition

Status : Enabled

Br oadcast SSID :

[...]

Security

Di sabl ed

802.11 Authentication : Open System



Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Enabl ed

WPA (SSN IE) : Disabled
WPA2 (RSN IE) : Disabled

WPA3 (WPA3 | E) : Enabled

AES Ci pher : Enabl ed

CCMP256 Cipher : Disabled
GCMP128 Cipher : Disabled
GCMP256 Cipher : Disabled
Auth Key Management
802.1x : Disabled

PSK : Disabled

CCKM : Disabled

FT dotlx : Disabled

FT PSK : Disabled

FT SAE : Disabled
Dotlx-SHA256 : Disabled
PSK-SHA256 : Disabled

SAE : Disabled

OVE : Enabl ed

SUITEB-1X : Disabled
SUITEB192-1X : Disabled
SAE PWE Method : Hash to Element, Hunting and Pecking(H2E-HNP)

Transition Disable : Disabl ed

CCKM TSF Tolerance (msecs) : 1000

O/NE Transition Mdde : Enabl ed

O/NE Transition Mode WAN ID : 4

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Required

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200

[...]

#show wlan id 4

WLAN Profile Name : open

ldentifier : 4



Description :

Net work Nane (SSID) : open

Status : Enabl ed

Broadcast SSID : Enabl ed

[...]

Security

802.11 Authentication : Open System
Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed

O/NE Transition Mdde : Enabl ed

O/NE Transition Mode WAAN ID : 3

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Disabl ed

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200
[...]

WLCTAP ConfigurationlC B8 L, A OWLANNAPTTF VT4 7 THBDEZHRBTEET,
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Client MAC Address : 286b.3598.580f

[...]
AP Name: AP9136_5C.F524
AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wireless LAN Id: 3

WLAN Profile Nanme: ONE_Transition

Wreless LAN Network Nane (SSID): OAE_Transition

BSSID : 00df.lddd.7d3e
Connected For : 682 seconds
Protocol : 802.1lax - 5 GHz
Channel : 64

Client IIF-ID : 0xa0000003
Association Id : 2

Aut hentication Algorithm: Open System
Idle state timeout : N/A

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : OW\E

Transition Disable Bitmap : None

User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast : Disabled
Encrypted Traffic Analytics : No

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

WLCOGUITERU C & ZRFBTEE T,
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Client MAC Address : b44b.d623.a199

[...
AP Name: AP9136_5C.F524

]

AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wreless LAN Id: 4

WLAN Profile Nane: open

Wreless LAN Network Name (SSID): open

BSSID : 00df.1lddd.7d3f

[..

-]

Aut hentication Algorithm: Open System

[..

-]

Prot ected Managenent Frane - 802.11w : No

EAP Type : Not Applicable
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