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« buttonClicked: WLCA'RRIEDHTE L TT V> IV ZRETEDLSICTRICR. CONT
X—BDEZE "4, ILRETIHENHYVET,

« redirectUrl : CONTX—ZDOfEE., BRI KBILEBIZOZAT 2 M EFEDOWebT 1 K
ICHFETHLEHICIMNO—FICE>TEAETNET,

- errflag: CONTA— 9@ FPREBBEBRPAEBILTF VOV BEOIS—ERTIZ
HICERAENET, EEBRITE 04 CREEIET,

« username : CM/\NT A — Qﬂw%mmﬂ7x BAIVTTORMERAENET, NTA—X
XY 7 NeonsentlCEEEE N TVBRBERERTEEXRT, DA VLARIVZAT7NI1I—HR
BEANTRDHENHVYET,

« password : ZND/NT X —RlFwebauth N\TX—ZIY Y T TOIKFEAENET, NFTX—2X
Y 7 A consentiCFRES N TVBRBERFERTEEXRT, DA VLARIZATRMNAT—R
EANTRDHBENHYIET,

B #

ROEBICEIRHANI DN HREEIET,

+ Hyper Text Markup Language(HTML)WebB %
* Cisco IOS®-XET A ¥ L A#aE
« Web7 SUHBRREY—I

FRITZAAR—F B
CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEITVTVET,

« C9800-CL WLC Cisco IOS®-XE/N\—> 32-17.3.3

s AVE—FY NV TFX=2 3B —EA(IS)#EE Z {E X /=Microsoft Windows Server
2012

« 2802B K TVOMTT IO EARA N

CORFIXNOBERIF. BEOSARELHZTNAARICETVWTEREhE£DTT,
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WET. FEEFORY ND—U TR, BONV RICK>TRIDARRUENHIHEZ + R
LTEEL,
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RETADE, A X=DTLAITENET, CORIE. Uniform Resource
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 BROWLCH I—HILFoo v I)LZ2O—HITRIET B WebH—/NEO—EDA > RFU>
3VERLTVET, 2OD7—070—k., BEREBORNS TN 1—F14 2T/ IUEET,

N HSATYRABSWLCAOHTTP POSTI—L ORI, NSX—KI YT TEF1T
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Web/NZ X —2 DFRE

AT ¥ 71 : Configuration > Security > Web Auth QJEICEBEIL, JO—/NILINTX—2I v 7%
BRULET, BYBRUSAAL I3 HEZRMBTDEHICRBIPUT RLAERNSARNRA Y
RARETNATVWAREZRRALET, XY NT—UTIPV6ZEHMICLTWRIEER. RE
IPv67 RLAZBETDEELERENET, REIPHETIE, UXAL IR TOIT, 0
LT v A RETRHRVAETEGEND TN Y ET,

N FTALRNTR. TSIFRHTTP Web¥ A FNEBEALTUL ALY N 701 A EBHE
LET, HTTPSUA AL V> a2V HFRERZFEIE. "Web Auth intercept HTTPs, ZF T
VOFTRIRBENHYVET, L, CPUERERNBINTSDH, CORERFHEREIAFTE
Ao



Configuration~ > Security~ > Web Auth Edit Web Auth Parameter x
. ~
General Advanced
Parametar-map name global
Parameter Map Name
global Banner Type ® None O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
! 0 v Init-State Timeout{secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
Trustpoint CISCO_IDEVID_SU... »

Virtual IPvd4 Hostname

Virtual IPvE Address

NgIEIRW|

‘Web Auth intercept HTTPs

cig

‘Watch List Enable

‘Watch List Expiry Timeout(secs) 600

w

Cancel b Update & Apply

CLIICLDEE :

<#root>

9800#

configure term na

9800(config)#

paraneter-map type webauth gl oba
9800(config-params-parameter-map)#
virtual -ip ipvd 192.0.2.1
9800(config-params-parameter-map)#

trust poi nt Cl SCO_| DEVI D_SUDI

9800(config-params-parameter-map)#

secur e- webaut h- di sabl e

9800(config-params-parameter-map)#

webaut h- htt p- enabl e

ATY 7 2+ AddZiBIRL ., A —NEZEITHLWNSA—EFIVTOREZRELET, 7
23T, DSAT R FBRAENBZETOHTTPRI LIS —DEREAKE., 954 F MY
WebFRAPIRREZ (IS TE DR (BN ) 2RELET,



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximurn HTTP
connections

Init-State Timeout(secs)

Type

. Close J + Apply to Device

&=

i 2AG2BJEGN|

AT Y 7 3GeneralZ 7 T, MILKERLENTX—2I Y T&BIRL, TypeROY FZI2 1)
ANDSERIARATEZRELET,

Edit Web Auth Parameter x

General Advanced &

Parameter-map name EWA-Guest

Banner Type ® None O Banner Text O Banner Tite O File Name
Maximum HTTP connections 100

Init-State Timeout(secs) 120

Type consent v

Turm-on Consent with Email |
) r X

Type | webauth - |
webauth

Captive Bypass Portal |

authbypass

=

Disable Success Window

consent

% Close

Disable Logout Window webconsent

djes @AgORIEIL|

Disable Cisco Logo |
Sleeping Client Status

Sleeping Client Timeout (minutes) 720

¥ Cancel ol Update & Apply




« Parameter-map name = WebAuth/N\Z X—Z I Y FICE|Y ¥ TS5 B
« BAHTTPERB=0F AT NFBRAEThBDETORELZT— DK

- Init-State Timeout (seconds) =7 Z 4 7 > M H"WebFRALDIREEIC H B W
« Type = WebFRFED R A 7

webauth /4\ B
A
2
Username: | )
bannerl
© Accept
Password: | )
- | © Don't Accept
N
(@)

AT Y7 4 AdvancedZ 7T, OTFA VB LUV R—ZILDIPVAT RLAOUA AL I KNEETNTE
NEEOH—NTAL NOURLBKRTIP7 RLAICERELE T,



Edit Web Auth Parameter x

General Advanced E

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac

Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8 i
=1

Portal IPV6 Address KIKIXIXX §
:ED'.

Express WiFi Key Type --- Select --- v §

Customized page

Login Failed Page F4

v

< Cancel J ol Update & Apply

FIE2, 3. BRV4DCLIFRE :

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest
9800(config-params-parameter-map)#

type consent

9800(config-params-parameter-map)#

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m
9800(config-params-parameter-map)#

redirect portal ipv4 172.16.80.8

AFVT5 (A7 3 )WLCTR, YVIUNFHEFEALTENONSX—2 &% ETEET
o ok, 9800 H—RN—TFT A1 RHOAFBR—FIIEEBRMZFLERLOICHEBIBEN KL
HV)FET, "Redirect Append for AP MAC Addresss . "Redirect Append for Client MAC

Address; . $ KT TRedirect Append for WLANSSID 74 —IILRZFEFATDE, DAZLER%E



FEALTEBMNSX—2%Z )X ALY NACLICEMTEE T, HLERLENTAXA—2I VT
ZiBIRL ., AdvancedZ 7 ICBEIL T, BEBNSXA—ZOBRZHRELET., FHAAELZ/NTX
—R2EXDODEHYTT,

« APOMACT RL A ( aa:bb:cc:dd:ee:ffflEx )
« 954TF > MNMACT RL A (aa:bb:cc:dd:ee:fflER )
- SSID&

Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in | http:H'I?ZJS.BD_E!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | XXX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

)

Login Failed Page ‘ |

O
Laogin Page ‘ |:!‘ =
o
3
Logout Page ‘ |? =
u c
=
=

)

Login Successful Page ‘ |

CLI [C&k 5%

<ffroot>

9800(config)#



paraneter-nmap type webaut h EWA- Guest

9800(config-params-parameter-map)#

redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-mac tag client_nac

COPITRE. 9FATVNIEFBENBDVFAL I IVURLOBRIBRDIS I KT,

http://172.16.80.8/webauth/consent.htm1?switch_url=http://192.0.2.1/Togin.html&ap_mac=&ssid=&cTlient_ma

N ER-RLOPVAT KL Z BHRIOAVLATZAT > M SHAEWebFZEE Y — /AN D
HTTPE KR THTTPShZ 7 4 Y UV ZF AT HACLABEHWICEME B 28, BIMOEHR
AACLZRETPHERFHELA, BHEOIPT RLAFLZFURLZFFATSHEE. BE
DOURLIZ—H T2 EEQIPARBIADOENICHFATEND RS ICURLZ M LR ZRETHILLHY)
FtA. URLZ ML EZZHERALBEWVWRY, BROR—ZIIIPT RLAZENICEMISZ &
FTEXEA,

~ I OO-NIINGAXA—=23I Y 7 &E., REIPVUB RTIPV6T7 RL A, Webauth4 > &2—t7
KRHTTP, ¥ 7T A TNANAR—ZI, DFAYFIUANODEPLERTTFYFURAN
DENHRREZA LT IRNBREEERTEDIHE—DOIY T T,

CLIREDEL :

O—7A)LWebt—/\

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

NEWebH—/\



parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-login <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10

AAADERE
CHEFREEISTIAIE. WebAuthE = IFWebConsent® WTF A DEREER A THICEREE niz/N
FX—BIYVTICHLTOHMETT,

AT Y 7 1 : Configuration > Security > AAAD JEIZFE L, AAA Method ListZ#IRLEF., Fl
WAERXVAREZREL, +EMEZERLTVANOEBZEAOLET, KAORICRITLSIC, 2A
TH Tloging ICBEEhTWAZEERBAL T EE L,

Configuration~ » Security~ > AAA |Slmwuo How »
+ AAA Wizard
Servers [ Groups Al Advanced
Authentication
+ Add
Authorization
Group -
Accounting Mame « Type « Type Group1 ~  Group2 « Group3 « Groupd -
default dotlx group radius MNIA MIA NfA
alzlab-rad-auth dotlx group alzdab-rad MNIA NIA NfA
1 10 »
o
Quick Setup: AAA Authentication x
Method List Name* local-auth |
Type* login 6]
Group Type local v | (D)
Available Server Groups Assigned Server Groups
radius ~ ) A =
L) ~)
ldap _
tacacs+ (<) ~)
alzlab-rad (] )
fgalvezm-group — —
l«] v
L — W —_
o) :
) Cancel = Apply to Device




AT Y 7" 2Authorization ZiBIRL TH S5+ AddZBIRL, FHILWXY Y RUARNEERLET, K
ICRTRSIE, F72IIN OB ZTypelinetworkZF £ T,

S

A COONY REWLANL A Y3tEX1 D) FAFERICTIMO—FICK2TTP RNX
ARENDESH, O—ANLOTAAFR)VANEBETED(ICE, RE Maaa
authorization network default localy A" 7/N1 AICTFETBR L ZBABL T EEL,
£, O—H)IWebFREE%BEEICRET S IZIE. defaulteE VS A Hud)m\_l)':v“t')ll\’é
EETIVLENHYET, cOEIZIADTR, COBEDRAARXNI)ANEREES L

9,
Configuration= > Security~ > AAA Show Me How »
+ AAA Wizard
Servers | Groups Al Method List Al Advanced

Authentication

+ Add
Name +~ Type ~ Group Type ~ Groupl ~ Group2 « Group3 «  Groupd
Accounting
alzlab-rad-authz network group alzlab-rad MN/A NJA MIA
wem_loc_serv_cert  credential-download  local /A N/A N/A NiA
1 10 »
Quick Setup: AAA Authorization x
Method List Name* default |
Type* network v | &)
Group Type local v | ®
Authenticated
Available Server Groups Assigned Server Groups
| radius ~| ~ =
[>] =5
Idap .
tacacs+ (<) ~
alzlab-rad (») ~
fgalvezm-group — —
[«] v
W W —_—
[H) -

FIE1E KV 2DCLIFEE :

<ffroot>



9800 (config)#

aaa new nodel

9800 (config)#

aaa authentication login |ocal-auth |ocal

9800 (config)#

aaa aut horization network default |ocal

% 7 - S\EBRADIUSERREN A ERIFE K. 9800 WLC EDRADIUSH—/NDEREICEEET DX
DERZEHTH =L : 9800 WLC EDAAA Confige FRREF NI ABNIZ, dotIxTlEH<
type& LT Tloginy AREETNTVWBREZRALET,

AT ¥ 7 3Configuration > Security > Guest User@ JEICEE L £ T, + AddZEIRL, TARMI1—
YTHhHOVNOFMERELET,

Add Guest User x

General Lifetime
User Name* guestuser Years* 1 =
Password* ssssssee Months* 0
Generate password
Days* (1]
Confirm sssssses
Password* Hours* 0
Description* WebAuth user Mins* 0
AdA Attribute list v
No. of 0

Simultaneous

User Logins* Enter 0 for unlimited users

[ 'O Cancel | = Apply to Device

CLIIZLBERRE :

<#root>
9800 (config)#

user - nanme guestuser


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

9800(config-user-name)#

description "WbAuth user"

9800(config-user-name)#

password O

9800(config-user-name)#

type network-user description "WebAuth user" guest-user lifetine year 1

If permanent users are needed then use this command:
9800(config)#

user nane guestuserpermprivilege 0 secret 0

ATYVT4: (AT )V NFX—=EIVTEERTDE, 220F77EAIMNA—-ILUAR
(ACLINBEINICERENET, cNhSDACLIF. EORT T 1Y IAWebHF—NANDUA AL
IRhZERNIVA—L, EORTFTAVINBBTERINZERITDOICFEAETNET, EFHO
WebH—/NXDIP7 RLARURL7 1 L EABEDRENEHF H BB EE. Configuration >
Security > ACLD JEIZERL T+ AddZBERL ., BEBII—IILZERXLET, denyXFE T 71V
IFBRIDLSICERBLETH. permitlF VXML I REhET,

BEIMICERENBDACLIL—ILEEROESY) T,

<ffroot>
alz-9800#

show i p access-1i st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access 1list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443



RIS —E&RTDOHRE

AT ¥ 7 1 : Configuration > Tags & Profiles > WLANsD JEICEE L, + AddZi&IRL THL L
WLANZER L E£F, General®7 T, 7O7 7 A4 ESSIDOEH., HLUStatusEEELET

o

Add WLAN x

General Security Advanced
Profile Name™ EWA-Guest Radio Policy All v
SSID* EWA-Guest Broadcast SSID
WLAN ID* 4
Status

AT Y 7 20ver-AirfE S X D Z A LN FTERIFE . Security® 7 &iBIRL T, Layer?2
authenticationZNonelZF&E L £9, Layer 327 T. Web PolicyRY JAICF I Y II—U &S
., ROYTFHAIXZ1—HISENFTX—ZI YT H&ERL, ROVIFEIAXZ_1—HSFEE
JARNEERULET, A7 32T, AARLACLA U CEEE hTLBBAE, [HARED
RREBRL, ROV TRV XZ1—HSBYRACLEERLET,




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLI MOERFE:

<tfroot>

9800(config)#

w an EWA- Guest 4 EWA- Guest

9800(config-wlan)#

no security ft adaptive

9800(config-wlan)#

no security wpa

9800(config-wlan)#



no security wpa wpa2

9800(config-wlan)#

no security wpa wpa2 ci phers aes

9800(config-wlan)#

no security wpa akm dot 1x

9800(config-wlan)#

security web-auth

9800(config-wlan)#

security web-auth authentication-list |ocal-auth

9800(config-wlan)#

security web-auth paraneter-map EWA- Guest

9800(config-wlan)#

no shut down

AT ¥ 7 3Configuration > Tags & Profiles > Policy® JEIZBE L, + AddZBIRLET, R —
DEMEARAT—RAZEERELET, WLANARA Y F2 IR —TCentralfEEANAO—AILE—R
APIZXR L TEMICE>TVWB & 2B L E T, Access Policies®7 T, FD &SI,
VLAN/VLAN Group KA Y 78 X1 —#S5ELWWLANZERL T,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLI [C&k 5%

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wireless-policy)#

description "Policy for guest access”

9800(config-wireless-policy)#

vl an VLAN2621

9800(config-wireless-policy)#

no shut down

AT ¥ 7 4Configuration > Tags & Profiles > TagsD IEIZ#E L. PolicyX 7 T+ Add&ZBIRL F T
o RUEBEEHLTAS. WLAN-POLICY Maps T+ AddZ8IR L. BLATIC#ER L Z=WLANE R 1)
>—=7A77A4 ) Z2EMLET,



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | 10 | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI [C&k 5%

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800(config-policy-tag)#

w an EWA- Guest policy Guest-Policy

AT Y 7" 5Configuration > Wireless > Access PointsDJEICEBE L., ZOSSIDO7O—RFv¥ A K
ICEAETNDAPERBIRLET, EditAPXZ1—A5, Policy ROV 7 HAIUAX_1—HS5HLL
ERL IR TZBIRLET,



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) ) IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness | 8 v DHCP IPv4 Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Palicy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

=] Update & Apply to Device

BHOAPICERICRZ T ZNT2HBEN HIHERE. AD2O00A T3V EEATERT,

Z7°< 3> A. Configuration > Wireless Setup > AdvancedlCBE L., & A SStart NowZiZIR L
TREXZ1I—UJARNZRRLET, TagAPsDEICHDVARNTA AV ZBIRLET, <hll

&), JoNREBICHBDINTOAPOUARNFRREN, BDEBAPOFIYVIRY IVRAZFICL
THS, +TagAPsERBIRLE T, RIC. ROAVIFHAIIXZ1—rS5ERENERIS—2Y

ZERLET,



Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Cptional) (Optional)
WLAN Profile AP Join Profile RF Profile
Folicy Profile Flex Profile RF Tag F
Policy Tag ¥ Site Tag F
DEPLOY PHASE
Apply to APs
I{Mant!amry}
Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS
Tag
= Go to List View
WLAMN Policy, Policy Profile
Site Policy - AR Profile, Site Profile

| Create New
Radio Policy - Radio Characteristics

[ Start Now ]




RF

Changing AP Tag(s) will cause associated AP(s) 1o reconnect

"D Cancel I

Z7°< 3 > B. Configuration > Tags & Profiles > TagsDIBEICBE L £9, RIZ, APX 7 &EIRL
E£Y, Filter 7 T+AddZBIRLET, JL—ILB. APBregex ( cDEREICLY . O hO—7F
FEDAPICR T ZFT2HNZEZERTEET ). BEE (NEVERERBEENS<BZVYET).,
BERBEBRTZERZLET,

Associate Tags to AP X

Rule Name* | Guest-APs ‘ Policy Tag Mame | EWA-Tag xr |

AP name regex® | conz-=» ‘ Site Tag Name | ' v |

Active YES . RF Tag Name | ' v |

Priarity* | 1 ‘

D Cancel El Apply to Device

SNtV IAVTIR, RENEEICHELTVWSEZEFRELET,

<#froot>

9800#



show runni ng-config w an
9800#
show runni ng-confi g aaa
9800#

show aaa servers

9800#

show ap tag sumary

9800#

show ap name

config general

9800#

show ap name

tag detail
9800#
show Wl an [summary | id | name | all]
9800#

show wi rel ess tag policy detail ed

9800#

show wi rel ess profile policy detail ed



show ip http server statusZ A L T, httpH—/NORAT—XRAETRHMEBERLET,

<{froot>
9800#

show i p http server status

HTTP server status: Enabl ed

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP server auth-retry 0 time-window O

HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server |Pv4 access cl ass: None

HTTP server | Pv6 access cl ass: None

[...]
HTTP server active session modules: ALL
HTTP secure server capability: Present

HTTP secure server status: Enabl ed

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha?

HTTP secure server TLS version: TLSv1l.2 TLSvl.1l

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: ClSCO_| DEVI D_SUD

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL

ROIIY RZFEALT, ACLOVZAThEY > 3avADEKIAKZ#RIELE T,

<tfroot>



9800#

show pl atform software wirel ess-client chassis active RO mac-address

ID : 0xa0000002

MAC address : aaaa.bbbb.cccc
Type : Normal

Global WLAN ID : 4

SSID : EWA- Guest

Client index : O
Mobility state : Local

Aut hentication state : L3 Authentication

VLAN ID : 2621
[...]
Disable IPv6 traffic : No

Dynamic policy tenplate : Ox7b Ox73 O0xOb Oxle 0x46 0x2a Oxd7 0x8f 0x23 Oxf3 Oxfe Ox9e 0x5c 0xb0 Oxeb Oxf

9800#

show pl atform software cgacl chassis active FO

Template ID
G oup | ndex

Lookup ID Number of clients

0x7B 0x73 0Ox0B Ox1E 0x46 Ox2A 0xD7 O0x8F 0x23 OxF3 OxFE 0x9E 0x5C 0xBO OxEB O0xF8 0x0000000a

0x0000001a 1
9800#

show pl atform software cgacl chassis active FO group-idx

acl

Ac1l ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1



25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

NZ7ILa1—h
BERENL—A
WLC 9800 &, BERFA>DORNL —ABEZBATVET., ChiZLl), IT4 T2 NERICEE

FTRIXNTOIT—, BE. SLTBALARILOXY =AM BENICOTICREE N, RER
DAV TFRNELEREERENOTZRRTERT,

N R ERENBIOTORICES VT, BBEASKECESC LN TEET,

9800 WLCA' 7 # LR TIREL ML —RAZRTF TS ICIE. SSH/Telneti®H TI800 WLCIC ik
L. ROFIEZZAET (EYZIVETFARNTITAIICRELTVREZHRELET ),

ATY7 1 AV NO-Z0RERZZHIEL T, BESfr RELEBRKRETOOTZNZYFY
JTERLSICLET,

<ffroot>

9800#

show cl ock

ATY T 20ATLABRICRENTVWS, A O—50/NY 7 7 = E5EB syslog ' S syslog
ZRELET, chillkY, DATLOBEMETIS— (HBDEE ) OBENFrRTENET,

<ffroot>
9800#

show | oggi ng

ATY T ITFNY ITRBNFBVBCBE2DTVRAESHZRIELET,

<ffroot>



9800#
show debuggi ng

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

N RBAURRNEATVRZEEE. BWMERE (MACTF RKLRA, PP RLAKE ) A5
ELEIXTOZ7OFARICOVT, SL=ANFFNYITLRIETOTICEREIATVWSC
EEBWRLET, ChicdY, OJOBRFEILET, LEF 2T, FINY THFRER
LER. TRTORUEIUTIHCEEBHHLET.

ATY T AT ARNHROMACT RLAN AT Y 730K HBELTIVARNENTVWEVZ EN IR
T, BHEDMACT RL AMalways-on notice levelN L —RAZINEL £,

<tfroot>
9800#

show | ogging profile wireless filter [mac | ip] [

] to-file always-on-

Y ADTRRERTIDD., 774N EARTFTIP H—N—ICIE—TEXY,

<ttroot>
9800#

nmore bootfl ash: al ways-on-



or
9800#

copy boot fl ash: al ways- on-

tftp://

[ al ways- on-

KUYENEFNYITESTZATIOT14TRL—R

FERIVREONL—ATR, AEFOBEORNVH—ZHBTHEHIC T EBERI Bk
WBAk., £HFERNEFNY T Z2EHMICL TRadio ActiveRAVINL—REF Y TIFYTEET, C
NICKY, BEEIhEZHE (ZOBERRGIZATMMACT RLAR) EXRFETZIXNTO7O1
ACTFNYTLRILONL—ANFREHEIhET, FER/EFNVITZBMICTSICE. XOFIE
ZEITLET,

ATY T TNV TRBEFBEB>TVAEVC L ZHIELET,

<#froot>

9800#

clear platformcondition al



ATYVT2EZR—FBVAVLAIVZATRDOMAC 7 RLADTNY TRHEZBMCLEK
9o

ROAIY Rik, IEEENE=MAC T RLAD 30 58 (1800 ¥ ) DEZX—%BBLET, &%
BICHUT, COBBESA 2085078494 WETHEP TN TEET,

<#root>
9800#

debug wirel ess mac

{ronitor-tine

~ X —EBECBBOUVZATNZEEZR—T93ICE,. MAC 7 RL AZ &IC debug wireless
mac JIN> REEITLET,

N DAL RISATYRTOTFAETFARA—SF ey avicRrahEtA, =
N, BTERTEBELSIC. IRNTOOTFNBTNY T 7 ENB DT,
2FYT IE-A—FAEEE L EBEEERLET.

ATYT AT 7 AN NELERREECN LTI —BEASf BRI R ICRAEN BRENIHER.
TNY T BLELET,

<tfroot>

9800#

no debug wirel ess nac



TR —EENFFBET B D, debug wireless HEILET B &, 9800 WLC TlRRRXROBRIOO—AHIL
J77ANTERENETT,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATYTEMACT7RLATIOTAETADT7AINERELET, ratrace.log ZHZBH—/\
—COE—9%h, HOZBEEICEERRTEET,

RARNL—ART77AIOERZHBLET,

<tfroot>

9800#

dir bootflash: | inc ra_trace

774N eNBY—N—ICIE—-LF T,

<tfroot>

9800#

copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMMVES. XXX ti mezone_DayWek_Mont h_Day_year.log tftp://

/ ra- FI LENAME. t xt

RNBZRRLET,

<#root>
9800#

nore bootfl ash:ra_trace_MAC aaaabbbbcccc_ HHWMMSS. XXX _ti nezone_DayWek_ Mont h_Day_year. | og

ATYT REAREAREASH THREVEBER. TNAYILRILOOTOL)FBBZELI—TH
2AFOTZRNELET, COONY RE, ITICRESATABICRFEEATVEZFNAY IO
TeRRITD O, VAT RN EBETNYTIDHERHKREA

<tfroot>



9800#

show | ogging profile wireless internal filter [mac | ip] [

] to-file ra-internal -

Ltxt

N OO ROENE. TRTOTOLADTRTOOTLALD L —REET 1=
HAANEBICRELSBYET, ChSORNL—RADOBEFICDOVWTIE, Cisco TACICH A

WEhESEEL,

<ttroot>

9800#

copy bootflash:ra-internal -

txt tftp://

/ra-internal -

Ltxt



ABRZRRLET,

<{froot>
9800#

nore bootflash:ra-internal -

Ltxt

ATYTITINY TREZHIRLET,

N RSTAVI—REYIIVORE. BTFNYTREENBRLTEE,

BHRAKNTY NFYTF ¥

9800 NAOA—SWRNTY NBZRXATATICAZ 74259 TESD LS, A NO—-IL7TL—20
NTY NOEBORIREE LTINS IV 1 —F A INBEICBRYET,

ATFYT 1 REORNS T4V I TAINEZ) I TBACLEEZELETT. WebREDHEE,
WebH—NEDBD RS T4 Y IRETTEL, 94T MNFEHEENATVIERODAPEORED
RST7A4YOEHFATHREEZHRLET,

<#root>
9800(config)#

ip access-1ist extended EWA-pcap

9800(config-ext-nacl)#

permt ip any host



9800(config-ext-nacl)#

permit ip host

any

9800(config-ext-nacl)#

permit ip any host

9800(config-ext-nacl)#

permit ip host

any

ATYT2EZRF Y TFYNSA—REEHELET, AV MA-LTL—Y RS T4 Y IHT
FETEDCBE2TEY, AV B—TIAANAYRO—SONBT Y 7 UL I ESBEL TS
CEEBRBLET,

<#root>
9800#

nonitor capture EWA buffer size

9800#

nonitor capture EWA access-list EWA-pcap

9800#

nonitor capture EWA control -pl ane both interface



bot h

<{froot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH

Status : Inactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buffer Details:
Buffer Type: LINEAR (default)

Buffer Size (in MB): 100

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Packet sampling rate: 0 (no sampling)

ATYTIFEZZDF Y 7Fyv=2@BL. BEBEZBRELET,

<tfroot>
9800#

nonitor capture EWA start

Started capture point : EWA

ATFYTAFZROFYTFv&2EFELEL, TOAR—NLET,



<ffroot>
9800#

nonitor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

Tk, GUIrSF Y+ 7FvZXA D> 0O— KL, Troubleshooting > Packet Capture D JEIZEIR L
. REENLF YT TF v TExportZIBRULE T, ROV ITEIUXZ1—HS5TFARAINY T %
RUT, HTTPBETF Y 7FryZBNO 72 I)A A O—RLET,

* »  Packet Capiure b Need help on what logs to collect for various scenarios; ?

E=T
Caplure

Export Capture - EWA

DZATNIORNZ TN 2a—FT1420

WebFBEEOWLANG 7 Z A4 72 ROBEICKEFELEITN,. ChICETVWT, 951472 MO
EDRE & BFHA WebB AN RBEORAREZRETDREBNET,

HAR7 SOOIV a1—F142T

Mozilla FirefoxX*Google ChromeZ EDJRF N 7 ZIHDZLF, WebT7 7V r—23a>n(4 >3
Z2023>zFNVIITRAV-IINEREY —INZRERHELTVWET, HARZ 7SI, 954
FoREG—=/NNEOXVYEVY QOEFTHY ., HTTPOR VYDA LATA 2, ERBLTIS
BER(AYR—, AT—RAO—R, NFX—2LE) 2RBHLET,

HARZ 7 AL, 954 F Y RTZIHNSTUAR—RNL, BIOTSIHICAVR—NLU TR
MEANETSCENTERT, ZORFIXYNTE, Mozilla Firefox A SHARTZ 7 1 )L Z R &
ITRHFEICOVTHBELET,

AT Y 7 1: Ctrl + Shift + |1 —% L & /"5 Web Developer ToolsZB< A, 7T o0 T
YARZEHIUY UL TnspectZiBIRL £,



C Q search with Google or enter address
&2 Identity Services Engine 2% Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr u Software Download - ...

| o You must log in to this network before you can access the Internet. Open network login page

@

[
« > C ks

Save Page As...

Select All

View Page Source

Inspect Accessibility Properties n

Inspect (Q)

Amazon eBay 8.8.8.8 172.16.15.18
Sponsored Sponsored

AT Y7 2Networklc BEIL, IXTODERZATEZX YT F ¥ T2EHIC TAILL MERENT
WBRCEZHRLET, BET7AMIZBRL., BEOJTOBICKHMNARRENTVWED L%
HBLET, RKEDNRRENTVWEWVWEE, RXAVOZEENN)H—E D E0ICOTERN Y
JT7EnET,

@ O ispector [ Console O Debugger Network |{} StyleEditor () Performance L Memory [ Storage T Accessibility 3 Application g - X ‘
B W 1 Q @I'.‘-‘a. €55 JS XHR Fonts Images Media WS Cther [JDisableCache Mo Thromling® & |

I¥
« Perform a request or  Reload  the page to see detailed information about network activity.

. . Impart HAR File
* Click on the @ button to start performance analysis. (3 o

O Norequests ‘

ATV 7 3EBEZBRL., 75U YNIXRTOEREERITH L Z2HEIALET, BENFBRS
hi-s, XY ND—o0O0F 7 %&FIEL, BET7 A %8R TSave All As HARZIBIRL £ 9

o

® © inspector [ Console [ Debugger T Metwork () Style Editor (D) Perdformance  {F Memory B Storage T Accessiviity 888 Application 01 (3] - x
| E T Il Q & Al HIML C55 J5 XMR Fonts Images Media WS Other  [[]Disable Cache Mo Throttling 3 {§
| Status Method Demain File Iritiator Type Transfemec St ~ Persist Logs
| e GET B 17216802 document hitrnd 756 & 503 8 I
; SET 172 favicondes Ty cached Impart HAR File
| Em GET 17216808 consent tmilswitch_ur = hitps/ 92.0.2.1 foginhtmiBap_macs Dod0:8:04:8:¢ document i 3.02 KB 278 KB
[zee) B 17216808 aupRI subdocument e cached 1KB Copy All As HAR
! (a04] B 17216808 fanvicon FaviconLoaderjsm:191 (im ] ;
| B POST B 152020 loginhiml consenthtml:3T (document]  himl 233 EB 218 KB | ELE w
| @ 18 requests 565.21 KB / 28589 KB transferred Finigh: 19.18 ¢ DOMContent Losded: 382 ¢




DSAT 2 NIONTY NEYTF ¥

WindowsX*MacOSZ ENOSEEBRHR L EDA VYL AIZATURNE, DAVYLAD—RTETZ
'@/\”7“ NREEZSTEET, Over-the-ArNT Y RFY T FYDEENBZEEMRITREH Y EEA
i{ZFE’JKWebwnl—l:7|:l E E_CEEWL,\_C‘é 353-0

DNSEX :

11068 20710026 06:44:07_ 364305 172.16.21.153 172.16.21.7 s 102 53 Standard query SxB535 A pred.d -mozgep.net
11009 2031-0F-36 06:44:07.375078  192.26.23. 172.16.21.353 o 195 57857 Standard geery respenie uedlc om ¢ ectportal.prod.mosews aat CRAHE prod detectportal, prod. cloudops.mosgep.net A 34, 187, 230.8
11870 J011-09-36 06:44:07.410773  172,16.22.7 172.16.21.253 o 118 52759 Standard geary rerpene GxENES A tpartal pred.cloudops. mozgep.oet A 34.107.211.82

DRAALINDE=SHOFETCP/\ RS T 49 EHTTP GET:

444 2021-89-27 21:53:46... 172.16.21.153  52.185.211.133 TCP 66 54623 » 443 [SYN] Seq=0 Win=64240 Len=0 MS55=1460 WS=256 SACK_PERM=1
445 2021-89-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffiles/vpn_ssid_notif.txt HTTP/1.1

446 2021-@9-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 866 HTTP/1.1 206 OK (text/html)

447 2021-@9-27 21:53:46... 172.16.21.153  96.7.93.42 TcP 54 65421 » 80 [ACK] Seq=303 Ack=1625 Win=131072 Len=@

HEBY—NEDTCPNY R T4 D

11099 2023-09-18 06:44:07.072907  172.16.23.133 172.26.80.8 e 66 5209 = B0 [3N] Seqed Minetd2ed Lened MIS=1460 MGnI56 SACK PR
11999 2071-09-28 $6:44307, BEM04  172.16.80.8 16,371,153 we 6 0 - 65209 SN, MK <u| @ A AneB192 Lensd MS5e1250 WS=256 SACK_PIRMe1
11691 2021-89-18 B6144107.B49947  172,16.21.153 : 16, w B R 54 5205 = B9 [AK] Seqel Ackel | Jlau Len n

ABH—NAOHTTPGET (F ¥ T4 TR—FRILEX ) :

T 543 34 2 I o
e s
TR 1504
w 1304
w .w
1 2 83, 5.8 HTTE 43
11116 1021-09-38 86144100 BMESE  172.16.21.151 TcR 54

JB44118  173.16.31.1 e
50.648688  152.0.2.1 cp [

58649166 172,16.21.153 TP 54

e L]

e 5

<P 014

e 01

P 54

TP 548

5 54

12343 2020-09:28 B6:44:50 681501  172.16.21.153 (] 54
12353 2023-09-28 06:44:50. 749048 172,16.21.153 i 54

B U 12217 0 Bl

chix, BETI9T AT RNL—AODBRANSD, BERITORIIOEHITT, L1413 Websi
SSIDICEEEETDISATUONDISAT oMY IV BEAEBBI T ISRBELT, ChaEH
LTLEEW,

802.11F3RESH L V' BAE 1T -

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,
SSID: EWA- Guest, Policy profile: Guest-Policy

, AP Name: C9117AXI-Tobby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,



2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.

782152 {wncd_x_RO-0}{1}:
782357 {wncd_x_RO-0}{1}:
782480 {wncd_x_RO-0}{1}:

Sendi ng associ ation

2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.

782483 {wncd_x_R0-0}{1}:
782509 {wncd_x_R0O-0}{1}:
782519 {wncd_x_R0O-0}{1}:
782611 {wncd_x_R0O-0}{1}:

Associ ation success. AID 1

, Roaming = False, WGB = False, 1llr = False,
2021/09/28 12:59:51.782626 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.782676 {wncd_x_R0O-0}{1}:

Station Dot 11 association is successful.

LA V2RBAN RAFYTENRELIL

<tfroot>

2021/09/28 12:59:51.782727 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}:

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0
2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}:
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.787953 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.787966 {wncd_x_R0O-0}{1}:

L2 Aut hentication of station is successful.,

ACL®plumb:

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.785307 {wncd_x_R0O-03}{1}:
2021/09/28 12:59:51.785378 {wncd_x_R0-0}{1}:

Appl ying | Pv4d

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}:

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_RO-0}{1}:

Applying I Pv6 intercept ACL via SVM nane:

| P- Adm V6- | nt - ACL- gl obal

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
[dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

response with resp_status_code: 0

[dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
[dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
[dot11l] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
[dotl1l] [26328]: (note): MAC: 3423.874c.6bf7

1lw = False
[dot11l] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
[cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

[cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
[client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[sanet-shim-transTate] [26328]: (ERR): 3423.874c.6bf7 wlan
[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L3 Authentication : 1

[webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth,
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6

intercept ACL via SVM name: WA-v4-int-172.16.80.8

[epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6

priority: 52



, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0O-0}{1}:

URL- Redi rect-ACL = | P- Adm V6- 1 nt - ACL- gl oba

2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

IPEE7OEA:

<{froot>

2021/09/28 12:59:51.799515
2021/09/28 12:59:51.799716

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213
2021/09/28 12:59:51.916777
[...]

2021/09/28 12:59:52.810136

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185
2021/09/28 12:59:52.810404
2021/09/28 12:59:52.810794
2021/09/28 12:59:52.810863

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

LAVIRWABITIUAALIRNTOLR

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:

[epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = 0x0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6



2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success

2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

RUNJREEAN DT -

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-03}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN
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