IR : Catalyst 9800 BN T —MARNSY S
CLIFRE

XY RNDID—UFK

A723> Ao bhO0—Z2IHHBFROTF7FIINCET . EOFA
PHEREV A —RONA/INA
T—RhARSYTTFOTL—bK : FNARAQDEREETE
TFNARAQIHREET IR AT N RiES
A7>3> : COPOEML

9800-CL - ECEBRFAE DR

VLAN DER
T—BAVEB—TIAADERE-TTSAT VA
DAY LAEBA >V RZ—T I A ADEKE
BALY—VENTPEIEDERE
VIYZOLRABLTZ0MOO—HILT—ERX
RADIUSQERE

A7>3a>  BHORENYITYTS

24 YL ARE

A7232 RANTSIOT14A

WLANDYERR : WPA2-PSK

WLAN® ¥E5X : WPA2-Enterprise

WLANDYERK : O—H )L WebsREEEFERAL T A B
WLAN®DER : FRWebRFIZFEAL T A B
O—AILE—RAPDR > —DERK
FlexconnectE— RAPD RS —DIER

B -TIOEARA DRI DER

AP MAC7 RLADVAKNZWET S K%

BE

CHORFLIXYNTUE, Catalyst 980074 ¥ L ALANIY RA—FWLC)D TT—KRAKRS Y7
b (HRREDET) ICERTES AT a > ICOVTHBALET, AS7OLA (PNPEE
FTFTPOA D O—R ) ARELBREDEDNIE, CLIZERAL THIMWICEITL, GUIZFEAL
TETTEDRENDEDHYET,

CORFIXVINTR, ZPROEEBEhE—EOTI>IVEET "TRHEOLIE) BRI
FEREHT, JEERYREOREATUE-RNEEPRARNTZI9T 1 ABEQERRELC



9800ZEREL £,

BEHESNLETOTL—RMIE, "L EVWSNFETREDI AR HYET, 2FRLTSES
Wo Floy Y —HDREITILEN HDIINTOER. UTO "HME, ORICEREIATLE
¥

ik, 173UEON—232ERRKRELTVET
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. Catalyst 980002 hAO—Z ik "TI<ICHERAD L RETT, EXNIZ, REFXEHVEEA

- IOS-XEMFXE Z B8 ¥ % B AHY 7% &34

LOMO=Z002Y=ILR—=NITIEALET, ik, 7754 T7 > AOCONYER
— ~(9800-40, 9800-80, 9800-L), F7=E9800-CLONA/N—NAHFVE—RNT ORI Z
*(} Y NRBETREITTEERT

. TFILNTOEADEBER., FEORX—IFINIZATNTT7Vr—23 070770
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BANFOEBR. RETV7L—NeEATIHICEETILENHIREILCABLTVET

o

BEXE T7L—BMROEH Bl
TFINATNY REBIP [OOM_IP] 192.168.0.25
zz;fz‘/b RERTTALMT (5om ew] 192.168.0.1
BEE]—H—F [ADMIN] admin
EEENAT—R [PASSWORD)] ah1-7k++a1
APEEE 1 —H% [AP_ADMIN] admin

AP CLI/NAD— K [AP_PASSWORD] alkhb90jlih
AP Z—TFI)T—oL Y N [AP_SECRET] kh20-9yjh
OV RO—SHKARE [WLC_NAME] 9800-bcn-1
S RXLA [DOMAIN_NAME] company.com
254 7> KVLAN ID [CLIENT_VLAN] 15

954 T NVLANF [VLAN_NAME] client_vlan
\7L1,:l\"lz7\"é‘i¥*f‘/9—71'f7\ [WMI_VLAN] o5

DLV LABEAS > R—T IARIP [WMI_IP] 192.168.25.10

Wireless Management
Interface(WMI)X A9

Wireless Management Interface
Default GW

NTP H—/\ INTP_IP] 192.168.1.2

[WMI_MASK] 255.255.255.0

[WMI_GW] 192.168.25.1



Radiust—/\IP [RADIUS_IP] 192.168.0.98

RADIUSF — K - F HEWER [RADIUS_KEY] ThislsASharedSecret
WLAN SSID WPA2E®I B+ —F [SSID-PSK] A
WLAN SSID WPA2 802.1x7EE [SSID-DOT1X] companyname

: — =
\EII\]IELAN SSID7* A MAO—7A /)L Web7 [SSID-LWA] guest

‘ — = .
%UWSQDTZFD NIWebE  oqib cwal 222

RE
FYNI—YH
CORFIXDNE, FIBICERNARNRODICHLD, A4 Y FICERE hizCalatyst 980072

RO—Z&., TANEBMWTEUVLANEO 7 OEARA U NE, BEAOA 7S 3> ORADIUSY
—NEFEALET

RADIUS 9800 WLC

oo wic
|

OOOOOO

=

"

Client

1

A7vaY AV FO-S 2 THHHBOF 7T NCRT : ¢
054

O RO—ZFFITICREENTEY, REZTOLITICTAEOS T IFCRT SRR, ROF
72aAVFIRERTTEERT,

DAO2#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

Sep 7 10:09:31.141: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
DAO2#reload



System configuration has been modified. Save? [yes/no]l: no
Reload command is being issued on Active unit, this will reload the whole stack
Proceed with reload? [confirm]

Sep 7 10:10:55.318: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.
Chassis 1 reloading, reason - Reload command

NHREY 1 Y—RONANA

O MO-Z0U0—-RARTIRE, EXNBIPREZRTIDEODCLIRED 1 ¥ — RA
RTENET, CORFIXDVRTR, COAFTZ IV ZEKL, ROFIETRHEENBCLIT>
T7L—hZeFEALTIXNTOEZERELET,

AV RNA-Z0RBIKRTIZDZETHELEERY,

Installation mode is INSTALL

No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will terminate if any input is detected on console
Autoinstall trying DHCPv4 on GigabitEthernetO

Autoinstall trying DHCPv6 on GigabitEthernetO

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: CPU O0:
Machine Check: 0 Bank 9: e€e2000000003110a

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: TSC 0
ADDR ff007£00 MISC 228aa040101086

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: PROCESSOR
0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: CPU O0:
Machine Check: 0 Bank 10: e€e2000000003110a

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: TSC 0
ADDR ff007fcO0 MISC 228aa040101086

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: PROCESSOR
0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: CPU O0:
Machine Check: 0 Bank 11: ee2000000003110a

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: TSC 0
ADDR f£f007£80 MISC 228aa040101086

*Sep 7 10:15:01.936: %IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware Error]: PROCESSOR
0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049

Autoinstall trying DHCPv4 on GigabitEthernet(,Vlanl

Autoinstall trying DHCPv6 on GigabitEthernet(,Vlanl

Acquired IPv4 address 192.168.10.105 on Interface GigabitEthernetO
Received following DHCPv4 options:

domain-name : cisco.com

dns-server-ip : 192.168.0.21

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode



Entering enable mode will stop pnp-discovery
Guestshell destroyed successfully

TEnter; ¥—%Z#L., RNDOFZATFOJIC "nos EXRFL. yes) ERBFLTEHBAAN—
IL7OEAZRTLETD,

Q

% Please answer 'yes' or 'no'.
Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]: yes

T—RARNSYTTFOTL—b : FINA AOEERRE

ROBRET7TL—RZ2EALT, "M% (Components)T—7LICRENTVWREZZELE
T cORFIXVRNGE, LEI—ZBFZILTRDLEHICERD I3V ICHEEhTVET

IRXTOEY> 32T, BlZConfigE— RASHABZEVY T, TEntery F—z=#HLT7OV7
NZ®RRL, enable N> R&configdN > REFAHLET, RICHAZRLET,

WLC>enable

WLC#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
WLC (config) #hostname controller-name

FTINA AOBREE T I MAT N> Rk

REE—RTROON RZFEALEXT, O—NILF—2EXL &, SSHABMIZCE>TWVS
CEETBREITDIREDRENIRTLET

hostname [WLC_NAME]

int gio0

ip add [OOM_IP] 255.255.255.0

exit

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 [OOM_GW]

no ip domain lookup
username [ADMIN] privilege 15 password 0 [PASSWORD]
ip domain name [DOMAIN_NAME]

aaa new-model

aaa authentication login default local
aaa authentication login CONSOLE none
aaa authorization exec default local
aaa authorization network default local

line con 0

privilege level 15

login authentication CONSOLE
exit

crypto key generate rsa modulus 2048



ip ssh version 2
end

A7 3> : COPOERL

REE—RICRY, XOONY RZFEALET, 9800-CLOFE, 1> 2—7 I A ATe0/0/08 &
U'Te0/0/1ZGIE R VGRICEEMA XY

cdp run
int te0/0/0
cdp ena
int te0/0/1
cdp ena

9800-CL - AC RAEARDIER

ZhiF9800-CLOY RO—STHHEFTTEET, AP CAPWAPHIADT 7S 4TV AEFI
(9800-80, 9800-40, 9800-L) Tk BEH ') EH A

wireless config vwlc-ssc key-size 2048 signature-algo sha256 password 0 [CHANGEPASSWORD]

VLAN DER

REE—RHLS, BDEBBOIZATRNVLANE, DAVYLAEEA 2 X—T7 I 4 A(WMI)ICH
ST BDVLANZHER L ET

BEAEDTFUATR, PBREL2DDISAT Y RNLANSIBEET B EF—RNTT,
1DBARAT, £312BPARNTIEAATY., KREASFUATRE, BBCHUTHED
ERBVLANICH B TEET

WMiviankk, BEAENDBEEZONIIENROS T NO—FIET I EATREODORA Y
NTHY, TOERARAZD NHA'CAPWAPK > X)L ZERL T

vlan [CLIENT_VLAN]
name [VLAN_NAME ]

vlan [WMI_VLAN]
name [WIRELESS_MGMT_ VLAN]

T—BAB—TIAADRE-FTZA4TF>A

9800-L. 9800-40, 9800-80Tlk, A 74 F¥1L—>3>F—RASRKROION REZFEAL T,
T—BTL—2AVB—TIAADEFRBEEZRETEELT, COBITRE, WMEDR—KNTF¥
KLWTN—=THERENIZLACPEREL TLET,

AAYFRT—HITB RO ZREITDENEETT,
COtEITaVEFE, MRODPRR—KFIYRIILEZEATIHRICHUT, BRENLHIH S ER
ICBBEEETNDABICARBEEEN MA SO I-ARMEArHYET, EELCLEI-LTSEZY

o



!''Interfaces. LACP if standalone or static (channel-group 1 mode on) on if HA before 17.1.
interface TenGigabitEthernet0/0/0

description You should put here your switch name and port

switchport trunk allowed vlan [CLIENT VLAN], [WMI_VLAN]

switchport mode trunk

no negotiation auto

channel-group 1 mode active

interface TenGigabitEthernet0/0/1

description You should put here your switch name and port
switchport trunk allowed vlan [CLIENT VLAN], [WMI_VLAN]
switchport mode trunk

no negotiation auto

channel-group 1 mode active

no shut

int pol

switchport trunk allowed vlan [CLIENT VLAN], [WMI_VLAN]
switchport mode trunk

no shut

l1Configure the same in switch and spanning-tree portfast trunk
port-channel load-balance src-dst-mixed-ip-port

DAVLABEBAVE—T7 T4 ADKE

WMIZHERTDICE, BRET—RASKOIONY RZHEALET, ChEEEBZATYTTT

int vlan [WMI_VLAN]
ip add [WMI_IP] [WMI_MASK]
no shut

ip route 0.0.0.0 0.0.0.0 [WMI_GW]

'l The interface name will normally be somethng like Vlan25, depending on your WMI VLAN ID
wireless management interface Vlan[WMI_VLAN]

B4 LV—2 ENTPRBORE

NTPIE, W<DOADTA VL AMBEICTATXTY, METSICE. REET-RTROOYY K%
ERALET,

ntp server [NTP_IP]

1''This is European Central Time, it should be adjusted to your local time zone
clock timezone CET 1 0

clock summer-time CEST recurring last Sun Mar 2:00 last Sun Oct 3:00

VIYP VA LTZOMOO—-HIILY—ER

RANTZ0T14ACH2T, ChICKYEMOVTIYERAMERE N, GUIT 7 AOBENE
BEh, EXNEY—EASEMCEY, EBA 2T IAADTCPEY > aaBEAEmEL
ESX)

service timestamps debug datetime msec
service timestamps log datetime msec



service tcp-keepalives-in
service tcp-keepalives-out
logging buffered 512000

line vty 0 15
transport input ssh

line vty 16 50
transport input ssh

RADIUS &% E

ChiZ&kY, ISEH—/NANDORADIUSEBEZEMI-_THLEOOEXRENERENET

radius server ISE

address ipv4 [RADIUS_IP] auth-port 1645 acct-port 1646
key [RADIUS_KEY]

automate-tester username dummy probe-on

aaa group server radius ISE_GROUP
server name ISE

aaa authentication dotlx ISE group ISE_GROUP

radius-server dead-criteria time 5 tries 3
radius-server deadtime 5

73 BAORENY OTYT

tF1VT A LOERAS, VE—RNTFTIPH—N\OBROBEBNY V7Y TEZBEMCTERT

o

archive
path tftp://TFTP_IP/lab_configurations/9800-config.conf
time-period 1440

4 YVL ARE

CntUaTTRE, WPA2EBRIHBEF—, WPA2£802.1x/radius, I HRWebFBEE, # & T[]
— NN WebsBINHZE — MW EMHAEDEZRD, TRTXBWLANZA T OHIZOVWTEHRAL
FT, CNSDBRENIXNTEAETND LRSS BV, BBICISUTHIBRE JTEET D&
ENHYET

O A—ZHEEZ "completes ELTN—TFBRSIZTBICE, country AN RZFRET
BENEETY, BREASMICEDETEVANZEETDHLEN HYET,

ap dotll 24ghz cleanair
ap dotll 5ghz cleanair
no ap dotll 5ghz ST

!l Tmportant: replace country list with to match your location
! lThese commands are supported from 17.3 and higher

wireless country ES

wireless country US

A7232 : RANTZ9T14 X



ChiZ&Y, XY ND—IOFEBEENBRARNT ST A AZRREICEIETENTEET,

T OEARA 2V RNTRE, SSHABMICE 2THY ., F7FILRNAAOIL T v ILE
syslogh"fEfleh, NRSTIND1—FAVIDOIVARDVIVANFBELET, ChiFF7
) NOAPMAZO7 74N Z2EALTVWET, ILLWINUZEMNTZEEE. BED
EEZERAITHIHENf HYET

cTFNAADDEEEMILT, RYRND—VICEHEENATVWRISATORNEATRERT
2

ap profile default-ap-profile

mgmtuser username [AP_ADMIN] password 0 [AP_PASSWORD] secret 0 [AP_SECRET]
ssh

syslog host [AP_SYSLOG]

device classifier

WLAN®DER : WPA2-PSK

EHEVEBRRECEERRAET., COFXATOWLANR, ECN—-VYFILRY ND—0, Bt
BIFIF, K802 AXBEDBEVIOTTFNA RZYR—RNTD-OICERAETIhET

ch, BEAEDIVER—TZARIFIATAT>A>TY

wlan wlan _psk 1 [SSID-PSK]

security wpa psk set-key ascii 0 [WLANPSK]
no security wpa akm dotlx

security wpa akm psk

no shutdown

WLAN®ER : WPA2-Enterprise

RADIUSERE & EF § 2WPA2 WLAND R E —N B> FUF, T R—7TS5 4 ARETHER

wlan wlan_dotlx 2 [SSID-DOT1X]
security dotlx authentication-list ISE
no shutdown

WLANDOER : O—HLWebEBREZERA L 7 A b
ISEFARYR—RELT, &SV TLBTFARNT I EAICER

N—TavickoTiR, BUDNTXA—EIY TEERTDEECBENRTENDEEN HY)
£F. yesE B THTLTLIEEL

parameter-map type webauth global

ves ! this may not be needed depending on the version
virtual-ip ipv4 192.0.2.1

virtual-ip ipv6 1001::1

aaa authentication login WEBAUTH local
aaa authorization network default local

wlan wlan_webauth 3 [SSID-WEBAUTH]
peer-blocking drop



no security wpa

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

no security ft

no security wpa wpa2

security web-auth

security web-auth authentication-list WEBAUTH
security web-auth parameter-map global

no shu

WLAN®DER : RWebSREEEFERAL S A B

ISE* A RNBAR—NICEA

aaa authentication network default local
aaa authorization network MACFILTER group ISE_GROUP
aaa accounting identity ISE start-stop group ISE_GROUP

aaa server radius dynamic-author
client [RADIUS_IP] server-key [RADIUS_KEY]

ip access-list extended REDIRECT
10 deny icmp any any

20 deny udp any any eq bootps

30 deny udp any any eq bootpc

40 deny udp any any eq domain

50 deny ip any host [RADIUS_IP]

55 deny ip host [RADIUS_IP] any

60 permit tcp any any eq www

wlan wlan_cwa 5 [SSID-CWA]
mac-filtering MACFILTER

no security wpa

no security wpa wpa2 ciphers aes
no security wpa akm dotlx

no security ft

no security wpa wpa2

no shutdown

1l we will create two policy profiles, to be used later depending if the APs are local or flex
mode

wireless profile policy local_vlanclients_cwa

aaa-override

accounting-list ISE

ipv4d dhcp required

nac

vlan [CLIENT_VLAN]

no shutdown

wireless profile policy policy_flex cwa

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central switching

aaa-override

accounting-list ISE

ipv4d dhcp required

nac

vlan [CLIENT_VLAN]

no shutdown

A—A)LE— RAPDORY S —DER



O—AILE—RAPE., BE, BUXY NTJ—2 EDCatalyst 98001 NO—Z £ EA U YEH KI5
FRIC®HBAPTT,

BEXNBTFNAARENI NO—FEEBBDWLANZO7 742K LIZOT, RUZ—7
O774)E—#ICO MO—F%#E#KL. SSIDE7/O—RFYARNTBTIEARSAUMIA
T TEALRY

EEMIC DWW TIE., TUnderstanding Catalyst 9800 Wireless Controllers Configuration Model, &2
BLTLE=W

wireless profile policy policy_local_clients

description local_vlan

dhcp-tlv-caching

http-tlv-caching

radius-profiling

session-timeout 86400 !!Ensure to not use 0 since 0 means no pmk cache
idle-timeout 300

vlan [CLIENT_VLAN]

no shutdown

wireless tag site site_tag_local
description local

wireless tag policy policy_tag_local

description "Tag for APs on local mode"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is common to use a different policy profile, to map to a
different VLAN

wlan wlan_psk policy policy policy_local_clients

wlan wlan_dotlx policy policy policy_local_clients

wlan wlan_webauth policy policy policy_local_clients

wlan wlan_cwa policy policy_local_clients

FlexconnectE— RAPDO R > —DER

FlexconnectE— RO T IV ARA > ME, BE., O MNO—F EAPEOEHANWANRZHTITD
NBBE (TZIVRNIYTEBENBNITZES ). FLEMNROD LOBELS, 9F4T >
NS 74V OZAPR—RNTO—AINICARAYFUOIITRIUENHYET

REFO—HAILE—RIZHUTVERTA, O—ALTRAYFUITENBRNT T4V VZERALT
VIUE-RMIELTI7Z RS ATVET

wireless profile flex flex_ profile_native

acl-policy REDIRECT

central-webauth

arp-caching

'l Replace 25 with the VLAN native on your AP L2 topology
native-vlan-id 25

vlan-name [VLAN_NAME]

vlan-id [CLIENT_VLAN]

wireless tag site site_tag_flex
flex-profile flex profile_native

no local-site

wireless profile policy policy_flex clients


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central switching

dhcp-tlv-caching

http-tlv-caching

idle-timeout 300

session-timeout 86400 !!Ensure to not use 0 since 0 means no pmk cache

vlan [CLIENT_VLAN]

no shutdown

wireless tag policy policy _tag_flex

description "Profile for Flex mode APs"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is common to use a different policy profile, to map to a
different VLAN

wlan wlan_psk policy policy_ flex_clients

wlan wlan_dotlx policy policy_flex clients

wlan wlan_webauth policy policy_flex clients

wlan wlan_cwa policy policy_ flex_cwa

B -TFTIOECARA MOETDER

REIC, ERBLERTZET IV EARANIBRTIBEN HVET, BAPOA—HRY K
MACT7 RL A, FNAAICTFETAIMACT RLAICEEMRADLENHYET

! 1Tag assigment using static method. Replace mac with your device
ap F4DB.E683.74C0

policy-tag policy_tag local

site-tag site_tag_local

APMAC7 RLADVANZRBI D 5%

show ap summaryANX > RZFEATE E, REMALTVWBRAPOUARNZEBTEET

Gladiusl#sh ap summ
Number of APs: 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address State

9130E-r3-sw2-gl1012 3 9130AXE 0c75.bdb6.28c0 0c75.bdb5.7e80 Testl23 ES 192.168.25.139 Registered

HEREE
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
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