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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/web/software/286327971/154599/CSLU_User_Guide.pdf
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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« I0S XE 17.15.2 ( 20245128 ) Ik, MEFA LV ATHRADICYR—KREhEVJ—AT,
TFINAARBUDZA LV ALR=—RNEAVTFAT UV ART—RANBAEThEL I,

« FRODIOSXEV)—ATR, ZAELVATEDAPICH L TiEkDay 04", 4 > AHIRY]
NOFNARICK L TEDay N EAENET, AT T4 T RAEBROTNAATR., V
TRIDITAX=DHEFEhLEEICERAENET,

TFINAANIOSXEV T RIITARXR=SDOT YT IL— REICEBFHORREASBVLSIC, C
DHARODFIEZZTTIDcelF. FNAANSLUPZEALTELSKBREATVWS L=
WIDIEHICEETY,
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AP 7T ZA T AE#HRIE., O MO—F (Meraki® ¥ > 17R— R, Catalyst Center 2.3.7.9 ) &
KTTF/INA A(Web Ul, CL)TAFTEET,
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https://www.cisco.com/c/ja_jp/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
https://www.cisco.com/c/ja_jp/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
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« BREIBIRDYIZ, WLCIECSSMFELEF AT L ZASSMENEEEZMILE T,

« CLION RERETEEENTVET,

 Smart Licensing Reservation(SLR)I&, L©RIPFELEEA. KDWIZ, EFARRZFEHT
EHWICLR—RNTEEXT,

E & Cisco Catalyst 9800-CL7 A VLA hO—FZFEAL TLWBEFE S, Cisco
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configure terminal
ip http client source-interface

ip http client secure-trustpoint

Ticense smart transport smart
Ticense smart url default
exit

write memory

terminal monitor

Ticense smart trust idtoken

all force

« ip http client source-interface 1N > R Tk, ZA4 2 ABENT Y NOEERERBLIA >
B—T7IARAZEELET

« ip http client secure-trustpoint 1Y > Rik, CSSMBEICHER TS NFTANRASA 2 NIIRE
ZEELET, NTARMKRAL NBIE. show crypto pki trustpoints 1Y > R & L THERR
TEET, HEERIUMAETP-self-signed-xoooxxxxxilBAZ R L ERETTI AN/ E
NBIAE (MICEEFIE N, 9800-40, 9800-80, & & TF9800-LTHHKERATEE ) % EH
THEZHEOLET, BEECISCO_IDEVID_ SUDIEFIENET,


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6

« terminal monitorJNX > Rk, WLCICOJ &2V —J)LIcH b, EENEEICHEIE
CEBBRBTEDELSICLET, terminal no monitorz A L TEMICTEE T,

c REOIN ROF—J—Ralllk, HASSOYVZAZHNDITNTHOWLCIZRL T, CSSME
NDEEEEILTDEISICERLET,

« ¥F—D—RforceZETDE, WLCRHUAIICBI TN EEEOIVWT A ZLEEEL, FL
WEHEZHAITLET,

N EEABIEATOAVES. 98003 Y7 RORFHIPEICERITL. T0ELE
S<EHTLERA. HLWVERRIZRHTICE., BtokenTIYY READLET,

CSLUIZ =&t

Cisco Smart License Utility Manager(CSLU):WindowsX—ADF 7' U4 —> 3> ( LinuxTEER
AEE ) TH, CcOTTVT—>a>zERTRE, BEKE., S/ AL FhICBEEF TS h
TVRHRA VARV AZZEDBRANSEEBTEERT, AN— NIV ARBORRA VA
& > A% Cisco Smart Software Manager(CSSM)IC BEiZEHR T I HEBEH Y EE A,

ZOEYT 3T, 98007/ VL ARENOKERY EFET. CSLUEEALTS A £V A%
BRETHLHICETISFIERIBICEHYET (CSLUDA VAR—)L, CSLUY 7 RIIF DR
BRE ). CRICDVTRBENA RTHELTVET., RO VAKX ABRICLDBES
EECSLUBIRIC LD BESENEESERETHH, FLRIRETEI—ENARIERTTS
i

oA AR ARE

1. A2 MA—FASCSLUANDRY ND—U D EIZEFREMZHE TS
2. 8TV AR=BNEATHcSUCREENTVWD L ZHALET,

(config)#license smart transport cslu
(config)#exit
#copy running-config startup-config

3. AV NO—FTCSLUZ#/RETRHER. XOBREZRITIDXLEN HVET. DNSZEA
LTCSLUZRHT R BRI, AEITIHERIHYETEA, URLZEAL TRIETZHEEE
RDIAR RZEAALERT,

(config)#license smart url cslu http://

:8182/csTu/vl/pi
(config)#exit
#copy running-config startup-config


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64

CSLUB%A

CSLUNRIE I 2 BEZREIDHRICLERHE—OT I3k, OV MO—-F A 5CSLUAND
Y NO—oETREERRL, BRIHIETT,

727 L T ADSSMIC it

FUT7LZASSMTORER., BEEFEERICEEICISBUTVET, A TLIZATE, N\—>23
>8-202102L AR RITTHDHEBENHVY ET, SLUPUIJ—RA (17.3.2L0k ) Tlk, CSLUURLE ~
SUAR—RNBRATREATDERHREBLET, URLIF, 7L ZAWebUIf > Z—T T4
A DSmart Licensing > Inventory > <Virtual Account> > General 2 7> 3 A SHIBETE X T,

configure terminal
ip http client source-interface

ip http client secure-trustpoint

Ticense smart transport cslu
Ticense smart url cslu http://

/cslu/vl/pi/

(see previous paragraph on how to get exact URL)
crypto pki trustpoint SLA-TrustPoint
revocation-check none
exit
write memory
terminal monitor

A7 LZIASSMTR., BEN -V EZFATILERIHIEEA,



7E: T%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint SLA-TrustPoint faileds & W5
XY E—INRRENDHEE. SLA-TrustPoint Trevocation-check noneZ i E L TL & L
Cc‘:/J"EI'C@“o <_1’LL?."\ AN—KRSAEAICERAE NS I\77\ I\7J'4/ NTY, 7
AR 7&@5%%;&%%'{“3‘0 LEA>T, 9&§7J?I‘V7E$§EZTJ'%>MEH§U¥’G/»°

HTTPS7 OFZICLDAN—KM NT 2 AR—HNDORE



EREIDEAZOFXFE, O—RUU—R1792TRELEYR—RENATVEEA, 1
TS5ARZOF ¥+ TRIEFEA7OF2FERAL TVWBHE S, Cisco Smart License Utility
Manager(CSLUYDFEAZREFL TS EETV, COXZR—2 Y, CORAT70H—)\%
HAR—KLET,

AR—KMRNZVAR—RNE—ROFEARICTOF>Y—NZEEAL TCSSMEBRFE TR ICE. X
DFIEZETLET,

configure terminal
ip http client source-interface

ip http client secure-trustpoint



license smart transport smart
Ticense smart url default
Ticense smart proxy address

Ticense smart proxy port

exit

write memory

terminal monitor

Ticense smart trust idtoken

all force

BIE R
CLUELBGUITHRETEDLA— NERIFELEE A,

9800 WLCIE, Web1 ¥R —7 T4 AELBCLEEALTEDLR—F 12T 42 X—/NLHE
EENTVWTE, CSSMELFE A>T L T ADSmart Software Manager(SSM) & 8l & IZE{E
LEF, 2V, HILKMALET IV EARSAY ME, RAICMAL TH SHRABEBBRT
CSSMIZRRENE T,

REZA Y ANFEENATHREE D XA I JIE, show license air entities summaryY >/
RTHERETEET, cOOAVY RIF., — XM Z&show tech®E /= [dFshow license all D E B ICIFEFEN
TULWEREA,

<ttroot>

WLCH

show license air entities summary

Last license report time..............cvoevv....t 07:38:15.237 UTC Fri Aug 27 2021
Upcoming Ticense report time....................: 15:38:15.972 UTC Fri Aug 27 2021



No. of APs active at last report................: 3
No. of APs newly added with last report.........: O
No. of APs deleted with last report..............: 0

T4 ADHNBREANDIEY b

Catalyst 9800 WLCTlE, INXNTOT A 2 ARE Etrust factorylZ kB U EY NZFERATE, £
DOBRERFRETEFTFT, CNICEWLCOVO—RFMBETT,

WLC-1#T1icense smart factory reset
%Warning: reload required after "license smart factory reset" command

AL AEZTIHEHERRELCVEY NLIEE, ArGapE—RDEFEER. WLCDHT At AZEB
ERBIZRICIKEGFEIDIBEN BB CITEFBELTSEETWL,

RMAE =GR /N\N—RIIT7XBNOEHE

9800 WLCE R T D MEN HBDHFE. L VWF/NA AECSSM/Z > 7' L = ASmart Software
Manager(SSM)ICE & T B HEN HY), FILLFNARELTEBEIET, UIOF/NA1AD
A ABED)—RAFTDICE. "HRAVAZVA) TFHTHIRIZDBEN HYET,

Cisco Softwara Cenfral > Smart Software Licensing
Smart Software LICEHSIng Feadback Support Help
Alerts Inventory Convert to Smart Licensing Raporis Prafarences On-Prem Accounts Adctivity
Virtual Account: Wireless TAC @ VMajor  Hide Alerts
Product Instances
Authorize License-Enforced Fealures... ﬂ-’ GV4ZPZPNEDW Q,
MNarme Product Type Last Contact Alerts Actions
UDI_PID:C800-CL-K9; UDI_SN:9VAZPZPNEDW COB00CL 2021-May-21 21:37:45 Actions «

BEDSA Y ABBFSLRNASOFTYTIL—K

17.32& Y EBIOHVWWLC 1) —ATIE, Specific License Registration(SLR) & & 11 % 45 5l 7% 7
74014 AFRNEAEATVELE, COTAMEABFRIE, SLUP (17.3.2L0F
) ZEATR V) —ATRHELENATVET,

SLRZFEAL TWz98000> hO—F& U —A1732F 1174 1BICT Y7L —RTB
BEE. SLRONY RIZEKFETIOTRELS, F7FM4SLUPLAR—RNIBITIRCLZHED
LET. Z4 > AOERARRIRUMTZ 7 A )LZREFEL., AN—RFAEVAR—ZIIICERL X



T MILWUD—ATRSIRABFEELBLSZ 2212, ELVZAEABNEBEEh, KEA
DAV ANBRENET T, FAEDARTOY VEhB<&)ELLEYN, EREERABKN
LR—bhEhERT,

NZTNZa—FT142T
A2 B8=2Y RFUHEAR, R—=KFI Y2, Ping

HROAI—R A4 AN ERAL TV itools.cisco.comD{XH V) (2, FHL LWSLUPE
smartreceiver.cisco.comR X 2 ZFERA L TEEZMILET, COREZEVTVDIRAT,
CORAXAVIEEBOERBDIPTRLAICEBRENETT, IXTOT7 RL RAIZpinghBDHFT
FHV)EBA, pingld. WLCASDA R —FY NEEAREMTANME L THEALBEVWTLSEE
Wo chsOH—NIZHL TpingZBRITTERVWHASEVWLT, H—=NAFEEICHEL TLEW
WS CEICRERBEYEREA,

pingD DV IZ, FETEEMETANE L THR—MN43BHDtelnetZEATIHLEN HYET,
Telnetlk, smartreceiver.cisco.comR XA 2 ICHLTFIVITREE, H—/NDIPF RLAIC
HUTEEFIVIITRLEETEET, NTT74v N 7OV 0ENRTVAEVES, R—KNi&
HATH—TVELTRRENBDHBEN HYET,

WLC-1#telnet smartreceiver.cisco.com 443
Trying smartreceiver.cisco.com (192.330.220.90, 443)... Open <-------
[Connection to 192.330.220.90 closed by foreign host]

Syslog

N—2 2 ORERZterminal monitor AN > RZBEMICT S &, WLCEHCLITEEOJZH DL &
To cnSDOXYE—T K, showlogging N> RZEFTLULTEEITSRCEETEXRT, EEN
EEICEBITNAESEOOJEROLSIZBEYYET,

WLC-1#T1icense smart trust idtoken <token> all force

Aug 22 12:13:08.425: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair has been removed from key st
Aug 22 12:13:08.952: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or impor
Aug 22 12:13:08.975: %PKI-6-CONFIGAUTOSAVE: Running configuration saved to NVRAM

Aug 22 12:13:11.879: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully in

DNSH—NHFERENTLAEL, E-EHEL TLWEVLDNSY—-NAH2WLCHOY :

Aug 23 09:19:43.486: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man



COFERF. BMEDNSY—N\HFBREEhTVR L E2RERELET, FATREKEZEONTUY
JDNSHY—NIPZHHBHICERATE XY,

ip name-server

DNSH—NEHEL TVWB Y, 12—y NCTVEATEZLWWLCOOY :

Aug 23 09:23:30.701: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

NTYRFYTF ¥

WLCECSSM/ZF> 7L S ASSME D EFFES{tEh, HTTPSZEALEITAH. NTY hF+
T7Fv2RTIdE, GBEIMMBUTABVRERRAASHCBEYET, NTYRFYTF v ZIRE
TRIREBMEEFEF. WLCWebM VB —T I/ AZFEATBHETT,

Troubleshooting > Packet Capture D JEICBELE T, HILVF ¥ 7F Y R4 N ZERLE T,

Troubleshooting ™ > Packet Capture
-+ Add

Capture Name ~ Interface ~ Monitor Control Plane w« Buffer Size ~ Fiterby ~ Limit Status -~ Action

0 10 «

Monitor Control PlaneF T Y VRY VAN BMICBE>TVWA e ZRBLET, N\vT77HA X
EBRA1I00 MBIZEBXLET, FYTFYITIA U E2—TIAAZEBNMLET, AN—KS1 >
ANTG 749 0@, FI7FILNTRIAVLABESA O X—T T4 AN S, £izip http client
source-interface AN RTERBENLEA UV RX—TIA AN S, EfEENET,



Create Packet Capture %

Capture Name* | license
Fiter | any v
Manitor Control Plane Q
Buffer Size (MB)* || 100 |
Limit by* | Duration v \ 3600 secs ~= 1.00 hour
Available (3) Search Q| Selected (1)
@ GigabitEthernet1 > @ Vian39 &

@ GigabitEthernet2

-)
@ Vian1 >

Fv¥7F v &EBIBL. license smart trust idtoken <token> all force AY¥ > RZETLE T,

Troubleshooting ~ » Packet Capture

Filter w
Capture Name ~ Interface +~  Monitor Control Plane ~  Buffer Size ~ by Limit Status ~  Action

| coce . ace | CEED|
O license Vian39 Yes 0% any b Inactive m

1 10 v |items per page

FEEEIONTY RFY¥TF VIR, ROFIEZEHIHBEN BT,

1. SYN, SYN-ACK, B KTFACK— >V AZFEALETCPEY > 3> ORI

2. H—NEDSAT U ROMADOIERERBICLBTLSEY VI3 OBIEMLEF, FTLLEY
2aVFTYRNNTYRTHRTLET

BWLCHAZA 2 AERARRELR—NITDIBEANTY NBTFVT5—>3>0F—27
L—L)

4. FIN-PSH-ACK, FIN-ACK, 8 KT’ACKY —HT 2 AICKBTCPEY S a > nDKRT

NoE Y R TF VR, TCPYUA Y RVEHIL—LET U~ 3V F—8TL
—LDEHEET, TSSO TL—LABEATVLERT



CSSMUZIRIE3DNDELKRBNT VY IIPFRLAZEATS -0, WLCECSSMENDTXNTD
INTYRFYTFvERTAINZITETBICIE, KOWireshark 7 1 L2 EFEALE T,

ip.addr==172.163.15.144 or ip.addr==192.168.220.90 or ip.addr==172.163.15.144

A7 LZASSMZEHEAL TWBHER., SSMOIPPRLAZZ7AIILEVVTLET,

ip.addr==

Bl : 74NBZ)TENEIRNTOEER/NTY NF YT Fr2FERAL T, BEEERES ML
CSSMaEfERAL =, EELEEEIONTY NFYTF ¥,

No. Arrival Tirme Source Destination Protocol | Info
559 Aug 23 1:31:13.35 19 ] 158 192 3,220, 9 TCP

576 Aug 23 46 09 |62 §.10.150 CP 22425 SYM ACK] Seq=8 Acks in=32120 Le
578 Aug 23, 2021 11:31:13.46.. 192.168.10.158 192.133.220.98 TCP 22425 - 443 [ACK] Seg=1 Ack=1 Win=4128 Len=0

580 Aug 23, 2021 11:31:13.46.. 192.168.10.150 192.133.220. 90 TLSv1.2 Client Hello

688 Aug 23, 2021 11:31:13.58. 192.133.220.98 192.168.18.158 TLSv1.2  Server Hello

612 Aug 23, 2021 11:31:13.58. 102.168.1@.15@ 192.133.220.98 TCP [TCP Window Update] 22425 - 443 [ACK] Seq=168 Ack=537 Win=4128 Len=2
614 Aug 23, 2021 11:31:13.58. 192.133.220.90 192.168.10.150 TCP 443 -+ 22425 [ACK] Seq=537 Ack=168 Win=31953 Len=536 [TCP segment of a reassembled PDU]
673 Aug 23, 2021 11:31:13.78.. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate [TCF segment of a reassembled PDU]

675 Aug 23, 2021 11:31:13.7@. 192.133.220.90 192.168.18.158 TLSv1.2 Server Key Exchange [TCP segment of a reassembled PDU]

695 Aug 23, 2021 11:31:13.71. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate Request, Server Hello Done

711 Aug 23, 2021 11:31:13.85. 192.168.18.150 192.133.220.90 TLSv1.2 Certificate, Client Key Exchange

718 Aug 23, 2021 11:31:14.01. 192.168.18.158 192.133.220.98 TLSv1.2 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
737 Aug 23, 2021 11:31:14.13. 192.133.220.98 192.168.18.158 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
745 Aug 23, 2021 11:31:14.13. 192.168.10.150 192.133.220.90 TLSv1.2 Application Data

74T Aug 23, 192.168.18.158 192.133.220.90 TLSv1.2 Application Data

2021 11:31:14.13.

Aug 23, 192.133.220.90

TLSv1.2 Application Data, Application Data
\ IN. PSH. At e

P hug 23,
show Y > R

RDOshowdAN > RIZIE, EHEOEMICEHAI D EAZBRIEENTVET,

show license status

show license summary

show tech-support license

show 1icense tech-support

show license air entities summary

show Ticense history message (useful to see the history and content of messages sent to SL)

show tech wireless (actually gets show Tog and show run on top of the rest which can be useful)

show license history message_1¥ > Ri&k, WLCH SEEE NCSSMA S ZEL EEBOX Y £—
TERTTEDLESH, LYERNEOANRD1DTY,

EEAEEICHEIEhDE, TREQUEST: Aug 23 10:18:08 2021 Central; & "TRESPONSE:



Aug 23 10:18:10 2021 Centraly DA DX Y E—I HFRRENE T, RESPONSETORICMAE
VBRI, WLCACSSMA SISEZZELBA 2L EZERLET,

R, EEN I E Ni-BEE DOshow license historyX Y £— O H Bl ZRLET,

REQUEST: Aug 23 10:18:08 2021 Central

{"request":"{\"header\":{\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"udi_seri
NB\"},\"version\":\"1.3\",\"locale\":\"en_US.UTF-8\",\"signing_cert_serial_number\":\"3\",\"id_cert_ser
\",\"product_instance_identifier\":\"\",\"connect_info\":{\"name\":\"C_agent\",\"version\":\"5.0.9_rel/
e,\"additional_info\":\"\",\"capabiTities\":[\"UTILITY\",\"DLC\",\"AppHA\",\"MULTITIER\",\"EXPORT_2\",\
Y_USAGE\"11}},\"request_data\" :\"{\\\"sudi\\\": {\\\"udi_pid\\\":\\\"C9800-CL-KAN\\\",\\\"udi_serial_numbe
\"},\\\"timestamp\\\":1629713888600,\\\"nonce\\\":\\\"11702702165338740293\\\",\\\"product_instance_ide
\"original_request_type\\\":\\\"LICENSE_USAGEN\\\",\\\"original_piid\\\":\\\"2e84a42f-c903-44c5-83b2-e62
":7898262236}3\"}", "signature": {"type":"SHA256","key":"59152896", "value":"eil7IuQaTCFxgUkwls76WZxa5DRI5A
0gMqQd5POU6VNSH2j9dHco4TINI /aCMbRIMRmk fxyVSWsx41TmjIL1Tmp0Si3ZS4FBMv1F/EBOUfowREe20z21rQplcAFpPn5STaFezW
/Nu6SQZfIW+IdF+2qn]eNFAIZbNpgOB5d5HI JvDmDImvDu3bMRHhQAWr2KKzGFr6jPz0hs7bGY/+F1fTLQk5LFEUAKTNH/tuxJPFH1F
h9//uhsd+NaQyfdRFTudkbfUBTFkvPxHW9/5w=="}}

RESPONSE: Aug 23 10:18:10 2021 Central

{"signature": {"type":"SHA256","value":"TXZE034fqAul12jy9V4+HoB2hDSh19au/5sgodiCVatmu671/6MyN7kZfEZREufY8
SLrjTf04grGeQTcH7yEjOD+gztWXCOu8RBT7/Bo9aBs\n4x1i0E6T1PB3BP6yu7KIEUQZ8yHz1wDT+mVtIGi6TRrtYnV3KQMpCUmF5F
wOksT3StXreNZJuzWXzjHvtmlusCQXw7ZTBzffYsNKOOTk]ITr\nvgB2PkV7JUT1sA481kpIvIPul6IiIXgk+2PC2IzCrCLG57TVN3XgX
1pE12SHYyQ/DAw==","piid" :null,"cert_sn":null},"response":"{\"header\": {\"version\":\"1.3\",\"locale\":\"
mp\":1629713890172,\"nonce\":null,\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\
9PJK8D70CNB\"},\"agent_actions\":null,\"connect_info\":{\"name\":\"SSM\",\"version\":\"1.3\",\"producti
s\":[\"DLC\",\"AppHA\",\"EXPORT_2\",\"POLICY_USAGE\" ,\"UTILITY\"],\"additional_info\":\"\"},\"signing_c
\",\"id_cert_serial_number\":\"59152896\",\"product_instance_identifier\":\"\"},\"status_code\":\"FAILE
\"Invalid ProductInstanceldentifier: 2e84a42f-c903-44c5-83b2-e62e258c780f provided in the polling reque
262236\",\"retry_time_seconds\":0,\"response_data\":\"\"}","sch_response":null}

TN Y J Ibtrace

license smart trust idtoken all force N> RZFERAL TEEELNETEATHYSEHSEICCND]
N2 RZEFTLULET, IOSRPOVERIIEICFHFMTT, OV RIZ| include smart-agent"ZE I L
T. AN—KNFA4 > A0O070EFF2WMEBLET,

show logging process iosrp start last 5 minutes
show logging process iosrp start last 5 minutes | include smart-agent

R, ROTFNY T ZRITLTHS, HILLWERZBHTIRSICTAEAONY RZERE
IBRIEETEXRT,

debug license events
debug license errors
debug license agent all



— AR BV 73 RS RE

WLCICA > RZA—RY NRTOEAN W, T T7F7ATOF=INNFNT T4V IO%
JOYO/IEETS

WLC LD HAK/INT Y RF ¥ 7F ¥k, WLCHACSSMELIF A>T L I ASSMA S{AH %215
LENESH ERBTDEODNEELAEETT, BN BTWVEE., 77A4AT =)L Ar a7
OYO2LTVWBAEMENHY) ET,

CSSMUZ I RERLFEFATLIZASSMA SIEEZZEL TLARWIES, show license history
message N> RTlE, ERAREETNERBIDTEORBENRRENET,

AR, ZORENFZETNLEBVIAKNETIN, ERCEBEN 2<HEEATLE

o

REQUEST: Jun 29 11:12:39 2021 CET

{"request":"{\"header\": {\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\"

RESPONSE: Jun 29 11:12:40 2021 CET

N 5 B, MASHEIRERCisco Bug ID CSCvy84684 ( BB 1—HE/ ) FEELET. -0
ERICKV, BB VEEICshow license historyX Y E—J (LR ZEDBBENRRENET
o —hlE. show license history message X > ROBHZHRTZDETT

NTY NFYTF¥OFRABCATZ—K

CSSMEEFE A 7L T ASSMEDBEIZ(E, 9800 TEEELIAENVETT, HCEBRT
EXTHN, BNELZHBRINICITILETEEEA, CDEE. 9800 HTTPY S A4 7> ML
BEQOHEAYINEEEICCSSMA SREEENETBELKCADTLST S —MFNTY RF ¥ T7F v
ICRRENET,

AN—RZA4EATE. iphttpclientiEEZFEALET. Chik, WLCWebM > E—T IR
THEAEShDiphttpserver& FRAVYET, DFY, KOOX REBYICERETZILEN HY)
9,

ip http client source-interface

ip http client secure-trustpoint

»\"ud


https://tools.cisco.com/bugsearch/bug/CSCvy84684

NZARNKRA 2 NBIK, show crypto pki trustpoints 1IN > REFEHAL THRETEET, BCESR
AEEA E TP-self-signed-xxxxxxxxxxfIBA B X L FHEXT T VAN —I)LENBAHAEMIC)ZEAT
BEEBEOLET, BEWECISCO IDEVID_SUDIE FEE N, 9800-80, 9800-40, H &KV
9800-LTO KfEATEET T,

RRENDHTTPSAHBR > AAZA YV AY—NAAE TR BT 7TA T I —LAHAETH
B, SSLESLMEZBA L7 7AT I A=) BEDTLSRITZEZRTIBDT/NA AR,
C9800A" Y AATZA LV AV —NEDEREB/NY RS IA DV EBUTD L ZHITHAI8EN S
BECEBLTLSEZL,

~ 3£ : source-interface 1N > R &secure-trustpoint AN > ROWANREE N TVWD L ZHE

BLTLEEV, WLCICL3A U Z—T T A AN 2L A B WEESTE, source-interface 1N
VRAMVETT,

BYIE 5 ¥

« Air GapE—RZFEAL 129800TDAN—KFA VA
« DRAAQT IV ANHYR—bERXDO—R



https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/221758-configure-offline-air-gapped-licensing.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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