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Cisco Catalyst 9800-CL Wireless Controller
Configuration = > Wireless* > Access Points

W All Access Points

Number of AP(s): 1

AP v AP v Admin  ~ IP w
Name Model Slots ~ Status Address
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Cisco Catalyst 9800-CL Wireless Controller
Configuration= » Wireless~ > Access Points

" All Access Points

Number of AP(s): 1

AP v AP w Admin ~ [P w
Mame Model Slots ~ Status Address
2802- AlR-
carcerva  AP2802I- 2 @ 172.16.0.125
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1 10
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Welcome admin # T

Edit AP

Inventory

Ethernet MAC

Admin Status

AP Mode

Operation Status

General Interfaces High Availability

General

AP Name* 2802-carcerva-snifie]
Bi
M —r X

Location default location
al -

Base Radio MAC

a03d.6192.9400

00a2.eedf.6114

ENABLED .

Flex v

Registered

. [AP Mode]&
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Edit AP

General
General
AP Name*
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Location*
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Interfaces

High Availability Inventory

2B02-carcerva-sniffer

default location
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AP Mode Sniffer v
Operation Status Registered
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AP Configuration

Warning: Changing the AP mode will cause the AP to
reboot . Click Update & Apply to Device to Proceed
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Edit AP x

General Interfaces

General

AP Mame*
Location*

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status
LED State

LED Brightness
Level

o Configuration Successfully Applied

High Availability

| 2802-carcerva-sniffer |

| default location |

a03d.6f92.9400
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|. Sniffer v |

Registered

Disabled
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Inventory

ICap Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

105 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static IP (IPv4/IPvE)
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Support Bundle
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carcerva-9k-upg#ap name <AP-name> name 2802-carcerva-sniffer
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carcerva-9k-upg#ap name 2802-carcerva-sniffer mode sniffer
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— Configuration™ > Wireless~ » Access Points

@ Dashboard All Access Points

Vonitoring > % 5 GHz Radios

Number of AP(s): 1

Base Radio v  Admin ~ Operation ~ Policy v

AP Name SlotNo ~ MAC Status Status Tag Site Tag v
2802-carcerva- _Show items with value that: default-site

: 400 (v] o webauth_test HiE=s
sniffer Contains b

1 sniﬁeri
’ Troubleshooting
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[Enable Sniffer]lF LY VRY VRAEF/ICLET,
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Configure Detail

Dashboard All Access P ——— L winn
: Antenna A %
Monitoring % 5 GHz Radiot
Antenna B %
Number of AP(s): 1
: Antenna C %
AP Name " Contains
Administration ‘ Antenna D C
AP Name v )
Licensinq Antenna Gain 10
. 2802-carcerva- <
sniffer
Troubleshooting : Sniffer Channel Assignment
Enable Sniffing Z
2.4 GHz Radi
Sniff Channel 36 v
Dual-Band R Snhiffer IP* 172.16.0.180
Sniffer IP Status Valid
Country

Download Core Dump to bootflash

LSC Provisio

| D Cancel ‘
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[Sniffer IP address (Server IP address with Wireshark)]Z2 AL &9,
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Configure Detail

Dashboard All Access P E——_ L T
. Antenna A o
Maonitoring W 5 GHz Radio:
Antenna B o
Number of AP(s): 1
’ Antenna C o
AP Mame " Contains
Administration ‘ Antenna D “
AP Name v )
Licensing Antenna Gain 10
- 2802-carcerva- < |
shiffer
Troubleshooting : Sniffer Channel Assignment
Enable Sniffing 4
2.4 GHz Radi
Sniff Channel 36 v
Dual-Band R Sniffer IP* 172.16.0.190
Sniffer IP Status Valid
Country
Download Core Dump to bootflash
LSC Provisio

| O Cancel ‘
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AP v AP
Name Made: AP Name 2802-carcerva- Current Channel 36
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2802- AIR-
carcena AP2802| R =l I Channel Width gl iE I
sniffer & B-K9 Admin Status | ENABLED .| 20 MHz
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Tx Power Level Assignment

Current Tx Power Level B
AP Name , Antenna Mode Omni
Assignment Method Custom v
2802-carcerva- Antenna A
sniffer
Transmit Power ] r
1 Antenna B

ATYTTAPTF Y RILAZTZBEMNICLET, ROOAXY RERITLET,

carcerva-9k-upg#ap name <ap-name> sniff {dotlla for 5GHz | dotllbfor 2.4GHz | dual-band}

i -

carcerva-9k-upg#ap name 2802-carcerva-sniffer sniff dotlla 36 172.16.0.190
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Output Options

Interface | Traffic | Link-layer Header
Futund B5L Io0pDack

¢ utund BSD loopback
¢ utunb BSD loopback

misci| Snaplen (B) | Buffer (MB) | Moniter
aeTault £

default
default

IR

» USB 10/100/1000 LAN: en10

B 1~

default

s

Wi-Fi: en0 Ethernet [ ET
[ ET
[ ET
[IET

[IET

Thunderbolt Bridge: bridge0 Ethernet

Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 Ethernet

Degeen@nesss
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# Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || |F:-| -apture filter Compile BPFs

AT Y 7'4:[Capture filter for selected interfaces: RIICTRT KSIZ, 714 —J)L RERY U AlCudpR—
RN555& AHLET,

Input  Output  Options

Interface Link-layer Header
* o uUtung BoU 1IcopDacK

» utund . |BSDiloopback

> utunS BSD loopback
utung BSD loopback
USB 10/100/1000 LAN: en10 - Ethemnet
Loopback: lo0 - A . BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge0 SR |~ '~ |
Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 . ___ Ethernet

misci| Snaplen (B) | Buffer (MB)| Monitor | Capture Filter
aerauit

default
default
default
default
default
default
default
default
default
default

udp port 5555

“FETEXR N LN NE
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& Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: M udpport 5555 Compile BPFs
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'Irpul ' Output Options

Interface | Traffie | Link-layer Header | Promise: | Snaplen (B) | Buffer (MB)| Moniter || Capture Filter
P UTuns BSL I00pDacK = aeraut

utund BSD loopback
utun5 BSD loopback
utuné BSD loopback
USB 10/100/1000 LAN: en10 Ethernet
Loopback: lo0 ol Aror BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge( Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbelt 3: en3 Ethernet

NN

default
default
default
default
default
default
default
default
default
default

— udp port 55665

S EEEE
MR RBRNDND

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: | |udp port 5555 kS - Compile BPFs
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Protocol Signal strength | SSID Time delta from
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[ | |.-"-_|_:-::|':..' a display filter ... =3/>
Mo. | Time | Dest| Protocol | Source Port | Info

— 1 2021-03-.. 1l.. UDP 5555 5555 - 5000 Len=400
2 2021-83-.. 1.. UDP 5555 5555 - 5000 Len=387
3 2021-063-.. 1.. UDP 5555 5555 -+ 5000 Len=385
4 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=400
5 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=387
6 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=385
7 2021-83-.. 1.. UDP 5555 5555 -+ 5000 Len=400
8 2021-03-.. 55 5555 -+ 5000
9 2021-083-.. 1. UDP Mark/Unmark Packet

10 2021-03-.. 1.. UDP . Ignore/Unignore Packet
11 2021-03—. 1. UDP . SetfUnset Time Reference
12 2021-03-.. 1. UDP T

13 2021-03-.. 1. UDP | Packet Comment...

14 2021-063-.. 1.. UDP  Edit Resolved Name

15 2021-83-.. 1.. UDP ' i

16 2021-03-.. 1. UDP ?Eepp:irzsazll;i:er

17 2021-03-.. 1.. UDP Conversation Filter

18 2021-03-.. 1.. UDP | Colorize Conversation
19 2021-03-.. 1.. UDP . SCTP

20 2021-03-.. 1.. UDP « Follow

21 2021-03-.. 1.. UDP '

22 2021-03-.. 1. UDP , oy

23 2021-03-.. 1l.. UDP —lrgisaskRroicrenaes

24 2021-03-.. 1.. UDP Decode As...

25 2021-03—. 1.. UDP . SNOW FackKet In New wWinaow
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Field | Value | Type | Default | Current
LING nart EEEE Intasar hacs A0 SIRCNKME  SIGANKD

UDP port 5555 Integer, base 10 SIGCOMP PEEKREMOTE

FIE9: [OK| 20UV ILET, NTY MAFIA—REh, I ZRKRITIEBIBVLET,

CCTlR, BRENEBICHELTVAAESHERIALET,
9800 GUIA SAPHA A7 7E—RTHBD L EZBETHICEF. AOFIEEZETLET,

AT Y 7°1:9800 WLC GUIT, [Configuration] > [Wireless] > [Access Points] > [All Access
Points]icBBILE ¥,
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_ Configuration™ > Wireless~ > Access Points

Dashboard W All Access Points

Number of AP(s): 1

AP .ﬂ.l-" w Admin ~ |IP
itatus Al

el N ) N
Sl Show items with value that:
) O ¢ Administration carcerva 17

sniffer sniﬁed

@ Monitoring

Licensing

? Troubleshooting
5 GHz Radios

ATY 73 RIZRT &SI, [Admin Status]iZEBOF T Y I I—IFFWT. [AP Mode]lC
[Sniffer] "RRENTWVWA L EBRLET,

uhatlhs Cisco Catalyst 9800-CL Wireless Controller Welcome aamin | # ® B & W @ & Q >
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Configuration = » Wireless~ > Access Points

W All Access Points

Number of AP(s): 1 “°
o
AP ~ AP - Admin ~J IP ~ Base Radio - | AP ~ | Operation -~ Configuration -~ Policy ~ Site ~ |
Name Model Slots  ~ |Status Address MAC Mode Status Status Tag Tag
2802- AIR- detalin= 4
carcerva-  AP28021- 2 (] 172.16.0.125 a03d.6f92.9400 | Sniffer Registerad Healthy webauth_test ite-t .
sniffer & B-K9 SRS
1 10 w» (v]
E Ala Padica

APA'9800 CLINS AZ 7 7E—RTHDEEZBEITDLEHIC, XOOAN REEITLET,

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config general | i Administrative
Administrative State : Enabled

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config general | i AP Mode
AP Mode : Sniffer

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config dotll 5Ghz | i Sniff
AP Mode : Sniffer
Sniffing : Enabled
Sniff Channel : 36



Sniffer IP :

Sniffer IP
Radio Mode

172.16.0.190
Status : Valid
: Sniffer

INT Y RHWireshark CF1— REhi e Z2BRELET, RICRTELSIZ, Z7OR3IY
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MNo.

1 2021-03-.. B..
2 2021-03-.. B.. 802.11
3 2021-03-.. B.. 802.11
4 2021-03-.. B.. 802.11
5 2021-03-.. B.. 802.11
6 2021-03-.. B.. 802.11
7 2021-03-..
8 2021-03-.. B.. 802.11
9 2021-03-.. B.. 802.11
10 2021-03-.. B.. 802.11
11 2021-83-.. B.. 802.11
12 2021-83-.. B.. 802.11
13 2021-03-.. B.. 802.11
RS7La—k
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| Time
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frame,
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