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GUI :

Configuration > Wireless > Access PointsDJBEICEBE L £9,

h Menu Items Access Points

[ Dashboard “ All Access Points

Number of AP(s): 1

7<) Monitoring

AP Name "|s equal to" 3702-02 u] ﬁ’!’

Configuration e

v Base >
Name AP v Radio AP v Admin v QOperation ~ Policy v
Administration . Madel MAC Mode Status Status Tag
ki default-
Troubleshooting 3702-02 CAP37021- f07f.06ee.f590 Local Enabled Registered paiicy-tag

A-K9

Site v
Tag

default-
site-tag

RF
Tag

defau
rf-tag



CLI :

<{froot>

# show ap tag summary | inc 3702-02

3702-02 f07f.06el.9eal
default-site-tag

default-policy-tag default-rf-tag No Default

ATYT2: ZOHARNRTICEBERTSATVRAPIIAZTO7 7ML 2H#FELET,

GUI :

Configuration > Tags & Profiles > Tags > Site > Site Tag Name D JEIZBEH L £ 9,

Q Search Menu Items Manage Tags

Policy

Site

Dashboard

Monitoring

9% Configuration Site Tag Name
e ST1
@ Administration
ST2
¥ Troubleshooting default-site-tag

BEM TSN TVAAPIATZOV77AILEXELET,

RF



Edit Site Tag

Name* default-site-tag

- Description default site tag
AP Join Profile | default-ap-profile
Control Plane Name | v
Enable Local Site v

CLI :

<#root>

# show wireless tag site detailed default-site-tag

Site Tag Name : default-site-tag
Description : default site tag

AP Profile :

default-ap-profile

Local-site : Yes
Image Download Profile: default-me-image-download-profile

ATY T 3:APHIAZO77AINTNNTY NF+ T FrERELZEBMLET,
GUI :

Configuration > Tags & Profiles > AP Join > AP Join Profile Name > AP > Packet Capture ® JE(C#
B L. L WAP Packet Capture ProfileZBiL &9,



AP JOIN PROFILE Edit AP Join Profile
General Client CAPWAP Management Rogue AP
General Hyperlocation BLE
AP Join Profile Name
v

default-ap-profile /_ AP Packet Capture Profile E

NTYRF+TFY7O77AINOERMERRL, APANTY NF YT F v Z2EFITHIFTPY—
NOFBZAANLET, &loo EZEIDNTY FOBEEZBRLTVWARZEZRELET,

INY 7 74 X=1024 ~ 4096

HiE=1 ~ 60

Create a new packet capture profile
Name* Capture-all Packet Classifiers
Description Enter Description 802.11 Control v
Buffer Size (KB)* 2048 802.11

Management
Duration (min)* 10 802.11 Data v
Truncate Length 0 Dot1x v
(bytes)*

ARP v
FTP Details

IAPP v
Server IP 172.16.0.6

P v
File Path [home/backu

P Broadcast v

UserName backup Multicast ¥
Password | e TCP v
Password Type clear TCP Port

UDP

UDP Port

=

FYTFY¥ITO774I%EREL LS, Update & Apply to Device® V)Y IV LET,




FTP Details

Server IP

CLI :

FHOH OH OH K KR KW OHHE R H KR

* H H

# show wireless profile ap packet-capture detailed Capture-all

Profile Name :

config t

ARP

IAPP
172.16.0.6

wireless profile ap packet-capture Capture-all

classifier
classifier
classifier
classifier
classifier
classifier
classifier

arp
broadcast
data
dotlx
iapp

ip

tcp

ftp password 0 backup
ftp path /home/backup
ftp serverip 172.16.0.6
ftp username backup

exit

ap profile

default-ap-profile

packet-capture Capture-all

end

Description

Capture-all

Buffer Size : 2048 KB
Capture Duration : 10 Minutes
Truncate Length : packet Tength
FTP Server IP : 172.16.0.6
FTP path : /home/backup
FTP Username : backup

Packet Classifiers
802.11 Control : Enabled

802.11 Mgmt
802.11 Data

Dotlx

ARP

IAPP

IP

TCP

TCP port
UbP

UDP port
Broadcast
MuTlticast

: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
: Enabled
:all

: Disabled
:all

: Enabled
: Disabled

v/

[=] Update & Apply to Device
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GUI :

Monitoring > Wireless > ClientsD JEICBE L £ 9,

Q, Search Menu ltems Clients

Clients Sleeping Clients Excluded Clients
E= Dashboard
Monitoring
Total Client(s) in the Network: 1 (D) Only "Contains' is supported while filtering two or more columns.,
Clignt MAC Address " ls equal to" ed:b3:18:7c:30:58 x= ﬁ?
Client MAC Address ~  IPv4/IPvE Address ~ AP Name ~  WLAN ~  State ~  Protocol «  User Name
g Troubleshooting e4:b3:18:7¢:30:58 11.11.0.10 3702-02 3 Run 1ac
1 10 «
<#root>
# show wireless client summary | inc e4b3.187c. 3058

e4b3.187c.3058 3702-02 3 Run 1llac

ATV 5:FvTFv OB,
GUI :

Troubleshooting > AP Packet Capture® JEIZEIRL £ 7,



Troubleshooting

Ping and Trace Route

Check Ping-ability and Trace route info
of a target destination through different
sources

AP Packet Capture

AP Packet Capture for troubleshooting
wireless clients

ERTBIVTATNOMACT RLAZAHNL, Capture ModeZBIRLE T, BEIEEK., 74
YLAIVZAT MY ERTDITXNTOAPH, #IL Vpcap7 7ML ZBEMNICIERTH L%
BERLET, AXTAYVITR, DA1VLAIVSAT N EZEZRTHDBEDAPZ1DERTE

9,
Stat THF ¥ 7 F v ZHBLET,



Q. Search Menu ltems Troubleshooting : AP Packet Capture

+ Back to TroubleShooting Menu

(=B Dashboard Start Packet Capture
Monitoring
Client MAC Address* e4b3.187¢.3058
‘. Configuration
Capture Mode © Auto Static

M,

¢ Administration

3 Troubleshooting

Currently Active Packet Capture Sessions

Client MAC Address v~ AP MAC Address v Mode

0 10 v |items per page

RIC, FYTFYOREOREZHETERT,
Currently Active Packet Capture Sessions

Client MAC Address v AP MAC Address + Mode +~ Capture State ~ Site Tag Name +« Stop AP Packet Capture
ed:b3:18:7¢:30:58 f0:71:06:ee:f5:90 Auto Idle default-site-tag @

1 M0 -

CLI :

# ap packet-capture start <E4B3.187C.3058> auto

FIE6: F¥T7FrEEFLLET,
BENOBEZF Y 7Fr LIS, GUEREFCLITF Y 7FvZ2FLELET,

GUI :

Currently Active Packet Capture Sessions

Client MAC Address ~ AP MAC Address ~ Mode ~ Capture State ~ Site Tag Name ~ Stop AP Packet Capture
ed:b3:18:7c:30:58 f0:7F:06:ee:15:90 Auto Idle default-site-tag

1 0 -




Do you want to Stop AP Packet Capture ?

No

CLI :

# ap packet-capture stop <E4B3.187C.3058> all

FIE7 : FTPH—/\AS.pcap7 7A I ZUREL FT,

<ap-name><9800-wlc-name>-<##-file><day><month><year>_<hour><minute><second>.pcap &
WSEBRIOT77AIANRODPYNET,

3702-02Gladius-0111102018_212026.pcap

=
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ATYVT8: COT77AINE, BEONTY MDY —IILTHSZENTEEXT,

eoe “ 3702-02Gladius-0111102018_212026.pcap

am i ® REG QessEF I . g AaQql

N wilan.addr == E4:B3:18:7C:30:58

No. Time: Source MAC Destination MAC Source Destination Info
223 16:21:16.603957 11.11.0.10 11.11.0.1 Echo (ping) rec
224 16:21:16.603957 11.11.0.1 11.11.0.10 Echo (ping) reg
233 16:21:17.615950 11.11.0.18 11.11.0.1 Echo (ping) rec
234 16:21:17.615956 11.11.0.1 11.11.0.10 Echo (ping) reg
235 16:21:18.639951 11.11.0.10 11.11.0.1 Echo (ping) rec
236 16:21:18.639951 11.11.0.1 11.11.0.10 Echo (ping) reg
237 16:21:19.455970 10.88.173.49 11.11.0.10 Application Dail

459967 0.10 .88 Destination

239 16:21:19.663951 11.11.9.10 11.11.0.1 Echo (ping) ret
240 16:21:19.663951 11.11.0.1 11.11.0.10 Echo (ping) reg
241 16:21:20.507969 10.88.173.49 11.11.0.10 Application Dail

20.507969

0.88.173.49 Destination

ROIXV RZEALT, NTY RF YT F Y EEORELZRITEET,

# show ap status packet-capture

Number of Clients with packet capture started : 1



Client MAC Duration(secs) Site tag name Capture Mode

e4b3.187c.3058 600 default-site-tag auto

# show ap status packet-capture detailed e4b3.187c.3058

Client MAC Address : e4b3.187c.3058
Packet Capture Mode : auto

Capture Duration : 600 seconds
Packet Capture Site : default-site-tag

Access Points with status
AP Name AP MAC Addr Status

APf07f.06el.9eal f07f.06ee.f590 Started

NZ7)L>a1—h
COMBEERNS TS 1I-TAUUTBIR. ROFIEEEALET,
AFYT 1 FNY IREEEDCLET,

# set platform software trace wireless chassis active RO wncmgrd all-modules debug

ATV 7 2. HEEBELED,
ATV 3. BEOINO—S0BZZEEL T, OJ2#BEARNICERTEDLSICLET,

# show clock

ATY7 4. O ZRELET,

# show Togging process wncmgrd internal | inc ap-packet-capture

ATYV7 5 OTOREZEF7AILNIRLET,

# set platform software trace wireless chassis active RO wncmgrd all-modules notice



N RSTANYI-FAaUTEYI AL O%. FEAOTOERERID FHICOTLAIL
ERTCENERICEETT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



