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Client AP 9800 WLC DHCP Server DNS Server

B (= &= - .

|A550ciation Request|

|Association Response|

DHCP Proces:

v

|DN5 query msftconnecttest.com

AJ

DNS response msftconnecttest.com IP address 199.191.50.184

|HTTP GET to received IP addre55|

Intercept!

HTTP 200 OK and redirect URL|

HTTPS GET to Wic virtual 18 g

Welcome to the Clsco Web-Authentication network

Cisto is pleased 1o prowde web-authentication rirastncture

|WLC sends web portal (login page)| for your Retark. Fisess logh

A

Accept AUP
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Client AP 9800 WLC DHCP Server DNS Server RADIUS Server

W

Association Request]

BHCP Pro-:esa

v

[DNs query msftconnecttest.com]

|DNS response msftconnecttest.com IP address 199.191.50.184'

Lacal Web
Authentication
|HTTP GET to received IP add resﬂ
‘ Intercept!
[HTTP 200 OK and redirect URY
‘ Welcome to the Cisco Web-Authentication network
JHTTPS GET to WLC virtual 1F] Gincs st s wes-tertc s ekascies
User Name
MLC d 5 = (l - _}l Password
sends web portal (login page [
|Enters username and password|
WLC checks credentials y
against RADIUS
IRADIUS Access Requesd
External
RADIUS Access Accept/Reject] Authentication
[authenticates/Deletes client|
T
|
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“~
S COBRERTE, FRAAYFUIBINAENRELTVET, Flex Local

SW|tch|ng LEICIE. WebRAEZRRET A LEODEHANIDINICERYET,

CLITHASEREZEA L I-O0—A ) WebFFRALZERET %

AAAY—NEH—NTIIL—T DORE

9800WLC> enable

9800WLC# configure terminal
9800WLC(config)#radius server RADIUS
9800WLC(config-radius-server)#address ipv4

auth-port 1812 acct-port 1813
9800WLC(config-radius-server)#key cisco
9800WLC(config-radius-server)#exit
9800WLC(config)#aaa group server radius RADIUSGROUP
9800WLC(config-sg-radius)#server name RADIUS

9800WLC(config-sg-radius)#end



O—A)LERRLE FRAI DERE

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION group RADIUSGROUP
9800WLC(config)#aaa authorization network LWA_AUTHORIZATION group RADIUSGROUP
9800WLC(config)#end

NZA=BI Y TORE

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)# parameter-map type webauth global
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#end

WLANEF 1D T 1A NTX—XDKRE

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wlan LWA_EA 1 LWA_EA
9800WLC(config-wlan)#no security wpa
9800WLC(config-wlan)#no security wpa wpa?2
9800WLC(config-wlan)#no security wpa wpa2 ciphers aes
9800WLC(config-wlan)#no security wpa akm dotlx
9800WLC(config-wlan)#security web-auth
9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end

DAYLARIZ—=7TO7 71 OER



9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless profile policy POLICY_PROFILE
9800WLC(config-wireless-policy)#vlan

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

RIS —Z2T DERK

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless tag policy POLICY_TAG
9800WLC(config-policy-tag)#wlan LWA_EA policy POLICY_PROFILE
9800WLC(config-policy-tag)# end

APANDRUS —RTDOEV)HT

9800WLC> enable
9800WLC# configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end

ISERINREZRT TSI, TISEREL £02a2 T+ 2T LTLKEEL,

WebUITONEPEREEZFER L O0—H I WebFREEDERE
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oy



9800 WLC T® AAA R E
AF Y7 1 ISEH—/{%9800 WLCREIZEBMLE T,

Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + AddD JEICFBE L .
ICRT RS ICRADIUSH—/NDIEHRZADLET,

Create AAA Radius Server x

General RadSec )
Show Me How »

Name* RADIUS Support for CoA (&) ENABLED .

Server Address* 192.0.2.30 CoA Server Key Type Clear Text v

PAC Key 0 CoAServerkey @ | v

Key Type Clear Text v Confirm CoA Server Key rene]

Key* @ | e VRF (7
Confirm Key* | we- Automate Tester O

Auth Port 1812

Acct Port 1813

Server Timeout 1-1000

(seconds)

Retry Count 0-100

9800 WLC T® AAA FRE

ATY 7 2: RADIUSH—NTI)I—T=2EMLET,

Configuration > Security > AAA > Servers/Groups > RADIUS > Servers Group > + Add® JEIC &
L. RADIUSH—NTIL—TOEHRZEAIDLET,



Create AAA Radius Server Group b

Name* RADIUSGROUP ‘l
f l Show Me How »
Group Type RADIUS \
MAC-Delimiter none o w
MAC-Filtering | none v J
Dead-Time (mins) 5 ‘
Load Balance
IPv4 Source Interface | v ‘ ®
IPva VRF - v J
IPv6 Source Interface v ] @
IPv6 VRF | se: - v |8
Available Servers Assigned Servers
pr—
a RADIUS A
e

v v

D Cancel

RADIUSH—/NT )L—7 D&

ATV 7 3 RAFRXVANEERLET,

Configuration > Security > AAA > AAA Method List > Authentication > + Add:



Quick Setup: AAA Authentication x

Method List Name* N UNAJ“HHENHCAHONH
Type* ' login vl
= = |
Group Type group v } (:)
Fallback to local EJ
Available Server Groups Assigned Server Groups
1
radius a RADIUSGROUP a _
Idap HI I l'
tacacs+
- S
= Apply to Device
=

SRR U A N DR

ATYT 4 FABRVANEERLET,

Configuration > Security > AAA > AAA Method List > Authorization > + AddD JEICBE L £,



Quick Setup: AAA Authorization

Method List Name* LWA_AUTHORIZATION |

Type* network - |.| ®

Group Type group v |®

Fallback to local EJ

Authenticated D

Available Server Groups Assigned Server Groups
radius a '|RADIUSGROUP a
Idap
tacacs+

v v

FRAARXUANDOER

WebAuth D &% E

NOX=BZI YT RERELEFHR/ELET, 247 L TwebauthZi&RL ., IP7 RLADHES
& T - (ZVirtual IPv4 AddressiE R Y RO —O THEAE N TVWEVWT RLAICTEIHEN S
W, NDARRALA NZEBIMLET,

Configuration > Security > Web Auth > + AddDJEICBE T2 A, NFX—2X v TZBRLET

o



Configuration = > Security~ > Web Auth Edit Web Auth Parameter

General Advanced A
Parameter-map global virtual IPvé Address 192.0.2.1
Parameter Map Name MName
glabal 4 Banner Title Trustpoint TP-self-signed-9474%...
! 10 Virtual IPd
. Hostname
ESERF TR @ Nane O Bamner Text Virtual IPv8 Address e
O File Name
Maximum HTTP 100 e Dp‘;‘“th intercept
connections
Init-State 120 Enable HTTP server

Timeout(secs) TOFYYED: A

BT e
Captive Bypass Portal

Disable Success Window

Dizable Logout Window

Disable Cisco Logo

w0 Cancel
J

WebAuth® 5% 7E

WLAN % 7E
ATY 7 1: WLAN Z¥ER L E T,

[Configuration] > [Tags & Profiles] > [WLANSs] > [+ Add] iCcBEL, ABICKLUTRY ND—0%
RELET,

Add WLAN x

General Security Advanced
Profile Name* ‘ LWA_EA Radio Policy &
SSID* ‘ LWA_EA Show slot configuration
6 GHz

Status enaslen [ 5 GHz

Status enaste [

Broadcast SSID

Wi-Fi 6E Compatibility T — Status ENABLED -

2.4 GHz

WLAN ID* ‘ 1 Status o

802.11b/g | 802.11b/g v
Wi-Fi 7 Compatibility requirements met 3 bands enabled Paolicy ) d

WLAND¥ER



AT Y7 2: Security > Layer2 M JIEIZi#EIR L . Layer 2 Security Mode TNoneZiZIRL £,

Add WLAN u
General Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 OWwWPA3 O Static WEP @ None

MAG Filtering O
OWE Transition Mode C]

Lobby Admin Access O

WLANEF 1 UF 1 OER

AT Y 7 3: Security > Layer3ICBE L. Web Policy TARY JAILFIT Y IN—I % T, Web
Auth Parameter MapT/\Z X—2 B &iBIR L., Authentication List THIICYER U 7=5R8E") A N %&3&
RULET,

Add WLAN x

General Security Advanced

Layer? Layer3 AL

Show Advanced Settings >>>

Web Policy
Web Auth Parameter Map global v B
Authentication List LWA_AUTHENTIC... v |B

For Local Login Method List to work, please make sure the
configuration 'aaa authorization network default local' exists
on the device




WLANRZEE!) A N D ER

WLANA"WLANDU AN ICRRENKT,

~ > Tags & Profiles~ > WLANs
T
Selected WLANs : 0
D Stattg Name Y ID Y Ssib Y 2.4/5 GHz Security Y 6 GHz Security b il
D (4] LWA_EA % 1 LWA_EA [open) [Web Auth]

1 10 w

ER E NWLAN

RUZ—=7O7 74 IINDERE

RIZ—=7OT7F7ALATRE, 74T RN 2BV HTAVLANBEDREZBERTERT,

TF7AINRNORIS—TO77AINEERITDEE, FMBICERTEICEETERT,

ATY7T 1 #HLWRUS—=7O7 74 ) 2ERLET,

Configuration > Tags & Profiles > Policy® JEICBE L, 7 # )L KNRUS—TO7 7ML ZERE
I5H, HLLWO7 74N EERLET,

Z7O77 AL EBMILET,



Add Policy Profile x

&

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
Name* POLICY_PROFILE ‘ WLAN Switching Policy
Description Enter Description ‘ Central Switching ENABLED .
Status Central Authentication ENABLED .

Passive Client @ oisasLeD Central DHCP enasLeD ([

IP MAC Binding enasLeD (i) Flex NAT/PAT @ oisreLeD

Encrypted Traffic Analytics . DISABLED

FLLWRUS—=7O7 71 OER

ATY 7 2 VLANZERLET,

[Access Policies] 2 7 ICBEL., ROY7HAIHS VLAN B2iBIRT DA, VLAN-ID ZFFHT
ABLZFRT,



‘

Add Policy Profile

a
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O _—ye ' o
DHCP TLV Caching O

IPvE ACL v @
WLAN Local Profiling

URL Filters O]
Global State of Device Disabled (3)
Classification Pre Auth v B
Local Subscriber Policy | v @ Post Auth v &
Name : !
VLAN
VLAN/VLAN Group | VLAN1432 x v |®
Multicast VLAN | Enter Multicast VLAN

VLANDIZEIR

RIS —RTDRE

[El Apply to Device

RV —RJT, SSIDZERYZ—7TO77ANCIILET, HLLWRUS —RTZEKT

%A, default-policy 2T ZEALE T,

[Configuration] > [Tags & Profiles] > [Tags] > [Policy] IC#E8L T, ZEBICHLU T, IOKSICHFHL

WRTZEMLET,



Add Policy Tag X

-

Name™ [ POLICY_TAG ‘

Description l Enter Description ‘

v WLAN-POLICY Maps : 0

+ Add

D WLAN Profile Y  Policy Profile Y
No records available. :
M 4 » M ' 10 1 items per page 0 - 0 of O items
RUS—RITDRE
WLANZ'OZ7 74N ZBHORIVS—=TO774ILICI I LET,
Add Policy Tag X
-+ Add a
(O WLAN Profile Y  Policy Profile T
Mo records available. :
4 4 » ¥ ( 10 ] items per page 0 - 0 of 0 items
Map WLAN and Policy
WLAN Profile* | LWA_EA X v | 2 Policy Profile* . POLICY_PRO.. X ¥ .

RLAN-POLICY Maps : 0

RIS =BT ORE

RIS—RTDEIVET

MEZ AP ICRIS—2T%2E8)HTET,



XT&1DO0 AP IZEI) HTSIZI&. [Configuration] > [Wireless] > [Access Points] > [AP Name]
> [General] > [Tags] ICBEIL., HEBEV) HTZIT> T, [Update & Apply to Device] 20 1) v &

LEXY,

Configuration~ > Wireless - » Edit AP 3

% All Access Points

Total APs :3

AP Name
ol
CWa172I-LAB aha Ll ™
CO130AXI-E-LAB &k % Lol
AP28021-E-LAB o Ll
4
1 10
6 GHz Radios
5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

RUS—RITDEIVEHT

ISE MERE

General Interfaces

General

AP Name*
Location™®

Base Radio MAC
Ethernet MAC
MLD Base MaC (D)
Admin Status

AP Mode
Operation Status

Fabric Status
LED Settings

LED State

Brightness Level

Flash Settings

"D Cancel

9800 WLC @ ISE N D& N

High Availability

CW91721-LAB

default location

ensseer [

Local

Registered

Disabled

enaten [

8

Geolocation ICap Advanced Support Bundle =
Tags
A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is not
allowed while changing Tags.
Policy POLICY_TAG v B
Site default-site-tag v B
RF default=-rf-tag v B
Write Tag Config to AP @
Version
Primary Software Version 17.18.4,202
Predownloaded Status N/A
Predownlpaded Version MN/A
Next Retry Time N/A
v

[ PR .

ATY71: RIZRTKDIC. Administration > Network Resources > Network Devices ) JIE (- 7

BLEXY.



%) Cisco ISE

|:j:1 What page are you looking for?

' Dashboard

Context Visibility Operations 2olicy Administration Woark Centers

Syste Network Resources pxGrid Services

9800 WLC ® ISE N D& N

ATV 2:+AddZ2o )Y OLET,

Network Devices Network Device Groups Network Device Profiles External RAD

Network Devices

Default Device Network Devices

Device Security Settings

. -
Add L) Import Export

FYND=D0FINAADEN

BBEIISUTETFIVE, YVIRNDITN=232, BAZAANL. FNAARAT, HR. &I
EWLC ICETVWTRY RND—O FNA R TIN—TZ2E)HTBDENTEET,

ATYT7 3 RIZRTELSIC, 9800 WLCREZANDLET, WLCRITH —NZEHERTBEEIC
ERENEELURADIUSEF—ZAHNLET, KRIC, [Submit) 20UV ILET,




Network Devices

MName | 93800-WLC |
Description

IP Address . *IP: 192.0.2.20 I 32
Device Profile & Cisco v ®
Model Mame v
Software Version W

Network Device Group

Location All Locations » Set To Default
IPSEC Is IPSEC Device N Set To Default
Device Type All Device Types g Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

IShared Secret = - I Show

9800 WLC D& E

-~

AT Y 7 4 : Administration > Network Resources > Network DevicesDEI_#BET 2 &, XY B



D=OFNAAD)ARFRFIENET,

Network Devices

Selected 0 Total &

|:| Name IP/Mask Profile Name Location Type

O & Cisco All Locations All Device Types
O &% Cisco All Locations All Device Types
O & Cisco All Locations All Device Types
)] WLC 192.0.2.20/32 %5 Cisco All Locations All Device Types

XY RNDT—=OFNAADIAKN

ISE TOHFL VWI—HFDER

AT Y 71 : Administration > Identity Management > IdentitiesD JEICBEIL £9,

%) Cisco ISE

Q) What page are you looking for?

Dashboard

Administration

System Network Resources pxGrid Services

Network Devices

Feed Service

Profiler

Threat Centric NAC
Shortcuts

Third
Identity Management

Identities

ISEEE : ID

ATY T 2: UserslcBEL., +Add2 oY O L%,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Network Access Users

Latest Manual Network Scan Res...

+ Add +' Change Status L, Import M Export ij Delete

Status Username ~  Description First Name Last Name Emi
I—F o’

ATV 3: FARNI—HOI1—HFE/NATD—RZAHDL., SubmitZo2 Y ILET,

s List > New Network Access User

~ Network Access User

* Username guest

Status Enabled

Account Name Alias

Email

v Passwords

Password Type: Internal Users ~

Password Lifetime:

© With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

©

* Login Password e meme Generate Password (

Enable Password Generate Password 0

ISE TOHFHLVWI—FDER



AT Y 7 4 : Administration > Identity Management > Identities > UsersD JEICEBE T2 &, 1—
VAR RRENET,

Network Access Users

Status Username Descripti... First Name Last Name Email Address User Identity Groups Admin

Enabled § guest

RFYRD—OT O ERAI—HURK

WEEZO7 7 A4 L OER

RUD—=7O774)0, NTX—=F2 (MAC T RLA, OJA4ER,. £AEHS WLAN 5 &
JICETDVWTIOZATURNIEIETSNDRBRTYT, REO—AIIVFTERYRNT—D
(VLAN) ., 7O tA#If') AN (ACL) . Uniform Resource Locator (URL ) UA AL U K5 &
DHENREZZVHE TR ENTEET,

ROFIEE, 9FAT U RNERAR—ZNICVEAL ISR HICHAERRIATO7 7ML %
ERTBHEERLTVET, ISEOFJRIED/N—2 3> TlE, Cisco_Webauth FFRAIDE RN T T
CHRETHCEEBELTLFEL, WLIC TRELEEDE—RE B0}, CCTRELT.
YSAALUNACLEZEELET,

AT Y 7 1 : Policy > Policy Elements > ResultsDJBIZBE L £,

%) Cisco ISE Q. What page are you looking for?

Dashboard

Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling

Network Devices

Posture Client Provisioning

Policy Elements

ISERRD > — : R



AT Y 7 2 : Authorization > Authorization ProfilesDEICBELET. FA7O7 7 A ILZEKT
ZICE, +tAddE VY O LET,

= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Authentication >

Standard Authorization Profiles

Authorization w

For Policy Export go to Administration > Systermn > Backup & Restore = Policy Export Page
Authorization Profiles

Downloadable ACLs

AA7O7 74 0EM

ATY 7 3: 87077 4)LWA_ EA_ AUTHORIZATIONZ#ERL £9., BHOFEME.
Access Type=ACCESS_ACCEPTTH 3 XEN HVET, [Submit)| 20V Y ILET,

Mew Authorization Profile

Authorization Profile

Name LWA_EA_AUTHORIZATION

Description

* Access Type
ACCESS_ACCEPT ~

Network Device Profile &k Cisco W@

Service Template O
Track Movement 0O ®
Agentless Posture O®

Passive Identity Tracking (O ()

WALZO7 7 AL DR

AT Y 7 4 : Policy > Policy Elements > Results > Authorization > Authorization Profiles D JIE(Z %
BeaL, RATAT77AIIANRRENET,



Dictionaries Conditions Results

Standard Authorization Profiles

Authentication >
For Policy Export go to Administi - System > Backup & Restore > Policy Export Page

Authorization v
Authorization Profiles

Downloadable ACLs

O Name Profile ‘

D )-admin-priv &t Cisco
Profiling >

D deskuser-priv &= Cisco
Posture >

O AuthZ-Guest &k Cisco
Client Provisioning >

D AuthZ_Guest-Redirect &t Cisco

O I &k Cisco

O Access a2 Cisco

dJ Cisco_IP_Phones &% Cisco (7)

O ( oral_Onbe &5 Cisco

D isco_WebAuth &k Cisco ()

O I LWA_EA_AUTHORIZATION &k Cisco ()

U707 74U AN

E

Ka

#2alJL— )L ( Authentication Rule ) ®

AT Y 7 1 : Policy > Policy SetsDJEICEEL £9,

Cisco ISE

Q) What page are you looking for?

Dashboard Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling
ults

Posture Client Provisioning

Policy Elements

itions

| Results

ISEARUZ— KU —tY b



ATV 2. +ieB5ZERL, RUZ—tY NLWA_EA POLICYDEBIZAHNLET,

Conditions®llZz 2 1)y O LE T,

= Cisco ISE Palicy - Policy Sets
Palicy Sets
D Status Policy Set Name Description Conditions
A

Ti—]

FoaE)L— )L ( Authentication Rule ) MFXE

ATYT3F14923F1) T, Network AccessZiZIR LU £, Attribute T, UsernameZi&R L

x9,

Allowed Protocols | Server Sequence

Select from list

Hits

Actions

View

Conditions Studio

Library Editor

MNetwork Access-UserName

Select attribute for condition

5G Q o e
Catalyst_Switch_Local_Web_Auth Dictionary
entication

Network Access v X

Switch_Local_Web_Authentication

=] Network Access
Switch_Web_Authentication

Q Netwaork Access
Wired_802.1X : Matwork Access

Wired_MAB Network Access

;3 Netwark Access
Wireless_802.1X

Netwark Access

EFNBERY ND—OT VA

| &

=
m
@

Attribute

Attribute

Device |IP Address
ISE Host Name
NetworkDeviceMame
Protocol

UserName

Y] UserName

Info

)

P

ATY 7 4 :EqualsZREL. TFARNKRY T AlZguest ( Administration > Identity Management

> |dentities > UsersTERENEI—HE ) EANDLET, [Save] 2TV Y I L TEEEZREL

x5



Network Access-UserName

(0 |m[o]ale|a|mlr|=le|n|c|s]o|t]s) 1 Eaals

guest

5G

Catalyst_Switch_Local_Web_Auth
antication

Switch_Local_Web_Authentication
Switch_Web_Authentication
Wired_B02.1X

Wired_MAB

Wireless_802.1X
Wireless_Access

Wireless_MAB

1—H & Guest

(€3]

AT Y7 5: Policy > Policy SetsDJEICBELE T, ERL RIS —EY KDAllowed
Protocols/Server Sequence?l T, Default Network AccessZi&IRL £,

= Cisco ISE Palicy - Paolicy Sets
Policy Sets
Status  Policy Set Name Description Conditions
)
-t
[ LWA_EA_POLICY 1 Network Access-UsarName EQUALS guest
0 MNew Policy Set 1

RIZ— v b

FIE6:[Save] #V VY VL TEEEXRELET,

FF®)L—JL ( Authorization Rule ) ®E&E

FEAIL =L, 95472 NMCBERAENDFFA (

NTTY,

oy

Reset Reset Policyset Hitcounts Save

Allowed Protocols | Server Sequence I Hits  Actions View

Select from list 9 {O} >

Allowed Protocols o _@} >

Default Network Access

Z7A774) ) ORBRERETRI-HDE



AT Y7 1: Policy > Policy SetsDJEICBE L £F, ERLERVS—tEY NORETAO2 %D
Dy OLET,

LWi_EA_POLICY 1 Network Access-UserName EQUALS guest Default Network Access 4_(1_}

R —tY NRED

AT Y7 2: EUPolicy SetR—> T, RIZRT &S ICAuthorization Policy’Z BBIL £ 7
Profiles¥| TDenyAccess Z HIBR L. LWA_EA_AUTHORIZATIONZEML £F., [Savel 2TV
JULTEEEZREFELET,

» Authentication Policy (1)
» Authorization Policy - Local Exceptions

» Autharization Policy - Global Exceptions

~ Authorization Policy (1)

Status Rule Name Conditions iecurity Groups Hits  Actions
o} I
Default Belect f Select from list ] {é}

BIRYS—

TANIZA T NEER

ATY71: A1 —XRFERFEFHT. Wi-FiRY NDO—21C8BE L. SSIDLWA EAZRD
(7T, ConnectZiZIRLET,



& Wi-Fi &

Other people might be able to see info you
send over this network

[:] Connect automatically

- OcSach

)

wh Ofc8de

)

TANOZAT 2 MNER

ATVT2: 720904 RIUNFRFEN, OV A IR=IFRFRENET, VFSALI K
URLBURLARY JZARICH Y, XY NIT—=TICT IV EATBICBRI-—HYRENADT—REZADT
PHENHYET, RICSubmitZBRLE T,

Authentication Proxy Login Page X -+ v B o .

- ) G ~ Jhttps/1 92.0.2.1/login.htmi?redirect=http:/fdetectportal firefox.com/redirect @ Sign in ﬁ

Welcome to the Cisco Web-Authentication network
Cisco is pleased to provide web-authentication
infrastructure for your network. Please login,

User Name guest

Password |aeennen

VA ALY KNURLZFEAL QT A2 R=D

TLTFOP AN ELTNRE, BBREARB L ECEZRIR—IARRENET,



+

Authentication Proxy Success Page X
T 192.0.2.1/login.htm

@‘th Secure &= O

Q

= O x

@ signin 3

Authentication Successful !

You can now use all regular services over this network

DOMNE

Authentication Successful Login/R

S F  RTRENTZURLBEWLCIC K > TRMEENEEDTT, ZhiZlF. WLCRZEIP(VIP) &,
Windows###t T A NURLO VA A L U N HF

AT Y 7 3 : Operations > RADIUS > Live LogsD JEIZBE L £9,

FVL,\

A AL, TORAL LV

= Cisco
Live Logs Live Sessions

Misconfigured Network Devices

Miscenfigured Supplicants

Time Status Detalls  Repeat.. Identity  Endpoint ID
[ ] a
a a
-] Q
Last Updated: Fri Sep 18 2026 11:00:54 GMT+0100 (Hora de verio da Eurapa Ocidental)

RADIUS 547 OY

ARG
Tk, BRE

show wlan summary

<#root>
9800WL C#show wlan summary

Number of WLANs: 1

Operations - RAL

FEEICHEELTVRLESHLHEZ

BENET,

ALENIE I TZA T TN

AR — 2B TEXRT,

RADIUS Drops Client Stopped Respending Repeat Counter
m .
o w t 3 hour
IP Address

Autharization Pollcy Authorization Profiles

Authentication Pollcy

Endpaint Profile

Records Shown: 3

BELET,



ID Profile Name SSID Status 2.4GHz/5GHz Security

1 LWA_EA LWA_EA UP [open], [ Wb Auth]

9800WLC#

show Wl an nane LWA_EA

WLAN Profile Name : LWA_EA

Identifier : 1

Description :

Network Name (SSID) : LWA_EA

Status : Enabled

Broadcast SSID : Enabled

Advertise-Apname : Disabled

Universal AP Admin : Disabled

...

Accounting list name :

802.1x authentication 1list name : Disabled
802.1x authorization 1list name : Disabled
Security

Web Based Aut hentication : Enabl ed

OWE Transition Mode : Disabled
Conditional Web Redirect : Disabled
Splash-Page Web Redirect : Disabled
Webauth On-mac-filter Failure : Disabled

Webaut h Aut henti cation List Nane : LWA_AUTHENTI CATI ON

Webaut h Aut hori zation List Nane : Disabl ed

Webaut h Paraneter Map : gl oba

...
Security-2.4GHz/5GHz

802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed



OSEN : Disabled

PMF Support : Disabled
...

Band Select : Disabled
Load Balancing : Disabled
...

NIA—=BIY TEREDRTR

9800WLC#show running-config | section parameter-map type webauth global

parameter-map type webauth global
type webauth

virtual-ip ipv4 192.0.2.1
trustpoint TP-self-signed-123456

AAABR D KT

<ffroot>

9800WL C#show aaa method-lists authentication

authen queue=AAA_ML_AUTHEN_LOGIN

name=LWA_AUTHENTI CATI ON val i d=TRUE i d=BD000005 : st at e=ALI VE : SERVER_CROUP RADI USGROUP

authen queue=AAA_ML_AUTHEN_ENABLE
authen queue=AAA_ML_AUTHEN_PPP
authen queue=AAA_ML_AUTHEN_SGBP
¢...)

9800WL C#show aaa method-lists authorization

author queue=AAA_ML_AUTHOR_SHELL
author queue=AAA_ML_AUTHOR_NET

name=LWA_AUTHORI ZATI ON val i d=TRUE i d=90000006 : st at e=ALI VE : SERVER GROUP RADI USGROUP

author queue=AAA_ML_AUTHOR_CONN
author queue=AAA_ML_AUTHOR_IPMOBILE
author queue=AAA_ML_AUTHOR_RM

C...)

9800WL C#show aaa servers



RADIUS: id 2, priority 1, host 192.0.2.30, auth-port 1812, acct-port 1813, hostnane RADI US

State: current UP, duration 8421s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 8421s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (0) : current UP

...

NZTNZa1—F42T
— 075 P

WebBEDEEE RS TILY 1—F A>T T HECETBROLSBHA RABYET,

« I—YAREETE RV,

- AEFAE D RE,

« URAL U NURLI#EELEE A,

s TARI—HRETARMWLANIZERTEXRE A,

« I-—YHFIPTRLAZEIGETE R,

« WebFBREEOT A U R=IADIRAL I MHFERBLET,

« BAECHRBLER, TARI—HRBEAVE—FKYBNITIEATEREA,

ROHA R, NZTLN2A—FTATOFIEOFREHHAL TLET,

* WebFBF QO —MNBHBEOS TN 21 —F12T
c "STN2A—F 4 TETSZTOMORR

RENETSv T, BRT 9T 47V —R - B&UVPHEIAB STy P2 TF ¥

ZBEHFEFNYITEZBMILT, BETIVT A1 TRARNL—ADFYTFY¥ERITTEET, C
NICEKY, BELERGERFEITZIXNTOTOEA (ZOBEEEFEIZ4T7> MMACT RL A
JICKHULTTFNYITLARILORNL—ANRBHEENETT, FHENLFEFNYITZEWLTSICEK, H
14 R T&HEFHEF/NY TH LVRadioActive L —R, OFIEZEFEALET,

Embedded Packet Capture(EPC)&£RETE £, EPCIE. Catalyst 9800 WLCZIAZET /N
TYKR, DEYLWARDODHCP, DNS, HTTPGET/N\T Y RZRRTED/NTY RF V¥ 7 F v
BETT, chsDOF ¥ 7Fvik, Wireshark ICRD AT SA B HDEHICTIIVAR—RNTEE


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11

T ChEFTSHFEOHFMBEFIRICOVTR, "MHHRAKNTY hEvTFv, 22RL TE
=L

I L 1 84T 0 6l

Zhix. RADIUSH—/NOS A KRSSIDICE#HLTVWDEEIZ, BENFT/FRIEO0EANDEZE 7T —XDOZBBIIC K
WL ERTICKTBRA_tracesh 5OHEHD T,

802.117 VI —< 3> /FR5E :

[client-orch-sm] [17062]: ( 3£ ) : MAC: 08be.ac3f7V> I —>3a>zZfELEL ., BSSID
cc70.edcf.552f, WLAN LWA_EA, AOY M1 AP 2ce3.8eb4, CW9172I-LAB

[client-orch-sm] [17062]: (debug): MAC: 08be.ac3f Dot1 1BSEMR ITEREZZELEL Ik, LEBFBHBRENE
L #=. SSID:LWA_EA, RU>—7"O07 7 4 )L : POLICY_PROFILE, AP®& : CW9172I-LAB, AP MAC7 RL A
: 2ce3.8eb4BSSID MAC0000.0000.0000wlan ID:1TRSSI:-49, SNR:46

[client-orch-state] [17062]: ( 5* ) :MAC:08be.ac3f7 5 4 7> NIRAEEH : S_CO_INIT ->
S_CO_ASSOCIATING

[dot11-validate] [17062]: (info): MAC: 08be.ac3f Dot11 ie validate ext/supp rates. 7 R—RhEhTWVWB L —
Nradio_type 2D#REEICEHR L EL 12

[dot11-validate] [17062]: (info): MAC: 08be.ac3f WiFi direct: Dot11 validate P2P IE.P2P IEA"ZEELEH A
[dot11] [17062]: ( 7*/\¥ ¥ ) : MAC: 08be.ac3f dot11 A" BB (T IS ZEEL £, resp_status_codeZ i
BAULE7L—IX2V7BEMTRE: 0

[dot11][17062]: ( 7*/\¥ ¥ ) : MAC: 08be.ac3f Dot11##E1E#Kkbyte1 1, byte2: 11

[dot11-frame] [17062]: ( &%k ) : MAC: 08be.ac3f WiFi direct: skip build Assoc Resp with P2P IE: Wifi
direct policy disabled

[dot11][17062]: ( 1E¥R ) : MAC: 08be.ac3f dot1 1 A" BER (T ISEZIEZEL £9 . resp_status_code:0,
DOT11 STATUS'DOT1 1_STATUS_SUCCESSTRE 13007V I —>3a v isBZEELTVET

[dot11] [17062]: : MAC: 08be.ac3f Association success.AID 1, X > %/=False, WGB = False.
11r = False, 11w = Falseu—uilil— > ¥'=False

[dot11][17062]: ( 1&%#R ) : MAC: 08be.ac3f DOT114R&EE# : S_DOT11_INIT -> S_DOT11_ASSOCIATED
[client-orch-sm] [17062]: (debug): MAC: 08be.ac3f Station Dot11 association is successful.

PEEZ7OER .

[client-orch-state] [17062]: ( 3% ) : MAC: 08be.ac3fV 54 7 NREEER -
S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [17062]: ( 1&%R ) : MAC: 08be.ac3f IPFZIRAEE® : S_IPLEARN_INIT ->
S_IPLEARN_IN_PROGRESS

[client-auth] [17062]: (1&%R ) : MAC: 08be.ac3fV A T > REREEA > 2 —T7 T 4 ANIREER -
S_AUTHIF_L2 WEBAUTH DONE ->S_AUTHIF_L2_WEBAUTH_DONE

[client-iplearn] [17062]: : MAC: 08be.ac3fV 54 7> MPEZNF KL EL =, % : DHCP
IP:10.14.32.109

[client-iplearn] [17062]: ( 1&§%% ) : MAC: 08be.ac3f IPFHIRAEE® : S_IPLEARN_IN_PROGRESS ->
S_IPLEARN_COMPLETE

[client-orch-sm] [17062]: (debug): MAC: 08be.ac3fX%{Sip learn response. method:
IPLEARN_METHOD_DHCP

L A v 35%%

[client-orch-sm] [17062]: ( F/N¥Y 7 ) : MAC: 08be.ac3fA'L3FFAZ N U H—LEL o AT—2XA=0x0,
FZh
[client-orch-state] [17062]: ( J% ) : MAC: 08be.ac3fV T4 7 > NRREEEE :


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17
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S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

[client-auth] [17062]: ( 3% ) : MAC: 08be.ac3f LIFRREN BIAE NE L =. LWA

[client-auth] [17062]: ( #E%R ) : MAC: 08be.ac3fU 54 7> REREEA > B —T7 T 4 ADIREEER -
S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

[webauth-httpd] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]LOGINREED & & I
rcvdZEE8 9%

[webauth-httpd] [17062]: ( 18¥R ) : capwap_90000004[08be.ac3f][ 10.14.32.109]HTTP GETER
[webauth-httpd] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]Parse GET, src
[10.14.32.109] dst [10.107.221.82] url [http://firefox detect portal/]

[webauth-httpd] [17062]: ( 1%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]FzHEV T :
parse_request return 8

[webauth-io] [17062]: ( 6%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOIR &E
READING ->Z& A &

[webauth-io] [17062]: ( 8%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOIRREWRITING
->FrAhEL)

[webauth-io] [17062]: ( 1E%&k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOIRRENEW -
>ER A ERY)

[webauth-io] [17062]: ( 1E%R ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/2184 X & &
BY), Xvte—J%FERET

[webauth-httpd] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]LOGINIREE T HPOST
rcvd

LA VIRRELICHKILEL e V5472 MERUNRREICBITLRT,

[auth-mgr] [17062]: ( &% ) : [08be.ac3f:capwap_90000004]7 Z 4 7 > M 08be.ac3fUser-Name guest%
ZFELELE

[auth-mgr] [17062]: ( 1%k ) : [08be.ac3f:capwap_90000004] attr auth-domain(954)(_%¢ 3 % auth mgr attr
add/changeBHMZZELEL 1=

[auth-mgr] [17062]: ( 1&%R ) : [08be.ac3f:capwap_90000004] Method webauth changing state from
'Running'#* 5'Authc Success'

[auth-mgr] [17062]: ( 1% ) : [08be.ac3f:capwap_90000004]1> 7 F A N MIREEN'Running' A 5'Authc
Success'lICEEEhEL -

[auth-mgr] [17062]: ( 1%k ) : [08be.ac3f:capwap_90000004] attr add/changel@ &1 AFattrX Y v RIZHL T
ZEETNEL Z(757)

[auth-mgr] [17062]: ( 1&#R ) : [08be.ac3f:capwap_90000004]34 1 X2 NAUTHZ_SUCCESS (11)
[auth-mgr] [17062]: ( 1%k ) : [08be.ac3f:capwap_90000004] 1> 7 F A h MIREEAH"Authc Success'H S
'Authz Success'lCEEEnEL 1=

[webauth-acl] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]SVMZH TIPv4aO T 7 b
ACLZBALTVWET, &Hl : IP-Adm-V4-LOGOUT-ACL, 7’Z A4 #AUF 1 : 51, IIF-ID:0

[webauth-sess] [17062]: ( 183k ) : capwap_90000004[08be.ac3f][ 10.14.32. 1091 T B /NFX—Z I v
7. oJ0-=N)

[webauth-state] [17062]: ( 1% ) : capwap_90000004[08be.ac3f][ 10.14.32. 109 TS /N XA -2 VY
7. oa0-=-N)L

[webauth-state] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]State
AUTHC_SUCCESS -> AUTHZ

[webauth-page] [17062]: ( #&%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]WebauthfZ IR — D%
&

[webauth-io] [17062]: ( 163k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOIR KE
AUTHENTICATING ->& & A&k

[webauth-io] [17062]: ( 1§%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 10 state
WRITING ->#& 7



http://detectportal.firefox.com/canonical.html

[webauth-httpd] [17062]: ( 1E%k ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 10 ctx % Hl k&
L. YTy RZBAUET, id [99000029]

[client-auth] [17062]: ( 3% ) : MAC: 08be.ac3f L3 Authentication Successful. ACL:[]

[client-auth] [17062]: ( #&%R ) : MAC: 08be.ac3fV 5 A 7> REREEA > B —T7 T 4 ADIREEER -
S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE

[webauth-httpd] [17062]: ( &%k ) : capwap_90000004[08be.ac3f][ 10.48.39.243]56538/219 Remove 10
ctx and close socket, id [D7000028]

[errmsg] [17062]: ( #6%k ) : %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: R0/0: wncd:
MACH 08be.ac3fM 7 /N1 AMssid (LWA_EA)ICS ML TWD 11— —F I > ~1J(guest)

[aaa-attr-inf] [17062]: (18%k ) : (EAE 4 : bsn-vlan-interface-name 0 " VLAN0039" ]

[aaa-attr-inf] [17062]: (18%Rk ) : (EABEM : X4 AT K0 1800 (0x708) ]

[aaa-attr-inf] [17062]: (1&5%R ) : pEAEM : url-redirect-acl 0 "IP-Adm-V4-LOGOUT-ACL" ]
[ewlc-qos-client] [17062]: ( &% ) : MAC: 08be.ac3fV 54 7> NQoSEITRE/\> RZ
[rog-proxy-capwap] [17062]: ( F/N\v T ) : IZ—T ROT A4 T NRUNREEE A : 08be.ac3f
[client-orch-state] [17062]: ( 5% ) : MAC: 08be.ac3fV T4 7> NRREEEE :
S_CO_L3_AUTH_IN_PROGRESS ->S_CO_RUN

BYIE 5 2
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