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<tfroot>
[*09/14/2023 04:12:09.7740]

CAPWAP State: Init

[*09/14/2023 04:12:09.7770]
[*09/14/2023 04:12:09.7770]

CAPWAP St ate: Discovery

[*09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[*09/14/2023 04:12:09.7800]
Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[¥09/14/2023 04:12:09.7800]

Got WLC address 172.16.5.11 from DHCP.

[*09/14/2023 04:12:09.7820]
Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[¥09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOMN(0)



[*09/14/2023 04:12:09.7850]
[*09/14/2023 04:12:09.7850]

CAPWAP State: Discovery

[*09/14/2023 04:12:09.7850]
Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8030]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169

ZOAPR, AZT A Y VICEREE N EWLC(172.16.0.20) £ DHCPA 7S 3 243(172.16.5.11) TRENIZWLCOTEAA S T 4 X h S
VREEZELLEMIC, JO—RFYARNFIRAANIXY E—JEZELLEEDHIC, ALY TZY NRAOBIO
WLC(172.165.169) A 5 & T 1 AANV EEZEZZEFELEL I,

CAPWAPMDIREE : DTLSOEY N7 Y 7,

CITlk. APEWLCENODTLSEY ¥ a v A RiftEhE T,

<tfroot>

[*09/27/2023 21:50:41.0000]

CAPWAP St ate: DTLS Setup



[*09/27/2023 21:50:41.7140] sudi99_request_check_and_load: Use HARSA SUDI certificat

CAPWAPIREE : SN

DTLStEY a3 #RIUL LR, WLCADEGERN X172y a RATEFENET, COERNIWLCH SOMAIRET
ERBICISEENDFEEBIELET

<#root>
[*09/27/2023 21:50:41.9880]

CAPWAP State: Join

[*09/27/2023 21:50:41.9910]

Sendi ng Join request to 172.16.5.11

through port 5270
[*09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5.11

[*09/27/2023 21:50:41.9950]
AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[*09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

CAPWAPIREE : f X—TF—&

APGRBEDA X—TJBEWLCHOA X—DERBLET, COBE, APOTITATIN—FT 423 eENVITYTN—F14>3>
DEBEEWLCE R EBRD A X—T2FDIcd, upgradesh AU M EHUFHL T, WLCICBEYIRAX—JE2ERL, BED
KTIOTATN—FT 1423 ICAIVO—RIBDKSICAPICETRLET,

<{froot>
[*09/27/2023 21:50:42.0430]

CAPWAP State: |mage Data

[%09/27/2023 21:50:42.0430]

AP i nage version 8.10.185.0 backup 8.10.105.0, Controller 17.9.3.50

[%09/27/2023 21:50:42.0430]

Ver si on does not match.



[*09/27/2023 21:50:42.0680]

upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part

[*09/27/2023 21:50:42.1240]

upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest: request aplg7, local /tmp/part.tar
[*09/27/2023 21:50:42.1310]

I mage Data Request sent to 172.16.5.11

, fileName [aplg7], slaveStatus 0O
[*09/27/2023 21:50:42.1340]

I mage Data Response from 172.16.5.11

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T e Y s T s T s Y s Iy Y s By I |

21:
21:

21

21:
21:

21

21:
21:

21

21:

50:
50:
:50:
51:
51:
:51:
51:
51:
:51:
51:

42.
42.
55.
11.
19.
24,
37.
50.
59.
59.

1340] AC accepted join request with result code: 0

................................... > 76738560 bytes, 57055 msgs, 930 last

9160] Last block stored, IsPre 0, WriteTaskId O

9160]

I mage transfer conpleted fromWC

, last 1

AX—VEENFTTITDE, APRAA—CBERIAETOELAZHAL TRIELET. TOE, upgradesh AV U NI&2T, %
DAA=SHBREDKTITATN=F 1423 IZAVARN=)IEh, T—RNIFERATBIN-F12aUNAIvTEhET, B
#IZ. APRZhBGZUO—RL, 7OCAZETH SBVIEL £ (CAPWAP State: Discover).

<#root>

[*09/27/2023 21:52:01.1280]

I mage signing verify success.

[*09/27/2023 21:52:01.1440]
[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Shadow is now in-synced with master
[*09/27/2023 21:52:01.1440]
[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Verifying against bundle image btldr.img...
[*09/27/2023 21:52:01.1570]

upgr ade. sh



part to upgrade is partl

[*09/27/2023 21:52:01.1780]
upgr ade. sh

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[¥09/27/2023 21:52:01.1960]

upgr ade. sh

: Extracting and verifying image in partl...
[¥09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[*09/27/2023 21:52:01.5280]

upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[*09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[¥09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[¥09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...
[*09/27/2023 21:52:32.5970]

upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[¥09/27/2023 21:52:32.6090]

upgr ade. sh



: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]

upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]

upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[*09/27/2023 21:52:34.3070]
upgr ade. sh

: AP backup version after reload: 8.10.185.0
[*09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[*09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |Inmage Upgrade
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APA"1) O0— R L TCAPWAP Discover & TJointREEICER D &, ImageDatalREEDEIC, BB A X—I BB hizle2RH
LET,

<#root>
[*09/27/2023 21:56:13.7640]

CAPWAP State: |nmage Data


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

[%09/27/2023 21:56:13.7650]

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[%09/27/2023 21:56:13.7650]

Version is the sanme, do not need update

[*09/27/2023 21:56:13.7650] status '

upgrade.sh: Script called with args: [ NO UPGRADE]

[*09/27/2023 21:56:13.7850] do NO_UPGRADE, partl is active part

CAPWAPIREE : BRTE

AP, WLCERIUN—2a>Thad e a2BER LR, REOREZWLCICBAILE T, —RIZ, chilk, APYREZEETS
EBICERTDCEEZERLET (FRENWLCTHEATELZIZE ) -

<#root>
[*09/27/2023 21:56:14.8680]

CAPWAP St ate: Configure

*09/27/2023 21:56:15.8890] Telnet is not supported by AP, should not encode this payload
*09/27/2023 21:56:15.8890] Radio [1] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0650] Radio [0] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0750] DOT11_CFG[1]: Starting radio 1

*09/27/2023 21:56:16.1150] DOT11_DRV[1]: Start Radiol

*09/27/2023 21:56:16.1160] DOT11_DRV[1l]: set_channel Channel set to 36/20
*09/27/2023 21:56:16.4380] Started Radio 1

*09/27/2023 21:56:16.4880] DOT11_CFG[0]: Starting radio O

*09/27/2023 21:56:17.5220] DOT11_DRV[0]: Start RadioO

*09/27/2023 21:56:16.5650] DOT11_DRV[0O]: set_channel Channel set to 1/20

*09/27/2023 21:56:16.5650] Started Radio O

*09/27/2023 21:56:16.5890] sensord psage_base init: RHB Sage base ptr al030000

L B e T e Y s Y s Y s N sy I N s Y s Y s B sy |

CAPWAPIREE : Run

COFRT, APRONO—FICEFEICMALTVET, COREDE., WLCKEK, APILX > TERENEREE LEEZETIAN
ZALERNUH—-LET, WLCICIKAPICEE T2 BHRABA 2L, APDERE IV TV Y VOREN 7Y 1&h, APK T
73N bRV —BTICENV)HTESNDENDHYET,

<ffroot>
[*09/27/2023 21:56:17.4870]

CAPWAP State: Run



[%09/27/2023 21:56:17.4870]

AP has joined controller

uwu-9800
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

DOT11_DRV[ O] :

[*09/27/2023

DOT11_DRV[ 1]:

[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

21:56:17.4940]
21:56:17.5440]
21:56:17.6010]
21:56:17.6230]
21:56:17.6420]

set _channel

21:56:17.8120]

set _channel

21:
21:
21:
21:
21:

56
56
56
56
56

chpasswd: password

[*09/27/2023 21:56:

chpasswd: password

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T ey TN s T sy T s T s N s T s Y s T s N sy Y s Y s By I |

Set

21:

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:
21:
21:

56:
:56:
56:
56:
:56:
56:
56:
:56:
56:
56:
:56:
56:
56:
56:
56:

:17.
:18.
:18.
:18.
:18.

for

18.

for

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

9350]
0160]
1220]
1310]
1340]

user

1350]

user

15201]
1610]
1640]
1720]
2120]
2230]
2410]
2440]
2510]
2530]
2530]
2530]
2530]
2530]
2560]

radio O power 4 antenna

[%09/27/2023 21:56:18.2530]

Set

radio 1 power 4 antenna

[%09/27/2023 21:56:18.2530]
[%09/27/2023 21:56:18.2720]

Channel

Channel

DOT11_DRV[0]: set_channel Channel set to 1/20

sensord split_glue psage_base: RHB Sage base ptr al030000
sensord split_glue sage_addr: RHB Sage base ptr al030000
ptr al030000

set to 1/20

set to 36/20

Previous AP mode is 0, change to 0

Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes

changed

changed

systemd[1]: Starting Cisco rsyslog client watcher...
Same LSC mode, no action needed
CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
systemd[1]: Stopping rsyslog client...

systemd[1]: Starting Cisco syslog service...
systemd[1]: Started Cisco syslog service.
systemd[1]: Started rsyslog client.

AP 1is 1in good condition, BLE is off
SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
systemd[1]: Starting dhcpv6 client watcher...
systemd[1]: Stopping DHCPv6 client...

systemd[1]: Starting DHCPv6 client...

systemd[1]: Started DHCPv6 client.

systemd[1]: Started dhcpv6 client watcher.

mask 15

mask 15

Got WSA Server config TLVs

AP tag change to default-policy-tag

[*09/27/2023 21:56:18.2780] Chip flash OK
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CAPWAP-Contral 258 5246 CAPMAP-Control - Discovery Request
CAPWAP-Comtral 147 5267 CAPMAP-Control - Discovery Response
DTLSV1.2 76 5346 ent Hello
DTLSV1.2 98 5267 Hello Verify Request
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WLCT. Monitoring > Wireless> AP Statistics > Join Statistics DJEICIBIRT B &, FEDAPH St & hizLast Reboot Reason&
WLCIC &k 2 TEEEE hfzLast Disconnect Reason 2R TE £ T,



1000000 0D

WLCO AP ARETIEHRAR—2

FEOAPEI UYL T, APMARIBEROFMERIRTEER T, Tk, APFRRBRICMALTWLCOBREZHITL AR
E, KYHEEBEREBRETEET,

Join Statistics

General

Access Point Statistics Summary Discovery Phase Statistics

Is the AP currently connected to NOT JOINED Discovery requests received
controller

Successful discovery responses
Time at which the AP joined this 09/27/2022 09:45:49 sent
controller last time

Unsuccessful discovery request
Type of error that occurred last Join processing

Time at which the last join error 09/27/2022 09:46:01 Reason for last unsuccessful
occurred discovery attempt

Time at last successful 09/27/2022
Last AP Disconnect Details discovery attempt 09:52:27

q : Time at last unsuccessful NA
Reason for last AP connection failure DTLS close alert from discovery attempt
peer

Last Reboot Reason (Reported by AP) Mo reboot reason

Last AP message decryption failure details

Reason for last message decryption NA
failure

— BRI 7R APHD A 5T 1B 2

FMCOVWTR, ALY 1Y RUDRHERIZ 7 2SRBLTLKEETV, CIT, EETNEBNMRENIREZFEETNIZSMER
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Join Statistics

Statistics

Control DTLS Statistics

DTLS Session request received
Established DTLS session
Unsuccessful DTLS session

Reason for last unsuccessful DTLS
session

Time at last successful DTLS session

Time at last unsuccessful DTLS
session

Join phase statistics

Join requests received
Successful join responses sent
Unsuccessful join request processing

Reason for last unsuccessful join
attemnpt

Time at last successful join attempt

Time at last unsuccessful join attempt

aNUR

DTLS Handshake

Success

09/27/2022 09:45:44

NA

DTLS close alert from
peer

08/27/2022 09:45:49

NA

Configuration phase statistics

Confi ation requests received

Successful configuration
responses sent

Unsuccessful configuration
request processing

Reason for last unsuccessful
configuration attempt

Time at last successful
configuration atternpt

Time at last unsuccessful
configuration attempt

Data DTLS Statistics

DTLS Session request received
Established DTLS session
Unsucc ITLS ion

Reason for last unsuccessful
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session
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«  show ap summary ( WLCTE{T)

e debug capwapL T —

e CAPWAPNTY RDFNY Y

Wave 28 & U Catalyst 11ax APA' 5

09/21/2022
01:39:07

NA

DTLS Handshake
Success

NA




¢ debug capwap client events

«  debug capwap client error

e debugdtisclientTZ—

* debugdtisclientf X2 b

o CAPWAPOZATURNF=TTSATOFNYT

o capwapBEBOT AN

+  CAPWAPAPEraseAll ( $XTHE)

Wave 1 APH S

e debug capwap console cli

e debug capwap client no-reload

« showdtsstats (BLIN> R)

e clear cawap ap dl-config
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