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2'0—/Y)LRADIUSIE £ :

|

radius-server attribute 6 on-for-Tlogin-auth
radius-server attribute 6 support-multiple

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 31 send nas-port-detail mac-only
radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

|

ip radius source-interface <RADIUS-SOURCE-INTERFACE>
!

Radiust—/\J I —7":

I
radius server client-radius-server0l

address ipv4 <ISE01-PSN-IP> auth-port 1812 acct-port 1813

timeout 10

retransmit 1

automate-tester username dummy ignore-acct-port probe-on key 6 <RADIUS-SECRET>
I
!



aaa group server radius client-radius-group
server name client-radius-server0l

ip radius source-interface <RADIUS-SOURCE-INTERFACE>
!

AAASRTE :

|

aaa new-model

aaa session-id common

|

aaa authentication dotlx default group client-radius-group

aaa authorization network default group client-radius-group

aaa accounting Identity default start-stop group client-radius-group
aaa accounting update newinfo periodic 2880

|

aaa server radius dynamic-author

client <ISEO1-PSN-IP> server-key 6 <RADIUS-SECRET>
!

IBNS2.09 AN Y 7B LY —ERATTL—hN:

service-template DEFAULT_CRITICAL_VOICE_TEMPLATE

voice vlan

service-template DEFAULT_CRITICAL_DATA_TEMPLATE
service-template CRITICAL_AUTH_VLAN

vlan <CRITICAL-AUTH-VLAN>

|

class-map type control subscriber match-all AAA_SVR_DOWN_AUTHD_HOST
match authorization-status authorized

match result-type aaa-timeout

!

class-map type control subscriber match-all AAA_SVR_DOWN_UNAUTHD_HOST
match authorization-status unauthorized

match result-type aaa-timeout

!

class-map type control subscriber match-all DOT1X

match method dotlx

!

class-map type control subscriber match-all DOT1X_FAILED
match method dotlx

match result-type method dotlx authoritative

!

class-map type control subscriber match-all DOT1X_MEDIUM_PRIO
match authorizing-method-priority gt 20

!

class-map type control subscriber match-all DOT1X_NO_RESP
match method dotlx

match result-type method dotlx agent-not-found

!

class-map type control subscriber match-all DOT1X_TIMEOUT
match method dotlx



match result-type method dotlx method-timeout

!

class-map type control subscriber match-any IN_CRITICAL_AUTH
match activated-service-template CRITICAL_AUTH_VLAN

match activated-service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
!

class-map type control subscriber match-all MAB

match method mab

!

class-map type control subscriber match-all MAB_FAILED

match method mab

match result-type method mab authoritative

!

class-map type control subscriber match-none NOT_IN_CRITICAL_AUTH
match activated-service-template CRITICAL_AUTH_VLAN

match activated-service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
|

IBNS 2.0 —EARUZ—:

|
policy-map type control subscriber WiredDotlxClosedAuth_1X_MAB
event inactivity-timeout match-all
10 class always do-until-failure
10 clear-session
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx retries 2 retry-time O priority 10
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 20
event aaa-available match-all
10 class IN_CRITICAL_AUTH do-until-failure
10 clear-session
20 class NOT_IN_CRITICAL_AUTH do-until-failure
10 resume reauthentication
event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
20 class AAA_SVR_DOWN_UNAUTHD_HOST do-until-failure
10 activate service-template CRITICAL_AUTH_VLAN
20 activate service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
30 authorize
40 pause reauthentication
30 class AAA_SVR_DOWN_AUTHD_HOST do-until-failure
10 pause reauthentication
20 authorize
40 class DOT1X_NO_RESP do-until-failure
10 terminate dotlx
20 authenticate using mab priority 20
50 class MAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
60 class DOT1X_TIMEOUT do-until-failure
10 authenticate using mab priority 20
70 class always do-until-failure



10 terminate d

otlx

20 terminate mab

30 authenticat

jon-restart 60

AVBE—TIAATVTL—h:

template AP_FLEX_TRUNK

dotlx pae authe
dotlx timeout s
dotlx max-req 3
switchport trun
switchport trun
switchport mode
mab
access-session
access-session
access-session
authentication
authentication
service-policy

nticator
upp-timeout 7

k native vlan <TRUNK-NATIVE-VLAN>
k allowed vlan <TRUNK-ALLOWED-VLANS>
trunk

host-mode multi-host peer

closed

port-control auto

periodic

timer reauthenticate server

type control subscriber WiredDotlxClosedAuth_1X_MAB

template DEFAULT-ACCESS-PORT

dotlx pae authe
dotlx timeout s
dotlx max-req 3

nticator
upp-timeout 7

switchport mode access

mab

access-session
access-session
access-session
authentication
authentication
service-policy

host-mode multi-domain

closed

port-control auto

periodic

timer reauthenticate server

type control subscriber WiredDotlxClosedAuth_1X_MAB

1V8—7 T4 RHE -

interface TenGigabitEthernetl/0/1

switchport access vlan <DEFAULT-ACCESS-VLAN>
switchport mode access

dotlx timeout tx-period 7

dotlx max-reauth-req 3

source template DEFAULT-ACCESS-PORT
spanning-tree portfast

spanning-tree bpduguard enable



JO-NIRE :

dotlx system-auth-control

|

access-session interface-template sticky timer 60
|
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> Administration > Network Resources > Network Devices > Add

=y Identity Services Engine Administration / Network Resources
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> Policy > Policy Elements > Results > Authentication > Allowed Protocols
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| Policy

2 Administration

" Work Centers
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AP N> R

show ap authentication status
show crypto
show crypto pki trustpool

AAYF INXR

show access-session

show aaa servers

show access-session interface <INTERFACE> details
show template interface binding target <INTERFACE>
show derived-config interface <INTERFACE>

Sample output:

!

C9350-02-R11#show access-session interface tel/0/1
Interface MAC Address Method Domain Status Fg Session ID
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