AAAAccSrvUnreachable & & O
AAAAuthSrvUnreachable NS Y 7O KNS TS
A—FT4>7

nE

BE

hSYvTRUH—

aaamgr7 Ot A7 7O0—F TELHE L EEE
*—TTZ47F770—F
NSTNA—FT4JARRIFPZ7O—F
RADIUSEE E D E A

show task resources facility aaaamagr all

show radius counters { {all | —/\—

show session subsystem facility {aaamgr | sessmar} {all |[1 > AX > A
ping

traceroute

radius test instance x auth {radius group

radius test instance x accounting {radius group

show radius info [radius group

monitor subscriber

NTYNXYTF¥

BIE
BEETAAAHYR—BNAII"FT A4 F1ARHYZ I

Remote Authentication Dial-In User Service(RADIUS)SNMPAAAAccSrvUnreachable
AAAAuthuthSrvUnreachable 2

RESULTRADIUS//
LABIP

RADIUS2//

aaamgr

aamgraaamgrradiusradiusaaamgrsessmgraaamgrshow task resourcesaaamgriradiusaaamgr

show radius countersAccess-Request Current Consecutive Failures in a mgrshow radius
accounting (or authentication) servers detailRADIUSActiveNot Responding1 SNMP RADIUS



[ sour ce] PDSN> show radi us accounting servers detail
Friday Novenmber 28 23:23:34 UTC 2008

+o-m - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

'l

|| +---State: (A) - Active (N) - Not Responding

| 11 (D) - Down (W - Waiting Accounting-On
| 11 (1) - Initializing (w) - Waiting Accounting-Of
| 11 (a) - Active Pending (U - Unknown

[1]

||| +--Admn (E) - Enabl ed (D) - Disabled

||| Status:

[T

|]1]]+-Adm n

|11]] status (O - Overridden (.) - Not Overridden

|1lI] Overridden:

[T

vvvvv | P PORT GROUP

PNE. 198.51.100.1 1813 defaul t

Event History:

2008- Nov- 28+23: 18: 36 Active
2008- Nov- 28+23: 18: 57 Not Respondi ng
2008- Nov- 28+23: 19: 12 Active
2008- Nov- 28+23: 19: 30 Not Respondi ng
2008- Nov- 28+23: 19: 36 Active
2008- Nov- 28+23: 20: 57 Not Respondi ng
2008- Nov- 28+23: 21: 12 Active
2008- Nov- 28+23: 22: 31 Not Respondi ng
2008- Nov- 28+23: 22: 36 Active
2008- Nov- 28+23: 23: 30 Not Respondi ng

COAIEFVEY RERFICRESNLE (TT7FIR=4) CELIEBER. REAREKE
RVET, (WY O[IRRATZ V0B FERTEHICERAEN, COFBREINTTII 21—
TAVIDTAIUT AT XY TFYLET (TAIYTAVIFEEEATVAEVESRR
AT 7 AINTY ),

radius [accounting] detect-dead-server consecutive-failures 4
R, COH—NEE, BESAEHBE (2)0 "F0> EX—U&ENFET,
radius [accounting] deadtime 10

SNMPRS Y Z7EOTERNUH—ENET, LEZE, RAETHIVTFATDBESREFADK
S ET,

Fri Jan 30 06:17:19 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 172.28.221.178

Fri Jan 30 06:22:19 2009 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
172.28.221.178

Fri Nov 28 21:59:12 2008 Internal trap notification 42 (AAAAccSvrUnreachabl e) server 6 ip
address 172.28.221.178



Fri Nov 28 22:28:29 2008 Internal trap notification 43 (AAAAccSvrReachabl e) server 6 ip address
172.28.221. 178

2008- Nov- 28+21:59: 12. 899 [radi us-acct 24006 warning] [8/0/518 <aaangr: 231> aaangr_config.c: 1060]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 unreachabl e

2008- Nov- 28+22: 28: 29. 280 [radi us-acct 24007 info] [8/0/518 <aaangr: 231> aaangr_config.c: 1068]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 reachabl e

RSy 7, BIEFEBRY—NERLET, NZ—2VICFBELTLKEEY, L&A, 55—
NELEBBOY—NTLEEIXNTOH—NTRELTVDD, FENDVAOHEER AL, BE
CRELTVED, ThEELHBEILCRELTVSD D,

FE, CORSYTHRIA—ZhBLHCBEBOR1D Daamgr kBT B ELHFBOT,
CORSYTEBIRERTNEHIG, MEOREEFEAVIETT, CRREERCLBE
FRRERCHTVAREABYET, CRBFIRL—ZFUBL, ThEERTZLHOT S
O—FAZORETHETATVET,

show snmp trap statisticsld, ZWKZ Y FHHIBRENRTHASRVEEAZBLTE, 7K TV
TRICNVA—EhEERZEHRELET, XOBIK, EEFERTHIOTATOBEEZRL
TVWERT,

[ source] PDSN> show snnp trap statistics | grep -i aaa
Wednesday Septenber 10 08:38: 19 UTC 2014

Trap Name #Gen #Di sc Disable Last Cenerated
AAAAccSvr Unr eachabl e 833 0 0 2014:09:10:08:36:54
AAAAccSvr Reachabl e 839 0 0 2014:09:10:08:37:00

FROFTHREE N TV Daaamgrig#231TY, Chid., ZATLAEEHN— R(SMC)LICHBASR
5000 LD EEaaamgrt¢d, —cDHITHANTVE DIk, % DaaamgrE /= Idaaamgrs TF|E
AREMOBEARELEBE, OV THRESND A AR ABE SN EBaaamgr{ VARV AT
HY), BMENfNRELEBEDAVAZATRBEVEVWSZETT, Chlk, Z2LDAVARY

ATEHEAEMEOBENIf BRELTVRBEER., OF VIHFBBICET IR S, EBA ARy

AT—RBUICREETNATVE T, COBHRENSHEA > LEBEE. BehExd, ZTIN1—

TATOEIIAVTER, BENFrREL TVWDaamgrz¥BI T2 HEICOVWTEHFUSHBALE

T, —ZWON—232DStarOS 17H K PVIS+HEAE T, EHICEEN H DT Daamgr( >
A2V AES (SNMP RS v 7 THE ) A 45EDID(Cisco CDETS CSCum84773) O A4 (i &
NBESC, COBENMNEEENTVETCORKNIBEESIET,

B aaamgrid & Ksessmgr{ AR AE S+ 13D T, ASR5500TRTF—X2uEH— R
(DPC)#'385, 1= @DPC 24 1153IC75 V) £7,

B&(C, EEaaamgrid, AXRL—K/EBEOJT A OMEBE, RADIUSH—/NB&AN SEBE
DHNMEROEEOMEEZELLET,

#tlT T, Tshow radius accounting ( & /= l&authentication ) servers detaily N> Rik, RV
ZIATICHISTDREZEED R A LAR 7% "Down,y IZRLFF(EE : Not Responding
defined earlyld X4 AT I N ZHB TS E—NDaaamgrc T4, DownldiEZ &I+ 05 EHKR
ALT I RNZEEBL TDownZz N H—F B E—NaaamgrT )



aSDE. 172.28.221.178 1813 defaul t

Event History:

2008- Nov- 28+21: 59: 12 Down

2008- Nov- 28+22: 28: 29 Active

2008- Nov- 28+22: 28: 57 Not Respondi ng
2008- Nov- 28+22: 32: 12 Down

2008- Nov- 28+23: 01: 57 Active

2008- Nov- 28+23: 02: 12 Not Respondi ng
2008- Nov- 28+23: 05: 12 Down

2008- Nov- 28+23: 19: 29 Active

2008- Nov- 28+23: 19: 57 Not Respondi ng
2008- Nov- 28+23: 22: 12 Down

REENTVWARY—NNM1D2EFDHERRF. N—IF T ENKLBA, ChiE, O-ILEY KT
V7 EEBICAISICREETY,

EEITANERIE., detect-dead-server configfTIZ Mresponse-timeouty EWSBIND/NT X —X %5
ETEDETT, BELEBE, Y-\, ERTIBEZFERBRALTINOZFGEOEAED
BEENTVREERICOKXN—IHA T ENET, response-timeoutld, FEDH—/NIDEEFE
NEIRTOERICKHL TNOISENSEThIEBEEELET. (ORI —F, BEE¥
FEITHEMENICUEY RENBDZEICFEFRELTLKEEZY), CORERK, T—NFEEFRY K~
D—OERIE2ICAVLESEICREL, BANICREFLEFETULBEICRELETT,

COFEABIE. RZT1YITON—ANCE > TERBLERENNVA—EIhETH, TORR
ELTH—NHBIBIZADFTRRSIIN—DTFTREVSTFUFTRHYELEA, TLB, ¥
—NiE, BEFZETNBVRECOEHBAABBLERIOAN -V T Eh, EBOY—NOD
HEFREERLEXT,

radiusAT—KYVOZEEZFIHT D HERK., §XTDaaamgr7ORAZFAN, KEL -HBR
TOREBZRNIH—TFB2FEZRODTDELKTFLET, COBERE. HIPEEOEEDNOT
ALEICEREND S, BEERHIZDEHOBENATILIVXATREVAEENHY)
T, LAL, HOITXTOANEEICEHEL TVWIEIZENATVDaaamgrz B2 2 DR 4EFICE
L\T“H-O

*—7FS47F77O—F

RADIUSH— /NN R EFEM ZRETRDES1D0FER. I —F—TT7S5A4TTFARNXY E—
TEEATRZIETT, ChICE, SATRT T4V 02ERTZIRDYIC, BORADIUSX Y

T RBATEETHENBENETT, COAZEDES1ODDORRIEF. BICTI9T17TH3
CETT, AAMAMAMGR7 7’O—F CELE L EEENREL EFAEE. RADIUSKS 7 1Y U AE

FEnBOVRKRETIHZ-0, TORETICEBNFETRINESHZHANZFEN EVWEH, &
THRBENDERHNMEZEENET, T, H—N\HIY—0FI0chde, ChsoFx—7
To2A7REEENEGT, Y—NE2TEBIRYELKI—VTYITTEET, COF7O—FDORX
RiE, TARNXY =D (CEBaaamgr/ VAR AZFERATR -, BENIMRELTVS 8

NFHBDEBENaaamgr€{ VARV AICEETIRHEN XETD LTI,

COF7O0-FICHEETREEETEBEREZRICRLET,

radi us (accounting) detect-dead-server keepalive
radi us (accounting) keepalive interval 30



radi us (accounting) keepalive retries 3

radi us (accounting) keepalive tinmeout 3

radi us (accounting) keepalive consecutive-response 1

radi us (accounting) keepalive usernanme Test-Username

radi us keepalive encrypted password 2ec59b3188f 07d9b49f 5ead4cc44d9586
radi us (accounting) keepalive calling-station-id 000000000000000
radi us keepalive valid-response access-accept

1< > R Tradius (accounting) detect-dead-server keepalive, &, aamgr7 7’ O0—F TiEFHL =FE
ENFRETIRDYIC, F—TTFTSAT7T77O—F2AICLET, LREOHITE., AT AR
1 —H & Test-Username& /N A — RTest-UsernameZ 30 Z L ICTARNX Y E—D &IEFEL.
ISENFBVHEEEIVIEICBHEITL,. RRSEOBHATET > ERICY—N\NFETILET, &
AOIE=ZZTWMBdE, BUNYOTYTE#Y—ULFET,

LFREDRE DA ER/ISEDH ZRICRLET,

<<<<QUTBOUND 17:50: 12: 657 Eventi d: 23901(6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1812 (142) PDU
di ct =starent -vsal
Code: 1 (Access-Request)
1d: 16
Lengt h: 142
Aut henticator: 51 6D B2 7D 6A C6 9A 96 OC AB 44 19 66 2C 12 0A
User - Nanme = Test - User nane
User-Password = B7 23 1F D1 86 46 4D 7F 8F EO 2A EF 17 Al F3 BF
Calling-Station-1d = 000000000000000
Servi ce-Type = Franed
Franmed- Prot ocol = PPP
NAS- | P- Address = 192. 168. 50. 151
Acct - Sessi on-1d = 00000000
NAS- Port - Type = HRPD
3GPP2- M P- HA- Addr ess = 255. 255. 255. 255
3GPP2-Correl ation-1d 00000000
NAS- Port = 4294967295
Called-Station-1D = 00

I NBOUND>>>>> 17:50:12: 676 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168.50. 151: 32783 (34) PDU
di ct =starent-vsal
Code: 2 (Access-Accept)
Id: 16
Length: 34
Aut henticator: 21 99 F4 4C F8 5D F8 28 99 C6 B8 D9 F9 9F 42 70
User - Password = test password

BEUSNMPRZ Y 7’2 FEAL T, aaamgr7 7O—FDE#FHL EEEEFEIC,
unreachable/downd & U'reachable/up radiusDIREZERL £,

Fri Feb 27 17:54:55 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 1 ip
address 192. 168. 50. 200

Fri Feb 27 17:57:04 2009 Internal trap notification 40 (AAAAut hSvrReachabl e) server 1 ip address
192. 168. 50. 200

Fshow radius counters ally (Clk, BREB LT HITATOF—TTS5ATERZEBHT
2EOOEIAVNBYET, BIAEHIVREROESY T,



Server-specific Keepalive Auth Counters

w

Keepal i ve Access- Request Sent:

Keepal i ve Access- Request Retried:

Keepal i ve Access- Request Ti meouts:

Keepal i ve Access- Accept Recei ved:

Keepal i ve Access- Rej ect Received:

Keepal i ve Access- Response Bad Aut henticator Received:
Keepal i ve Access- Response Ml f orned Recei ved

Keepal i ve Access- Response Mal forned Attribute Received
Keepal i ve Access- Response Unknown Type Recei ved:
Keepal i ve Access- Response Dropped:

OOOOOOB-&(JJ(JJ

NSNS a—-F420A > RIFP70—-F

AAA Unreachable NS Y 7O RN UA—ICDOVWTHEBLEDT, XORATY 7IF, HEEHEIL
ﬁﬁﬁ%?@éi&b%f‘blhﬁﬁﬁ?ééﬁfig RZTIN2aA—FT4F0 AN RZEBETZHC
ETY, BEFRERIFIIEREICLEZAETCT, XY MND—2, H—/\, £FEIFASRTOEETRE
SATIC DOVWTEEHBLELA. EEAR. E'}z?ﬁ‘E'?‘JJLLﬂ:.é*lf‘?b‘é:ob‘(i*)b‘Uﬁ?’b‘o U
—NEEREZELELED, BERICKBELELED . BERASRICE2 AL, ELEEN N1
FAFINA (70—) TREFXLEF ROVYIENEL, COEIZIADVTR, ChsNEBICE
ABDBFEICODVWTHBLET,

RADIUSERE D E &

54IC. RADIUSOEREICBE T2 EAMSABHI Y ETT, RADIUSOREDNF LA EIFHERIKSE
HOTIL—TICBLTHY ., IXTODAVTHFANMNIFEROKISICERETEDT7AINTIL—
THHNVET, ZLDBE. BEICETF7ANRNIN—"TO120IN—TEFFIFrEEnhEd,

[l ocal ] CSE2# config

[l ocal ] CSE2(confi g)# context aaa_ctx

[aaa_ct x] ASR5000( confi g-ctx)# aaa group default
[ aaa_ct x] ASR5000( confi g- aaa- gr oup) #

BEDBFINEZaaad L—THERAEThTVRIHRE, EEARE, ROKRSBIXHFYTRAIZAN
J7O77ANEKERT7VT—2320RA REBAPN) TREENTVET,

subscri ber name <subscri ber nane>
aaa group <group nane>

EVATARRAC, YT RAIVZANCEYEH TSN TVWRHEENaaadIl—T=#FITv oL
. RlZaaagroup defaultZF T Y VLT, BEDTI—TTERE N TVWEVENDRE ZHER
LET,

EFERETEBZaaa I L—TREDIRNTORET —7IIICEVETSNEINTOEEZSE fn’ﬁ'%ﬁ
MBEAR RZRICRLUET, ChiZLY, FIFIINNMEZBUCINTOREZFBH THIEL

S TEHBEICHEETE, KEDE EE*EE?ZDWLFEJL_L\EEE’S’;L\&OL&.L'D%Ab‘5‘)i
T ROANY RIF, IXTOAVTFANTLR—RENFET,

show aaa group al
show aaa group nane <group name>



RUEEZRER., radius7 VA —NETHIUTA2TH—NBETT, UTHA-HITY

o

radi us server 209.165.201.1 key testtesttesttest port 1645 priority 1 nax-rate
radi us server 209.165.201.2 key testtesttesttest port 1645 priority 2 nax-rate
radi us accounting server 209.165.201.1 key testtesttesttest port 1646 priority
radi us accounting server 209.165.201.2 key testtesttesttest port 1646 priority

N~ 01Ol

MBI DY —NIEFENBDEROHZHR T Dmax-rateag(EBEL TS LEEV

T, NASOIP7 RLAEEETIHENHYET. NASOIPF RL Ak, RADIUSERDA(E
DAV E—TIAALDIPFRLATHY, BEFEZELEFT, EBSIhTLVEWVWEES, B
FEEENIT, YTRAISANKL—AREETEZZLTEHESA BRI T —AEELBEVAREMEN D
V)E T (RADIUSERNFEFE T, BHARREALZL ),

radius attribute nas-ip-address address 10.211.41.129

RAEETHITATOMAENBLUY—NTREBEEND &N ZVWiE®H, RADIUSH—/NDER
MNTTAVIETHITAVINT T4V O ZKRTREHICEBRDR—NESHFEAEH
BEIFEELTLKIEEW, ASRSKEITIE, UDPEERTAR—RESHFIEEETNTHEST, > v¥—
K2 TaamgrR—ATERENE T (FHHEEER )

BE., TREZHERIDLEDIC. BEROTIOERLAY—NETHI T4 T —NNEEBEENE
T, DU ROEVEERBEEMFHENLIEFZRETEET,

radius [accounting] algorithm {first-server | round-robin}

first-serverZ7 7’2 a2 #EETHE, TXNTOERNIBERVEBESOELETH—NICEEE L
£F9, BRETOXBHARELEERES., FERESSICEVBESICO&K, Y—/\HFN—0F8 T &Eh
 RODBEENHITENEY—NICHEYET, HFHEATEIESEETY,

RADIUS (TADUTAVITRIERGT VER) BERNEFBEhDE, BENYVETT. ZALT
TVREBERN (W) CRENZEENBHI O LEE

radius [accounting] timeout 3
ERFEEENLEABRETICHEFENET,
radius [accounting] max-retries 5

2FV, BXREF, BITEhTOWBHEORADIUSH—/NTHEE NDE T, max-retries + 1ENDE
HEEETEET, COBAT, XORADIUSH—NICEAL>—T > AZBIZETLET. &Y

— N\ ISZ 7% L Tmax-retries + 1BIERITE N EEE,. TOBRSRETICMICKAROEBRAN BEVWER

ELT, A=-I)ILREEEENET,

BEIC, INTOY—NIZRALT IR RELTEEAETHIT AV IHFRRLIZBETE
A—YAT O EATEDRERGARTIN, BRAOEATRERATEZVAREAN B KT,

radius allow [accounting] authentication-down

£, BEENETNTOY—/NHOBEOERORERBEZHBRTEIBRET 1-L1rHY)
. ChSRF7 AN TEDCES TOET,



radius [accounting] max-transmissions 256

EEARF, ChHIREENATVWEBEERE=1TT. EAVFUVS-—N\HNEFETRIHETE. BED
BITROZANEY RTYZICRUTIBRILAETENBVEY, ATEhdelEH)ELA,

show task resources facility aaaamgr all

Faaamgr7 Ot Ak, BET Dsessmgr7OFR (I—I)L£E0nBEEY ) EXRTICEY, T
Bee, LET, £, ExBPacket Services Card(PSC)F 7= & Data Processing Card(DPC)(C it
BENERITHN, AUA AR AIDZFEALET., £, COEHDBITE. ASR5000AD> AT
LEEBN— RSMC)TRITENTWA 4R %%aaamgr4 > AR > A231 ( £12IFASR 5500 N EE
ABEID—R) &, MABERZLREBLELBAN, radiustest AN RICEAEThET (&R
)o CLIAY A,

COAZRY NTlE, PSC 13IC%H Baaamgr 1074, PSC 1ICH B RT Dsessmgr 107OFNXTD
RADIUSALIE Z 3B L £ T, aamgr 107 DENEAREM DB, sessmgr 1070 —)LICEEL &
ER

t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status
1/0 sessnor 107 1.6% 100% 119. 6M 155.0M 26 500 83 6600 | good
13/ 1 aaangr 107 0.3% 94% 30.8M 77.0M 18 500 -- -- - good
8/ 0 aaanyr 231 0.1% 30% 11.6M 25.0M 19 500 -- -- - good

RO Tk, aaamgr 921CB8 I3 REN, Y23 BICEL T Dsessmgrs&E LBL 123HB A (I
BEICRSNDLSIC, RT7 Dsessmgric FEZRIFLTWVWAZEICEBLTLKEEZV,

t ask cputinme menory files sessi ons

cpu facility inst used allc used alloc used allc wused allc S status

12/ 0 sessngr 92 1.2% 100% 451.5M 1220M 43 500 643 21120 | good
16/ 0 aaangr 92 0.0% 95% 119.0M 315.0M 20 500 -- -- - good
12/ 0 sessngr 95 6.9% 100% 477.3M 1220M 41 500 2626 21120 | good
12/ 0 sessngr 105 7. 7% 100% 600. 5M 1220M 45 500 2626 21120 | good
12/ 0 sessngr 126 3.4% 100% 483.0M 1220M 44 500 2625 21120 | good
12/ 0 sessngr 131 8.1% 100% 491. 7M 1220M 45 500 2627 21120 | good

show radius counters { {all | server <server IP>} [instance <aamgr #>] |t £}

K<HSNTVWHIANY> ROBIE, show radius counters; OEETT

COIAX Y RiE, RADIUSOREED RS TIN> 2 —FT A VT ICRIADZBBON I 2 EH/RELE
9, Ishowradiuscountersally N> Ri&k, HBWEXBRET—/IR—ATEHRTBIRICIEEIC
BEETY, cCOONVRZBRIBDEETETBNIEZODERZEBBID_ENEETT, h
FEESATRBEVCENHYET, ONVREOVTFANIBUTETENS 2, aaad )l
— 7N EREEIATVRITHFANERBAUIDTHFARNTEITITISEN HYET,

BEREE . TZE2ENTVEVHRBTE, AV REXHDREOBERL, SEREZESIEHT
EIREETT, EEEFERZHTICE,. REBYAET770-F&., NI 1—F1420 050
BEARELTVWABEICADI2ZUEY NUTERTZZETT,

RO HE DT, "Access-Request Sent" = 1, "Access-Request Retried" = 3ICEEL TS & LV,
LA 2T, BEORADIUSH—NICHTZIFHLVERIIELEFAT Y REh, IXTOBRT
FEBICAHATRENET, CODBE, B3+ 1=40T IV EAERNFEEEhET, hIU &



FAccess-Request Timeoutss = 1ZEZRLTLKEE W, 1DD XA AT IRNE, IXTOBREIT
FERBUEBEILOKZFEELET, cOBE, SEOBRITTREN BVWESE., 1EBOXA LT
TRNIBYET (4TRBYEEA ), child, BIITDH., IXTOBRTHFIARTSDET, &
EEhEIXNTOF—NTRELET, LEN 2T, =N EICBRICEFEND DV XIC
AELTLKSEEZWL, CoflZEXRICRLET,

radius max-retries 3
radi us server 192.168.50.200 encrypted key 01abd002c82b4a2c port 1812 priority 1
radi us server 192.168.50. 250 encrypted key 01abd002c82b4a2c port 1812 priority 2

[destinati on] CSE2# show radi us counters all

Server-specific Authentication Counters
Aut henti cation server address 192.168.50.200, port 1812:

Access- Request Sent:

Access- Request with DMJU Attributes Sent:

Access- Request Pendi ng:

Access- Request Retried:

Access- Request with DMJU Attributes Retried:

Access- Chal | enge Recei ved:

Access- Accept Recei ved:

Access- Rej ect Recei ved:

Access- Rej ect Received with DMJU Attri butes:

Access- Request Ti neouts:

Access- Request Current Consecutive Failures in a ngr:

Access- Request Response Bad Aut henticator Received:

Access- Request Response Mal formed Recei ved:

Access- Request Response Mal fornmed Attribute Received:

Access- Request Response Unknown Type Recei ved:

Access- Request Response Dropped:

Access- Request Response Last Round Trip Tine:

Access- Request Response Average Round Trip Tine:
Current Access-Request Queued: O ... Authentication server address 192.168.50.250, port 1812:
Access- Request Sent: 1 Access-Request with DMJ Attributes Sent: 0O Access-Request Pending: O
Access- Request Retried: 3 Access-Request with DMJ Attributes Retried: 0 Access-Chall enge
Recei ved: 0 Access-Accept Received: 0 Access-Reject Received: 0 Access-Reject Received with DVJ
Attributes: 0 Access-Request Tinmeouts: 1 Access-Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0 Access-Request Response Ml forned
Recei ved: 0 Access-Request Response Mal formed Attribute Received: 0 Access-Request Response
Unknown Type Received: 0 Access-Request Response Dropped: 0 Access-Request Response Last Round
Trip Tinme: 0.0 ns Access- Request Response Average Round Trip Tine: 0.0 ns
Current Access-Request Queued: 0

OO0 0000 O0OPFRPPFPFOOOODOWOOoLPR

.0 ns
.0 ns

BALTINIERBELTAI I RENBVZEIDEFELTLKEETV, ZAALAT IR RELE
BE. ZEL =Access-Accept& Z1E L fzAccess-Reject® ¥ ld. Access-Request SentlZ & =
nEtA,

CNSDAVVEADHHIE, T2ICEMTEBEVIESE M BYET, LEAF, ENAIL
IPMIP)Z’ORJLDBEE, RIAICKKTHEH. MIPERHERRP)FEFENT, ENSILE
MIPRRPZZHEFEL TVWAEVLE®H, FIL VMIPERERRRQ)ZHABLAEITDAIEEN HY) FT,
#FLUUOMIP RROARITENDIC, PDSNIFFIL VWERAEERZEEFELET. COERE, Th
BEN—ENBRTETOIENTEES, chlE,. NTYNMRKNL—RAOXEICHBIdT 1—)L
RTHERTEET, chiFk, —E0BRTIEIC—ETT, TOFKER, Sent, Retried. BKRT
Timeoutd AV RE, ZTELED-ILOBKICHLTFERZREDHICLEZAEEN B ET,
CNSDORDBEERTEZRPRICHAZEHICEMICTESZ AT ashysdy), ABI -2
NFA(EEUER—AI—2 I MHA) Y —EATREFEETE EH A, "authentication mn-aaa
<6i&IRf ld = 5 5> optimize-retries"




TOHOBABAHAIZ

FAccess-Request Response Dropped. : BBl ERADKEFEZF>TVWAEICI-ILOEY AT
YTHNKRBMITDERELET,

M Access-Request Response Last Round Trip Times : T2 RARA 2 NEDEBEZRLET, I
EL, BEORESZMEPFSHTREHYEEA,

" Access-Request Current Consecutive Failures in a mgra (&, AAA UnreachableNZ Y 770 K1)
H—ICBET2R DOV I THALEABRICEELTVWERT, ERTEIXM LTI NOEN
BEZVWTT—LZRLET,

"Current Access/Accounting-Request Queued) I, BEFEATVWEVEREF I —-ICEL> TV
PERERLET (THITA2TJR, RIAFTHEVE, F1—0BEZR/BRICFTFALE
9)

AAA Unreachable M SHiEE N3 HRE MBS FTVFR., FOERBARAALATIORPREROY S
FRELTVWBOIC, TVERBALARAFEBERICHBLTWEVWZ ETT,

HEREMNYR—RNE—RIZTIVLATERFEE., aaamgr/{ VARV ALRIILTESICHAEZT
W, ¥ENaaamgrsHF &0 "BV, ATV NOBENORRTHIANESHZHMTEERT, &
EZE, BEDPSC/DPCICEEE NTWDaaamgrsX®, BIENH 2 E —NDaaamgr® T X LK
aaamgrsZRLET - NEX—2ZRULET, IXNTHTRLEREFEAEDaaamgrsIZBEEN HB5E
 BERERAD Y= OAEBICHBDD, FEEO Y- LTARETHDI L ERTAREENS
<BYET, TOHE., " BOBAILAFIVIZTOIXEN HYET,

THIT4 2 TRAOBEDNaaamgriCcBEITHBBZRITEHIBFZRICRLET, (CORBER.
BENaamgr{ Y AZ 2V A(MAR—KMASORNZ 714y 9%270Y 9L TVWEASRSKE
RADIUSH—NEDOT77ATI3—)ILOFEETHBDENHBALEL L), IBEAOEICZEE
NEREEODTHI4ETITN., 10AHUAEOZRALAT IR RELTVET (BEGREENE
BA ),

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounti ng-
Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti neout s"
Wednesday Cctober 01 18:12:24 UTC 2014

Accounti ng- Request Sent: 14306189
Account i ng- Response Recei ved: 14299843
Account i ng- Request Ti nmeout s: 6342

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounting
server address| Accounti ng- Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meouts"
Wednesday Cctober 22 20:26:35 UTC 2014

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15105872
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti nmeout s: 158989

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep Accounting
Wednesday Cctober 22 20:33:09 UTC 2014

Per - Cont ext RADI US Accounting Counters

Accounti ng Response

Server-specific Accounting Counters

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15106321
Accounting-Start Sent: 7950140
Accounti ng- Stop Sent: 7156129
Accounting-Interim Sent: 52
Accounti ng-On Sent: 0
Accounting- O f Sent: 0
Account i ng- Request Pendi ng: 3

Accounti ng- Request Retri ed: 283713



Accounting-Start Retried: 279341

Accounting-Stop Retri ed: 4372
Accounting-InterimRetried: 0
Accounting-On Retried: 0
Accounting-Of Retried: 0
Accounti ng- Response Recei ved: 14299891
Account i ng- Request Ti meout s: 159000
Accounti ng- Request Current Consecutive Failures in a nmgr: 11
Accounti ng- Response Bad Response Received: 0
Account i ng- Response Mal f orned Recei ved: 0
Accounti ng- Response Unknown Type Recei ved: 0
Account i ng- Response Dropped: 21
Accounti ng- Response Last Round Trip Time: 52.5 ns
Account i ng- Response Average Round Trip Tine: 49.0 s
Accounting Total Gl (Acct-Qutput-Cctets): 4870358614798
Accounting Total & (Acct-Input-Cctets): 714140547011
Current Accounting- Request Queued: 17821

REIC, EOATEFEMLTVDL, EOH—NICHLT, EQRETEMLTVS L ZH
L XTI,

show session subsystem facility {aaamgr | sessmgr} {all | instance <instance #>}

COOXVRASBSNDIXNTORDBEIERRND LG, COREOHEATTAH. W<

D2H0HERZMENABYEST, ONZ T a1—FT1oJLEEAKIC, RBLEEDhaH AL
EVaaamgr/ VAR AOHNZLBR TR E, BMETDEORSHABEVNBSHICKYNET
o ChE, EROMBH. KBRDER, VIAOF v EIBEICRRENETT, BEOREDIS
JRIENEEGRZREIZIUEEDHIBEEZHRTZICEK., Ty asH T ATALE

DUTFLTLKEEV (1DDA VARV ARG VIVTTET, IXNTUVUTITRIHENHYVET ),
THOOTAVTICKBITBDE—DaaamgricBIL TRIRNDEUBEZSIEHRERTIHE, BXR
Bsessmr4{ AR A36%KRE, BALUBEZEDBO / —RASOEINERRENET, — A,

AVABRVAITIASOHEAE, BEFRNDaaamgrdPfle L TRENATVET,

[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36
Wednesday Septenber 10 08:51: 18 UTC 2014

AAAMgr: I nstance 36

39947440 Total aaa requests 17985 Current aaa requests
24614090 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15171628 Total aaa acct requests 17985 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20689536 Total aaa auth success 1322489 Total aaa auth failure

86719 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15237 Total aaa auth DMJ chal | enged
17985/ 70600 aaa request (used/ max)
14 Total diameter auth responses dropped
6960270 Total Diameter auth requests 0 Current Diameter auth requests
23995 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9306676 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
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Total pseudo auth requests 0 Current pseudo auth requests

Total null-username auth requests (rejected)

Total aggregation responses dropped

Total aaa acct conpl eted 79763 Total aaa acct purged <== |f
this may not have yet started incrementing

Total acct keepalive success 0 Total acct keepalive timeout

Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed
InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?7

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Trigger

Recovery Stop Acct Session Suppressed

Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried

Total dianmeter acct requests dropped

Total diameter acct responses dropped

Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17985 Current radius acct requests
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried

Total radius acct responses dropped

Total radius sec acct requests 0 Current radius sec acct requests
Total radius sec acct cancelled

Total radius sec acct purged

Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged

Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 21473 Current aaa acct sessions
Total aaa acct archived 2 Current aaa acct archived
Current recovery archives 4724 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened
Total aaa requests pend socket opened

Current aaa requests pend socket open

Tot al

Current

Tot al

Current

Tot al

Max radi us acct
Current

Tot al

radi us requests pend server
radi us requests pend server
radi us auth req queued server
Max radius auth req queued server
radi us auth req queued server
req queued server
req queued server
req queued server
radi us charg auth req queued server

radi us acct

radi us acct

max- out st andi ng
max- out st andi ng
max-rate
max-rate

max-rate
max-rate
max-rate

max-rate
max-rate

i ssue started
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[ sour ce] PDSN> show sessi on subsystem facility aaangr
Wednesday Sept enber

Max radius charg auth req queued server
radi us charg auth req queued server
req queued server
req queued server
req queued server

Current
Total radius charg acct
Max radius charg acct

Current radius charg acct

Total aaa radius coa requests 0
Total aaa radius coa acks 0
Total aaa radius coa naks 0
Total radius charg auth 0
Total radius charg auth success 0
Total radius charg auth purged 0
Total radius charg acct 0
Total radius charg acct success 0
Total radius charg acct cancell ed

Total gtpp charg 0
Total gtpp charg success 0
Total gtpp charg cancell ed 0
Total gtpp sec charg 0
Total prepaid online requests 0
Total prepaid online success 20392
Total prepaid online retried 102

Current prepaid online purged

10 08:51:28 UTC 2014

max-rate
max-rate
max-rate
max-rate
max-rate

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks
Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged
Current gtpp charg

Total gtpp charg failure

Total gtpp charg purged

Total gtpp sec charg purged
Current prepaid online requests

Current prepaid online failure
Total prepaid online cancelled

i nstance 37

AAAMgr: I nstance 37
39571859 Total aaa requests 0 Current aaa requests
24368622 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes
0 Total aaa aggregation requests
0 Current aaa aggregation requests
0 Total aaa auth keepalive 0 Current aaa auth keepalive
15043217 Total aaa acct requests 0 Current aaa acct requests
0 Total aaa acct keepalive 0 Current aaa acct keepalive
20482618 Total aaa auth success 1309507 Total aaa auth failure
85331 Total aaa auth purged 968 Total aaa auth cancelled
0 Total auth keepalive success 0 Total auth keepalive failure
0 Total auth keepalive purged
0 Total aaa aggregation success requests
0 Total aaa aggregation failure requests
0 Total aaa aggregation purged requests
15167 Total aaa auth DMJ chal | enged
1/ 70600 aaa request (used/ max)
41 Total dianeter auth responses dropped
6883765 Total Diameter auth requests 0 Current Dianmeter auth requests
23761 Total Dianmeter auth requests retried
37 Total Dianmeter auth requests dropped
9216203 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
927 Total radius auth responses dropped
15 Total |ocal auth requests 0 Current |ocal auth requests
8420022 Total pseudo auth requests 0 Current pseudo auth requests
8637 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15043177 Total aaa acct conpleted 0 Total aaa acct purged
0 Total acct keepalive success 0 Total acct keepalive timeout
0 Total acct keepalive purged
0 CLI Test aaa acct purged
0O IP Interface down aaa acct purged
0 No Radius Server found aaa acct purged
0 No Response aaa acct purged
14358245 Total acct sess alloc
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Total acct sess delete
Current acct sessions

Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No Wit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Tri gger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests

Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 0 Current radius acct requests

Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried
Total radius acct responses dropped

Total radius sec acct requests 0 Current radius sec acct requests

Total radius sec acct cancel |l ed
Total radius sec acct purged
Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged

Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 4253 Current aaa acct sessions
Total aaa acct archived 0 Current aaa acct archived
Current recovery archives 4249 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened

Total aaa requests pend socket opened

Current aaa requests pend socket open

Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate

Max radius auth req queued server max-rate

Current radius auth req queued server nmax-rate

Total radius acct req queued server nmax-rate

Max radius acct req queued server max-rate

Current radius acct req queued server nmax-rate

Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate
Total radius charg acct req queued server max-rate
Max radius charg acct req queued server nmax-rate
Current radius charg acct req queued server nmax-rate
Total aaa radius coa requests
Total aaa radius coa acks
Total aaa radius coa naks
Total radius charg auth

Total aaa radi us dm acks
Total aaa radi us dm naks
Current radius charg auth

Total aaa radius dmrequests

Total radius charg auth success

Tot al
Tot al

r adi
r adi

us
us

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

charg auth purged
charg acct

O OO oo OoOo



Total radius charg acct success 0 Total radius charg acct purged
Total radius charg acct cancell ed
Total gtpp charg

Total gtpp charg success

Total gtpp charg cancell ed

Total gtpp sec charg Total gtpp sec charg purged
160020 Total prepaid online requests Current prepaid online requests
139352 Total prepaid online success 20551 Current prepaid online failure

Current gtpp charg
Total gtpp charg failure
Total gtpp charg purged

O OO O oo
O O O oo

[ sour ce] PDSN> show sessi on subsystem facility aaanmgr instance 36
Wednesday Septenber 10 09:12: 13 UTC 2014

AAAMgr: I nstance 36

39949892 Total aaa requests 17980 Current aaa requests
24615615 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15172543 Total aaa acct requests 17980 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20690768 Total aaa auth success 1322655 Total aaa auth failure

86728 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15242 Total aaa auth DMJ chal | enged
17981/ 70600 aaa request (used/ max)
14 Total dianmeter auth responses dropped
6960574 Total Diameter auth requests 0 Current Dianmeter auth requests
23999 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9307349 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
8500835 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15074358 Total aaa acct conpl eted 80159 Total aaa acct purged
Total acct keepalive success 0 Total acct keepalive timeout
Total acct keepalive purged
CLI Test aaa acct purged
I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged
14441768 Total acct sess alloc
14423455 Total acct sess delete
18313 Current acct sessions
Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No Wit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4
Acct OnOFf Cust ong?
Acct OnOF f

O oOoh~MOOo

O OO O0OO0OO0OO0OOoOOo



Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Trigger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed
Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled
Total diameter acct purged
15172543 Total radius acct requests 17980 Current radius acct requests
46 Total radius acct cancelled
80159 Total radius acct purged
11317 Total radius acct requests retried
49 Total radius acct responses dropped

O OO O oo
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0 Total radius sec acct requests 0 Current radius sec acct requests

0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests
16219251 Total aaa acct sessions 21515 Current aaa acct sessions

8496 Total aaa acct archived 0 Current aaa acct archived
21515 Current recovery archives 4785 Current valid recovery records
1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened

0 Current aaa requests pend socket open
133639 Total radius requests pend server max-outstanding
17977 Current radius requests pend server nax-outstanding

F /=, show task resourcesZETL T, IXTOEY I IVETAEELZ LY a o ( FRE
HRATL)YEBFIVITIVLENHYET, RON2BEE. COONVREFEALT, Ch
SOtY>arORFaaamgrsZBERL., TADT A —I)LRAFBDIHESHZHRFELE T, BE
ARADIUSIZLDENTHRDHER. AHAZRODTZIRVELIBYERT,

BNt Y 2 32 Oshow task resourcesD Bl Tldk, sessmgr20ty > 3a>ho > M RIBICEKL
. aamgr R2&ERTICHE 2 TVWET, show session subsystem® i 11k, max-outstandingd & T

aaa auth purged NV ZOEFAKIBIZEML TWA ZEEZRLTVWET, grepiaeid, o v—
IRAERHHBEDBAOBRREIFARTIATTHEALT, F—REREICHWNTEXRT,
OOV REEBHERERFTLT, EOEHAERELTVSDD, FLEEEFELEEFELN EBIBLET,

[ 1 ngress] PGM show sessi on subsystemfacility aaangr al
Tuesday January 10 04:42:29 UTC 2012
4695 Total aaa auth purged
4673 Total radius auth requests 16 Current radius auth requests
4167 Total radius requests pend server max-outstanding
76 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:51:00 UTC 2012
4773 Total radius requests pend server max-outstanding
67 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:56:10 UTC 2012
5124 Total radius requests pend server max-outstanding



81 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 04:57:03 UTC 2012
5869 Total aaa auth purged
5843 Total radius auth requests 12 Current radius auth requests
5170 Total radius requests pend server max-outstanding
71 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 05:10:05 UTC 2012
6849 Total aaa auth purged
6819 Total radius auth requests 6 Current radius auth requests
5981 Total radius requests pend server max-outstanding
68 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 05:44:22 UTC 2012
71 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
61 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

7364 Total radius requests pend server max-outstanding <== i nstance #92
68 Current radius requests pend server max-outstanding

89 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
74 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

[ 1 ngress] PGMradi us test instance 92 auth server 65.175.1.10 port 1645 test test
Tuesday January 10 06:13:38 UTC 2012

Aut hentication from aut hentication server 65.175.1.10, port 1645
Conmuni cation Failure: No response received

ping
traceroute

ICMP pingld, EAMEEGEETARNL T, AMY—NCHETEDAESHERALET, =
YRD—=DIZ&2TEsrceF—D—RZFEAL TpingZEETHIHLENHY), BEEEOLEHICKE
AAAT Y THFARND SpingZRITITBDHENHYET, T—/N\DpingHMLBL EHFSE, I
THFANADZRIVANKY T RLAZEUCHFBEE(CpingZRITL., pinghHFkBL EHBEICE
DARNKYTTRLAADARPI> NUN BB & #ERELET, tracerouteld, L—F 125D
BEICERIBEEXRT,

[ sour ce] CSE2# pi ng 192. 168. 50. 200

PI NG 192. 168. 50. 200 (192. 168. 50. 200) 56(84) bytes of data.
64 bytes from 192. 168.50. 200: icnp_seq=1 ttl =64 time=0.411
64 bytes from 192. 168.50. 200: icnp_seq=2 ttl =64 time=0.350
64 bytes from 192. 168.50. 200: icnp_seq=3 ttl =64 time=0.353
64 bytes from 192. 168.50. 200: icnp_seq=4 ttl =64 time=0.321
64 bytes from 192. 168.50. 200: icnp_seq=5 ttl =64 time=0.354

3333 P

--- 192.168.50. 200 ping statistics ---
5 packets transmitted, 5 received, 0% packet |oss, time 4000ns
rtt mn/avg/ max/ ndev = 0.321/0.357/0.411/0.037 s

radius test instance x auth {radius group <group> | all | server <IP> port <port>}



<username> <password>

radius test instance x accounting {radius group <group name> | all | server <IP> port
<port>}

TOZAINGR=—RNFARNIIVRIZTIOERTRE, BEDOT Z—LNFEEDORADIUSH—/\

ICEETERNEDNETARNTEERT, EXRHNABRADIUSERTAKNTI, BENDaamgr( >

AZVAILBREL, BEDA VAR AHZEBERTIC, F7FINTEBA VAR A%ZFEA
TAIAEAN—3a 20N REFEALET, chHNKBUESEES, BEDAAZAICBEE
B, KYLEBEEERITAREEN BV ET,

COOANVRIEE, BEXNBRAEBERELGTHI T4V TOMBREREFIEERZEEFL, IS
B2EE5ET, REECK, FEOI—HYRENAD—RZFALET., CcOBEE. rejectJTL'T\Kb‘
PET, RADIUSHERGTEB Y ICBIEL TVWA e Z2HIELET, H50VE., BBHoBEILI—Y
BENATD—RZFEAL T, acceptBZZZELET

RIS, BEZE7O0RJLA5soEH6lEZRL, SR Y—>TOAXRY ROFBEIN—2 32 & RT
bi@“o

[ source] CSE2# radi us test authentication server 192.168.50.200 port 1812 test test

Aut hentication from authentication server 192.168.50.200, port 1812
Aut henti cation Success: Access-Accept received
Round-trip time for response was 12.3 ns

<<<<QUTBOUND 14: 53: 49: 202 Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (58) PDU-
di ct =st arent -vsal
Code: 1 (Access-Request)
Id: 5
Length: 58
Aut henticator: 56 97 57 9C 51 EF A4 08 20 E1 14 89 40 DE OB 62
User - Name = test
User - Password = 49 BO 92 4D DC 64 49 BA BO OE 18 36 3F B6 1B 37
NAS- | P- Address = 192. 168. 50. 151
NAS- I dentifier = source
I NBOUND>>>>> 14:53:49: 214 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU
di ct =st arent -vsal
Code: 2 (Access-Accept)
Id: 5
Length: 34
Aut henticator: D7 94 1F 18 CA FE B4 27 17 75 5C 99 9F A8 61 78
User - Password = test password

AT v =2 0PERICTLET,

<<<<QUTBOUND 12: 45: 49: 869 Eventi d: 23901(6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.209. 28. 200: 33156 to 209. 165. 201. 1: 1645 (72) PDU-
di ct =cust oml50
Code: 1 (Access-Request)
1d: 6
Length: 72
Aut henticator: 67 C2 2B 3E 29 5E A5 28 2D FB 85 CA OE 9F A4 17
User - Name = test
User - Password = 8D 95 3B 31 99 E2 6A 24 1F 81 13 00 3C 73 BC 53
NAS- | P- Address = 10. 209. 28. 200
NAS- | dentifier = source
3GPP2- Sessi on- Term Capabi | ity = Both_Dynam c_Aut h_And_Reg_Revocation_in_MP



| NBOUND>>>>> 12: 45: 49: 968 Eventi d: 23900( 6)

RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 1: 1645 to 10. 209. 28. 200: 33156 (50) PDU-
di ct =cust oml50

Code: 3 (Access-Reject)

Id: 6

Lengt h: 50

Aut henticator: 99 2E EC DA ED AD 18 A9 86 D4 93 52 57 4C 2F 84
Repl y- Message = | nvalid username or password

R, ARV ROTAIUTAVIN=23 2 2R TLIEBEOHABZRLET, NAT—R
EARETT,

[ source] CSE2# radi us test accounting server 192.168.50.200 port 1813 test
RADI US Start to accounting server 192.168.50.200, port 1813

Accounting Success: response received

Round-trip time for response was 7.9 ns

RADI US Stop to accounting server 192.168.50.200, port 1813
Accounting Success: response received
Round-trip time for response was 15.4 ns

<<<<QUTBOUND 15: 23: 14: 974 Eventi d: 24901( 6)
RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62) PDU
di ct =starent -vsal
Code: 4 (Accounting- Request)
ld: 8
Length: 62
Aut henticator: DA OF A8 11 7B FE 4B 1A 56 EB 0D 49 8C 17 BD F6
User - Nane = test
NAS- | P- Address = 192. 168. 50. 151
Acct - St at us- Type = Start
Acct - Sessi on-1d = 00000000
NAS- I dentifier = source
Acct-Session-Tine = 0

| NBOUND>>>>> 15: 23: 14: 981 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200:1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 8 Length: 20
Aut henticator: 05 E2 82 29 45 FC BC D6 6C 48 63 AA 14 9D 47 5B <<<<QUTBOUND 15: 23: 14: 983
Eventi d: 24901(6) RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62)
PDU- di ct =starent-vsal Code: 4 (Accounting-Request) Id: 9 Length: 62 Authenticator: 29 DB F1 0B
EC CE 68 DB C7 4D 60 E4 7F A2 DO 3A User-Nane = test NAS-IP-Address = 192.168.50. 151 Acct-

St at us- Type = Stop Acct-Session-1d = 00000000 NAS-Identifier = source Acct-Session-Tine = 0

I NBOUND>>>>> 15: 23: 14: 998 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 9 Length: 20
Aut henticator: D8 3D EF 67 EA 75 EO 31 A5 31 7F E8 7E 69 73 DC

RXOEHE, BEDRADIUST AT A T H—=NANQOEHZEFUEATVDERDOEL
aamgr{ VAR ABICR TR EDNDTT,

[ source] PDSN> radi us test instance 36 accounting all test
Wednesday Septenber 10 10: 06: 29 UTC 2014

RADI US Start to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 51.2 ns

RADI US Stop to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 46.2 ns



RADI US Start to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 89.3 ns

RADI US Stop to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 87.8 ns

RADI US Start to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Stop to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Start to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 81.6 ns

RADI US Stop to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 77.1 ns

RADI US Start to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Stop to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Start to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 79.6 ns

RADI US Stop to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 10113.0 ms

show radius info [radius group <group name>] instance { X |}

COANV RIF, EEENENASIP7 RL AANRADIUSH—NICEHZTHLEHICEATEZIEY N
J—o70tYyHI1ZY MNPU)7O—IDEUDPR—KRZHRELFE T, <hik, HbdDaaagroup
defaultt o> a3 > THREETSNE T, BFEDaamgr4{ Y ARX A#EEODNTY RF Y TFv D
RADIUSNT Y RE—BIBMENHBDEER. R—FESHFARICILEET (NPUTZO—FEM
T, CORETRERHFAPLTVFREAYN, YR—KNRIVZZT7HFHELLKAETED IO TAT1IC
ABLTLKEEV ), e, H—N\NORVREBOEREEHFLET, CORETHEALTVSE
LCEEBEOHITIE., BEDRADIUSH —/V<==> NAS IP/UDPR— KR T7EFHNBFARTENATVDS
ERVNVEKBRLTVET,

[ sour ce] PDSN> show radi us info radius group all instance 114
Wednesday Cctober 01 11:39:15 UTC 2014

Cont ext source:

AAAMGR i nstance 114: cb-list-en: 1 AAA G oup: aaa-roam ngprovider.com

Aut henti cati on servers:



Primary authentication server address 209. 165.201.1, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.2, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers
Primary accounting server address 209.165.201.1, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.2, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: aaa-nai ngroup.com

Primary authentication server address 209. 165.201.3, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.4, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers
Primary accounting server address 209.165.201.3, port 1646
state Down
priority 1
requests outstanding 3
max requests outstanding 3
consecutive failures 7
dead time expires in 146 seconds
Secondary accounting server address 209.165.201.4, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: default



socket nunber: 388550648
socket state: ready

l ocal ip address: 10.210.21.234
| ocal udp port: 25808

flowid: 20425379

use nmed interface: yes

VRF context ID 2

Aut henti cation servers:
Primary authentication server address 209. 165.201.5, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.6, port 1645
state Not Responding
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers:
Primary accounting server address 209.165.201.5, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.6, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

[ sour ce] PDSN>

monitor subscriber

EZRYTRAIOTANEZEALT, RIANMDPEBELEERBTENATVIZILEDS S, BRTEZRE
NTVBI=)LICHL TRENREBENATVWE L ESH EHBITEET, Sessmgr Sender Infod
F723a2 TSy ZAVICLET, COATTavEk, BEOCAYE—JZ0EBLTVS
sessmgr& fzldaamgr/ VAR AB S ZMRAICLAR—KMLET, HATOMIPOI—L DOl 7R
ICRUET sessmgr/aamgr{ >~ AR A1321C#HEL TVWET,

Inconmng Call:

MBI D/ | VBI : Callid . 2719af b2

I MEI : nla VSl SDN : nla

User nane : 6667067222@i sco. com Sessi onType : ha-nobile-ip
St at us . Active Servi ce Nane: HAService

Src Context : source

*** Sender Info (ON) ***
Thur sday June 11 2015
I NBOUND>>>>> From sessngr: 132 sessngr_ha.c:861 (Callid 2719afb2) 15:42:35: 742 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.11:434 to 203.0.113.1: 434 (190)
Message Type: 0x01 (Registration Request)



Fl ags: 0x02
Lifetime: O0x1C20
Home Address: 0.0.0.0
Home Agent Address: 255.255.255. 255

Thur sday June 11 2015
<<<<QUTBOUND From aaangr: 132 aaangr_radius.c:367 (Callid 2719af b2) 15:42: 35:743
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.1:59933 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®

Code: 1 (Access-Request)

Id: 12

Lengt h: 301

Thur sday June 11 2015
I NBOUND>>>>> From aaangr: 132 aaangr_radi us.c: 1999 (Callid 2719af b2) 15:42: 35: 915
Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 3: 1645 to 203.0. 113. 1: 59933 (156) PDU
di ct =cust on®

Code: 2 (Access-Accept)

Id: 12

Thur sday June 11 2015
<<<<QUTBOUND From sessngr: 132 m pha_fsmc: 6617 (Callid 2719afb2) 15:42:36: 265 Eventi d: 26001( 3)
MP Tx PDU, from 203.0.113.1:434 to 203.0.113. 11: 434 (112)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x1C20
Home Address: 10.229.6. 167

CORBEOBECERHBINBVET,
NTYRNF¥TF¥

FEAREMOBMENREL TV REAEZEETIEOHICASRICETZHEBN T2 THRVWEEND
WET, COBE. NTYRFYTFYHYBEBICRYET, BLOHTRAITANOBEEERND
TN 21—F1420T032BE8, NL—AROENT Y NE2BRICBETEXT, ThUNDESE
k. BEMDaaamgr14 > AR > A# <==> RADIUSH—/AIRTOLWThADHETHERAEThTLVS
UDPR—KRZH>THL &, BENBENDR—Naamgr41 V AZ 2V AICBEER TS TWREBE
ICRIABEET, XYRNIT—TJAOEBOGATF Yy 7 FrERADE, Ny R ROYFTEh
SEMEYRTIHENHDBENHYET, COLETHML LBEIF. ASRERADIUSH—
NOBOEENADOBELNEBATNTY NFYTFr 2TV, BEZHBRIDEHOTL—URA
IL—&EBZBL>TVERLE,

B1E

CHEHREDEYVS 32T, RADIUSEFZOREEZEETILEODOTATF T2V 2ARLET
o CNOSRBEDIERFTEAL, BICNS TN 21—F 40 7OEATEEIRNEYANTT

RADIUSH—/NICBERAREL TWSHBEERE. radius (accounting) max-outstanding. (Z§%7E
EhEE(F7#4IKE256 ) Z2ZFALTARZBRTEER T, CchickY ., HEDaamgr7 Ot
ADKRNE ( RIEE ) EROBHFFIRENET, HIRICETDE, OJICROLSICRRENE
9, [Failed to assign message id for radius authentication server x.x.x.x:1812
BEDOHY—/NIZL—KMFIBRRADIUSX Y £—2 ZIEETH E, EH—N\BRETOL—NHIRF—
D—ReFALTEREZBRIDEETEEXT,

BEHROBBATREEL, THIVTAVIRNZ 74V VDOBMOBETHBEENHBYVET. Ch
FRADIUSN—2—DORBETREL, &YBOTHITATORKBEFELZSIERIT
pppBXRIAI—>a > 0EMAEDROI)TEELE T, LA 2T, RADIUSBAD KT T



WoA—TF 427727, BESIATVIERORERTLENIA—2ZROIBPLEN B B35
BFBYET,

NSTIWN21—F4207O0AHIC, AS5HOEHTRADIUSREIEY —NEZRETHI T4
DOH—NEZATH—NOIVARND SHIRTDEREENLHERF. Y— I:Z’éﬁﬁﬁ‘d‘%%g

NFHZ2ETH—NEZEBRICFELT S (non-config) AN RABHYWET, child, FEITRED
HIBRT B HERY) ERERAETT,

{ | enable} radius [accounting] server x.xX.X.X

[ sour ce] CSE2# show radi us authentication servers detail

+o-- - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

[

|| +---State: (A) - Active (N) - Not Responding

| 11 (D) - Down (W - Waiting Accounting-On
| 11 (1) - Initializing (w) - Waiting Accounting-Of
| 11 (a) - Active Pending (U - Unknown

11

||| +--Admn (E) - Enabl ed (D) - Disabled

||| Status

[T

[1]]+-Admin

|11]] status (O - Overridden (.) - Not Overridden

|11l] Overridden:

[IT1]

vvvvv | P PORT GROUP

APNDO 192. 168. 50. 200 1812 def aul t

PSCELEFDPCOBITELRIZAA—ROPUEZIZKY, NPUZO—ICEITHREECERRAT
HBnpumgrzE®H, BITICEY A—REOT7OLANBEBHEhD -, FESfBRENDBES
FHYWET,

LAL. siiRMaaamgr 20F1ZFEAL ZEKRVEBRE TR, PSCOBITATh IR TAAA
UnreachableEEEARBRICBHBENTVET, Chik, PSCBITATTLTPSC1M1ZARARNA
ICLAEEZEINPUZO—NkbhkEbIC ) AH—EhELE, 1BBRICT T 1 Jbeni:
BaT, 7JO0—0BRAOEEROFE Faamgr 2ICKT L THHBEENELE, CORSKBER. T
VAN R—PFOXEZZTSTICNT TN 1—FT A4 TT20ONEEICRHETT,

[ ngressc] PGM show rct stat

RCT stats Details (Last 6 Actions)

Action Type From To Start Time Duration
M gration Pl anned 11 16 2012-Jan-09+16: 27: 38. 135 36. 048 sec
M gration Pl anned 3 11 2012-Jan-09+17:28:57.413 48.739 sec

Mon Jan 09 17:31:11 2012 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165. 201. 3

Mon Jan 09 17:31:16 2012 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3



COBER, R—hOEIW BRI > T—RNICHERE N, aamgr 2ONPU7O—ARZEL TL
BPSCH—RITIVTATBRIAVHA—RICEREhBLIBRYET,

Tue Jan 10 06:52:17 2012 Internal trap notification 93 (CardStandby) card 27

Tue Jan 10 06:52:17 2012 Internal trap notification 1024 (PortDown) card 27 port 1 ifindex
453050375port type 10G Et hernet

Tue Jan 10 06:52:17 2012 Internal trap notification 55 (CardActive) card 28

Tue Jan 10 06:52:17 2012 Internal trap notification 1025 (PortUp) card 28 port 1 ifindex
469827588port type 10G Et hernet

BROBERT YT

Tue Jan 10 06:53:11 2012 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165. 201. 3

[ ngress] PGM radius test instance 93 authen server 209.165.201.3 port 1645 test test
Tuesday January 10 07:18:22 UTC 2012

Aut henti cation from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 38.0 ns

[ 1 ngress] PGM show sessi on subsystem facility aaangr instance 92
Tuesday January 10 07:39:47 UTC 2012
12294 Total aaa auth purged
14209 Total radius auth requests 0 Current radius auth requests
9494 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstandi ng

B&IC. "RARY U, LEBEDaamgrszBEBIT DL, BMENFfBRIDEENHYET, K
L. ChETIZHAILYR—INFERNLGET I ZAIIYR—NIN REECED, TO9ZHL
HR—KNNFTOINERETT, gIiRODshow task resourcestz o> 3 > THAN L fmaamgr 20 51T
k. ChIFETEhFELEDN., ChEBIAYEEATLE, Chik, BRERENaamgr 92TlE7%&
<, aamgr RAVEEFTBINPUZ7O—HNBEVLEHTT (aamgrOBEETRE A< NPUDEETL 1=
o RIZ, CORAADEETAIHIZRLET, 7OLAAERATA VAR ABESI20 EE
HHERRTDICIE, Tshowtasktable; ZERITLET,

5 2012-Jan-10+06: 20: 53 aaangr 16/ 0/ 04722 12.0(40466) PLB27085474/ PLB38098237

[ 1 ngress] PG show crash number 5
khkkhkhkkhkkhkhkhkhkhkhkhhkkkkkxkk CRASH #05 EE R S O I
Buil d: 12.0(40466)
Fatal Signal 6: Aborted
PC. [b7eb6b90/X] __poll ()
Note: User-initiated state dunp w/ core

*kkkkkkk*k ShOWtask table *kkkkkk

t ask par ent
cpu facility i nst pid pri facility i nst pid
16/ 0 aaangr 92 4722 0 sessctrl 0 2887

gt

CCTR., CORBTHRPECATVBRS TS 1—FA VIOV RETTO-FOEL%E
£H093. EBORY N D)—JDFLOBENBHERLET, CO/—RIF. 3GMIP, 4G
Long Term Evolution(LTE)# & T*Evolved High Rate Packet Data(eHRPD)1—IL X 4 7 Z 089
BECEFBELTLSEZD,



show snmp trap history

RSY7EGT, BBRRNANBENS19255UTCE L THEENEEE—HLTVWE L EHERT
EFET, B, 7T4<UH—/V209.165.201.3MAAAAuthSvrUnreachable b 5 ¥ 7' [ $i i A°
BRITDETCRELEBAEBHEFTHTTN, FEHIFHLETT, LHL, TOH—=—NICHTSHT
NI T 45 G EEC BT hE L)

Sun Dec 29 19:28:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 5 ip
address 209. 165. 201. 3

Sun Dec 29 19:32:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:33:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 43 (AAAAccSvrReachabl e) server 5 ip address
209. 165. 201. 3

Sun Dec 29 19:34:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Sun Dec 29 19:35:05 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

Sun Dec 29 19:38:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 209. 165. 201. 8

Sun Dec 29 23:12:13 2013 Internal trap notification 39 (AAAAuthSvrUnreachable) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:13:03 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Sun Dec 29 23:54:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:54:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Sun Dec 29 23:58:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Sun Dec 29 23:58:14 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

show task resources

COHEAE, DPC8MTHOIA—ILDOHA DN ICHPBVIEEZRLTVET, ChlEOSHA
BnE, DPCSICREN BB L ZRBRL, AZXV/NADPCICBIIIRAT AV ERETE
£9, L, EBOYTRAIVTANOEERZRIETDIENEETT, chsOIFUATR
BE, HTRAVTANRBEEORTTERICERKRTD LD, YTRITANICE>TEENK
EFEY, - Y7L —COFELEERELTVEBEVETONA T —ICHRELEEA (BEORRE
IC&>THEE)

711
711
711
711
711
711
711
711
711
711
711

sessngr
aaangr
sessngr
sessngr
aaangr
sessngr
aaangr
sessngr
aaangr
aaangr
sessngr

8/0
8/0
8/0

sessngr
sessngr
aaangr

230
237
243
258
268
269
274
276
285
286
290

177
193
208

27% 100% 586.
0.9% 95% 143.
22% 100% 588.
19% 100% 592.
0.9% 95% 143.
23% 100% 586.
0.4% 95% 144.
30% 100% 587.
1. 0% 95% 142.
0.8% 95% 143.
28% 100% 588.

23% 100% 588.
24% 100% 591.
0.9% 95% 143.

2M  2.49G
9M 640. OM
IM 2.49G
8M 2.49G
5M 640. OM
™ 2.49G
9M 640. OM
9M 2.49G
7M 640. OM
8M 640. OM
2M 2.49G

™ 2.49G
3M 2.49G
8M 640. OM

43
22
42
43
22
43
22
43
22
22
41

48
44
22

500
500
500
500
500
500
500
500
500
500
500

500
500
500

4123

4118
4122

4115

4123

4115

4179
4173

35200

35200
35200

35200

35200

35200

35200
35200

good
good
good
good
good
good
good
good
good
good
good

good
good
good



8/ 0 sessnyr 211 23% 100% 592. 1M 2.49G 45 500 4173 35200 | good
8/ 0 sessnyr 221 27% 100% 589.2M 2.49G 44 500 4178 35200 | good
8/ 0 aaangr 222 0.9% 95% 142.0M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 225 25% 100% 592.0M 2.49G 43 500 4177 35200 | good
8/ 0 aaangr 238 0.9% 95% 140.0M 640.0M 22 500 -- -- - good
8/ 0 aaangr 243 1.0% 95% 144.9M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 244 31% 100% 593.3M 2.49G 43 500 4177 35200 | good
8/ 0 aaangr 246 0.9% 95% 138.5M 640.0M 22 500 -- -- - good
8/ 0 aaangr 248 0.9% 95% 141.4M 640.0M 22 500 -- -- - good
8/ 0 aaangr 258 0.9% 95% 138.3M 640.0M 22 500 -- -- - good
8/ 0 aaangr 259 0.8% 95% 139.2M 640.0M 22 500 -- -- - good
8/ 0 aaangr 260 0.8% 95% 142.9M 640.0M 22 500 -- -- - good
8/ 0 aaangr 262 0.9% 95% 145.0M 640.0M 22 500 -- -- - good
8/ 0 aaangr 264 0.9% 95% 143.4M 640.0M 22 500 -- -- - good
8/ 0 sessnyr 270 24% 100% 592.2M 2.49G 44 500 4171 35200 | good
8/ 0 sessnyr 277 20% 100% 593. 7M 2.49G 43 500 4176 35200 | good
8/ 0 sessnyr 288 23% 100% 591.9M 2.49G 43 500 4177 35200 | good
8/ 0 sessnyr 296 24% 100% 593.0M 2.49G 42 500 4170 35200 | good
8/ 1 sessnyr 186 2. 0% 100% 568.3M 2.49G 48 500 1701 35200 I good
8/ 1 sessnyr 192 2. 0% 100% 571. 1M 2.49G 46 500 1700 35200 I good
8/ 1 aaangr 200 1.0% 95% 147.3M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 210 2.1% 100% 567.1M 2.49G 46 500 1707 35200 I good
8/ 1 aaangr 216 0.9% 95% 144.6M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 217 2.0% 100% 567. 7M 2.49G 45 500 1697 35200 | good
8/ 1 sessnyr 231 2.2% 100% 565. 7M 2.49G 45 500 1705 35200 | good
8/ 1 sessnyr 240 2.0% 100% 569.8M 2.49G 45 500 1702 35200 | good
8/ 1 aaangr 242 0.9% 95% 148.5M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 252 1.8% 100% 566.5M 2.49G 44 500 1704 35200 | good
8/ 1 aaangr 261 0.9% 95% 142.0M 640.0M 22 500 -- -- - good
8/ 1 aaangr 263 1.0% 95% 144.1M 640.0M 22 500 -- -- - good
8/ 1 aaangr 265 1.0% 95% 146.4M 640.0M 22 500 -- -- - good
8/ 1 aaangr 267 1.0% 95% 144.4M 640.0M 22 500 -- -- - good
8/ 1 aaangr 269 1.0% 95% 143.8M 640.0M 22 500 -- -- - good
8/ 1 sessnyr 274 1.9% 100% 570.5M 2.49G 44 500 1704 35200 | good
8/ 1 sessnyr 283 2.0% 100% 570.0M 2.49G 44 500 1708 35200 I good
8/ 1 sessnyr 292 2.1% 100% 567.6M 2.49G 44 500 1703 35200 | good
9/ 0 sessnyr 1 30% 100% 587.2M 2.49G 48 500 4161 35200 | good
9/ 0 di anpr oxy 15 2% 90% 37.74M 250. OM 420 1000 -- -- - good
9/ 0 sessnyr 14 25% 100% 587.4M 2.49G 48 500 4156 35200 | good
9/ 0 sessnyr 21 20% 100% 591.5M 2.49G 47 500 4156 35200 | good
9/ 0 sessnyr 34 23% 100% 586.5M 2.49G 48 500 4155 35200 | good
9/ 0 aaangr 44 0.9% 95% 145.1M 640.0M 21 500 -- -- - good
9/ 0 sessnyr 46 29% 100% 592. 1M 2.49G 48 500 4157 35200 | good

monitor subscriber

DPC 9/10)sessmgr 202C I BRABRICH T A RENF ZWVWI—)LEY N7 Y 7THFERE hib
oo COIF/E, RT Daaamgr’'DPC 8/1ICTFEEL . 8/1DAAAEIETREEIC L BIGESENHIEE
£9, 209.165.201.3CDEATIE, TOH— /\@FE‘&’ELEE?@‘%%LFEJEE#"K\,\c‘:L‘o:a"ﬂi‘((d:
HYEBA (LIERTELSIC, NIV TRBERTINIBERR) .

242 0.9% 95% 148. 5M 640. OM
242 20% 100% 589. 7TM 2. 49G

22 500 -- -- -
43 500 4167 35200

8/ 1 aaangr
9/1 sessnyr

good
good

MBI D/ | VB Callid 4537287a
I MVEI n/ a MSI SDN n/ a
User name 6664600074 @i sco. com Sessi onType : ha-nobile-ip



St at us . Active Servi ce Nanme: HAService
Src Context : Ingress

I NBOUND>>>>> From sessngr: 242 sessngr_ha. c:880 (Callid 4537287a) 23:18:19: 099 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (190)
Message Type: 0x01 (Registration Request)

<<<<QUTBOUND From aaangr: 242 aaangr_radius.c:370 (Callid 4537287a) 23:18:19:100
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.3:27856 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®
Code: 1 (Access-Request)
Id: 195
Lengt h: 301
Aut henticator: CD 59 0C 6D 37 2C 5D 19 FB 60 F3 35 23 BB 61 6B
User - Name = 6664600074@i sco.com

I NBOUND>>>>> From sessngr: 242 m pha_fsmc: 8438 (Callid 4537287a) 23:18:21: 049 Eventid: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (140)
Message Type: 0x01 (Registration Request)
Fl ags: 0x02
Lifetinme: 0x1C20

<<<<QUTBOUND From sessngr: 242 m pha_fsmc:6594 (Callid 4537287a) 23:18:22:117 Eventid: 26001( 3)
MP Tx PDU, from 203.0.113.3:434 to 203.0.113.1:434 (104)
Message Type: 0x03 (Registration Reply)
Code: 0x83 (Mobile Node Fail ed Authentication)

*** CONTROL*** From sessngr: 242 sessngr_func.c: 6746 (Callid 4537287a) 23:18:22:144 Eventid: 10285
CALL STATS: <6664600074@i sco.conm>, msid <>, Call-Duration(sec): 0O

Di sconnect Reason: M P-auth-failure

Last Progress State: Authenticating

show sub [summary] smgr-instance X

FERV DI, sessmgr2420t Y 2 3 2 BAMEOEEF DsessgrsEXLTWVWBD ZETT, TSI
HUL<KHAEBELEEZA, COVY—ITERARENTVRAGO-INERTE LY, 3G
Mobile IPO—)LABHETEADN 2L ENMHBELELLE, FEARBENEZOSEKEEETRD
&, ZMsessmgr242ICFAMPO—IIABEELRT. FLEABBRES NBIORBAIICRED &, #iR
ENEO-INTFEITBDCENERTEERT,

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 28800 (8 hours)
Monday Decenber 30 03:38:23 UTC 2013

Total Subscri bers: 1504

Active: 1504 Dor mant : 0
hsgw-i pv4-i pv6: 0 pgw- pmi p-i pv6: 98
pgw- pmi p-i pv4: 0 pgw- pmi p-i pv4-i pv6: 75
pgw- gt p-i pv6: 700 pgw- gt p-i pv4: 3
pgw- gt p-i pv4-i pv6: 628 sgw- gt p-i pv6: 0
ha- nobi | e-i p: 0 ggsn- pdp-t ype- ppp: 0

[l ocal ] PGM show sub sum smgr-instance 242 connected-time | ess-than 32400 (9 hours)
Monday Decenmber 30 03:38:54 UTC 2013 ...
ha- nobi | e-i p: 63 ggsn-pdp-type-ppp: O

LTEeHRPDaaamgrssessgrsMIP

[l ocal ] PGM show sub sum sngr-instance 272



Monday Decenmber 30 03:57:51 UTC 2013

hsgw-i pv4-ipv6: O pgw pmi p-ipv6: 125 pgw pmi p-ipv4: O pgw pmip-ipv4-ipv6: 85 pgw gtp-ipve: 1530
pgw- gt p-i pv4-ipve: 1126

ha- nobi | e-i p: 1103

[l ocal ] PGM show sub sum sngr-instance 242

Monday Decenber 30 03:52:35 UTC 2013

hsgw-i pv4-ipv6: 0 pgw pmi p-ipv6: 172 pgw pm p-ipv4: O pgw pmi p-ipv4-ipve: 115
pgw- gt p-i pv6: 1899

pgw- gt p-i pv4-ipv6: 1348

ha- nobi | e-i p: 447

radiusTABNA > AR > AXREREH—/Y

81 EDINTMaaamgrsHAZEIEL TWE T, NS MDaaamgrs Tldradius test instance 1Y > R
FBEELEEAN. 80 LV ETOMDH— RTlFaaamgrs AN RFEMELE T,

9/1 sessngr 242 22% 100% 600. 6M 2.49G 41 500 3989 35200 | good
4/ 1 sessngr 20 27% 100% 605. 1M 2.49G 47 500 3965 35200 | good
4/ 0 sessngr 27 25% 100% 592.8M 2.49G 46 500 3901 35200 | good
8/ 1 aaangr 242 0.9% 95% 150. 6M 640.0M 22 500 -- -- - good
8/ 1 aaangr 20 1. 0% 95% 151.9M 640.0M 21 500 -- -- - good
8/ 0 aaangr 27 1. 0% 95% 146.4M 640.0M 21 500 -- -- - good

[ ngress] PGM radi us test instance 242 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:03:08 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[ ngress] PGM radi us test instance 20 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:08:45 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[ ngress] PGM radi us test instance 27 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:11:40 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Aut hentication Failure: Access-Reject received
Round-trip time for response was 16.8 ns

show radius counters all

RADIUSH RS TN 1—F 4 U JICERAT Bflagship N RTE, A LT IR EEICKRE
L., RFEICEMLTVET,

[1 ngress] PGA> show radius counters all | grep -E "Authentication server address| Access- Request
Ti neout s"
Monday Decenber 30 00:42:24 UTC 2013

Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400058
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti nmeout s: 26479
[1 ngress] PGA> show radius counters all | grep -E "Authentication server address| Access- Request
Ti neout s"

Monday Decenber 30 00:45:23 UTC 2013



Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400614
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti meout s: 26679

[ 1 ngress] PGA> show radi us counters all
Monday Decenber 30 00:39: 15 UTC 2013

Aut henti cati on server address 209.165.201.3, port 1645, group default

Access- Request Sent: 233262801
Access- Request with DMJU Attributes Sent: 0

Access- Request Pendi ng: 22
Access- Request Retried: 0

Access- Request with DMJ Attributes Retried: 0

Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 213448486
Access- Rej ect Recei ved: 19414836

Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 399438
Access- Request Current Consecutive Failures in a ngr: 3
Access- Request Response Bad Aut henticator Received: 16187
Access- Request Response Mal fornmed Recei ved: 1
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 9039
Access- Request Response Last Round Trip Time: 267.6 s
Access- Request Response Average Round Trip Tine: 201.9 s
Current Access-Request Queued: 2

Aut henti cation server address 209.165.201.5, port 1645, group default

Access- Request Sent: 27731
Access- Request with DMJU Attributes Sent: 0
Access- Request Pendi ng: 0
Access- Request Retried: 0
Access- Request with DMJ Attributes Retried: 0
Access- Chal | enge Recei ved: 0
Access- Accept Recei ved: 1390
Access- Rej ect Recei ved: 101

Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 26240
Access- Request Current Consecutive Failures in a ngr: 13
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal formed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 227.5 s
Access- Request Response Average Round Trip Tine: 32.3 ns
Current Access-Request Queued: 0

BE

AVFFYAT A KIHIZ, DPCOBITEA S10THBEA MR . AAAAUthSrvUnreachable h
ZY7HEIEL, DPC 8 RMAREEICZY) ., BAFEREIEDPC8ND/\—RIITEETH S &K
ENELE (CORBETREMEETH ) .

Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165.201.5

Mon Dec 30 05:58:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address



209. 165. 201. 5

Mon Dec 30 05:58:27 2013 Internal trap notificati
209. 165. 201. 3

Mon Dec 30 05:59:14 2013 Internal trap notificati
209. 165. 201. 5

Mon Dec 30 06:01:14 2013 Internal trap notificati
address 209. 165. 201. 3

Mon Dec 30 06:01:27 2013 Internal trap notificati
209. 165. 201. 3

Mon Dec 30 06:01:28 2013 Internal trap notificati
Mon Dec 30 06:01:49 2013 Internal trap notificati
Card

Mon Dec 30 06:01:50 2013 Internal trap notificati
Card : 10 operational status changed to Active
Mon Dec 30 06:01:50 2013 Internal trap notificati
Card

Mon Dec 30 06:01:50 2013 Internal trap notificati
10

Mon Dec 30 06:02: 08 2013 Internal trap notificati
Mon Dec 30 06:02: 08 2013 Internal trap notificati
VMr ni ng

Mon Dec 30 06:02: 08 2013 Internal trap notificati
Card

Mon Dec 30 06:08:41 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:08:41 2013 Internal trap notificati
Card

Mon Dec 30 06:08:41 2013 Internal trap notificati
Severity: Critical

Mon Dec 30 06:09:24 2013 Internal trap notificati

Card : 08 Power OFF

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 operational status changed to Enpty
Mon Dec 30 06:09:24 2013 Internal trap notificati

Card

Mon Dec 30 06:09:24 2013 Internal trap notificati
renoved

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 Power OFF

Mon Dec 30 06:09:50 2013 Internal trap notificati
Card : 08 Power ON

Mon Dec 30 06:09:53 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:09:53 2013 Internal trap notificati
Card

Mon Dec 30 06:09:53 2013 Internal trap notificati
inserted

Mon Dec 30 06:10: 00 2013 Internal trap notificati
Card : 08 operational status changed to Booting
Mon Dec 30 06:11:59 2013 Internal trap notificati

Card : 08 operational status changed to Standby
Mon Dec 30 06:11:59 2013 Internal trap notificati
Mon Dec 30 06:11:59 2013 Internal trap notificati
Card

[l ocal ] PGM show rct stat
Wednesday January 01 16:47:21 UTC 2014

RCT stats Details (Last 2 Actions)

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on
on

40 ( AAAAut hSvr Reachabl e) server 4 ip address

43 (AAAAccSvr Reachabl e) server 5 ip address
39 (AAAAut hSvr Unreachabl e) server 4 ip

40 (AAAAut hSvr Reachabl e) server 4 ip address

16 (PACM grateStart) fromcard 8 to card 10

60 (CardDown) card 8 type Data Processing

1504 (G scoFruCardSt at usChanged) FRU entity
55 (CardActive) card 10 type Data Processing
17 (PACM grateConplete) fromcard 8 to card
5 (CardUp) card 8 type Data Processing Card

1502 (Ent St at eOper Enabl ed) Card(8) Severity:

93 (CardStandby) card 8 type Data Processing

1504 (Gi scoFruCardSt at usChanged) FRU entity
60 (CardDown) card 8 type Data Processing

1503 (Ent St at eOper Di sabl ed) Card(8)

1505 (G scoFruPower St at usChanged) FRU entity
1504 (Gi scoFruCardSt at usChanged) FRU entity
7 (CardRenpved) card 8 type Data Processing
1507 (GiscoFruRenoved) FRU entity Card : 08
1505 (G scoFruPower St at usChanged) FRU entity
1505 (G scoFruPower St at usChanged) FRU entity
1504 (G scoFruCardSt at usChanged) FRU entity
8 (Cardlnserted) card 8 type Data Processing
1506 (GiscoFrulnserted) FRU entity Card : 08
1504 (G scoFruCardSt at usChanged) FRU entity

1504 (G scoFruCardSt at usChanged) FRU entity

5 (CardUp) card 8 type Data Processing Card
93 (CardStandby) card 8 type Data Processing



Action Type From To Start Time Duration

M gration Pl anned 8 10 2013-Dec- 30+06:01: 28. 323 21.092 sec
Shut down N A 8 0 2013-Dec-30+06:08:41.483 0.048 sec
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