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SHA-1 AP (2014FFIEICHIE ) :

SHA-2 AP ( 20144F f B IC S ) -
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BERKITRIITFAQOTYTIL—R
AireOS WLC E

|0S-XE 9800 WLC D&
F<FESNDER (FAQ)

BE

CORFIXDPNTIE, 202212848 BA&IC, AireOS & C9800 Wireless LAN
Controller(WLC)D B THRETBIOST IV ZARA Y MAP)OIMADEZICOVWTEFLLSHAL
£¥9, <OEREFE, Cisco Bug CSCwd80290% & U'Field NoticeEN72524 TIBHfE N TH V),
APA X—DBEZIAEDRILOOEENNRETT,

Z =R m

802.11ac Wave 1 AP ( IW3702/3700/2700/1700/1570> 1) — X ) B KT
700/1530/1550/3600/2600/1600/3500/AP8%Z £ L LABI DAPAZE L E T, 02/AP803< 1) —X,
Z = 9 BLightweight 0S4 X—2 &, 2012F 1285 52022F 11 BICH T THERENEZEDTT
o AireOS, Catalyst 9800 —X, BV IAVN— RTFIVEAD NO—FHAZELET,
AP-COS# B 83 % AP(802.11ac Wave 2. Wi-Fi 6. Wi-Fi 6E AP)d &% 2+,
AutonomousE— RMDIOS APEFE%2Z (TEH A

& 8



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
/content/en/us/support/docs/field-notices/725/fn72524.html

202212 A4 B UBERIZCAPWAPZEA L TIOSAPETFTY 7L —RELFEDVIL—RTBE
AX=DOEAOO—RIL=TIZHY) ., FOO—RENEAX—DHAOEBZAASORIEIC
KBTDIEHIZWLCADIMAN KRBT BBEEN HYET,

BRARE

APIOSA X = ICNY RILENTVR A XD BHAHAETRF. 2012F12A4BICRITS 1,
2022F12 A48 ICHIRYINICAK VY EL f2, IOSAPE. APICY 7RIV ITZAZAN—=ILTBHIIC
. COMAEEFEALTWLCH SFVO—RULEAX—DZRIALET, TOLH, 2022F
12R4BU0, YI7RNIITOTYTIL—RIZTVTL—RP, EBXBZN-2322RTI>
WLCETOBEANRETAPA I—REXTVVO—RFTBE, APRAX—JORFEICKKL, X
VUO—ROAX=DII—TICEPRICERVEXRT., COBERK. IXNTDAIreOSH & TVI0S-
XEN—=232THRELEXT,

FEAR

COBBARELTVWRAESH ZERETBICIKE., EFFTWLCTAPH DownloadingAT—R AN E
R ODTVWBVAESHZFIVILET., RIC, MEZRECEETSLEDHIC, ssh,
telnet, EEFEIV—ILZEALTEEEZTRAPICERL, ThsoOJE2RRLET (F
o, syslogh—/N\TAPOJ ZRLET ),

AireOS WLC E

WLCT, show ap image status(AireOS 8.10)2 173D &, FEZ X (+1BAPH "Downloading .
AT—RATRRENET,

8.5Tld. showapimage allZf#EfHT5 &, "Downloading, [CEOMRADEDAPHARRENET

o

(Aire0S WLC-8.5) >show ap image all

Total number of APS. .. ...ttt 1
Number of APs

Initiated. ... it i e et ettt 0

DownTloading. . ..o oei e e s 1

PredownToading. ........c.ouiiiiinniniiiinnnns 0

Completed predownloading........cccuviiininnnnnn.. 0

Not Supported........ouuiiiiiiii it i it 0

Failed to Predownload.........cciiuiiiiiinnnnnn.. 0

Predownload PredownToad

AP Name Primary Image Backup Image Status Version Next Retry Time Retry
AP1700 8.5.182.0 0.0.0.0 None None NA NA

(Aire0S WLC-8.10) >show ap image status

Total number of APS........ciiiiiiiiiiiannnnnn. X
Total AP's Downloading..........coueuiiinunnnnann. 1
AP Name Primary Image Download Status



CAP3702E.4CD4 17.3.6.76 Downloading

|OS-XE C9800 WLC M IE4E

C9800#show ap summary

9800-L#show ap summary

AP Name Slots AP Model Ethernet MAC Radio MAC Location

AP2702E 2 2702E 0081.c4fb.2e74 843d.c673.10d0 default location

CORBENIRETDE, APOTICRODESBIT—NHNRRENET,

SHA-1 AP ( 2014FHEICHIE ) :

*Dec 6 21:35:24.259: Using SHA-1 signed certificate for image signing validation.

*Dec 6 21:35:24.327: %PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
*Dec 6 21:35:24.327: Image signing certificate validation failed (1A).

*Dec 6 21:35:24.327: Failed to validate signature

*Dec 6 21:35:24.327: Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.3PJ9/final_
*Dec 6 21:35:24.327: AP image integrity check FAILED

SHA-2 AP ( 20145 HERICHRIE ) :

*Dec 6 08:47:20.159: Using SHA-2 signed certificate for image signing validation.

*Dec 6 08:47:20.223: DTLS_CLIENT_ERROR: ../capwap/base_capwap/dtls/base_capwap_dtls_record.c:169 Pkt to
*Dec 6 08:47:20.227: %PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
*Dec 6 08:47:20.227: Image signing certificate validation failed (1A).

*Dec 6 08:47:20.231: Failed to validate signature

*Dec 6 08:47:20.231: Digital Signature Failed Validation (flash:/update/ap3g92-k9w8-mx.153-3.JPJ7c/final
*Dec 6 08:47:20.231: AP image integrity check FAILED

[o] &% 5K
BEEZFERVTRNIITZEITLTVEVEEE., XOFIEICHE > TIOSAPOMAZFRALET,

1.NTPZEXICLT, O MNO—FHEBBNICRREEERELBEVELSICLET,

Aire0S:



(Aire0S WLC)>show time
make a note of all configured NTP servers, and delete each one:

(Aire0S WLC)>config time ntp delete

I0S-XE: C9800#show run | i ntp ntp server ip

C9800#config terminal (config)#no ntp server 1ip

I for each configured NTP server

2.WLCO Bff %, 202212848 (2022F11818 ) &YHOBRICZEELET, Chid, O
NO—FFEEHUVAPTIAIAEN BMIC KD AN HBDHTT,

(Aire0S WLC)> config time manual 12/02/22 00:00:00

C9800#clock set 00:00:00 2 Dec 2022

BSWLCORZANEEEhizC L ZWELET

N 1 1T Fri Dec 2 00:00:02 2022

C9800#show clock
00:00:02.573



Fri Dec 2 2022

4. FXNTDOAPHF L WA X—2 TRegisteredREICBEDETEHESET,

N ek TR, BHOTEACAPEMAEESHICAPO YT — N BB B DS
ENFHYVET, EEL, APEY T —KNT3HIIC. APFEEMATEDLSICEDETOL
<EE30HEI T

5NTPZBEBMICLET.

(Aire0S WLC)>config time ntp server 1

C9800#configure terminal (config)#ntp server ip

B.EREZRFLET,

(Aire0S WLC)>save config
Are you sure you want to save? (y/n) y

C9800#write memory

7.WLCO o 0OY U OB

(Aire0S WLC)>show time
C9800# show clock

BEBRKIYTNDITANOTYTITL—R



AireOS WLC L

1.

HIVO—RALAPFARY VFBH[RE. Y7 NIITIETY7TIL—RIBHICAPH
A2 0O—R%Z53TT L TRegisteredRETEBTESDLSIC, I NO—FDRALNY Y
ZRELEXY,
1. RALNY VOBREOFHFMCOVTR, £5EDO "TEEEK, OtI>3>zazsRBLTL
ZEW

2 EBERALENEBRHTRALNY VERETERVEEREK. AMYFR—KEDYYRED
ULV, CAPWAPER7OY VT BACLEAARN—ITRBELT, ZHT3I0S
APAOY RO—ZAOMAZEITITZNZ7O0YILET,

2. AP DownloadingREEIZ > TV W z®h, WLCORZANREDFZICEEENTLWS C

3.

4.

5.
6.

CZEHRELET (NTPZEBEEMICLET ),
BEZEHRY T RNIIT%ZAreOSWLCICA > ARN=)LUET (8.10.183.0L4%, 85N 5T Y
TIL—RTEBVEERE. 85XMVT(4&2FEALTVWS54138.5.182.7%, 8.5
IRCMD 5 &138.5.182.105ZFALET ), BEZAV I NVITZA U O—RITBICE
VROV OBRSBLTLSEEY,

« 8.10

8540:https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0

5520:https://software.cisco.com/download/home/2862847 38/type/280926587/release/8.10.183.0

3504:https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0

VWLC:https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0

- 85 (RBLER)

8.5.182.7 (85X 14> Z 4>
) :https://software.cisco.com/download/specialrelease/8f166c6d88b9f7 7aabb63f78affa9749.

8.5.182.105(8.5
IRCM):https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34,

(FEE)UT—NTBENC, MALEAPICBERA&Y 7N DIITET LA O—RLE
9,

WLC ®UUT—N,

APAA Y FR—NERLRFRTOYIENECAPWAPES vY NAD T34, 7OY Y
ZHIBRL T, IOSAPHFBIMALTTZY TSI L—RTEDLSIZLETAESR,


https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0?catid=278875243
https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0
https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749
https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34

IOS-XE 9800 WLC O IE4

1.17.3.6, 17.6.4, 17.9.210S-XEV 7 NDU I F%#98007 v 18V >O—RLET., ZFEA
DIRFODAPETFIIEFERATOBEICESVTRECEEEN -3 ZRRTBICE,. TCI800
WLCE T DHEEIOS XEV ) —RAs ZFRL TSEE L,

2.17.3.6 APSP7&E 121317.6.4 APSP1& /2(F17.9.2 APSP17 7 1)L ( 10S APEIEE & ) £98007
ZYv2alAIA—-RLET,

. 17.3.6:17.3.6 APSP7(CSCwd83653/CSCwe10047% Ef) (1S E7 Y S A IRAPSP2E L T
APSP5ICt &% h3 )

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.3.6

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6

« 17.6.4:17.6.4 APSP1 ( IW3702F ) . CSCwd873054FH

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4

. 17.9.2:17.9.2 APSP1 ( IW3702[ i} ) #2FICSCwd87612

9800-40:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2

~ E
1) 17.3.6 APSP7 (C (&, CSCwd80290 lChnz . ##Hn/\NY (CSCvx32806. CSCwc32182,
CSCvz99036, CSCwd37092, CSCwc78435, CSCwc88148) lc T AEENEENTVE
9,
2) 17.6.4 APSP1 IZl&, CSCwd80290 ( IW3700f ) ICfNX. HH M /Y (CSCwc73090,
CSCwc71198., CSCwc78435., CSCwd40731, CSCvx32806) e T AEENEENTVE
9,

373N T TICA VAR =ILENTVWEWEESIE, 1736 10S-XEZST<AAN=)LLTY


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd83653
https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87305
https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87612
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx32806
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc32182
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz99036
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd37092
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc78435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc88148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc73090
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc71198
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc78435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd40731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx32806

O—RLEXT,

C9800#install add file bootflash:/C9800-L-universalk9_wlc.17.03.06.SPA.bin activate commit

4.98004" )7 —h L& -V MNO-Z0ORBZANEHICR> TV ELEEE. REVRBZICREL
I (NTPZEERMICLET ).

5APSP7Z A4 ARN—J)LLUTIOSAPZEEL XY,

C9800#install add file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install activate file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install commit

F<FESNBERB (FAQ)

s COBBNRET, BEERENTVIAPHEGRERBRE DD, TLEERICABRLET
o
WLCERBILN—2 32 %#RITLTVBAPK, BEZ<SEELET. EEICT—NL TER
LET. CORBRERF, AX—2FYTIL—RO—FPELTITHLNB M X—DREZ7OEAR
COXAFELET,

c APOTLADOO—REIEFEZZHETH,

W APOZLADO—RIZE. APADAX—=DRAIO—REAPIZEKD A X—2 DK
MNEEND D, BUHRIINERAEE A X—JRIETIS—HARELET,

s RADZEBICL>TH—EALLEDRSBEEN HVNEITH. EFKEF. ChZEFICET

TEETH, ThEE, FVVRAALEY—EANOEEZHSI XAV TFTF O ABBEZATS
1—-ILTRIHBENBHYEXRITH,
O NA—Z0RZHZZELTE, APONMAR DA VYLAVZA T MNOERICERALD
EEEHYEBA, I21ZL. DNA Center Assurance, CMX, & & U'Cisco(DNA)SpacesH*
HEZZTDUREMEN BN ET, APHAIMAL., BREUAFBRAEZORAICEDE, chsOHY—
EAGERETZEFEENET,

- EBAI NO—FTRAEZRETEAEVERRESTHEVWVLTT A,
EBRBWLCEEL - RN—=232TAT IV JWLCZRELEY (VWLCE 213:9800-
CLEBELERT ) ATV JWLCTHZZRICREL., APERT—I 2 JWLCICSME
BEI. APAO—RZAXTVO—RL, AT—I2VJWLCTEEFHMREBICBITLES,
APZ RBZEBWLCICBEL XY,

s BEZRIN—JIVDA AN —IINKEZEETIHLENF HVETH,

AireOST M &, APA downloadingREEDEHXICHA > TV DFEFHMIC OV T, TMBEFHKY



JRDITANOTYTIL—R, OEZSZRLTSEEL,

« HILLVAPZBITR EESKYETH,
HFLLVAPA O RO—ZERAUN—2320TA AR =ILENTVRHEES, APIERBEERL
MALET,
—7. N=23a>oF—HLBEWEE, APRERTEZAX—22A T O0—-RLESELE
T, A MNO—ZLEOO—RICEBEBFHODAPNY RILA A= BVEHE, ChiZky)
APRBIRDKSIZTY 7T L—RICKBL, BDBRNBEICEYET,
O NOA—FHFBEZRH/N—2320VWThAICTYTIL—RERTVWRBERE, HLLV
APZBELEBYEMLT, PY7IJL—R7OCAERETTEET,

* RMAASZTE27dZY NEESBRYXRTH,
chid, HBLWAPZEMTDCEELERUTT., APAX—J0OEZECIY NO—F/N—
a3 eEERTLTVRHER. BEEBYMALTTZYZ7IL—RLET,
TRLAADSEER., KREORKRZEALET,

- ERADLEOIIKEZEEL THKBENFHYETH,
WOWR, APOT Y7 JL—R7OCANFRETLES, OV NO—FZZREORZIICRL
NTPZEEBMICTEET,

« APOZIZ "%PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID: Certificate chain validation
has failed.; EWS I —HFRRENET, AAESN: xX)EFEFMTEHYELEA. B
MEIRIE2022F3 1B OHHMM:SSUTCA S HBEV ET, cnEEUERTT A, The
EFHUVERTT D,

CHOIS—IF. WLCOIOY I, SHE (0BHE ) DBKBETH22022F3818&Y £
BILBEENTVAIEERLTVET, CORME, WLCHREE h-B, £ 3RE
WLCED B EBRMAEN ERENEEFHICK>TERY XD,

WLCOHOIOY VZZEL T, dAZEZHEMICLET,

s CORBEOBREHSLEOIC, PATRMFAZIT2>TVERT A,
IRXTCODIVE—T A ARRIDVTELBEETEZERL ., REEThBA > EAEMEND
PEKOEEZREL T, BRERBEZRELET
T, COBMBEZBETRIEHIC, IOSAPAX—INY RILZTOLALCEENBRENT
WET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



