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ZOPHITIE, Light EAP ( LEAP ) SREED R INBIZRL £ T,

EAP 3L D B Zh 5l

<ttroot>

Apr 8 17:45:48.208: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start

Apr 8 17:45:48.208: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aa6.304f
Apr 8 17:45:48.208: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds
Apr 8 17:45:48.210: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.210: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, EAP_START

) for 0002.8aa6.304f
Apr 8 17:45:48.210: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aa6.304f
Apr 8 17:45:48.210: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds
Apr 8 17:45:48.212: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.212: dotll_auth_parse_client_pak:
id is not matching reqg-id:1lresp-id:2, waiting for response
Apr 8 17:45:48.213: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.213: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI'T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr 8 17:45:48.214: dotll_auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

Apr 8 17:45:48.214: dotll_auth_dotlx_send_response_to_server:
tarted timer server_timeout 60 seconds

Apr 8 17:45:48.214: RADIUS: AAA Unsupported [248] 14
Apr 8 17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
Apr 8 17:45:48.215: RADIUS: AAA Unsupported [150] 2
Apr 8 17:45:48.215: RADIUS(0000001C): Storing nasport 17 1in rad_db
Apr 8 17:45:48.215: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.215: RADIUS/ENCODE(0000001C): acct_session_id: 28
Apr 8 17:45:48.216: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.216: RADIUS(0000001C): sending
Apr 8 17:45:48.216: RADIUS(0000001C): Send Access-Request
to 10.0.0.3:1645 1id 21645/93, Ten 139
Apr 8 17:45:48.216: RADIUS: authenticator 92 26 A8 31 ED 60 6A 88
- 84 8C 80 B2 B8 26 4C 04
Apr 8 17:45:48.216: RADIUS: User-Name [1] 9 "aironet"
Apr 8 17:45:48.216: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:45:48.217: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:45:48.217: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:45:48.217: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:45:48.217: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:45:48.217: RADIUS: EAP-Message [79] 14
Apr 8 17:45:48.218: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65 74
[?????aironet]




Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr

8 17:45:48.218: RADIUS: NAS-Port-Type [61] o6 802.11
wireless [19]

8 17:45:48.218: RADIUS: NAS-Port [5] 6 17
8 17:45:48.218: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
8 17:45:48.218: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"

8 17:45:48.224: RADIUS: Received from id 21645/93 10.0.0.3:1645,
Access-Challenge, len 69

8 17:45:48.224: RADIUS: authenticator C8 6D 9B B3 67 60 44 29
- CC AB 39 DE 00 A9 A8 CA

8 17:45:48.224: RADIUS: EAP-Message [79] 25

8 17:45:48.224: RADIUS: 01 43 00 17 11 01 00 08 63 BB E7 8C OF AC EB 9A
[?C?77272°?2?2c???7?7??7]

8 17:45:48.225: RADIUS: 61 69 72 6F 6E 65 74

[aironet]

8 17:45:48.225: RADIUS: Session-Timeout [27] © 20

8 17:45:48.225: RADIUS: Message-Authenticato[80] 18 *
8 17:45:48.226: RADIUS(0000001C): Received from id 21645/93

8 17:45:48.226: RADIUS/DECODE: EAP-Message fragments, 23, total 23 bytes

8 17:45:48.226: dotll _auth_dotlx_parse_aaa_resp:

Received server response: GET_CHALLENGE_RESPONSE

8 17:45:48.226: dotll_auth_dotlx_parse_aaa_resp: found eap pak 1in
server response

8 17:45:48.226: dotll_auth_dotlx_parse_aaa_resp: found session timeout

20 sec
8 17:45:48.227: dotll_auth_dotlx_run_rfsm:
Executing Action(

SERVER_WAI T, SERVER_REPLY

) for

Apr
Apr
Apr

Apr

0002 .8aa6.304f

8 17:45:48.227: dotll _auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

8 17:45:48.227: dotll _auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

8 17:45:48.232: dotll _auth_parse_client_pak:

Received EAPOL packet from 0002.8aa6.304f

8 17:45:48.232: dotll_auth_dotlx_run_rfsm: Executing Action
(

CLI ENT_WAI'T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr
Apr

Apr
Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr

Apr
Apr

8 17:45:48.232: dotll _auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

8 17:45:48.232: dotll _auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

8 17:45:48.233: RADIUS: AAA Unsupported [248] 14

8 17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]

8 17:45:48.234: RADIUS: AAA Unsupported [150] 2

8 17:45:48.234: RADIUS(0000001C): Using existing nas_port 17

8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102

8 17:45:48.234: RADIUS/ENCODE(0000001C): acct_session_id: 28

8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102

8 17:45:48.234: RADIUS(0000001C): sending

8 17:45:48.234: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166

8 17:45:48.235: RADIUS: authenticator 93 B5 CC B6 41 97 AO 85
- 1B 4D 13 OF 6A EE D4 11

8 17:45:48.235: RADIUS: User-Name [1] 9 "aironet"
8 17:45:48.235: RADIUS: Framed-MTU [12] 6 1400

8 17:45:48.236: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"




Apr 8 17:45:48.236: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:45:48.236: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:45:48.236: RADIUS: Message-Authenticato[80] 18 =

Apr 8 17:45:48.236: RADIUS: EAP-Message [79] 41

Apr 8 17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55 AF 05 03 71 7D
[?C?'?727707U777q}]

Apr 8 17:45:48.236: RADIUS: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[?A??77]77Q$77mQm]

Apr 8 17:45:48.237: RADIUS: 61 69 72 6F 6E 65 74 [aironet]
Apr 8 17:45:48.237: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 17:45:48.237: RADIUS: NAS-Port [5] 6 17
Apr 8 17:45:48.238: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-Identifier [32] 16 "labapl200ip102"

Apr 8 17:45:48.242: RADIUS: Received from id 21645/94 10.0.0.3:1645,
Access-Challenge, len 50

Apr 8 17:45:48.243: RADIUS: authenticator 59 2D EE 24 CF B2 87 AF
- 86 DO C9 00 79 BE 6E 1E

Apr 8 17:45:48.243: RADIUS: EAP-Message [79] ©
Apr 8 17:45:48.243: RADIUS: 03 43 00 04
[?C??]
Apr 8 17:45:48.244: RADIUS: Session-Timeout [27] © 20

Apr 8 17:45:48.244: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:45:48.244: RADIUS(0000001C): Received from id 21645/94
Apr 8 17:45:48.244: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
Apr 8 17:45:48.244: dotll_auth_dotlx_parse_aaa_resp:

Received server response: GET_CHALLENGE_RESPONSE
Apr 8 17:45:48.245: dotll _auth_dotlx_parse_aaa_resp:

found eap pak in server response
Apr 8 17:45:48.245: dotll _auth_dotlx_parse_aaa_resp:

found session timeout 20 sec
Apr 8 17:45:48.245: dotll_auth_dotlx_run_rfsm:

Executing Action(

SERVER_WAI T, SERVER_REPLY

)

for 0002.8aa6.304f

Apr 8 17:45:48.245: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

Apr 8 17:45:48.246: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

Apr 8 17:45:48.249: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f

Apr 8 17:45:48.250: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI'T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr 8 17:45:48.250: dotll_auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

Apr 8 17:45:48.250: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

Apr 8 17:45:48.250: RADIUS: AAA Unsupported [248] 14

Apr 8 17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]

Apr 8 17:45:48.251: RADIUS: AAA Unsupported [150] 2

Apr 8 17:45:48.251: RADIUS(0000001C): Using existing nas_port 17

Apr 8 17:45:48.252: RADIUS(0000001C): Config NAS IP: 10.0.0.102

Apr 8 17:45:48.252: RADIUS/ENCODE(0000001C): acct_session_id: 28

Apr 8 17:45:48.252: RADIUS(0000001C): Config NAS IP: 10.0.0.102

Apr 8 17:45:48.252: RADIUS(0000001C): sending




Apr 8 17:45:48.252: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150
Apr 8 17:45:48.252: RADIUS: authenticator 39 1C A5 EF 86 9E BA D1
- 50 FD 58 80 A8 8A BC 2A
Apr 8 17:45:48.253: RADIUS: User-Name [1] 9 "aironet"
Apr 8 17:45:48.253: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:45:48.253: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:45:48.253: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:45:48.254: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:45:48.254: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:45:48.254: RADIUS: EAP-Message [79] 25
Apr 8 17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67 2E 7D 26 75 AA
[?7C??7?777P?g.}&u7?]
Apr 8 17:45:48.254: RADIUS: 61 69 72 6F 6E 65 74
[aironet]
Apr 8 17:45:48.254: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6 17
Apr 8 17:45:48.255: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 17:45:48.255: RADIUS: Nas-Identifier [32] 16 "Tabapl200ipl02"
Apr 8 17:45:48.260: RADIUS: Received from id 21645/95 10.0.0.3:1645,
Access-Accept, Ten 206
Apr 8 17:45:48.260: RADIUS: authenticator 39 13 3C ED FC 02 68 63
- 24 13 1B 46 CF 93 B8 E3
Apr 8 17:45:48.260: RADIUS: Framed-IP-Address [8] 6  255.255.255.255
Apr 8 17:45:48.261: RADIUS: EAP-Message [79] 41
Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00 18 FA 53 DO 29 6C 9D 66 8E
[??7?2'2727?2727S?)172f7]
Apr 8 17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A EF D4 6D 30 A4
[??7?2T??25]|t?§??m07]
Apr 8 17:45:48.262: RADIUS: 61 69 72 6F 6E 65 74 [aironet]
Apr 8 17:45:48.262: RADIUS: Vendor, Cisco [26] 59
Apr 8 17:45:48.262: RADIUS: Cisco AVpair [1] 53
"leap:session-key=G:3asil;mwerAEIJNYH-JIxI,"
Apr 8 17:45:48.262: RADIUS: Vendor, Cisco [26] 31
Apr 8 17:45:48.262: RADIUS: Cisco AVpair [1] 25
"auth-algo-type=eap-Teap"
Apr 8 17:45:48.262: RADIUS: C(lass [25] 31
Apr 8 17:45:48.263: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[CISCOACS:00001d6]
Apr 8 17:45:48.263: RADIUS: 33 2F 30 61 30 30 30 30 36 36 2F 31 37
[3/0a000066/17]
Apr 8 17:45:48.263: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:45:48.264: RADIUS(0000001C): Received from id 21645/95
Apr 8 17:45:48.264: RADIUS/DECODE: EAP-Message fragments, 39, total 39 bytes
Apr 8 17:45:48.264: found Teap session key
Apr 8 17:45:48.265: dotll _auth_dotlx_parse_aaa_resp:
Received server response: PASS
Apr 8 17:45:48.265: dotll _auth_dotlx_parse_aaa_resp:
found eap pak in server response
Apr 8 17:45:48.265: dotll _auth_dotlx_parse_aaa_resp:
found Teap session key in server response
Apr 8 17:45:48.265: dotll _auth_dotlx_parse_aaa_resp:
leap session key length 16
Apr 8 17:45:48.266: dotll_auth_dotlx_run_rfsm:

Executing Action(

SERVER WAl T, SERVER PASS

) for 0002.8aa6.304f
Apr 8 17:45:48.266: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f




Apr 8 17:45:48.266: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

Apr 8 17:45:48.266: %DOT11-6-ASSOC: Interface DotllRadioO,
Station RKIBBE-W2K4 0002.8aa6.304f Associated KEY_MGMT[NONE]

state-machine /XY JO#BIZFEFBE L TKEEV, AT—KME, ROKSICENRKLET,
1. EAP_START
2. CLIENT_WAIT
3. CLIENT_REPLY
4. SERVER_WAIT
5. SERVER_REPLY

E 200 —N\NZXOASTIT— RT3/ 8. SERVER WAITE SERVER_REPLYD (. CLIENT_WAITE
CLIENT_REPLYE EHEIEV) BRE NB u[gEENF H VY E T,

6. SERVER_PASS
process F/NY I TREINTNOAT—RMFRICETZELDATY THRRENET, radius T
NY T TRBIAT—NEVTAT NEOEBOBERNBEN RRENET, EAP TNV ITD—F
HREEEAFEF. ThTROAT—KNTO state machine XY t—2 OB ERIBITZ LT
E

ZOATI—2a>FICASHA DA RETDE, WEBAFIEE h =R state-machine 7/\
YVITRRENET, XOBFOESIBAYE—IEBIELTLIEZTY,

« CLIENT TIMEOUT : C DREEWE, 94T MY BYBFERNICISELBEL 2 EZRLE
To ROVWTNADEBRIZE 2T, COREBNTERAVREN RETDAREEN HYET,

c DZATRNIVTRNIDITICEHEN 5.

- EAP 94T NDARA LTI NME ( Advanced Security @ EAP Authentication @4
TRT)FERTLTVS,

— B0 EAP ( 45IC Protected EAP (PEAP ) ) TREFFIN T TBETIC 30 WL EEL
DPHAYET, CORAN—ICKEWE (90 ~ 1208 ) ZRELE T,

CLIENT TIMEOUT O &ETHIZIRICRLET,

dient TIMEOQUT D5l

<ttroot>

Apr 12 17:51:09.373: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start
Apr 12 17:51:09.373: dotll_auth_dotlx_send_id_req_to_client:




sending identity request for 0040.96a0.3758

Apr 12 17:51:09.374: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds

Apr 12 17:51:39.358: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, TI MEOUT

) for 0040.96a0.3758

Apr 12 17:51:39.358: dotll_auth_dotlx_send_cTlient_fail:
Authentication failed for 0040.96a0.3758

Apr 12 17:51:39.358: %DOT11-7-AUTH_FAILED:
Station 0040.96a0.3758 Authentication failed

A ROAYE—JICPLEZATLAIZ— XY E=—JHFBVAERELTSEEZ L,

%DOT11-4-MAXRETRIES: Packet to client xxxx.xxxx.xxxx reached
max retries, removing the client

E I CORSBIZ— XYy E—2R, BRARBRFOBEEEZRLTVWDAREEN S ET

o

* AP £ RADIUS # —/NETOHAEHZROT—H : COOTJHITE. RADIUS #—/NT AP
DSDFEAERNIZHFANSHTVERE A, AP A 55| EHE RADIUS ' —/NANERAHE
FENRTH, HERBEN —HL VLS, RADIUS Y —NTRERNMEETEIET,

COMBEEMRTB IR, AP EOREMBEN RADIUS ¥ —/\THEAE N3 HBERERE
BAUTHhBD e Z2BTHIBLTLILEZL,

AP & RADIUS H—/\E TOHREMZED T —H

Jun 2 15:58:13.553: %RADIUS-4-RADIUS_DEAD:
RADIUS server 10.10.1.172:1645, 1646 is not responding.

Jun 2 15:58:13.553: %RADIUS-4-RADIUS_ALIVE: RADIUS server
10.10.1.172:1645,1646 has returned.

Jun 2 15:58:23.664: %DOT11-7-AUTH_FAILED: Station 0040.96a0.3758
Authentication failed

* server_timeout : — MREF, BV —/N\NANBYUBKERICKELBEA 2L EZRLET
o H—NEAIOBENRRAT, CORENTEZVREARETDARMI HYVERT, Ch5
DREICEZILTVWR L Z2BRABLET,

- AP TRFREEH—/NNA\D IP #EHEN IS TVS,
i BEBREEERITSICE, pngdN > REFEATEET,



H—NORBIAB LT HIT14 2 TDR—RNESHIEL L,
¥ : R— NEE (I Server Manager® 7 THERRTE X9,
EL—E AN RITHTHEL TV S,

server_timeout DEITHIZIRICRLET,

server _timeout D)

<{#froot>

Apr 8 20:02:55.469: dotll_auth_dotlx_start:
in the dotll_auth_dotlx_start

Apr 8 20:02:55.469: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aab6.304f

Apr 8 20:02:55.469: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds

Apr 8 20:02:55.470: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f

Apr 8 20:02:55.470: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, EAP_START

) for 0002.8aa6.304f
Apr 8 20:02:55.470: dotll_auth_dotlx_send_id_req_to_client:
sending identity request for 0002.8aa6.304f
Apr 8 20:02:55.470: dotll_auth_dotlx_send_id_req_to_client:
Started timer client_timeout 30 seconds
Apr 8 20:02:55.471: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 20:02:55.472: dotll_auth_parse_client_pak:
id is not matching reqg-id:1lresp-id:2, waiting for response
Apr 8 20:02:55.474: dotll_auth_parse_client_pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 20:02:55.474: dotll_auth_dotlx_run_rfsm:
Executing Action(

CLI ENT_WAI T, CLI ENT_REPLY

) for 0002.8aa6.304f

Apr 8 20:02:55.474: dotll_auth_dotlx_send_response_to_server:
Sending client 0002.8aa6.304f data to server

Apr 8 20:02:55.475: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

Apr 8 20:02:55.476: RADIUS: AAA Unsupported [248] 14

Apr 8 20:02:55.476: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]

Apr 8 20:02:55.476: RADIUS: AAA Unsupported [150] 2

Apr 20:02:55.476: RADIUS(00000031): Storing nasport 32 in rad_db

Apr 20:02:55.476: RADIUS(00000031): Config NAS IP: 10.0.0.102

Apr 20:02:55.476: RADIUS/ENCODE(00000031): acct_session_id: 49

Apr 20:02:55.477: RADIUS(00000031): Config NAS IP: 10.0.0.102

Apr 20:02:55.477: RADIUS(00000031): sending

Apr 20:02:55.477: RADIUS(00000031): Send Access-Request
to 10.0.0.3:1234 id 21645/145, len 139

Apr 8 20:02:55.478: RADIUS: authenticator B6 F7 BB 41 OE 9F 44 D1
- 9A F8 E2 D7 5D 70 F2 76

0O 00 OO 00 00 o




Apr 8 20:02:55.478: RADIUS: User-Name [1] 9 "aironet"

Apr 8 20:02:55.478: RADIUS: Framed-MTU [12] 6 1400

Apr 8 20:02:55.478: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 20:02:55.478: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 20:02:55.478: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 20:02:55.478: RADIUS: Message-Authenticato[80] 18 =

Apr 8 20:02:55.478: RADIUS: EAP-Message [79] 14

Apr 8 20:02:55.479: RADIUS: 02 02 00 OC 01 61 69 72 6F 6E 65 74

Apr 8 20:02:55.479: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 20:02:55.479: RADIUS: NAS-Port [5] 6 32
Apr 8 20:02:55.479: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 20:02:55.480: RADIUS: Nas-Identifier [32] 16 "Tabapl200ipl02"

Apr 8 20:03:00.478: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:05.475: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:10.473: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:15.470: RADIUS:
No response from (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:15.470: RADIUS/DECODE:
parse response no app start; FAIL
Apr 8 20:03:15.470: RADIUS/DECODE:
parse response; FAIL
Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
Received server response: FAIL
Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
found eap pak in server response
Apr 8 20:03:15.470: dotll _auth_dotlx_parse_aaa_resp:
detailed aaa_status 1
Apr 8 20:03:15.471: dotll_auth_dotlx_run_rfsm:
Executing Action(

SERVER_WAI T, SERVER_FAI L

) for 0002.8aa6.304f

Apr 8 20:03:15.471: dotll_auth_dotlx_send_cTlient_fail:
Authentication failed for 0002.8aa6.304f

Apr 8 20:03:15.471: %DOT11-7-AUTH_FAILED: Station 0002.8aa6.304f
Authentication failed

* SERVER FAIL : cDRERF, H—N\HN5, I—HF0ILF oI VIILICEILKRIAICEKKL L
WOISEN BENECEEZRLET, COXBMNRETSE O RADIUS /Ny U T, FREE
H—NICEFENEI—YENRRENET, Y—/I\DNIFAT7NOTIOEREERL I
HHOFEMICOVWTIE, BEEY—/Y0 Failed Attempts AT ZF T Y VL TLEE L,

RIZ, SERVER FAIL ARELIZEEDHlIZRLET,

SERVER FAI L Dl

<ftroot>




Apr 8 17:46:13.604:

dotll_auth_dotlx_send_response_to_server:

Sending client 0002.8aa6.304f data to server

Apr 8 17:46:13.604: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds
Apr 8 17:46:13.605: RADIUS: AAA Unsupported [248] 14
Apr 8 17:46:13.605: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[Tabap1200ipl]
Apr 8 17:46:13.606: RADIUS: AAA Unsupported [150] 2
Apr 8 17:46:13.606: RADIUS(0000001D): Using existing nas_port 18
Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS/ENCODE(0000001D): acct_session_id: 29
Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS(0000001D): sending
Apr 8 17:46:13.607: RADIUS(0000001D): Send Access-Request
to 10.0.0.3:1645 id 21645/97, Ten 176
Apr 8 17:46:13.607: RADIUS: authenticator 88 82 8C BB DC 78 67 76
- 36 88 1D 89 2B DC C9 99
Apr 8 17:46:13.607: RADIUS: User-Name [1] 14 "unknown_user"
Apr 8 17:46:13.607: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:46:13.608: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:46:13.608: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:46:13.608: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:46:13.608: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:46:13.608: RADIUS: EAP-Message [79] 46
Apr 8 17:46:13.608: RADIUS: 02 44 00 2C 11 01 00 18 02
69 C3 F1 B5 90 52 F7 [?D?,??7?27i7?7?77R?]
Apr 8 17:46:13.609: RADIUS:
B2 57 FF FO 74 8A 80 59 31 6D C7 30 D3 DO AF 65
[?W??€??7Y1m?0777e]
Apr 8 17:46:13.609: RADIUS: 75 6E 6B 6E 6F 77 6E 5F 75 73 65 72
[unknown_user]
Apr 8 17:46:13.609: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 17:46:13.609: RADIUS: NAS-Port [5] 6 18
Apr 8 17:46:13.610: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 17:46:13.610: RADIUS: Nas-Identifier [32] 16
"Tabapl200ipl02"
Apr 8 17:46:13.622: RADIUS: Received from id 21645/97
10.0.0.3:1645,
Access- Rej ect
, len 56
Apr 8 17:46:13.622: RADIUS: authenticator 55 EO 51 EF DA CE F7 78
- 92 72 3D 97 8F (C7 97 (3
Apr 8 17:46:13.622: RADIUS: EAP-Message [79] 6
Apr 8 17:46:13.623: RADIUS: 04 44 00 04 [?D?7]
Apr 8 17:46:13.623: RADIUS: Reply-Message [18] 12
Apr 8 17:46:13.623: RADIUS: 52 65 6A 65 63 74 65 64 OA OD [Rejected??]
Apr 8 17:46:13.623: RADIUS: Message-Authenticato[80] 18 =
Apr 8 17:46:13.624: RADIUS(0000001D): Received from id 21645/97
Apr 8 17:46:13.624: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
Apr 8 17:46:13.624: RADIUS/DECODE: Reply-Message fragments,

10, total 10 bytes

Apr 8 17:46:13.624:

dotll_auth_dotlx_parse_aaa_resp:

Received server response: FAIL

8 17:46:13.625:
found eap pak 1in
8 17:46:13.625:
xecuting Action(

Apr

Apr

dotll_auth_dotlx_parse_aaa_resp:
server response
dotll_auth_dotlx_run_rfsm:




SERVER _WAI T, SERVER _FAI L

) for 0002.8aa6.304f

Apr 8 17:46:13.625: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0002.8aa6.304f

Apr 8 17:46:13.626: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

Apr 8 17:46:13.626: dotll_auth_dotlx_send_cTlient_fail:
Authentication failed for 0002.8aa6.304f

Apr 8 17:46:13.626: %DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station 0002.8aa6.304f

Apr 8 17:46:13.626: %DOT11-7-AUTH_FAILED: Station 0002.8aa6.304f
Authentication failed

« YSATURASOBEBL : ZOPITE. RADIUS $—/NIC& 2 T/NA Xy £—TI# AP
CREETNETH. CONA XY E—VRAP L& TEEE N, ¥54 7Y N EER
FohET., BRI, 54T NCED AP ADBERTONERA, LEF T,
AP TREAY NS A ERICEIEL %I BERBRATHONET,

VAT RDSORBEREL

<{#froot>

Sep 22 08:42:04: dotll_auth_dotlx_run_rfsm:
Executing Action(SERVER_WAIT,SERVER_PASS) for 0040.96a0.3758
Sep 22 08:42:04: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758
Sep 22 08:42:04: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds
Sep 22 08:42:04: %D0OT11-6-ASSOC: Interface DotllRadioO,
Station arlitladlhd6j91 0040.96a0.3758 Associated KEY_MGMT[NONE]
Sep 22 10:35:10: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached

max retries

, removing the client

Sep 22 10:35:10: %DOT11-6-DISASSOC: Interface DotllRadioO,
Deaut henti cating Station

0040.96a0.3758
Reason: Previous authentication no longer valid

AP Tl& RADIUS A 5 @ get challenge [SEN VT AT NMIEEENET, VT4 T b~
TRIEEFITONT, ERURNSFAERICEELETH. Chnlk EAP FRBL. AP TlE
DSZAT Y M RERBREND EIZBYET,

VAT R SORBEREL




Sep
Sep
Sep
Sep
Sep

Sep

max

Sep

<f#froot>

22 10:43:02: dotll_auth_dotlx_parse_aaa_resp:

Received server response: GET_CHALLENGE_RESPONSE

22 10:43:02: dotll_auth_dotlx_parse_aaa_resp:

found eap pak in server response

22 10:43:02: dotll_auth_dotlx_run_rfsm:

Executing Action(SERVER_WAIT,SERVER_REPLY) for 0040.96a0.3758
22 10:43:02: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758

22 10:43:02: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds

22 10:43:05: %DOT11-4-MAXRETRIES: Packet to client 0040.96a0.3758
reached

retries

, removing the client

22 10:43:05: Client 0040.96a0.3758 failed: reached maximum retries

RADIUS AS/NNA XY= AP ICEEEh, AP TRIONA XY =N ITA4T
YNIEEENETYN, V4T NTREENTTOhEL A, AP TRHEKRJU NS AEH
CEEL ERICRAMBBRNITONET, RIC, 4T NIE>TAPADOHKRDIDE
RABRITENETH, 94T ITILRRINTABIELTWVWS S, AP TRRC

DERNEBEIET,

V24T D SDISERL

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

Sep

max

<ttroot>

22 10:57:08: dotll_auth_dotlx_run_rfsm:

Executing Action(SERVER_WAIT,SERVER_PASS) for 0040.96a0.3758
22 10:57:08: dotll_auth_dotlx_send_response_to_client:
Forwarding server message to client 0040.96a0.3758

22 10:57:08: dotll_auth_dotlx_send_response_to_client:
Started timer client_timeout 30 seconds

22 10:57:08: %DOT11-6-ASSOC: Interface DotllRadioO,

Station arlitladlhd6j91 0040.96a0.3758 Reassociated KEY_MGMT[NONE]
22 10:57:10: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached max retries, removing the client

22 10:57:10: %DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station0040.96a0.3758 Reason:

Previous authentication no longer valid

22 10:57:15: AAA/BIND(00001954): Bind 1i/f

22 10:57:15: dotll_auth_dotlx_start: in the dotll_auth_dotlx_start
22 10:57:15: dotll_auth_dotlx_send_id_req_to_client:

Sending identity request to 0040.96a0.3758

22 10:57:15: dotll_auth_dotlx_send_id_req_to_client:

Client 0040.96a0.3758 timer started for 30 seconds

22 10:57:15: %DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached

retries

, removing the client




Sep 22 10:57:15: Client 0040.96a0.3758 failed: reached maximum retries

ATF—K X2 Xy E—TEH O process 7/NY £ (& radius F/INY T2k, KEOFMAD
RENFET,

EAP OREFEICOVWTOFMEE. TRADIUS H—/N&® EAP FFEEs 2R T EE L,

MAC F¥3E
MAC BEEDBE. KOF/NY I FBERISET,

« debug radius authentication : AAFRIET—NEFERAL TWBBE, COFNYTOHEDEF
. RADIUS OFBATHEYE T,

« debug dot11 aaa authenticator mac-authen : COF/\NY J O H B &, dot11_auth_dot1x_ ®
BATHRENET,

ChSsDFNYITTR., ROBBIKRRENETT,
« WX A4F7OT T, RADIUS ICBAD B HHOAR
«c BVHETSNTVWSAS MACT RLARE, BELE N MAC 7 RL ADLEE

MAC 7 R L AFBREICHMER RADIUS H—/NZ AL TWAHE, RADIUS FNY I BEREhE
T, COEAEEDEHEE, WAV —NEIVFZATNEAOEBROBERNENRTENET,

MAC 7 RLADVARNY, I—HBENAT—ROF—ER—AELTTFNAARICO—DILTHE
BENnTWBIFEE, mac-authen F/NY TOHDEGHNFRRENET, PRLAO—HFELEFF—
BAHERENDE, TOHINRRENET,

E MACTRLADTILTI7ARY RXZFK, BICNMNETAILTLSEZL,
R, O—HI F—ER—AICELD MAC SRAINFRILE-EEDHERLET,

MAC 3L D B Zh Hl

Apr 8 19:02:00.109: dotll_auth_mac_start: method_Tist: mac_methods

Apr 8 19:02:00.109: dotll_auth_mac_start: method_index: 0x4500000B, req: 0xA7626C

Apr 8 19:02:00.109: dotll_auth_mac_start: client->unique_id: 0x28

Apr 8 19:02:00.110: dotll_mac_process_reply: AAA reply for 0002.8aa6.304f PASSED

Apr 8 19:02:00.145: %DOT11-6-ASSOC: Interface DotllRadioO, Station RKIBBE-W2K4
0002.8aa6.304f Associated KEY_MGMT[NONE]

R, A=A F—ER—AICLD MAC AN KRBLI-EE2DHlZRLET,
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MAC FB5E 0 2 B4

Apr 8 19:01:22.336: dotll_auth_mac_start: method_list: mac_methods
Apr 8 19:01:22.336: dotll_auth_mac_start: method_index: 0x45000008B,
req: 0xA7626C
Apr 8 19:01:22.336: dotll_auth_mac_start: client->unique_id: 0x27
Apr 8 19:01:22.337: dotll_mac_process_reply:
AAA reply for 0002.8aa6.304f FAILED
Apr 8 19:01:22.337: %DOT11-7-AUTH_FAILED:
Station 0002.8aa6.304f Authentication failed

MAC 7 RL ADRIAN KB L 2HBEE. MACT RLALANENTWAXFHAELVWCEZT
IVOLTLKEZW, MACTRLADTILT 7FRY RXFEPXFTANLTVD Z & ZFRRL
£9,

MAC DEREFZEDOFMIE., TCisco Aironet PO LA RA NDI=H® CiscolOS VT R
aﬁ?ﬁjﬂ K. 12.2(13)JAs ® TRIXATOBRE, ESBLTLIEE L,

WPA

Wi-Fi Protected Access ( WPA ) EREER A 7Tl EFHEAN, XJ2I—>a>o7OR]
ILTY,

- WPATWR. APEUZATU N A—REBOZXISI—-MThhET,

- WPA 0)=\:_%:EE_C“‘;\ 75’( /I\b‘wunIE-U- /\TIEI%LhWbHIEé*LT—1§Lh\ 7:]/1 I\
ZITVET,

« WPA Tl&. Pairwise Transient Key ( PTK ) & Groupwise Transient Key ( GTK ) ®ili5 =
ATDIANRYIAOTERODI-NLET,

X WPATIREBERDEAPHRIIL TWA CENREZNOT, WPAZFERITIHICITA T
RA"ZDEAPTEEICERIIEND & Z2HERLTSEETL,

WPA ZJYIT—2 3> 0FE. ROTFNY ITHNHERIEET,

- debug dot11 aaa authenticator process : <O F /XY J O Ak, dot11_auth_dot1ix_ DFEA
THEVET,

+ debug dot11 aaa authenticator state-machine : COF/NY T OHE Ik,
dot11_auth_dot1x_run_rfsm DEBEATHEY £,

CORFIXYNOMBOBIICENDE, WPAOTNY TOBREDHIEEHETT, PTK XV
t—INEFEN, WETRIRENFZFEEIAET, RIC, GTK XY E—IHFEFEh, HEI
BORENZEENET,

PTK XY tE—2FLERE GTK XY= EEENBEVEEE. APOREFEFYIMNIIT
LARIWICEEN DA DY) ET, PTK T GTK DISEN I9TA TR SZETIE
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WBEE. 947N A—ROWPAHTUAY NORER I
LT EE W,

V7ROXIF

WPA X< I —> 3> 0O h4l

<#root>
Tabap1200ip102#

Apr 7 16:29:57.908: dot1l dot 1x_buil d_pt k_handshake:
bui l ding PTK nsg 1 for 0030.6527.f74a

Apr 7 16:29:59.190: dotll dot1x_verify_ptk_handshake:
verifying PTK nmsg 2 from 0030. 6527.f74a

Apr 7 16:29:59.191: dotll_dotlx_verify_eapol_header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.191: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.192: dotl1l dot 1x_buil d_pt k_handshake:
bui Il ding PTK nsg 3 for 0030.6527.f74a

Apr 7 16:29:59.783: dotll dot1x_verify_ptk_handshake:
verifying PTK msg 4 from 0030. 6527.f74a

Apr 7 16:29:59.783: dotll_dotlx_verify_eapol_header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.783: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.788: dotl1l dot 1x_buil d_gt k_handshake:
buil ding GIK nsg 1 for 0030.6527.f74a

Apr 7 16:29:59.788: dotll_dotlx_build_gtk_handshake:
dotll_dotlx_get_multicast_key Ten 32 index 1

Apr 7 16:29:59.788: dotll_dotlx_hex_dump: GTK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82 93 57 83

Apr 7 16:30:01.633: dotll dot1x_verify_gtk_handshake:
verifying GIK msg 2 from 0030. 6527.f74a

Apr 7 16:30:01.633: dotll_dotlx_verify_eapol_header:
Warning: Invalid key info (exp=0x391, act=0x301

Apr 7 16:30:01.633: dotll_dotlx_verify_eapol_header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:30:01.633: %O0T11-6-ASSCC: Interface Dot 11Radi 00
Station 0030. 6527.f 74a Associ at ed KEY_MAMI[ WPA]

Tabap1200ip102#

SR

A3 Y

\

WPA DEREFZEICOVWTOFMIE., TWPASREOBE, %

iF

EEFRAS KU HTTP &8

LTL<iEE L,

LRILZEFIY

TFNAAIHTRIERT IV AZ, O—HAILOI—HFEBENAT—ROTF—ER—AKIFIHEB
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AT —NCREENTWARI—FICHRIDENTEERT, EET VAR, RADIUS &
TACACS+ DI A THR—RENATLVET,

EEFIADZE. ROTNY THFBRERIEET,

debug radius authentication & 7= I& debug tacacs authentication : O F /Ny T O H B,
RADIUS £/l TACACS O EBE SN DFEATHEY) FT,

debug aaa authentication : O F/NY JOEH Ak, AAA/AUTHEN OFERATHREY E T,
« debug aaa authorization : COF/NY JOH LK, AAA/AUTHOR OFEATHEN T,
CNSOTFNY T TR, ROBBARRENET,
o BREEX 4 70OY T, RADIUS E£/zld TACACS ICEEH BB DA
c RABLTHFTOLEOD, FNAAERIAY—NNBOEBROXI>T—>3>

R\, Service-Type RADIUS 7 KU E 21— N A" Administrative ICEREE N TVBEHEEIC, BE
REANRBLEEZDHIZERLET,

Service-Type 7 NUE1—~NEER L LEEFRIL O KI5

<ttroot>

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1 tty=-
Apr 13 19:43:08.030: AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=2 channel=0
Apr 13 19:43:08.031: AAA/MEMORY: create_user (OxA1BB6C) user='NULL' ruser='NULL'
ds0=0 port="tty2' rem_addr="'10.0.0.25" authen_type=ASCII service=LOGINN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): port="tty2'
Tist=""' action=LOGIN service=LOGIN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): using "default" 1ist
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540):
Method=tac_admin (tacacs+)
Apr 13 19:43:08.032: TAC+: send AUTHEN/START packet ver=192 id=3200017540
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=ERROR
Apr 13 19:43:08.032: AAA/AUTHEN/START (3200017540):
Method=rad_admin (radius)
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN/CONT (3200017540):
continue_login (user='(undef)')
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Method=rad_admin (radius)
Apr 13 19:43:08.032: AAA/AUTHEN(3200017540): Status=GETPASS
Apr 13 19:43:08.033: AAA/AUTHEN/CONT (3200017540):
continue_login (user='aironet')
Apr 13 19:43:08.033: AAA/AUTHEN(3200017540): Status=GETPASS
Apr 13 19:43:08.033: AAA/AUTHEN(3200017540): Method=rad_admin (radius)
Apr 13 19:43:08.033: RADIUS: Pick NAS IP for u=0xA1BB6C tableid=0
cfg_addr=10.0.0.102 best_addr=0.0.0.0
Apr 13 19:43:08.033: RADIUS: ustruct sharecount=1
Apr 13 19:43:08.034: Radius: radius_port_info() success=1 radius_nas_port=1
Apr 13 19:43:08.034: RADIUS(00000000): Send Access-Request to 10.0.0.3:1645
id 21646/48, len 76
Apr 13 19:43:08.034: RADIUS: authenticator 91 A0 98 87 C1 FC F2 E7




- E7 E4 57 DF 20 DO 82 27

Apr 13 19:43:08.034: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 13 19:43:08.034: RADIUS: NAS-Port [5] 6 2

Apr 13 19:43:08.035: RADIUS: NAS-Port-Type [61] © Virtual [5]
Apr 13 19:43:08.035: RADIUS: User-Name [1] 9 "aironet"

Apr 13 19:43:08.035: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"

Apr 13 19:43:08.035: RADIUS: User-Password [2] 18 =

Apr 13 19:43:08.042: RADIUS: Received from id 21646/48 10.0.0.3:1645,
Access-Accept, Ten 62

Apr 13 19:43:08.042: RADIUS: authenticator C9 32 E7 8F 97 5F E6 4C
- 6B 90 71 EE ED 2C 2B 2B

Apr 13 19:43:08.042:

RADI US:  Servi ce- Type [ 6] 6
Admi ni strative [ 6]

Apr 13 19:43:08.042: RADIUS: Framed-IP-Address [8] 6  255.255.255.255
Apr 13 19:43:08.042: RADIUS: C(lass [25] 30
Apr 13 19:43:08.043: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 36
[CISCOACS:0000366]
Apr 13 19:43:08.043: RADIUS: 39 2F 30 61 30 30 30 30 36 36 2F 32
[9/0a000066/2]
Apr 13 19:43:08.044: RADIUS: saved authorization data for user A1BB6C at B0C260
Apr 13 19:43:08.044: AAA/AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147):
Port="tty2"' Tist='"' service=EXEC
Apr 13 19:43:08.044: AAA/AUTHOR/HTTP: tty2(1763745147) user='aironet'
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147): send AV service=shell
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147): send AV cmd*
Apr 13 19:43:08.045: tty2 AAA/AUTHOR/HTTP(1763745147): found 1ist "default"
Apr 13 19:43:08.045: tty2 AAA/AUTHOR/HTTP(1763745147): Method=tac_admin (tacacs+)
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): user=aironet
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): send AV service=shell
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): send AV cmd*
Apr 13 19:43:08.046: AAA/AUTHOR (1763745147): Post authorization status = ERROR
Apr 13 19:43:08.046: tty2 AAA/AUTHOR/HTTP(1763745147):
Method=rad_admin (radius)
Apr 13 19:43:08.046: AAA/AUTHOR (1763745147):
Post authorization status = PASS_ADD
Apr 13 19:43:08.443: AAA/MEMORY: free_user (0xA1BB6C) user='aironet'
ruser="NULL' port="tty2' rem_addr='10.0.0.25" authen_type=ASCII service=LOGIN

2. RYA—EABFOT7HNIEI—-RZHEAL T Tprivlevels REZEFEL TVRHEIC, EE
REARBLI-EEDHZEZRLET,

§ >

]
10

ROE—EBOT R NJE1I—RZ2FEAL = EERAO KA

<{froot>

Apr 13 19:38:04.699: RADIUS: cisco AVPair ""shell:priv-Tvi=15""
not applied for shell

Apr 13 19:38:04.699: AAA/AUTHOR (380584213): Post authorization status
= PASS_ADD

Apr 13 19:38:04.802: AAA/MEMORY: free_user (OxAAOE38) user='aironet'
ruser="NULL' port="tty3' rem_addr='10.0.0.25" authen_type=ASCII
service=LOGIN

Apr 13 19:38:04.901: AAA: parse name=tty3 idb type=-1 tty=-1
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13 19:38:04.901: AAA: name=tty3 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=3 channel=0
13 19:38:04.902: AAA/MEMORY: create_user (0xAA23BC) user='NULL'
ruser="NULL"' ds0=0 port='tty3' rem_addr='10.0.0.25"
authen_type=ASCII service=LOGIN
13 19:38:04.902: AAA/AUTHEN/START (1346300140): port="tty3' Tlist=""
action=LOGIN service=LOGIN
13 19:38:04.902: AAA/AUTHEN/START (1346300140): using "default" Tist
13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=tac_admin (tacacs+)
13 19:38:04.902: TAC+: send AUTHEN/START packet ver=192 id=1346300140
13 19:38:04.902: AAA/AUTHEN(1346300140): Status=ERROR
13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=rad_admin (radius)
13 19:38:04.902: AAA/AUTHEN(1346300140): Status=GETUSER
13 19:38:04.903: AAA/AUTHEN/CONT (1346300140): continue_login
(user="(undef) ")
13 19:38:04.903: AAA/AUTHEN(1346300140): Status=GETUSER
13 19:38:04.903: AAA/AUTHEN(1346300140): Method=rad_admin (radius)
13 19:38:04.904: AAA/AUTHEN(1346300140): Status=GETPASS
13 19:38:04.904: AAA/AUTHEN/CONT (1346300140): continue_Tlogin
(user="aironet')
13 19:38:04.904: AAA/AUTHEN(1346300140): Status=GETPASS
13 19:38:04.904: AAA/AUTHEN(1346300140): Method=rad_admin (radius)
13 19:38:04.904: RADIUS: Pick NAS IP for u=0xAA23BC tableid=0
cfg_addr=10.0.0.102 best_addr=0.0.0.0
13 19:38:04.904: RADIUS: ustruct sharecount=1
13 19:38:04.904: Radius: radius_port_info() success=1 radius_nas_port=1
13 19:38:04.925: RADIUS(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76
13 19:38:04.926: RADIUS: authenticator 0C DD 2B B7 CA 5E 7C B9
- 46 90 FD 7A FD 56 3F 07
13 19:38:04.926: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
13 19:38:04.926: RADIUS: NAS-Port [5] 6 3
13 19:38:04.926: RADIUS: NAS-Port-Type [61] © Virtual [5]
13 19:38:04.926: RADIUS: User-Name [1] 9 "aironet"
13 19:38:04.926: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"
13 19:38:04.926: RADIUS: User-Password [2] 18 =
13 19:38:04.932: RADIUS: Received from id 21646/3 10.0.0.3:1645,
Access-Accept, Ten 89
13 19:38:04.933: RADIUS: authenticator FA A4 31 49 51 87 9D CA
- 9D F7 B3 9B EF C2 8B 7E
13 19:38:04.933: RADIUS: Vendor, Cisco [26] 27
13 19:38:04.933: RADIUS:
Cisco AVpair [1] 21 ""shell:priv-1lvl=15""
13 19:38:04.934: RADIUS: Service-Type [6] 6 Login [1]
13 19:38:04.934: RADIUS: Framed-IP-Address [8] 6 255.255.255.255
13 19:38:04.934: RADIUS: C(lass [25] 30
13 19:38:04.934: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 33
[CISCOACS:0000363]
13 19:38:04.934: RADIUS: 61 2F 30 61 30 30 30 30 36 36 2F 33
[a/0a000066/3]
13 19:38:05.634: AAA/AUTHOR (3854191802): Post authorization
status = PASS_ADD
13 19:38:05.917: AAA/MEMORY: free_user (0xA9D054) user='aironet'

ruser="NULL' port="tty2' rem_addr="'10.0.0.25" authen_type=ASCII
service=LOGIN priv=0

EEBITLL HHMER, BUSKELARLPEEY—ER R4 TOFRUEI—NERET




DIHDOREAT—NOREDAEETY, R, BELARILOTRIEI-RNPEEY-—ERXA X
A7OF7RNIVEI—RNFREENBA 2O, EERFBANFr KBLI-EZ0HZERLET,

RUBA—BEBHOT RJE1—KX Service-Type 7PRUEI—RHFBEELEVEE

<ttroot>

Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): Port="tty3'
Tist=""

servi ce=EXEC

Apr 13 20:02:59.516: AAA/AUTHOR/HTTP: tty3(2007927065) user='aironet'
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): send AV service=shell
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): send AV cmd*
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): found Tist "default"
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): Method=tac_admin (tacacs+)
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): user=aironet
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV service=shell
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV cmd*
Apr 13 20:02:59.516: AAA/AUTHOR (2007927065): Post authorization status = ERROR
Apr 13 20:02:59.517: tty3 AAA/AUTHOR/HTTP(2007927065): Method=rad_admin (radius)
Apr 13 20:02:59.517: AAA/AUTHOR (2007927065): Post authorization status = PASS_ADD
Apr 13 20:02:59.561: AAA/MEMORY: free_user (OxA756E8) user='aironet'

ruser="NULL' port="tty2' rem_addr="10.0.0.25"' authen_type=ASCII

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:02:59.620: AAA/MEMORY: free_user (Ox9E5B04) user='aironet'

ruser="NULL' port="tty3' rem_addr="'10.0.0.25" authen_type=ASCII

service=LOG N

priv=0 vrf= (id=0)

Apr 13 20:03:04.501: AAA: parse name=tty2 idb type=-1 tty=-1

Apr 13 20:03:04.501: AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0 adapter=0
port=2 channel=0

Apr 13 20:03:04.502: AAA/MEMORY: create_user (0xA9C7A4) user='NULL'
ruser="NULL' ds0=0 port='tty2' rem_addr='10.0.0.25"' authen_type=ASCII
service=LOGIN priv=0

Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): port="tty2' Tist="'
action=LOGIN service=LOGIN

Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): using "default" Tist

Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=tac_admin (tacacs+)

Apr 13 20:03:04.503: TAC+: send AUTHEN/START packet ver=192 id=377202642

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=ERROR

Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=rad_admin (radius)

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETUSER

Apr 13 20:03:04.503: AAA/AUTHEN/CONT (377202642): continue_login (user='(undef)')

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETUSER

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Method=rad_admin (radius)

Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETPASS

Apr 13 20:03:04.504: AAA/AUTHEN/CONT (377202642): continue_login (user='aironet')

Apr 13 20:03:04.504: AAA/AUTHEN(377202642): Status=GETPASS

Apr 13 20:03:04.504: AAA/AUTHEN(377202642): Method=rad_admin (radius)

Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4 tableid=0
cfg_addr=10.0.0.102 best_addr=0.0.0.0

Apr 13 20:03:04.505: RADIUS: ustruct sharecount=1

Apr 13 20:03:04.505: Radius: radius_port_info() success=1 radius_nas_port=1

Apr 13 20:03:04.505: RADIUS(00000000): Send Access-Request to 10.0.0.3:1645
id 21646/59, len 76




Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17 8F C5 1C B4
- 84 1C 66 4D CF D4 96 03

Apr 13 20:03:04.505: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 13 20:03:04.506: RADIUS: NAS-Port [5] 6 2

Apr 13 20:03:04.506: RADIUS: NAS-Port-Type [61] © Virtual [5]
Apr 13 20:03:04.506: RADIUS: User-Name [1] 9 "aironet"

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"

Apr 13 20:03:04.507: RADIUS: User-Password [2] 18 =

Apr 13 20:03:04.513: RADIUS: Received from id 21646/59 10.0.0.3:1645,

Access- Accept

, len 56

Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78 33 DO DE D3
- 8B E9 EO EE 2A 33 92 B5S

Apr 13 20:03:04.513: RADIUS: Framed-IP-Address [8] 6  255.255.255.255

Apr 13 20:03:04.513: RADIUS: C(lass [25] 30

Apr 13 20:03:04.514: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 38
[CISCOACS:0000368]

Apr 13 20:03:04.514: RADIUS: 33 2F 30 61 30 30 30 30 36 36 2F 32
[3/0a000066/2]

Apr 13 20:03:04.515: RADIUS: saved authorization data for user A9C7A4 at A9C99C

Apr 13 20:03:04.515: AAA/AUTHEN(377202642): Status=PASS

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): Port="tty2' list="'
service=EXEC

Apr 13 20:03:04.515: AAA/AUTHOR/HTTP: tty2(2202245138) user='aironet'

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): send AV service=shell

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): send AV cmd*

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): found Tist "default"

Apr 13 20:03:04.516: tty2 AAA/AUTHOR/HTTP(2202245138): Method=tac_admin (tacacs+)

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): user=aironet

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV service=shell

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV cmd*

Apr 13 20:03:04.517:

AAA AUTHOR

(2202245138):

Post aut horization status = ERROR

Apr 13 20:03:04.517: tty2 AAA/AUTHOR/HTTP(2202245138): Method=rad_admin (radius)

Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post authorization status
= PASS_ADD

Apr 13 20:03:04.619: AAA/MEMORY: free_user (0xA9C7A4) user='aironet'
ruser="NULL"' port="tty2' rem_addr="'10.0.0.25" authen_type=ASCII
service=LOGIN priv=0 vrf=
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