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» Control and Provisioning of Wireless Access Points(CAPWAP)
- Lightweight 77t A R4~ Z7AK3JL (LWAPP )
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e
CORFIXYNTE., POERAKRAY MNAP)ET A YL ALANTY NO—F(WLC)DETH

Control and Provisioning of Wireless Access Points(CAPWAP)/Lightweight Access Point
Protocol(LWAPP) R > XL O MO ERE BB T DO OEAGICOVTHALET,

A2 NAO—ZXR—AQOAPER 7O A

AP, AV NO—ZICBRIZLHICHRO7OLAZEITLET,

1. APH SWLCADCAPWAPTF 14 AA/NU XY =T ER,

2.WLCA SAPADT 1 AANVRBEXY -2

3.APlF. ZELECAPWAPKZIZESWVWT, MATAWLCEEIRLET,
4. BB ERNFAPHA SWLCICEEENET,

5. 1 MO—ZXAPZRRIIL, MAREEEELET,

WLCADEFEFICAPTEF Y IFrahni-OY :

Press RETURN to get started!

Translating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice_diag_test from WLC isfase

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source



%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up

%LINK-3-UPDOWN: Interface Dot11Radio0, changed state to up

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up

%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CL I initiated

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up
Trangdating "CISCO-LWAPP-CONTROLLER"...domain server (255.255.255.255)

Translating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246



%CAPWAP-5-SENDJOIN: sending Join Request to

%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN

%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%L WAPP-3-CLIENTERRORL OG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-RELOAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down

10S Bootloader - Starting system.



EAH 1

1. APZWLCH S BER ITAREBRE N, ASYTFHASHERENDE, APICIPA BV EANRE
nExd,

APIZOVY—IIERELESEOOT :

LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not have an Ip !!



VOEESEME

DHCPH—/AHUE— M CHBBEE. VLANTREZ hTWBIPALN—T KL A\ OBE T4
MORBEEFAL T EE W, DHCPAO—NILEBEE hTVBBAE. DHCPOBAN B
CEEBBLET. APTRET A Y UIPERELET,

APIZOJA> L, ROOX> REZAHDLET,

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

£, A MO—Z0OIPPRLAEEETEE Y,

capwap ap controller ip address

2.IP7RLAZEZEDAPEH VW ETH, WLCENBEICKK TS E, O NO—JIPOFRICKHK
THRAREMAHDEICEELTLSEEL,

RXA D R—LDATLDNS)DFERICKAHL EREZETAPASOOY ¢

<Date & time> %CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin

Not in Bound state.

yi)i—>32

REDNSH—/NDEETREMZREL T, FETREZBEEE. DHCPERTT v 1&dhiz]
YRO—ZIP7RLANFEANETHD _EZHELET,

BIERE  APTOAY NO—Z2FHTHRELE T,



"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

BAPH Y FO—ZICEFENTVD NI, HExService Set Identifier(SSID)D 7 O— R¥F +
ARDFRREATOVARVZ EADAYVET,

(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>

Ji—>3:
AP —T7DOTFIZT AL ALANWLAN)ZEML T & L),

EAHI 2

APA" A4 ¥ FDCisco Discovery Protocol(CDP) &R A /N—IZKRTRENT, APICERE LRI Y F
Herror-disabledREEICE > TWBH Z EICEBEL TS EE L,

AAYFASEFYTFrEhizO07 :

Dec 908:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10

Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:47:33.651 UTC: %ILPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Dec 909:48:10.955 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:48:11.955 UTC: %ILPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Ji—>3:

ENESBRRTE, APE7 Uy 7ORNINF—RI1-Y MBPDU)H—REZEELEH A,
ChEAAMYFREHASOBETT, APEBINZEZER—NCBEHL, YESYBFIVIEEEIC
AVB—TIAABREZEBHLET,

fEABI 3

VE—RFAT74AAQOEY NTY T TR, APEOY NO—F OB TCAPWAPK Y RIILAZ VA L
ICtIfiE B e E<, REEESHENIA-RIBEGLBRATEARTY,



APOBZEERREBHATERBE. YO—-/NILARILEAPLARIIOEATHRETEET, F0O—
NILEEETIE, ChESDERENTAXA—IANTXNTOAPICERAEZNET, DFV., BIEEERED
NZAE%HE, IXTOAPTELUTY,

WLCA S DREENHZOT :

*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL: spam_Irad.c:6088 1c:d1:€0:43:1d:20: Entry deleted for AP; 10.209.36.5 (5256) reason : AP
*spamApTask6: Jun 01 17:17:55.426: %CAPWAP-4-INVALID_STATE_EVENT: capwap_ac_sm.c:9292 The system detects an invalid AP(1c:d1:€0:43:
-Traceback: Oxe69bba3asf 0xe69h9h9446 Oxe69bdc5e3b 0xe69b8f238c Oxe69bbaf33b 0xe69cc8041b 0xe69c71df97 Ox7fef39282dff Ox7fef3869f98d
*spamReceiveTask: Jun 01 17:17:55.426: %CAPWAP-4-INVALID_STATE_EVENT: capwap_ac_sm.c:9292 The system detects an invalid AP(1c:d1:e0:
-Traceback: Oxe69bba3asf 0xe69h981950 Oxe69b76dd5¢c 0xe69cc757¢2 Oxe69c71df97 Ox7fef39282dff Ox7fef3869f98d

*spamApTask5: Jun 01 17:17:55.424: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7521 1c:d1:e0:43:1d:20: DTLS connection closed forAP
*spamApTask5: Jun 01 17:17:55.423: %CAPWAP-3-MAX_RETRANSMISSIONS_REACHED: capwap_ac_sm.c:8073 Max retransmissions reached on .
),number of pending messages(2)

R BENFNIXNTOY A NTRETDHEWEF., 74 VL ADT O—/V)LE’E TRetransmit
count 3 & O'Retransmitinterval 2 KEK LE T, TN TODAPICRAEBEN HZHEICEEZEX T A>3
o

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

cop High Availability

COP State 7 AP Heartbeat Timeouwt(1-30)
Ethernet Interfaced DF State Local Mode AP Fast Heartbeat Timer State
H-REAP Mode AP Fast Heartbeat Timer State
AP Prmary Discovery Timeout(30 to 3400)
Back-up Primary Controller [P Address
radio Slots DP State Back-up Primary Controller name
0 Back-up Secondary Controller IP Address

Back-up Secondary Controller name

i

J
v
L
v
i

Cd
v
7
4

1
2
3 TCP MSS

Login Cradantials Global TCP Adjust MSS

Username AP Retransmit Config Parameters
Password

AP Retransmat Count
Enable Password

AP Retransmat [nterval

JO-NILO>74F21L—> 3 TAPBRERE/NOA—R%Z2ZETRH A>3y

BENMD2OVE—RN YA RNIBEOENDTHDEEIE. 15E DAP TRetransmit count 8 & UFRetransmit
intervaJEiE)Pjt F‘ﬂ%ﬁb\ﬁy&bijo



General Credentials | Interfaces High Awvailability Inventory Advanced

Regulatory Domains B02.11bg:-A 802.11a:-N Power Over Ethernet Settings

Coun Ca y » o alame

Country Code NZ (New Zealand) - PoF Status

Protocol J
snn EXScamary Prosoes Pre-standard 802.3af switches
AP Gro Name F I —
Sl defouk-grovp v Power Injector State
Statsstics Timer 180
AP Core Dump
Rogue Detection J
AP Core Dump Enabled

Telnet

SeM AP Retransmit Config Parameteérs

TCP Adjust M55 AP Retransmit Count 4 v
Link Latency AP Retransmit [nterval . | v

Enable Link Latency

BEDAPTAPERERENTXA—REZEETH A T3>

EAHI 4

APEWLCOBEMN A ZLICEREN, AV NO—FJICBEBTEELSBZENET, T XILAH
ECEELTVSHREMENBY XTI,

Cisco WLCEAPICBEE T2 7 /N1 ARIAAZEOMEBRF XD EH V) T,

« JAOANSREEThBZIXNTOFNARIKLR., F7AILNTI0FEOEMHBZEOAHAE
FRELET,

« CZOIEAEF. Cisco WLCEAPOBEDRILICFERENET,

- FEAEEMFEAL T, APEWLCIE =+ 1 7% Datagram Transport Layer Security(DTLS) k >
ZNZHILET,

SEAEICEEL T, RO2EEOMBENRKELELLE,
ST - VAP (WLCICIAL =<0 ) o

APADIZ Y —)LERIE. BEOHBICKRISE, OJREROKISICEY)ET,

*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) hasexpired. Validity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORLOG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

RIRE2 : #TL VAP EH VWWLCICIIA L =< E W,
APADOAY—=IICIE., ROEKDIBIS—HFRRENET,

[*09/09/2019 04:55:26.3299] CAPWAP State: DTLS Teardown
[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery



[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.

[*09/09/2019 04:55:41.0000] CAPWAP State: DTL'S Setup

[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.

[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection

yi)i—>3Z

1.NTPRCLIZEAL TFHTRIAZEBMLHEIVOPRELE T,

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manua 09/30/18 11:30:00

2.NTPlk, GUIZFEAL TFBHTHRAZEWNLERVRELE T,
RRERESNTVWABNTPH—/NZHIBRT B (CIE. controller > NTP > Server > Commands> Set TimelC BEIL £ 9

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
» Restart
Month January il
Config Boot ) )
Day 31 ¥
» Scheduled Reboot ;
Year 2023
Reset to Factory -
Default
Set Time Time
Login Banner Hour TEE"
¥ Redundancy
Minutes 47
Seconds 8
Timezone
Delta hours :D mins a
Lacationd -Select Location- w

GUITFBITRZZRET DHH

2.2 MO—ZOREXTA VAR —IIENIZAREMC)ZEMICLET. OOV REF,
BHN—232TORZFTIHFANSKET,

(Cisco Controller)> config ap cert-expiry-ignore mic enable
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