WLC u%%m ?—37:; L Lightweight AP ® RS )L

ERATBI A2 b
WLC FA RANY ST Ot ADBE
I hO-5ASOFTNYY

debug capwap events enable

debug pm pki enable
AP A5 OFNY T

BHE1:. OV MO-SOBANMAECEVHEBATHS

HRE 2 |RXAL>DF—

BE3 . WLC TAPRFIVANABNICBESOTWVS, LAP AFFAURABNICAEL

B84 AP (CEFEAE

BES . A RO—FAROLVIANTAP FARANVXYE—FZZELTVD (T4 AN
NIXY =S QFNY TERFTENDHN, BERBRTENEL )

BEE6 . APHAWICICBMTEY, J7ATIA—NNFMUEER—RETOVHILTVS

BEE7 . ZYRNI—VAQIPTRLADEE

B8 . XY a1/ X—I%ED LAP A WLC ICZMTER L

B #89:Microsoft DHCPO 7 RL AN L <&\
BEtER

FL®IC

CORFIXYNTE, AireOS T4 YL ALAN I RO—F (WLC ) OF 14 RAANV M7
OtACOVWTHALET,

AR SR

=2
ADEEICETIABF B2 EFERENFTT,



« Lightweight7 7 AR 4 > N (LAP)# & O Cisco AireOS WLC D ERE (ZBE ¥ 2 E /&5
- Lightweight Access Point 7’0 k1)L ( CAPWAP ) (B89 % E #0538
FRTD IVAR—FUK

CORFIXVNTE., AreOSWLCIZERZEE, Catalyst 98001 DWW THBALELE A, &
EL, Z2m70tAREEAELERUTT,

CORFIXVNOERE. REDFARELCLHAZITNARAICETVWTERENELEZ, COR
FAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE

T BEEBPORY ND—OTR., FEONVRICE>TRCDAEMNI HE2FEZ TOEIELT
<EEL,

£k
REZFOFMIODVWTIE., TROATIZHAINTAVITADOREEL 2SRBLTLEZTL,
WLC F14 AANVESM7OEAOHEE

Cisco Unified Wireless Network Tld LAP DA VYL A 9547 MR UL TH—ERZREHT
ZHICWLC 2R HLU TEHKTIHVEN BV ET,

LAL, ChIZRROEBRFHYET, A NO—FHFELEZFTZRY MIELTVWREE,
LAPEZNI RO—ZOEEIPTRLAZEDESIZROFLEOTL &S A,

DHCP ICA 723> 43 {1 THEITL . Ciscocapwap-controllerloca_domain R X A > Z— LS AT A
(DNS ) fBRZTSCETLAPICOAY MNO—S0EMEBATZHEZFALBEVEES, £
BHRIC7RLAZEBELEVEES, LAPRRY RD—JAQCEZICO NO—Z0EBS( 22—
TIAANBBDHEZRBTEETE A,

NS OFEEUINMIE, LAP [ 255.255.255.255 O—AHJ) 7O—RFv¥ ARNEFEAL T MO
—ZSOO0—ALY 7Y NZEBNICRELET., £, LAPKOY MNO—Z0OEEIP7 RL A
ZEELTHY., AMNO—ZRBUT7—R N 2EEVTETEUTAET7ELTEELES, X
L. APRBIOWLCIZIIATZ ET<IZ, ZOHLVWWLCEZNDEEU T A ETDOIPE T ZEIE
L. LBIOWLCOIPKREELEEA, TOLEDH, EBAVX—T I/ AOO—HDIIYTZY NE
ICLAP Z2BAICEET2E,. O NO—ZS0EBA U Z—T7 I/ ANBHEh, 7 RLANEE
TNET, ChETSAIVTERRENRETT, LAPR2EBTEEZMZZDHE. I NO—J kR EH
ENBLBYET, LEN 2T, DHCP A7’ 32 43 £ DNS FROFERAEHREBLET,

LAP &9, FA1ADNVERICE>THRAMNICOANO—SOEBA U RX—TIAAOT RLA
ICEHELET, TOEONO—ZRF LAPICLAVY3IAPYZR—D YA R—TI( A (F7#
INTEBRAICTIZDZEETE)DIP 7 RLAZBAL, LAPFRICAPYZR—vA(4 2 R—7
I/ AICSMERZEEFETEDELSICLET,

AP B EBRICRO7OLAZERITLET,

1.LAP IZW U TUBICBHN IP PRLAEIYHTSNATVWAVEAICIE, LAPIET—KT2E


https://www.cisco.com/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

IP7 KL AIZDHCP ZEAL X7,

LAP AEET A AANY FILAVAXLZEAL T MNA—FICT 1 AAN)ERZEE
L. A>rO—F VDAMZERLET, REMNICIE. LAP FRXOFETHRELRNZ<O
OMA—S0EBAVZ—T7IAATRLAZEBLET,

a.DHCP A7 23243 (A7 4 AL NO—FHEBZDREICHDITO—/NILEEIC
BLTWET ),

b. cisco-capwap-controller ® DNS T R ( O—AIETZZAICHEL TVWE T, HILW AP A
SMI2HEFHRERDUIDEHICEFATEET ). CAPWAP ZEA T35SI, disco-
capwap-controller ® DNS T KU HBD & ZMEREL TS EE L,

c. LAP AUEICEEBLAONO—Z0EEIP 7 RLA.

d. H7ZxY RTOLAV37O-RF+AB,

e. BWIZEREE h-B .

f.AP A"&RZBICSMLEWLC DEEVTFATI—TICHBD I N NO—7.

EROPTEHICHEZOK, OV NO—FNEBA U RX—TIAARAERBLYT XY NIC
LAP ZBEL., LAPOL AV 37JO0—RF¥YANEZFEALTONO—Z2BETRHE
T, MREBZRY ND—0 HY), O—AHIDNSH—N—ZMBELTVWEVWEEE,
DHEEFEATIHLENHYET,

RSB EBEAZEE, DHCP TDNS IV KU AR TS HETT, @—DNSEBENDIY
N)ZEBBERATEXRT, ChIZKY LAPAEHOI NO—FZRETEE T, INT
OO MO—Z01 »RICBA N, O—AHILDNS H—N—%FFEL TV EEFE, COAF
EZEFERAITIMEN HYET, £, EBODNSH 710 RA&FEHALTHY), O hO—
SHAHTATDAICKR 2> TOBMENTVRERICECOAEEZFRALE T,

DHCP #7232 43 3. KD¥A DHCP IC& > THEBREZO—HNSAAXTHEHICFERE
NEFT, COFEK, 1 ODODNSH T AV AZFERAITDIRLENFERALET, EEXED
AN, A—ARNZUT, RKEBICELZMBLTVWET, LAPA I NO—ZICO—
DINTORIFEHRITZIEIDICTEIHES, DATOTEDNS I NV AFERATERVED,
DHCP #7232 43 EH®EMFEAL T LAP ICRLO—AII O NO—Z0EEBIP 7 RL A
ZBHITBILENHVYET,

REIC, DHCP H—/N—A"BVWXY RD—J(Z&, BNREN EAShET, J>V—I
R—RBELVOAPCLI ZFEAL T, OV NO—FJICELETIEHICHERIFTRERNICEKRE
TZEFET, APCLIZFEALTO NO—FBEREBNICHRET D HEERERITDICIE, X
NDIAN RzZFEALET,

AP#capwap ap primary-base <WLCName> <WLCIP>

DHCP H#—/N\—T® DHCP #7232 43 MEREFRZEICOVTIE, DHCP A 723> 43 @
BREQHESBELTLSEEV,

WANEOIXRTOO N NA—FICTFAAANVD DI ARNEZEEL, ATALAR, APX
Z=FYDIPTRLA, EAPYZR—DF AU BR—TIARILTTILERENTVS AP

O, BRI MNO—Z0£HHNEBRBREZSC IO NO—Z0T1 AANVREER
5%F9,



https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html

4. 3> hA—F VARMESBL, ROVARNQIEFICH>TAY NO—JICEREREZIAXE
LET (APHFIRNO—FHr5O0F1 AAINIREZZELEBEEDOH ),

a.7Z4XVIAMNA—F DI AT AR ( LHIIZ LAP TEREEH ) o

b. EAYAVIAYNO—F D AT LR (LABIIC LAP TEREZEH ) o

c. 2= )V RNO—F DO AT AR (LABIIC LAP TEREE K ) o

d. 724XV O (LAP FREICTZA4XR Y, AR, EEER—2 v
O RMA—ZBTHREENTVWEAWVES, LV LAPASMTS I MO—FZ &I
EELTHBLKEDICERENET ),

e. LROFZHOVTFNICEHTREFSHVEES, T1ANNUREOBRBTEEEZFEH
ITBHCET, OAMNO—FEOO—RNZ 22T 2TVET,

2200 MNO—Z0ORBF YN TAHFE—DOBE. T4 AANVERICHLTT
AAANVBETHRDICDEL LY NO-FICERERZEELEI. 1 20>
RO—ZTEBOAR—TIAAIIEBO APNZR—J v 'HDH5EE. AP OB
REDBWAPRZR—DF AT I/ RAZRBRLTSEE,

O hO-ZR, AABOFIVIREFEAP ILTFUIYILBELTIXNTOTM1A

ANVERICKELET, 2L, AV NO—FHSSNEEZRETICE. S

ERICAVSAASBSHAVETT, LAP K, BRLUEOYNO—ZFH2S5SNREERE
LBWEE, O O—FFREFHOIANO—F (TZA4IV/EAVREIIZ—2
YU )THERWAEY, VAMAOROODY NO—ZF%Z2HTLET,

5.AP REHDEZZFEIDE, APICBEETNTVAA XA MO-FEALUTHBC
EZBFELET, AV PNO—FERLUAX=JHFBENATOVEWES, APREIO>NO-Z
DEAR=DEFAIVO—RLTUT =KL, HILVWAX—DZO—RL, COTOERE
ATYT1HASBUERITLET,

6.BALYZRIIT AX=DHFEBENTVRHE, O MO—FICHLTHREZERL., O
YRO-ZTERREICBITLET,

BRENADUO—R#E, FILLVREZAMCITHLEHICAPHFES—EVO—REhBE
AHYET, LEN>TUO—RNFANMEBRDICETESNDEN HYETH, ChiFEE
NEMETT,

A NO—Sh50F/NNY Y
ORO—ZICEATESD IR RELT, CLIT—EO7OLALHEERIRTE S debug AN
RABVYET,

* debug capwap eventsenable . 4 AN/NUNTY ReSNTY NERRLET,

* debug capwap packet enable : T4 AHANUNTY ReSMNTY NOEHZZE/NTY RLRILTE
R~ULET,

* debugpm pkienable : REBAE DRI 7O RAERRLET,
* debugdisableall : TINY T BEATIZLET,
O 774)VICHAIZF YT FYyTERZRZ—ZFIINTTVr—>a3avaERALT, OO



CAY=II A2FERFROAMO—FNOE£Z> T)L (SSH) /ftenet #EHL, RO R%E
ABALZET,

<#froot>

config session timeout 120

config serial timeout 120

show run-config

(and spacebar thru to collect all)

debug nac addr

(in xx:xx:xx:xx:xx format)

debug client

debug capwap events enabl e

debug capwap errors enabl e

debug pm pki enabl e

FNY TN XY TFYvENES., dbugdiseal A RZEFALTIXRTOFNY T ZEMCLE
9,

DEOETE, LAPAOYMO—FIEERLTVRHEEND NSO debug AN ROHEAZRL
£9,

debug capwap events enable

CHOOAXR> REFEHATDE, CAPWAP F4 AANDZ7OAES M7 OEARICEES
CAPWAP /X KNETIS—ICEHITDIEHREHERTEETT,

WLC DA X—ERU A X—2 %3 D LAP (Z debug capwap eventsenable 1N~ RZET L EIBEDOH



he, RIZRLET,

E AT ETO—IE, AR—ADFHKWICKY 2 TEHICBHLTVET,

<#froot>

debug capwap events enabl e

*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317

1--- CAPWAP di scovery request sent to the W.C by the LAP.

*spamApTask7: Jun 16 12:37:36.039: 00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317
l--- WLC responds to the discovery request fromthe LAP

*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317



*spamApTask?7:
*spamApTask?7:

*spamApTask?7:
*spamApTask?7:
*spamApTask?7:

*spamApTask?7:
*spamApTask?7:

Jun
Jun

Jun

Jun

Jun

Jun
Jun

l--- WLC responds

*spamApTask?7:

*spamApTask?7:

*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask7:

Jun

Jun

LAP requests

Jun
Jun
Jun
Jun
Jun

l--- WLC responds

*spamApTask7:

*spamApTask7:
*spamApTask7:

*spamApTask?7:

*spamApTask?7:

*spamReceiveTask: Jun 16 12:38:46.897:
*spamReceiveTask: Jun 16 12:38:46.897:

*spamReceiveTask: Jun 16 12:38:46.897:

Jun

Jun
Jun

Jun

Jun

16
16

12:
12:

38:
38:

33.
43.

16 12:38:43.

16 12:38:43.

16 12:38:43.

16
16

12:
12:

38:
38:

43.
43.

with a join

16 12:38:43.

16 12:38:43.

for the conf

16
16
16
16
16

12:
12:
12:
12:
12:

38:43.
38:43.
38:43.
38:43.
38:44.

by

16 12:38:46.
16

16

12:
12:

38:46.
38:46.

16 12:38:46.

16 12:38:46.

LAP is up and ready to service w

provi di ng al

LAP sends a join request to the WC

039: 00:62:
469: 00:62:
472:

00:62:

473: 00:62:

473: 00:62:
473:

473:

00:
00:

62:
62:

reply to th

964: 00:62:

964: 00:62:

iguration

964:
964:
964:
964:
019:

00:62:
00:62:
00:62:
00:62:
00:62:

882: 162:

883:
883:

162:
162:

883: 162:

883: 162:

ec:
ec:

ec:

ec:

ec:

ec:
ec:

e LAP.

ec:60:

ec:60:

60:
60:

60:

60:

60:

60:
60:

ea:
ea:

ea:

ea:

ea:

ea:
ea:

ea:

ea:

20
20

20

20

20

20
20

20

20

Join Priority Processing status = 0, Incoming Ap's

Join Request from 172.16.17.99:46317
Join Version: = 134256640
apType = 46 apModel: AIR-CAP2702I-E-K9

Join resp: CAPWAP Maximum Msg element len = 90

Join Response sent to 172.16.17.99:46317
CAPWAP State: Join

Configuration Status from 172.16.17.99:46317

CAPWAP State: Configure

nformation fromthe W.C.

ec
ec
ec
ec
ec

ec

ec
ec

ec

ec

:60:
:60:
:60:
:60:
:60:

:60:

:60:
:60:

:60:

:60:

ea
ea
ea
ea
ea

ea:

ea
ea

ea:

ea:

:20
:20
:20
:20
:20

20

:20
:20

20

20

reless clients

Updating IP info for AP 00:62:ec:60:ea:20 -- stati
Updating IP 172.16.17.99 ===> 172.16.17.99 for AP
Running spamDecodeVlanProfMapPayload for00:62:ec:6

Setting MTU to 1485

Configuration Status Response sent to 172:16:17:99

the necessary configuration infornation to the LAP

Change State Event Request from 172.16.17.99:46317

Radio state change for slot: 0 state: 2 cause: 0 d
Change State Event Response sent to 172.16.17.99:4

CAPWAP State: Run

Sending the remaining config to AP 172.16.17.99:46

00:62:ec:60:ea:20 Configuration update request for RrmInterferen
00:62:ec:60:ea:20 Configuration update request for RrmNeighbourC

00:62:ec:60:ea:20 Configuration update request for RrmReceiveCtr



*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for CcxRmMeas pay

l--- WLC sends all the RRM and other configuration paraneters to the LAP.

HOETHALELSIC, WLC ICERE N LAP I, O MO—ZERUAX—DH LAP IZH
PHLESHEBFELET, LAP E WLC DA X—DHNEBDIHFE. LAP FHAIC WLC A SHL
WAX=DZAIVO—RLET, LAPICALAX—HHBEEE. REEZTDOMONT X—
2z WLC AS5F D O—RLET,

LAP A"Z& 7O AORTIA NO—FHh S8 A AXA—22F D2 O—RT B E, debugcapwap events
enable AN ROBHICRDXAY =N RRENET,

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of Tength 1324 and msglLen
*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to 172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from 172.16.17.201:46318

AX=DOAIVO—RAETITRE, LAPHFUT—RLTHREZETL, PIJdUVXALICBE
SMLET,

debug pm pki enable

SM7O0AN—RELT, WLC FFEFAENEMMERERL TH LAP 25RfEL £,

AP (&, CAPWAP ZMEXR%Z WLC IZEETH EEIC, X509 FIEAEZ CAPWAP X v t£—2(C
BYOIAKRET, APRZUALEYZ a2 IDEERLET. cht CAPWAP ZMERICEE
£9, WLC I CAPWAP ZINERZZFEITHE. APOLREF—ZFEAL T X509 FIAENER
ZIRALL . EHEENICAIAKEBEIC L > TAASARITEATVR L 2#FILET,

iz, AP DIEAEOEMMERORBERKZH#IEAL. TOANEKLIVKZHZ, BHOBENE K
OCRZEHBLET (LEAN ST, O2MO-Z070Y7RREOBRKES ICRETIHEN
HVET ), X509 AAEN T E NS, WLC BT AL AES BESILF—ZERLET,
WLC &, Z® AES ¥— *&:Hﬁ%ml\/y/kﬁﬂﬁ?bd)f‘ S#® AP EX#i9 D CAPWAP i
XV tE—YNORBBEESZITSCENTEERT, F—ENTY N, LAPEO MNO—F 0
M CAPWAP R RILTRIVTTHFARTEBEND EICEBLTLSEEL,

debugpmpkienable AN~ RTlk, IV RO—FAOS M7 I—AFICKRETIIAHERR 7 OLAR
BRIRNCEET, debugpmpkienable 11X > Rk, AP IZ LWAPP Z# 7' O T AL > TERETh
LECEBRIHE (SSC)ANAEENTVRIFE, SM7AOEARIZAPONYZ 1F—ERRL
F9, APICREBERTAVAN—IIENBEHE (MIC) FHBEBE. \V2I1F—PERRENE



ThAo

X 12006 £ 6 AURICREE NI AP ICREX4T MIC ARV TVET,

MIC W& LAP A MO—ZIZ#EFE T S5 8 D debug pm pki enable Y > RO H B & IXICTR
LET,



E AT ETO—EIE, AR—ADHKWICKY 2 TEHICBHLTVET,

<#froot>

*spamApTask4: Mar 20 11:05:15.687:
*spamApTask4: Mar 20 11:05:15.688:

*spamApTask4: Mar 20 11:05:15.688:

[SA] OpenSSL Get Issuer Handles:

[SA] OpenSSL Get Issuer Handles:
CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com
[SA] OpenSSL Get Issuer Handles:

i ssuer_nane / O=Ci sco Systens/ CN=C sco Manufacturing

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

20
20
20
20
20
20
20
20
20

11

11:
11:
11:
11:
11:

11

11:
11:

:05:
05:
05:
05:
05:
05:
:05:
05:
05:

15.
15.
15.
15.
15.
15.
15.
15.
15.

688:
688:
688:
688:
688:
688:
688:
688:
688:

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL

Get
Get

MAC:

Get
Get
Get

MAC:

Get
Get

CA

Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:

Tocking ca cert table

x509 subject_name /C=US/ST=Californ

CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

openss] Mac Address in subject is 1
CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

openss] Mac Address in subject is 1
Cert Name 1in subject is AP3G2-1005c



*spamApTask4: Mar

*spamApTask4: Mar

20 11:

20 11:

Cert is issued by C sco

*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar

*spamApTask4: Mar

*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar

*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar
*spamApTask4: Mar

*spamApTask4: Mar

Verify User Certificate:

*spamApTask4: Mar 20 11:05:15.691:

20
20
20
20

20

20
20
20

20
20
20
20
20
20

20

11:
11:

11

11:

11:

11:

11

11:

11:
11:
11:

11

11:
11:

11:

05:15.688:

05:15.688:

Syst ens.

05:
05:
:05:
05:

05:

05:
:05:
05:

05:
05:
05:
:05:
05:
05:

05:

15.
15.
15.
15.

15.

15.
15.
15.

15.
15.
15.
15.
15.
15.

15.

688:
688:
688:
688:

688:

688:
688:
688:

688:
688:
691:
691:
691:
691:

691:

[SA]

[SA]

[SA]
[SA]
[SA]
[SA]

[SA]

[SA]
[SA]
[SA]

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

OpenSSL Get Issuer Handles: Extracted cert issuer from subject

OpenSSL Get Issuer Handles:

Retrieving x509 cert for CertName cscoDefaultMfgCaCert
sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert in row
Found CID 260e5e69 for certname cscoDefaultMfgCaCert

CACertTable: Found matching CID cscoDefaultMfgCaCert in row 5 x

Retrieving x509 cert for CertName cscoDefaultNewRootCaCert
sshpmGetCID: called to evaluate <cscoDefaultNewRootCaCert>
sshpmGetCID: Found matching CA cert cscoDefaultNewRootCaCert 1in

Found CID 28d7044e for certname cscoDefaultNewRootCaCert
CACertTable: Found matching CID cscoDefaultNewRootCaCert in row
Verify User Certificate: X509 Cert Verification return code: 1
Verify User Certificate: X509 Cert Verification result text: ok
sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert in row

OPENSSL X509 Verify: AP Cert Verfied Using >cscoDefaul t MgCaCert<

[SA]

OpenSSL Get Issuer Handles:

Check cert validity tines (allow expired NO

*spamApTask4: Mar 20 11:05:15.691:
*spamApTask4: Mar 20 11:05:15.691:
*spamApTask4: Mar 20 11:05:15.691:

*spamApTask4: Mar 20 11:05:15.691:

freeing public key

AP A5 F/I\Nv T

[SA]
[SA]
[SA]

[SA]

sshpmGetCID: called to evaluate <cscoDefaultIdCert>
sshpmGetCID: Found matching ID cert cscoDefaultIdCert in row 2
sshpmFreePublicKeyHandle: called with 0x1b0b9380

sshpmFreePublicKeyHandle:

A2 MO=Z0FNY TTEMERNF RENBZWEE, APICOVY—IR—KFH&ENE AP IS
Z7OtRAZTFNYITEET, ADEIANVRTAP ORB7OERAZHETE XTI, HAIK
AZ—TLE—RICAZBENFHYWET (F7FILMDONAT—REFE Ciscos ),

* debugdhcp detail : DHCP # 7Y a ~ 43 DiEskERRL £ T,



* debugipudp : AP " IEZELEINTOUDP /NTY RERRLET,
* debug capwap client event : AP @ capwap 1 R R ERRLET,

* debug capwap dlient error : AP @ capwap TZ—%& &R RLFE T,
* debugdtisclientevent : AP @ DTLS A1 X N ZRRLET,
* debugdtiserror enable : AP @ DTLS TZ—%&XRLE T,

* undebugal : AP TOF/NY T ZEMILET,

;K(':debugcapwapa)ﬂjj]@u&zl_?bﬁvo ax > I\“@_%B_C"?o :@%Bﬁﬂ’guﬂjj]/)‘fS\ a2 I\l:l—5
ZRELTCOMNO—JICERITZEHICT—FTOCATAPIZE > TEFENB/NTY "D
AYERT,

<tfroot>

AP can discover the WLC via one of these options :

1--- AP discovers the W.C via option 43

*Jun 28 08:43:05.839: %CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through DHCP
*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery type set

1--- capwap Discovery Request using the statically configured controller information.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery type set

1--- Capwap Discovery Request sent using subnet broadcast.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with discovery type

1--- capwap Join Request sent to AP-Manager interface on DHCP di scovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78

LAP A" MO—ZICEGELBEVERICDOWT
HAREBEORER

« AP £ WLC ' BIETER N ESH ZHFAELET,



« AP DHCP AST7RLAZEBLTWVWAZEEZEBLET (AP O MAC 7 RLAICKT
% DHCP H—N—U—RAZzHRALEXT ),

« O NO—Z5H5 AP IZ ping ZRTLET,

« VLANADONT Y RA 7OV I0ENBVRSIC, AMYTFOSTPERENELWLWAESHZE
BELET,

« ping FEEICETENDEEREK., 1 2LEOWLC OV Y- 2BRHETZDFE, LTIV
NO—3I(Z telnet/ssh L TTF/NY T2 RITTEDFERN AP I 1 DBLEH B & 2R
LET,

« AP FV 7 —KNBICEE WLC T4 AANY =T A %=HHBEL. AP OBREZEEITLET
o APEDUT—KL., APA WLC ICIEFTRIHESHERIBELET,

LAP A" WLC ICEHLBEVERERERD < HDBBEICOVTHBLET,
Field Notice : SEBHE DO HIFRYI v - FN63942
N—RIOITFICHMBAENHEEF, RiER 10 FHAEMTT, AP £k WLC A" 10 FLLE

BNENTHDHE. HRUVNOAAZENRET AP OELICEBENELDZEThIHY KT,
COBEICET2FME. Z DField Notice(Field Notice:FN63942) 2 Z B L TS & W\,

EE%EEEE;€E:EE§-§T-2§>j%gfagElﬂﬁ]thlfga}%Ei . fﬁu

BE1: O MO—ZORZANAASORTMNHEATH S

COBRBEORNS TN a1a—F420 02752, ROFIEEETLET,

1. AP T debug dtisclient error & debug dtisclientevent 1< > RZFHITL £ T,

<#froot>

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtl1s_process_Certificate: Processing...Peer certificate \
*Jun 28 09:21:25.031: DTLS_CLIENT_ERROR: ../capwap/base_capwap/capwap/base_capwap_wtp_dtls.c:509 (
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL :

Bad certificate Al ert

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_client_process_record: Error processing Certificate.
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_disconnect: Disconnecting DTLS connection O0x8AE7FDO
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_free_connection: Free Called... for Connection Ox8AE
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL : Close notify Alert

COR®E. I MO—ZORZY AP OFIAERMHBATH D L ZHMWICRLTLER


https://www.cisco.com/c/ja_jp/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/ja_jp/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/ja_jp/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/ja_jp/support/docs/field-notices/639/fn63942.html

T, TOESH, APRRIOVRNO—JICBRETEEEA. APICAVARN—ILENTVSEH
B, AMHBNERICERENATVET, O MNO—Z0BZIE. AP OIEHE DA
EEVHBERNTRETIHENf HYET,

2. RO—F®CLI A5 showtime AN RZHTLT, A MNO—JICHREETNTVWS HE
NCOEMPERNICHD L ZHELET,. INO—F ORI COEHEEOEMNERB O
BEICE2TVDEAE. BHEAICEZESICONO—-SOBREZLTELET,

F OV NO—Z0BZFANELKBREENATVWAVEERE., O O—-50 GUI E—RT[AOX R
( Commands ) | > [BRIORE (SetTime) ] ICED A, T2 MO—Z® CLI T configtime X K%
BITLTCINO—S0OBEERELET,

3.CLIICFTOtEATES AP 15, AP CLI @ show crypto ca certificate 1Y > RZEH L TEE
BHEEZ®IRLET,



COONYRTE, AP TREENTLVAIAZEOAMHB Z2HIETEXRT. RIZHZRL
xY,

AP00cl.649a.be5c#show crypto ca cert

Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002A61A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00c1649abe5c

e=support@cisco.com

cn=AP1G2-00c1649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_I0OS_M2_MIC_cert
Storage:

COOANVROBEDIZEZHBOBMPEAIBEES TSN TVA AN HD -, HAOosk
FRRENATVWDDIFTRESHY) £ A, Associated Trustpoint: Cisco_IOS_MIC_cert THE
Th, BEI 74— RIZBEETD AP BENADETATVIEMHBOAZEZEELETT, <D
HABITIE, Name: €1200-001563e50c7e TTo ZERTALEN HDERDIIAEOHFNHA
FZDHFTTI,

4. BFHHIZ DL\ T, Cisco Bug ID CSCuqg19142



https://tools.cisco.com/bugsearch/bug/CSCuq19142

LAP/WLCOMICE 1=ESSCT A 7 XA LDOHRYINICK V) DTLSEEANR4E TS : Cisco
Bug ID CSCuq19142,

BRE2: AERXAOR—F

debug capwap events enable AN ROEHITROXY E—I N KRREIhETT,

<ttroot>

*spamApTask?7:
*spamApTask?7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask?7:

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

28
28
28
28
28
28
28
28

11:
11:
11:
11:
11:
11:
11:
11:

56:
56:
56:
56:
56:
56:
56:
56:

49.
49.
49.
49.
49.
49.
49.
49.

177:
177:
177:
177:
177:
177:
177:
177:

00:
00:
00:
00:
00:
00:
00:
00:

CC:
CcC:
CC:
CC:
CccC:
CcC:
CcC:
CcC:

fc:
fc:

fc:
fc:
fc:
fc:
fc:

13:
13:
0 13:
13:
13:
13:
13:
13:

e5:
e5:
e5:
e5:
e5:
e5:
e5:
e5:

el
el
el
el
el
el
el
el

AP 00:cc:fc:13:e5:e0: Country code is not configure
AP 00:cc:fc:13:e5:e0: Country code is not configure
Setting MIU t 01485

AP 00:cc:fc:13:e5:e0: Country code is not configure
Regul atory Domain M smatch: AP 00:cc:fc:13:e5:e0 nc
Fi ndi ng DTLS connection to delete for AP (192: 168: ¢
Di sconnecting DTLS Capwap-Ctrl session 0x1d4df 620 f
acDt| sPl unbCont rol Pl aneKeys: |rad: 192. 168. 47. 29( 60:


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

W.C nsgl og show t hese messages :

*spamApTask5: Jun 28 11:52:06.536: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095 00:cc:fc:13:e5:e0: DT
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

CcOXY =2k, LAP E WLC DRFIRXA VIZFR—BANHBDEZHBEICRILTVWET,
WLC FEBOBRFRX A EYR—KNLTVETHN, APHFTORXAODNSSMTDICE., T
NTFNORFIRXA 2 ZHSHUDBIRLUTELKBEN HYET, EEAFRFRXSD -AZEE
BT2WLC Tk, BEIRXA -AZERATEZ AP UL ERATEXLA (HHOBEEEK )., #
BOAP ZEBATHREIE. AP DRFIRXAHARBLTVWDCEZBELTLSESTL, TNl
NDFEE. AP lF WLC ICEBTEEEA.

S B—0 AP (ZXL. 802.1b/g & 802.11a A DEBARUBEI KXV IZELTWV



PUBNBVNET,

EIRE 3: WLC TAPRRELVARABMICE2TVSD, LAP AFFAIJ A KMC&L

ZND&SIHE, debug capwap events enable INX ROHBAHELTIAY MO—ZICXDOX Y &
—IHNRRENET,

<ffroot>

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007:

spanRadi usProcessResponse: AP Authorization failure

for 00:0b:85:51:5a:e0

OAV—=I)IKR—rDHB LAP ZFEAL TWBHESE. debug capwap clienterror AN > RZRKITT
L, ROXYE—IHFRRENET,

<#root>

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: spamHandleJoinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG:

No nore AP manager | P addresses remain.

ch®, LAPA O RO—FOAPFAUARNIBEENTVARVCEZRABICRLTVERT,

ROIANY RZEFEALT, APHAVARNDAT—RAZRRTEXRT,

<#root>

(Cisco Controller) >



show aut h-1i st

Authorize APs against AAA ... ......¢ciiiiiinnnnnn enabled
Allow APs with Self-signed Certificate (SSC) .... disabled

AP EFRI 1) A MIC LAP ZB N9 % IZ Ik, config auth-list add mic<AP MAC Address> 1Y > RZ
BALET, LAPREINERERZOFMIC DOVWTIE, FCisco Unified Wireless Network T®
Lightweight 77t A ;R4 > b (LAP) SR DR EHL ZSHBL TS EEL,

B4 AP ICAEAER LR LARF—OHEN HS
AAEOBEANRET LAP A O MO—ZICEELEE A

debug capwap errors enable Z1¥ > K & debug pm pki enable AN RERITLET, HEBEL T
WRAHAEER LR F—ZEZRI XY E—IHFRTREIET,

A HAETNETO—E, AR—ADHFWICELY 2TRICBBLTVET,


https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

<ffroot>

Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
CAPWAP

Join Request does not include valid certificate in CERTIFI CATE_PAYLQAD
from AP 00: 0f : 24: a9: 52: e0

Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0 Unable to free public key for AP

RD22O0AT7>a>nEE5LZFALT, BMEZBRL TSEEL,

- MICAP-BR#A (RMA) ZUYIITARNTS
- LSCAP-LSCiAE#BE /O3 -9 9%,

BES: A MA—FHEBR 2L VLAN TAP FA AANIV XY -T2 ZFLTU
B(TARAANIXYE=DOFNY TRRRENDH, BEERREhEZ)

debug capwap events enable AN ROBATROX Y E—IFRRENET,

<#froot>

Recei ved a Di scovery Request wi th subnet broadcast with wong AP | P address (A.B.C.D)!

COXYtE—2@F, OAMO-ZH, I MO-F0H 7Y RREILEFATVWEVEET IP
TRLAZEOD7JO—RFYARNIPT7RLALE>TFAIAANVERZZSFLEZEEZRLE
¥, chiE, A>MAO—ZHFNTY R ZROYTIREEEKRLET,

BEE, APAEBEEIP7RLALCTFAADNVEREEELEOTREEVWEVWSZETY, OV
RO—Z, OVMO—FJIREETNRTVEVWVLANASOTO—RF¥YAN F4RAD/NUER
EHRELET, ChFBEE. TN VLAN 2559 L, ThSsZJ4 VYL AVLAN ([CHIFRL %&
D2EBEICRELET,

COBBEZBRTDICE, ROFIEZETLET,

1. A NO—-ZHBOHTZY NELCHBEE, APRIOVNO—SOIP7RLAZTSA
SU%BD. FERAPREWThAOT A AANVAEZERAL T NO—ZOIPT
RLAZZETILENFHYNEXT,

22 A4V FE, D> hO—-ZLEBV—FO VLAN ZFATEIRDICRETNTVERT,
DRSICHFAETNTVWB VLANZRNTZ U THIBRLE T,

BEG6: APHN WLC ICSMTET, 774 T I A—)INFMVERZR— NZ7OYIL
W3



IVE—TS4XZRYNDT—=UTIFPATIA—=)FERENATVREEE. LAPAF I NO—
JICEHRLTBETEDRSIC, J7ATIA—I)LTIhASOR—MFBEMCB>TVBRZLEE
BELET,
RDR—RNEAZ—TIICTBIHBENHYET,
« XM UDPR—KN (CAPWAP RS T74v 0 ) ZAZX—TI)ICLET,
- F—2R 5247
- HlH - 5246
s EEUTA NFT7A4VYIDLEHIZRO UDP R—KNEBMICLET,
- 16666 ~ 16666
- 16667 ~ 16667
« CAPWAP RS 74 Y UM UDP R— I 5246 & 5247 ZBMICLE T,

« SNMP O 7=8%I(C TCP 161 & U 162 ZH%HIC L F 9 ( Wireless Control
System (WCS ) ®HBE& ) -

LTOR=—KNEFAT23>TY (EHICR>TEBYET ),
- UDP 69 ( TFTP )
« TCP 80 &V 443 (HTTP £/=l& HTTPS, GUI 7V A THER )

« TCP23 B&U 22 ( Telnet £k SSH, CLI 7O EATHER )
BE7: XRYRD—JADOIPTRLADEE

ZhiE, AP WLC ICZMLELSETREEILRSNDES 1 DO—MNBEEETT, COIZ
— XV E—JR, APHFOAVRNO-ZIESMLEDELEEELERRENET,

<ttroot>

No nore AP manager | P addresses remain

CNDIT— AV E—IHNFRRENDEHD 1 DIC, Y RNT—OLTAPNYZ—JFY IPF7RL
AE—HBITRDEEIPTRLANBETDCENHYET, CORDIBIFE. LAP FEFRENOEIR
AZRBLEG. O MO—ZICSMTEEEA,

FINY T Tk, WLC A" AP A*'S LWAPP 74 AANVERZZEL. LWAPP 74 AA/NVJISE
ZAPIZEETBDEN RENTVET,

122U WLC I LWAPP i EK%Z2 AP A S ZELEE A,



COBBEORNZ TN 21—FT 1420275101, APYZ—YERU IP Y7 RY NAOBER
ARAS AP IZ—T ¥ ICRHL T ping Z#ETLET. RICARPF ¥V 1 %58F/ANET, EET
BIP7RLANFR O BB, EEITDIPTRLAZEDTFNAAZHIBRTDHL., XY N
D—OLT—EBDIPT7RLAZF DERSIZFNAADIPPRLAZZEELE T,

FNEAP I WLC ICE#H:TEET,
BEES: XY 14 X—>2%EDLAP A WLC oS mT&E iz

Lightweight 722X R4 > MA"WLC ICEEEhFEH A, OJICE, XOIZ—XvE—IH K
TENhET,

AAA Authentication Failure for UserName:5475xxx8bf9c User
Type: WLAN USER

k. Lightweight PO EA RSV RNIX Y21 A X=DHFBHENTHY, COTFIVEAR
AR TIYS E—ROBEICRELET, LAPEXYS I YT NIITEHETRIELE
BEK, LAPZ APRREEVARNICEMTZHEN HV) £TF, [Security] > [AP Policies] ZiZIRL T
AP ZFREEV ANICEMLET, TN&, APESML, O NO—Fh 854 X—2&FADI 00—
RLTHS, 7UYSE—RTWLC ICEBRIZDXENHET, XIC. APEO—HI E—R
ICEELET, LAPRRAX—2%A D O—-RLTY7—RNL, O—ALE—RTIONO—7
ICERLBELET,

RIRE9:Microsoft DHCPO 7 RL AN IEL < 7%\
TOEARA NE, WLCADIMAFHITEICIPZ RLAZRARICEFHTEETT, Chilck)),
Windows DHCPH—/AA"C s MIPZBAD_ADDRESSE L TY—2 L., DHCP7 — LA <ICH

BIBAREMA B ET. FMlF. TCiscodA VLA MOA—FA2714FaL—>32F
AR, V=824 O "OFATF7 R O—S2T ) OFEZSFRLTLKEEL,

BYIE 5 ¥

« JRAQT VAN R=—p XD O—R
- Catalyst 9800 CDAPMAZ Ot A



https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/ja_jp/td/docs/wireless/controller/8-2/config-guide/b_cg82.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



