FHTASAR—F b

FI—FEE

FI—FHEOYR—K

BFEAE D LARIL

CSR DA

Final.oem 7 7 AL &£ 'CTE_“L\

CLILO WLC ICH—R N—FT 4 Bt J7>O0—RLTTFELV
GUI QO WLC ICH—R N—=TFT 4 Fi#HX > O0—RLTFEV
B E B R

B=

CORFIAIXNTR., Y—RN—FT 1 DFIAEZMEIZ-HODOHEBRER (CSR) D&
BREEBRTDAVYLALAN (WLAN ) O RO—F (WLC ) NOF I —VAAENA I O—
REZEZBFHBALET,

IR &4

R
DREZHAKDHIC, ChSOREYIDFLYINHDIRFTTY:

. WLC. Lightweight 77 £AKRA > K (LAP ). BIUEKRBED =D DERIS AT N
H—ROBERE
- OpenSSL 777U Tr—>3>oOERABE

. ’J_\\Eﬁf&'f‘/737\ RZOFr+BRVFTIRIGAE

FERAITDIAVR—FT b
ZORFIXYNOBERE. KOYTRTITEN—RIITON—DIAVIZET<ENTT,

T F7—=LDIF )N—23>2 51.151.0 "B&EL TWS Cisco 4400 WLC
- Microsoft Windows A ® OpenSSL 7 7’V —> 3>
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ZORFIXY NOERG. BEOSKBRLH57/N( ALETVTHRENEEDTT,
DREFIXVRNTERATDZINTOFNARR, JUTB (T7FIKN)BRETHEEZRBLT
WET, XRYRND—=I’BBPOESE. IV RIREITEENEEEZT2ICEBHEL THL
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SSLAAERERFARBIIN—TZHEATIXENHYYET,
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CORFIXNTIE, FIT—2 Secure Socket Layer ( SSL ) fEBAE % WLC ([SBEHIICA A~
—INIBFEZHRALET,

CSR O 4R

CSRZEKTBICE. ROFIEZETLET,
1.0penSSL 24 2 AR—=J)LL, BVWTTE L,
Microsoft Windows Tl&, 77 # )L N T, openssl.exe & C:\ >openss|>E/ICHV)ET,
HE:OpenSSL /N—232 098 BHBENBZN—>23>2TY; LEL, N—232 758%
T, OpenSSL/N—23 1.0 0EHOHR—NEERLZEMENEL /= ( Cisco /AT ID

CSCti65315 %Z- OpenSSL V1.0 Z AL TERE NBRAD LSO OXLEHHR—NSBLT
W),

22FLWCSRZAEHKTAHLHICINOANY REFKITLTTE LN

OpenSSL>req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem

FE:WLCs H7R— K 2048 EY NOBAF—H 14X,

B.EFYHLVCSR ZEKT D &ZFH kD& Z req T lusr/local/ssl/openssl.cnf T7—5H 5 1#
REMEO—RIDENFTUARBRIS—Z2ZHFEBIHLPELIhEEA, hiF
openssl.cfg ( A openssl.enf) 77 A )LOMEN T 7 # )L N OpenSSL 7 # LR IZEVEE
BCBDBENHYVET, COBEZEERTZEHIC, I RO openssl.cfg 77 1)L
CSRZEMTBDIEHICEEDONABERE LBThERYERBA, RICHZRLET,

OpenSSL> reqg -config "C:\Open SSL1\OpenSSL\bin\openssl.cfg" -new -newkey rsa:
1024 -nodes -keyout mykey.pem -out myreq.pem

— MD/VAIE., OpenSSL Config 7 7 4 JL® < C:\Open SSL1\OpenSSL\bin\openssl.cfg >, 7
TAILOT—3aVICETVTEAZAELNRER A

4. COORVRZRTIDE, BROBRERHI XY E—IHFRRENEXT, BEA, M.
BHBEETT, BEZBHREADLET,

FE:IELLW CommonName ZANTBDENEETT, #2&E (Common Name ) Z/ERR T
POICFEATEIRANEN WLC DREA 2 RX—T I A AIP T RLA®D7&H O Domain
Name System (DNS ) RARNBEB LB KT TDO DNS TRKICEE $2B0—HT2&
S5ICLTTFEV, £ECOEBENERENDEATEDELSIC Virtval IP (VIP ) ADZE
FREAVR—TIAAESEREIATLEYT—FLTTEV,

RICHZRLUET,

OpenSSL>req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem
Loading 'screen' into random state - done
Generating a 1024 bit RSA private key


http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
https://tools.cisco.com/bugsearch/bug/CSCti65315

................................................................ ottt

writing new private key to 'mykey.pem'’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:Test@abc.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Testl123

An optional company name []:OpenSSL>

5. XAFHMINTZRHMLIEE, 2207 7MIILERERENET:

mykey.pem £EVS BRI ZELHFH L VB F —myreqg.pem EVWSBHTZET CSR
Finalpem 77/ )LZ@®TTF& L

1.CSR DEHRZIE—L T, FEO CADOERY —IIICBHYSHET,
H—R/N—FT1 CAICCSRZANIE, Y—RN—FT1 CARTIRILT w.,\nEL._§% L
VEFXA-INEBLTERAYRIA FI—2Z2EFE LET, EHESNEFLEOBEICE.
CALSRIANEHEDFI—2ZZITRYET, CcOBlORS% 1 'DODEFFE.IW.:Eb‘ﬁ)% e
BE. CANSCD 3 DORMEZ(TELY) £9:
Root certificate.pemintermediate certificate.pemDevice certificate.pem
p= | W e S RO AR FILIUXA1 (SHAT) BEF{L & Apache BN H D &%
BAHTTEL,

2.3'30)wnl_l:75‘3"\'fd‘5’37"  COEFTRIO77AIICE pem 77 AIINOAV T %
A= T2 RAR=ARMLTTFEL:

3. All-certspem ELTT7 7ML ERELET,



4. All-certs.pem SEBE % CSR EFBICERL ERBEF— ( FNA ATXREORBE—, 20
BITIE mykey.pem) EEEL. 77 A% finalpem EL THREFELET,

All-certs.pem 7 7 4 LB KT final.pem 7 7 1)L ZEK TS IZIE. OpenSSL 77—
AVTUTOON RZRITLET,

openssl>pkecsl2 -export -in All-certs.pem -inkey mykey.pem
-out All-certs.pl2 -clcerts -passin pass:checkl23
-passout pass:checkl23

openssl>pkecsl2 -in All-certs.pl2 -out final.pem
-passin pass:checkl23 -passout pass:checkl23

F:COOXY RTIE, INTX—2A -passin B KV -passout ICKHL T/NAT—REZEANLTS
BENHVET, -passout N TX—RICEETAD/NAT—RIE, WLC LTEETS
certpassword /N2 X—R & —H L TVRUENFHYVET, COHITIE, -passin & -passout
DEBD/INTZX—RIZHL T/NAT— K check123 Z5%EL TLE T,

final.pem & WLC IZX V> O—RIBDUBENHBD 774N T, XOFIETRK, cOT77
AILZWLC ICHDO—RLET,

CLI®O WLC L —RKR N—F« BiEZAY>O—RLTTFELV

CLIOWLC ICF I—ViEAERF VO O—RTBLEHICINSDATY TERTLTREL
1L.TFTPH—NEOFTT7 A F4L I RNUIC finalpem 77 AL EZBBLET,
28 IVO-RREZZEETZ O, CLITUTOONY RERHTLET,

>transfer download mode tftp
>transfer download datatype webauthcert
>transfer download serverip <TFTP server IP address>
>transfer download path <absolute TFTP server path to the update file>
>transfer download filename final.pem

BARL—TFT AT AT LT SSLF—ELRAIABZESHLTED LS, pem 77 1IILON
AT—RZAHALZET,

>transfer download certpassword password

3: certpassword ([ZX T 2 EA, "CSRODER DATY 7 4 TREL /= -passout /\ T X
—BADONAT—RER—THDEEZBERLTLKEETV, COBITR, certpassword (&
check123 THH @ LENHVYE T,

4. transfer download start X > RZRITL T, EFcniEREZRRLET, ®kiZ, 70V
TRTyEeEADLT, BEOADVO—RBEEERL, SAELF—OFI>O—R%HE
BLET, RICHERLET,

(Cisco Controller) >transfer download start



o Y TFTP

DAEA Ty ot ittt ettt e e ettt e e e e e e Site Cert
TFTP Server IP. .. ...ttt ittt 10.77.244.196
TFTP Packet Timeout.......... it nenennnn. 6

TFTP MaxX Retries. ... ...ttt iiennen. 10

TFTP Path. ...t e e e e e e e e et e e /

TETP Fillename. . ..ot vttt it ettt ettt eeeeeeeeaenn final.pem

This may take some time.
Are you sure you want to start? (y/N) y

TFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

5. ZEEFMICTREHIC. WCEUT—KNLET,

GUI D WLC IKH—R N—F 1 BIEEEA D> O—RLTTFEW

GU O WLC ICFI—ViIHEEA DV O—RIBDEHICCNSOATYTERTLTTEL:
1. N4 ADFAE final.pem & TFTP 4Y—NLEOF7 4N F4LOKNJICOE—LE T,

2. [Security] > [Web Auth] > [Cert] Z3#1R L T [Web Authentication Certificate] R—2 ZHE &
C

3. [Download SSL Certificate] FT ¥ U RY VA& F2/IZL T, [Download SSL Certificate
From TFTP Server] DN X—R%ZRRLET,

4.[IP Address] 74 —JLRIZ, TFTPH—NDIP P RLAZAALET,
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5.[File Path] 7 4 —J)L RIZ, FEAZDFA LI KD NAZADLET,



6. [File Name] 7 4 —JL RIZ, FEFAB D BRI ZADLET,

7. [Certificate Password] 7 4 —J)L RIZ, FIAEZREBEI D LEHICERAEThLZ/NAT—REZAD
LEI,

8. [Applyl 20 UY OLET,
9. 4> O—RM7ET#. [Commands] > [Reboot] > [Reboot] MJEIZEIRL £F,

10. EEZRTFIBLSICRKROBZITOVT M RRENE S, [Save and Reboot] Z0 1Y UL
xY,

M EERNREBRETHLEHIC[OKZ2IUYHILT, O O—52UT—KLET,

BRE1E

H—RN—TFT 1 ARA CSROEREFI—EhTVWAVEIARO WLC ADAE D> O—
N

- Wireless Control System (WCS ) TOYHY—RN—FT /1 IEABO L OHABEEZER
(CSR) 4R

. Linux Y=/V EIC 4 >~ A b—JL & h /= Wireless Control System ( WCS ) SEFi BEZER
(CSR) M&EHI

T ALY R—BE R XD - Cisco Systems
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	目次
	概要
	前提条件
	要件
	使用するコンポーネント

	チェーン証明書
	チェーン証明書のサポート
	証明書のレベル


	CSR の生成
	Final.pem ファイルを得て下さい
	CLI の WLC にサード パーティ 認証をダウンロードして下さい
	GUI の WLC にサード パーティ 認証をダウンロードして下さい

	関連情報

