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LOWD—ABLOISIILAOREZRE, 7BOEZRMLET,
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IDSZEEDLEHICYTRNIIFT V=R 40ZF, XOodNO—FHFEENET,

- Cisco 2000 ') —X WLC

. Cisco 2100 = 1J—X WLC

. Cisco 4400 > ') —X WLC

- Cisco Wireless Services Module ( WiSM )

- Cisco Catalyst 3750G Series Unified Access Switch
. Cisco Wireless LAN Controller €~ 1—JL ( WLCM )

FOERARLAUB

. Cisco Aironet 1100 AG /') —X Lightweight 7 72X R1 > K

. Cisco Aironet 1200 AG >/ 1) —X Lightweight 7 VA R4 > ~

. Cisco Aironet 1300 </ ') —X Lightweight 77t A R/ > ~
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wE

- Cisco Wireless Control System ( WCS )
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TDRSH, VAT A NO-ZORNABTEMICZY, BET0O DHCP 7 RL A% BH
BIZDEBUVRAENRIN., COITATNE, BBIZATVRDIPTRLANEEE h
D, BWTREBLKBYET, LEARF., VFATURFRAURY RDO—TJIC8EERL 255,
DHCP V—A XA LT ITRERMLER A,

O A-Z&, O MO-Z0EBR-—NEERATD VT4 72 NEBERD IDS N DL
FEYR—NLET, A O—F&., D4VYLRAIZA4TUN N7 4V U REETIENE
VLAN A1 2B —7 T4 AZNLT, IDS ICEHELNTY NERELET,

1> NO—3Tl&. [Disable Clients] R— 2, IDS 2 H—BEREN LU TEMICENERZITA
TV RARRENET, ClLishow INY REFAL, 7Y I VARNIEBRENTVRISA4T
ROUARERRTDETEET,

WCS Tk, BAOZ A4 T > Nk, [Security]l U 7 R 7 ICRRENET,
Iz, CiscoIPS > H%—& CiscoWLC ##E8 35 FIEZRLET,

1.DA4YLA D NO—FSHNERIDAAYFICIDSTITSAT U AEAAN—=ILL T#E
HBLET,

22.VDAVLAISATUN KNS T4V IR IDSTTSATACREETS WLCR—hES
Z—{t (SPAN) LE 7,

B.IDST7TSAT A, IXTONTY NOOAE—EZBBLT, LAV3I~7TTRZ T4y
VEBRELET,

4 IDST7TFAT VAR, FOVO—RAERBI T _F¥ 774 EREBLET, ChiF. B
ARZIAAXTEET,

5IDST7 AT VAR, RES I _FryhirbBEehnde, BRBROAXRINTFTO3ITTS
—LZERLET,

6. WLC (&, IDS ZR—U I LTTS—LZERLET,

TWLCICTIYSI—RENBDVTAVLAITGATRDIP T RLATTS—LNREE L
B, VAT NEBAVUARNICEMNENET,

8. NZY AN WLC TEKEh, WCS ICBHIENET,
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Cisco WLC (&, Catalyst 6500 DF HEY N /1 2 X—T I 4 AILEH{RENE T, FHEY N 12
R—TIAADKR—K Fr¥XIZHERL, WLC OV IEHN (LAG) ZBRICLE T,

(Cisco Controller) >show interface summary

Interface Nane Port VMan Id | P Address Type Ap Mgr
ap- manager LAG untagged 10.10.99.3 Static Yes
managenent LAG untagged 10.10.99.2 Static No
servi ce-port NA NA 192.168.1.1 Static No

vi rtual NA NA 1.1.1.1 Static No

vl an101 LAG 101 10.10.101.5 Dynamic No

> RAO—5&. Catalyst6500 DA VR —T7 I A FHEY K511 BRTFHE Y N 52 (J#E4
ENET,

cat 6506#show run interface gigabit 5/1
Bui | di ng configuration...

Current configuration : 183 bytes
!

nterface G gabitEthernet5/1

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface gigabit 5/2
Bui | di ng configuration...

Current configuration : 183 bytes
!

interface G gabitEthernet5/2



swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk native vlan 99

swi t chport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface port-channel 99
Bui | di ng configuration...

Current configuration : 153 bytes

1

interface Port-channel 99

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

end

PS 2% —0Ot222T A2E—T7I4 AR, EZFT—RTHEACEBLEY., ChsZER
FELTAVTAAVER—TIAAETE—ROATFA AE—TIAAZERL IV TE
7,

BERET—RTE. NTYRNREEVY—ZBBLEEA, E2H—RF. ERCEEEhDINTY
RTREEL, EZERMRORNZ 7Y IONOAE—ZFHLET., BEFET—RTEARAITIFRE
EERENWB RS TAVIOTNTYNOT7O-CEOY—HAEEEEAETVWIETT,

X . T7—FFTI0FYFZAT IS AL, WLCEIPSHET —FTIVFvOREJICTEELGA,
DREHIE, BERNET—RTEBIZIDS T A EZ—TIAAICODVTHBLET, X
NDBER T, 1>T4 RT7 E—RTERBIZDLEDICRTICEhEEI I T A02—TT
AAZRLET /1 0FAAVE—TIAAET—ROFHICOVWTRE, T4/1>F42 E—R
1 BBBLTLSEZV,

COERETR., €220 AV 2—T T4 AREBERET—RTHEBL TWET, CiscoIDS 22
HY—OEZRVT A 2Z—7 I 4AlF, Catalyst 6500 DF HEY N A1 2 Z—T T A4 A5/3I(C
EfiEnEd, Catalyst 6500 DE_ZZX v ava&ERLET,. cOtEY>a > TR, R—b

FYRILAVE—TIARZNTY NOEFERLELT, CiscolPS 2o H—OFEZRI T A4
B—TIA AN ERENDFHEYN AV E—TIAAZBEELET, ChiE, LAV3~7
OREOLESHIC, AV MNO—FEEAEX—TIAANSIDSADIXNTOAHINT T4V
ZEHELET,

cat 6506#show run | inc monitor
nmoni tor session 5 source interface Po99
nmoni tor session 5 destination interface G5/3

cat 6506#show monitor session 5

Session 5
Type : Local Session
Source Ports :

Bot h . Po99
Destination Ports . G5/3
cat 6506#

Cisco IDS 2> H—DERE
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Cisco IDS £ H—0#MHFRERF. AV —I R—KASETITEIH. TEZXHKIPFF—KR—R
ZEY—ICERLTERITLES,

1.

2.

T7Z2ATACOQTA2LET, AVVY—IR—betoH—ICE8BRLET, TZE2H
LU F—R—RZEH—ICEHELET,

OJ4> 707 MU TI—HYBENRAT—REAALET, F: F72LM0I1—
HEENAT—REEHEEECiscoTT, HIBTTTSATACOATATHEE, D
I—HEENAT—REZETHLSIROBXY E—IHFRFRENET, BT, UNIX
INAT—R (cisco) ZAALTLEEZW, RIZ, ILLWNAD—RZ2EALLET,

I ogi n: cisco

Passwor d:

***’\D‘I’lCE***

Thi s product contains cryptographic features and is subject to

United States and | ocal country | aws governing inmport, export,

transfer and use. Delivery of Cisco cryptographic products does

not inply third-party authority to inport, export, distribute or

use encryption. inporters, exporters, distributors and users are

responsi ble for conpliance with U.S. and |ocal country | aws.

By using this product you agree to conply with applicable | aws

and regulations. If you are unable to conply with U S. and | ocal |aws,

return this product inmediately.

A summary of U. S. |aws governing G sco cryptographic products nay
be found at:

http://ww. ci sco. comf wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending

emai | to export @i sco.com

**%| | CENSE NOTI CE***

There is no license key installed on the system

Pl ease go to https://tools.cisco.coml SWFT/Licensing/PrivateReqgistrationServlet (registered
custoners only) to obtain a new license or install a license.

BV —OIPTRLA, H7RXY N IYAIBRETIEA VARNERELET, F: Ch

. OV RO—SEDBECEAETNBIDSOOATY RELTHBA > 2—T T4 AT,
ZOF7RLAR, OVRA-SEBAVE—TIARACL—FT1oFEhET, &2y
AVB—=TILATE, PRLYZ2VIRFETY, PORAUANIGE, O>hO—7
BEBAVRA—TIAATRLABLIV IDS EEDOL-HDOHAELRT RLAFEENET,
sensor #configure terminal

sensor (confi g) #service host

sensor (confi g- hos) #network-settings

sensor (confi g- hos- net) #host-ip 192.168.5.2/24,192.168.5.1

sensor (confi g- hos- net ) #access-1ist 10.0.0.0/8

sensor (confi g- hos- net ) #access-1ist 40.0.0.0/8

sensor (confi g- hos- net ) #telnet-option enabled

sensor (confi g- hos- net) #exit

sensor (confi g- hos) #exit

Apply Changes: ?[yes]: yes

sensor (confi g) #exit

sensor #

sensor #ping 192.168.5.1

PING 192.168.5.1 (192.168.5.1): 56 data bytes

64 bytes from 192.168.5.1: icnp_seq=0 ttl =255 tine=0.3
64 bytes from 192.168.5.1: icnp_seq=1 ttl =255 tine=0.9
64 bytes from 192.168.5.1: icnp_seq=2 ttl =255 tine=0.3
64 bytes from 192.168.5.1: icnp_seq=3 ttl =255 tine=1.0
--- 192.168.5.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet |oss
round-trip mn/avg/max = 0.3/0.6/1.0 s

3333
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sensor #show config

! Version 5.0(2)
! Current configuration |last nodified Mon Apr 03 15:32: 07 2006

servi ce host

net wor k- set ti ngs

host-ip 192.168.5.2/25,192.168.5.1
host - name sensor

tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

time-zone-settings
offset 0
st andar d-ti nme- zone- nane UTC

exit
exit

service notification

exit

service signature-definition sig0
si gnatures 2000 O

al ert-severity high

st at us

enabl ed true

exit
exit

signatures 2001 O
al ert-severity high
st at us

enabl ed true

exit



exit

signatures 2002 0
alert-severity high
status

enabl ed true

exit

exit

signatures 2003 0O
alert-severity high
status

enabl ed true

exit

exit

signatures 2004 0
alert-severity high
engi ne atomic-ip
event - action produce-al ert|request - bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

service authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/0
exit

exit

service interface

physi cal -interfaces G gabitEthernet0/0
adm n-state enabl ed

exit

exit

service trusted-certificates

exit
sensor#
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B Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:
Step 1: Configure & service palicy.
Step 2: Configure the traffic classification criteria for the senice policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a semvice policy and apply to:

* |nterface: |in5ide - {create new service policy ﬂ
FPaolicy Mame: |inside-pn|icy
Description: |lD5-in5ide-pn|icy

" Glohal - applies to all interfaces

|Next:~ Cancel| Help |

5 RUS—CHERATRHLWRS 71490 OTAZRBELET, BRERIREDT—X2 (47
ERETILOICBENDIZAZRBELIRITH, COFITRE, HADLEDHIC [Any Traffic] Z
BIRUEXT, Next] 20D YIL T, HITLET,



B Add Service Policy Rule Wizard - Traffic Classification Criteria

i+ Create a new traffic class: |in5ide-c|aas

Desctiption (optionaly: |
Traffic match criteria
[ Default Inspection Traffic
[ Source and Destination IP Address (uses ACGL)
[ Tunnel Group
[ TCP ar UDP Destination Port
[ RTF Range
[ IP DiffSery CodePoints (DSCF)
[ IP Precedence

[ftraffic does not match a existing traffic class, then it will match the class-default traffic class.
Class-default can he used in catch all situation.

™ Use class-default as the traffic class.

dEIack| ext = | Cancel| Help |

6. XDFIEEETLET. RZT714YT% AIP-SSM ICIEDKSIC ASA ZERELF T,
[Enable IPS for this traffic flow] F T Y VRY VAZAIZLT, BABRHAZEMCLET,
FD1-)I%EF—R JO—TA T4 I8 TFIZ, T— K% [Promiscuous] ICEREL T, b
74V O0N0IE—BTINATN R ED2I=I)IIZEELET, [Permittraffic] 29 1) ¥
JLET, ChlZkV), AIP-SSM TEENREL EHEICASAN T I —ILFA—TREEIC
PYEDYET, [Finish) 22Uy oL T, BEZHERLET,



8% Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection Intrusion Prevention | Connection Settings ]

v Enable IPS for this traffic flow

Mode

" Inline Mode

as aresult of IPS aperatian.

o Promiscous Mode:

he dropped by IPS.

[fIPS card fails, then

o+ Perrmit traffic

" Close traffic

Inthis mode, a packet is directed to IPS and the packet may be dropped

In this mode, a packet is duplicated for IPS and the original packet cannot

Clog ]

dElack| Finish | Cancel| Help |

7.0 T, RZT74YDZIPSED1-IIICEFETDRSIC, ASANREENK LIz, LEB

DT T [Save] 2V )Y UL T, BEZ ASAICEZTIAKZFET,
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©  Engine
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W At Motes l—
W Lizer Comments

W Al Trals IJ—
B Resase: I—
:li'.ll'l'itf‘

i Everi Ackon

Produce verhose Aler
Foaguest Bk Connacior

F#auest Snmo Tran |
<

B Fragrent Babes

© W Spetity Layei 4 Plocot

&l Layer 4 Projocck

WP Frinl -

B Speck ICNP Sequence: [0 -]

S W Speciy ICKP Type:

W Speciy ICKE Code:

Il Spechy ICNP idantiar

W Specily ICK® Tolal Lengih:

LI
&
=T
-
]

B Farsmater uses e Dafauli Ve Clickihe icon o sdit the valus
4 Paramater uses a UsarDefned Valug. Clickhe icon 1o restore T detaulvalue.

kK Canced

Halp I




®._ Edit Signature

Name Yalue

Signatura D: 2004
SubSignature [D: 1]

B Alert Severity

B Sig Fidedty Rating:

B Fromiscuous Dela

&  Sig Descriplion: -

B Signature Mamea:

B Aleri Motes:

B Alert Trails:

|
|
B User Comments: |
|
|

Bl Release:

&  Enpine Alamic IP

& Event Action: Reguest Block Connectior &

Raguesl Block Host
Reguasl Snmp Trap
Rezet Tep Connechon

A
< >

| B Franmont Slabie | 1 j
L] L]

B Paramater uses the Dafaull Valus. Click the icon 1o adit the value.
& Parameter uses a User-Defined Value, Click the icon 1o restore the defaulf value

oK | Cancel | Help |
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A DU ZFINTOT4TT, 7OV 0 O3V EERTIBDRSICEREENRTVWDR L E
BRELET,

5 [Applyl 20Uy OLT, J_F¥E2EZ1—I)ILICEELET,
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2 ARVNEI-—THFRREN, BEEEShERZRGE—RTEIANRINDJARMKRREIE
T, VANZAZO-)ILLT, LBIOBREFIETEEL = [ICMP Echo Request] ¥ J ZF +
ZIRULET, [Events] FITO I Z_Fr0Baiz2BREITHH., [SigID] TSI _F+D IDFHF
SZRELVLET,

. N
. Event Viewsr

# I Type | Sensar UTC Time | EventID I Events | Sig D Dietails. |
1 emor;emor Juity 31, 2006 25952 P L) 1145393740954040828 Unable to execute & host block [10.10.99 26] because
blocking 5 not EUI‘I‘ﬁIJl.II'Ed
2 emorwarning  [July 31, 2006 316:51 Pe L 1145393740954941 447  while sending a TLS waming alert close_notify, the
folioraring errod occurred: sockel error [3.32)
3 alertinforrnati,.. | July 31, 2006 31916 P L 1145393740054041574  ICMP Echo Request 2004
4 @morgmor Juby 31, 2006 31916 Pa L 1145303T40054041577  Unalle o execube & hosi bock [10.10.99,26] betause

blocking is not corfiguned

5 alerinforrnad. .. |[July 31, 2006 31946 PE U 11 AD54941597 ICMP Echo Regquist

Refresh

Larst Updated: 7731/06 3:22.39 PM

; I Close E Help

3.VUZFvEBRRELES, IVRUEATILIUYILT, HILLWIAY RUEREET,
COFHLWILAVRIIZG, STZF 2 )A-LEARY NCETRFHMERS KRS
nEXY,

=. Details for 1145383740954941 597

fpvldsalerc: sventlid=l145383740954941597 wendor=Cisco severity=informartionsl

originator:

hostld: sensor

appMName: aensorcApp

appInstanceld: 341
cime: July I, 2006 3:19:46 FM UTC offset=0 cimeZornesrTC
Signature: description=ICHPF Echo Reguest id=2004 wersion=51

subsigld: 0O
interfaceGroup:
wlan: O
participants:

attacker:

addr: 10.10,99.26 localitcy=0UT
Cargec:
smddr: 10.10.10Z.1 localicy=00T

sunmary: 4 finals=trus initialAlert=11453837409545941574 summaryType=Regular
alertDetails: Regualar Sumnmary: 4 events this interwval
rizkRacingYalue: Z5
interface: ged 1
protacal: icwmp

2AVYLAAMOA—FTOIFAT NRADEZ R
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Boniter = Configurs = Location =  dministration = Help =

(53 Marms - Selen g commard - v 6 |
:r;nl & [0 Severite  Failure Diect Demes  DalesTime Hessane
i i O BL0E B0 &M AP "RIA-LAFL M TAG L, avineleos W02 110 &
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ci scoasa#show run
Saved

ASA Version 7.1(2)
!
host nane ci scoasa
domai n- name ci sco.com
enabl e password 2KFQhbNI dI . 2KYOU encr ypt ed
nanes
!
interface Ethernet0/0
nanei f out si de
security-level 0O
i p address 10. 10.102. 2 255. 255. 255.0



nterface Ethernet0/1

nanei f inside

security-level 100

i p address 172.16.26.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
nanei f managenent
security-level 100
i p address 192.168.1.1 255.255.255.0
managenent - onl y
1
passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name ci sco. com
pager lines 24
| oggi ng asdm i nf or mat i ona
ntu inside 1500
nt u managenent 1500
ntu outside 1500
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
nat - contro
gl obal (outside) 102 interface
nat (inside) 102 172.16.26.0 255.255.255.0
nat (inside) 102 0.0.0.0 0.0.0.0
route inside 0.0.0.0 0.0.0.0 172.16.26.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.12 255.255. 255. 255 insi de
http 0.0.0.0 0.0.0.0 inside
http 192.168. 1.0 255. 255. 255. 0 managenent
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication Iinkup Iinkdown col dstart
telnet 0.0.0.0 0.0.0.0 inside
tel net tinmeout 5
ssh timeout 5
consol e timeout O
dhcpd address 192.168.1.2-192. 168. 1. 254 managenent
dhcpd | ease 3600
dhcpd ping_tineout 50
dhcpd enabl e nanagenent
1
cl ass-map inside-cl ass
mat ch any
1
1
policy-map inside-policy
description IDS-inside-policy
cl ass inside-class
i ps prom scuous fail-open



service-policy inside-policy interface inside

Crypt ochecksum 699d110f 988e006f 6¢5¢c907473939b29
end

ci scoasa#

Cisco BABH AT AL 2 H—OESHI

sensor #show config

I Version 5.0(2)
I Current configuration |ast nmodified Tue Jul 25 12:15:19 2006

servi ce host

net wor k- setti ngs

host-ip 172.16.26.10/24,172.16.26.1
tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

exit

service notification
exit

servi ce signature-definition sig0

signatures 2004 0

engi ne atomic-ip

event - acti on produce-al ert|request - bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

servi ce authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/1
exit

exit

service interface
exit



service trusted-certificates
exit
sensor#

32
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