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ROERICEI2ESN AR HRENET,

- Lightweight Access Point Protocol ( LWAPP ) /Control And Provisioning of Wireless Access
Points ( CAPWAP )

. BEABUED o O Lightweight 77t R KA N (LAP) 8KTF T YL A LAN I hO—
5 (WLC) OBE

EATRIAVR—F> b

CORFIXNOBERE, V7RI ITTF7 /N—232 3.3.0 SE A BT S Cisco Catalyst 3850
=X ALY FICEITKENTT,

CORFIXNDODERIE., BEODTSHRREBICHADTF/NAAZEITVWTERENELE, COR
FIAIXKRTHERATIINTOTFNA R, B (F72IIEK ) REODRELASEEBLTVET
o MRODRY NI)—INEBBPITHHIHEICEK., ENDKSBIAXVRICODVTE, TOEEW
EECODVTHRICEMRL THKXENBYET,
BO MM
CORFIAXNOABRERE., IXTOAN—2RTFZOEA I MNO-ZJICERAENET,
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NZ7ILZa—b

EXNZFIE

ON—SRT7OADARNO—STOAP MAQORBEEZ NS TN 1 —F 1203312, K
NDFEIEZEEITLET,

1.LAPHFIPTRLAZTITED L ZHALET, APTFELELTVWERIRAAMYTFT T, RO&K
SICAALET,

#show cdp neighbor detail

3 : Catalyst 3850 1) —X A4 ¥ FTlk, AP (& Catalyst 3850 > 1) —X A A v F I E#EE
BMENTVBUEN BDVET, FLEAMYFR—PIREBFRORSICHEYET,

Interface gig <>

Switchport mode access

Switchport access vlan x >> x & Catalyst 3850 1) —X A4 Y FTREETIhTVADA Y
LABEBSR—TIAAVLANXTT,

2WLC & IP 7 RLADETHEIZ ping ZEETED L ZBIABLET,

J.XYND—=VLETIDAVYLAEEYT OV MO—F (MC ) A"REET N TWVD Z & 2HT
LET. EEUTA I—22MIOJA42LTVRHERE. NI EEUT OV
O—SAFT7 0T 147 THBEZBABLET,

#show wireless mobility summary

4 MCTAP ZA VAN BMICZ>TVWR L ZH#FELET,

#show license right-to-use summary

5 BYIZEBESHABMIIBZ DTV & 2HELET,

#show wireless country configured
A dA—Z250OKNL—A

BYICREENTVWRIBEE, AP TEENRETDE, RL—A NV RZFEAL THMESDH
BHEBRIENTEERT, cnSORL—RAIONYY REE, CAPWAP & AP IIADEEZ N D
IN21—F42032BECINO—FTHEATEET,

- #Set trace capwap
- #Set trace capwap ap
- #Set trace group-ap
RL—AHAIDOLEI—ICEIWVWT, group-ap RL—ANS, AP MAOBEENORNT IS 21—



TAVTDEODR)EEREDHZIHINMERENETT, LEAN 2T, CORFIXIHITRS
DRL—RA(Z7ALEFER) CODVWTHLLKBHALET, 71X FT23aVHBITFDORNL
—ADHFRIZOVWTOFME., CORFIXNO T—RABEMNEOE N, 25BLTLE
=L,

F:3EN-® capwap & capwapap DHIBI ( 71 L BRBSLC 7 1)L 2FER
) FRRBEEATVERT,

- FL=ADTFT7 A MREZRTTDICKE, RDKSICADLET,

#show trace settings group-ap
Buf f er Properties:

Feat ur e- Nane

Si ze Level

capwap/ ap/ event
0 war ni ng
dtl s/ ap/ event
0 war ni ng
i osd-wi rel ess/ capwap
0 war ni ng

Feat ur e- Name: capwap/ ap/ event
Filters: None

Feat ur e- Name: dtl s/ ap/event
Filters: None

Feat ur e- Name: i osd-w rel ess/ capwap
Filters: None

E:TFT7AILRTR., EORL—RIZETAILENFBREETNATVER A,
.group-ap RL—RICHIETBDRL—ANYTT7ZIVTTBICE. RDEKSICADLET,

#set trace control group-ap clear

.group-ap FL—AD KL —ARA LRIINZFZETBICE, ROEKSICADLET,

#set trace group-ap level ?
debug Debug- | evel mnessages (7)
default Unset Trace Level Value
err Error conditions (3)
info I nf ormati onal (6)
warning Warning conditions (4)

RZTIN1—FT 4200 %175 & EIZIE #set trace group-ap level debug TNV T Z#FERHL £
CB

c FL=RALRILZERTDICE. ROLSICADLET,

# show trace settings group-ap
Buf f er Properties:

Feat ur e- Nane

Si ze Level



capwap/ ap/ event

0 debug

dt| s/ ap/ event

0 debug

i osd-wi r el ess/ capwap
0 debug

Feat ur e- Nane: capwap/ ap/ event
Filters: None

Feat ure- Nane: dtl s/ ap/event
Filters: None

Feat ur e- Nane: iosd-w rel ess/ capwap
Filters: None

RL—AHBHERTTDIZE. ROKRDIZAHLET,

# show trace messages group-ap

Discovery-Request/Respose

[11/14/13 14:50:17. 484 UTC 702f 4a 8528] f84f.57ca. 3860 Discovery Request from
10. 201. 234. 24: 18759

[11/14/13 14:50:17. 484 UTC 702f 4b 8528] f84f.57ca. 3860 Di scovery apType = 0,
apModel = Al R- CAP2602] - A- K9, Discovery supportedRadi os = 0, incom ngRadJoinPriority
= 1, Discovery versi onNum = 167863296

[11/14/13 14:50:17. 484 UTC 702f 4c 8528] f84f.57ca.3860 Join Priority Processing
status =0, Inconming Ap's Priority 1, MaxLrads = 50, joined Aps =0

[11/14/13 14:50:17. 484 UTC 702f 4d 8528] f84f.57ca. 3860 Validated Di scovery request
with dest ip : 255.255.255.255 from AP 10.201. 234.24. Response to be sent using
ip: 10.201.234.4

[11/14/13 14:50:17. 484 UTC 702f 4e 8528] Encode static AP nanager 10.201.234.4,
AP count O

[11/14/13 14:50:17. 484 UTC 702f 4f 8528] acEncodeMwar TypePayl oad encode nmwar Type = 0
i n capwapMnar TypePayl oad.

[11/14/13 14:50:17. 484 UTC 702f 50 8528] f84f.57ca. 3860 Discovery Response sent to
10. 201. 234. 24: 18759

[11/14/13 14:50: 27. 484 UTC 57 8528] Connection not found in hash table - Table enpty.

DTLS-Handshake
EF:CNFAPAIASEEEDTHY), APHLSEETNEXYE—DEFNA REATVWET

o

[11/14/13 14:50: 27. 484 UTC 702f 51 8528] DTLS connection not found, creating new



connection for
[11/14/ 13 14:50: 27. 484
[11/14/ 13 14:50: 27. 484

[11/14/ 13 14:50: 27. 484
aut henti cati on.

[11/14/13 14:50: 27. 484

[11/14/13 14:50: 27. 484
seg=0

[11/14/13 14:50: 27. 484
frag_off=0 frag_| en=44

[11/14/13 14:50: 27. 485
[11/14/13 14:50: 27. 489

[11/14/13 14:50: 27. 489

urc
urc

urc

UTC 59 8528]

urc

urc

urc
urc

urc

seq=1 frag_off=0 frag_| en=76 (with cookie)

[11/14/13 14:50: 27. 490
[11/14/13 14:50: 27. 670

[11/14/13 14:50: 27. 670

UTC 5f 8528] f84f.57ca.

UTC 60

UTC 61 8528] f 84f.

seq=2 frag_of f=0 frag_|l en=519

[11/14/13 14:50: 27. 670
[11/14/13 14:50: 27. 670

[11/14/13 14:50: 27. 670

UTC 62 8528] f 84f.

UTC 63 8528] f 84f.

UTC 64 8528] f 84f.

seq=2 frag_of f=519 frag_| en=519

[11/14/13 14:50: 27. 670
[11/14/13 14:50: 27. 670

[11/14/13 14:50: 27. 670

UTC 65 8528] f 84f.

UTC 66 8528] f 84f.

UTC 67 8528] f 84f.

seq=2 frag_of f=1038 frag_| en=108

[11/14/13 14:50: 27. 671

[11/14/13 14:50: 27. 671

[11/14/13 14:50: 27. 672
7¢69. f 604. 9460
[11/14/13 14:50: 27. 673

[11/14/13
pendi ng. .

14: 50: 27. 673

UTC 702f54 8528] acDtl sCal | back:

UTC 702f55 8528] acDtl sCal | back:

5b 8528] f84f.57ca.

5c 8528] f84f.57ca.
5d 8528] f84f.57ca.

5e 8528] f84f.57ca.

8528] f84f.57ca.

57ca.

57ca.
57ca.

57ca.

57ca.
57ca.

57ca.

702f 52 8528] acDtl sCal | back:
702f 53 8528] acDtl sCal | back:

58 8528] Certificate installed for

I ncrenmented concurrent

3860

3860

3860

3860

3860

3860

3860

3860

3860

3860

3860

3860

3860

10: 201: 234: 24 (18759) 10: 201: 234: 4 (5246)

entering. ..
cb->code 10

PKI based

handshaki ng count 1

5a 8528] f84f.57ca. 3860 record=Handshake epoch=0

msg=ClientHello | en=44 seq=0

Handshake in progress...
recor d=Handshake epoch=0 seq=1

msg=ClientHello | en=76

Handshake in progress...
recor d=Handshake epoch=0 seq=2

msg=Certificate | en=1146

Handshake in progress...
recor d=Handshake epoch=0 seq=3

nmsg=Certificate | en=1146

Handshake in progress...
recor d=Handshake epoch=0 seq=4

nmsg=Certificate | en=1146

entering. ..

cb->code 3

UTC 68 8528] Verify X. 509 certificate fromwtp

UTC 702f 56 8528] acDtlsCallback Cert validati on PENDI NG

UTC 69 8528] f84f.57ca. 3860 Certificate verification -

[11/14/ 13 14:50:27. 673 UTC 6a 8528] f84f.57ca. 3860 Handshake in process..
awai ting certificate verification result.

[11/14/ 13 14:50: 27. 673 UTC 6b 8528] f84f.57ca. 3860 record=Handshake epoch=0 seq=5

[11/14/13 14:50: 27.673 UTC 6¢c 8528] f84f.57ca. 3860

| en=130 seq=3 frag_of f=

0 frag_l en=130

msg=ClientKeyExchange



[11/14/13
[11/14/13

[11/14/13
7¢69. f 604.

[11/14/13

[11/14/13
pendi ng. . .

[11/14/13

14: 50:

14: 50:

14: 50:
9460

14: 50:

14: 50:

14: 50:

awai ting certifi

27.673

27.673

27.674

27.675

27.675

urc

urc

urc

urc

urc

702f 57 8528] acDtl sCal | back: entering...
702f 58 8528] acDtl sCal | back: cb->code 3

6d 8528] Verify X. 509 certificate fromwp

702f 59 8528] acDtlsCall back Cert validation PENDI NG

6e 8528] f84f.57ca. 3860 Certificate verification -

27.675 UTC 6f 8528] f84f.57ca. 3860 Handshake in process..
cate verification result..

[11/14/ 13 14:50:27. 675 UTC 70 8528] f84f.57ca. 3860 record=Handshake epoch=0 seq=6

[11/14/13 14:50:27.675 UTC 71 8528] f84f.57ca. 3860 msg=CertificateVerify
| en=258 seq=4 frag_of f=0 frag_| en=258

[11/14/13 14:50: 27. 675 UTC

[11/14/13
[11/14/13
[11/14/13

[11/14/13
pendi ng. . .

[11/14/13

awai ting certificate verifi

[11/14/13

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

epoch=0 seq=7

[11/14/13
[11/14/13
[11/14/13
[11/14/13

[11/14/13
pendi ng. . .

[11/14/13

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

awai ting certifi

[11/14/13
[11/14/13
[11/14/13
[11/14/13
[11/14/13

[11/14/13

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

14: 50:

27.675

27.676

27.676

27.676

27.676

27.677

27.677

27.677

27.677

27.678

27.678

27.678

cate verifi

27.678

27.678

27.679

27.679

27.679

27.680

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

urc

702f 5a 8528] acDtl sCal | back: entering...

702f 5b 8528] acDtl sCal | back: cb->code 3

72 8528] Verify X. 509 certificate fromwp 7c69.f604. 9460
702f 5¢c 8528] acDtlsCal |l back Cert validation PENDI NG

73 8528] f84f.57ca. 3860 Certificate verification -

74 8528] f84f.57ca. 3860 Handshake in process..

cation result..

75 8528] f84f.57ca. 3860 record=ChangeCipherSpec

702f 5d 8528] acDtl sCal | back: entering...

702f 5e 8528] acDtl sCal | back: cb->code 3

76 8528] Verify X. 509 certificate fromwp 7c69.f604. 9460
702f 5f 8528] acDtlsCal |l back Cert validati on PENDI NG

77 8528] f84f.57ca. 3860 Certificate verification -

78 8528] f84f.57ca. 3860 Handshake in process..

cation result..

79 8528] f84f.57ca. 3860 record=Handshake epoch=1 seq=0
7a 8528] f84f.57ca. 3860 msg=Unknown or Encrypted

702f 60 8528] acDtl sCal | back: entering...

702f 61 8528] acDtl sCal |l back: cb->code 3

7b 8528] Verify X. 509 certificate fromwp 7c69.f604. 9460

702f 62 8528] acDtlsCal |l back Cert validati on PENDI NG



[11/14/ 13 14:50:27. 680 UTC 7c 8528] f84f.57ca.3860 Certificate verification -
pendi ng. .

[11/14/ 13 14:50:27. 680 UTC 7d 8528] f84f.57ca. 3860 Handshake i n process..
awai ting certificate verification result.

[11/14/13 14:50:27. 681 UTC 7e 8528] Tickling the connection: 10.201.234.4:5246
<-> 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 27. 681 UTC 702f 63 8528] acDtlsCal | back: entering...
[11/14/13 14:50:27.681 UTC 702f 64 8528] acDtl sCal | back: cb->code 3

[11/14/ 13 14:50:27. 682 UTC 7f 8528] Verify X.509 certificate from wtp
7c69.£604.9460 >> AP Ethernet mac

[11/14/13 14:50:27. 683 UTC 702f 65 8528] acDtlsCal | back Cert validati on SUCCESS

[11/14/ 13 14:50: 27. 683 UTC 80 8528] f84f.57ca. 3860 Certificate verification -
passed!

[11/14/13 14:50:27.706 UTC 81 8528] f84f.57ca. 3860 Connection established!
[11/14/ 13 14:50:27. 706 UTC 702f 66 8528] acDtlsCal | back: entering...
[11/14/13 14:50:27.706 UTC 702f67 8528] acDtl sCal | back: cb->code 0

[11/14/ 13 14:50:27. 706 UTC 82 8528] f84f.57ca. 3860 DTLS Connection 0x5789a5e0
established on local port 5246

[11/14/13 14:50:27.706 UTC 83 8528] f84f.57ca. 3860 Setting DILS MIU for link to
peer 10.201. 234. 24: 18759

[11/14/13 14:50:27. 706 UTC 84 8528] Load Bal ancer: Pl atform Not supported,
Exiting fromctrl _tunnel _Ib

[11/14/ 13 14:50:27. 706 UTC 85 8528] Capwap Control DTLS key plunbing: Get SA
resources fromLB for AP I P 10.201.234.24, rc = 4

[11/14/13 14:50:27.706 UTC 86 8528] Pl unbing DTLS keys for |ocal 10.201.234.4:5246
and peer 10.201.234.24:18759, anc_sw.id O, anc_asic_id O, res_sw.id O, res_asic_id O

[11/14/ 13 14:50:27. 706 UTC 87 8528] Created CAPWAP control DTLS engi ne session
10. 201. 234. 4: 5246 <-> 10.201.234. 24: 18759

[11/14/ 13 14:50:27. 706 UTC 88 8528] f84f.57ca. 3860 Sendi ng Fini shed using epoch 1

[11/14/13 14:50:27. 706 UTC 702f 68 8528] DTLS Session established server
(10. 201. 234. 4: 5246), client (10.201.234.24:18759)

[11/14/ 13 14:50:27. 706 UTC 702f 69 8528] Starting wait join timer for AP
10. 201. 234. 24: 18759

[11/14/ 13 14:50:27. 707 UTC 30e2 267] YOTLS: entering dtls_add_dtls_session_db_entry

[11/14/ 13 14:50:27. 707 UTC 30e3 267] YOTLS: sip = Oxac9eal04 di p = Oxac9eal8
sport =5246 dport=18759

[11/14/13 14:50:27. 707 UTC 30e4 267] YOTLS: dtls_add_dtls_session_db_entry:
anchor _port iifd : 1088ec00000003b : capwap_iifd : O : session type : O

swnum: O : asic : O

[11/14/ 13 14:50: 27. 707 UTC 30e5 267] 9OTLS: bk_sw num: O bk_asic : O



[11/14/ 13 14:50:27. 710 UTC 89 8528] Received DILS engine action feedback for
CAPWAP connecti on

[11/14/13 14:50:27. 711 UTC 8a 8528] DTLS Engi ne Add Success received for
connection 10.201. 234. 4: 5246 / 10. 201. 234. 24: 18759

[11/14/13 14:50:27.711 UTC 8b 8528] Key plumb succeeded
[11/14/ 13 14:50:27. 711 UTC 8c 8528] Decrenent concurrent handshaki ng count O

[11/14/13 14:50:27.711 UTC 8d 8528] Updating state for wtp f84f.57ca. 3860 ip
10. 201. 234. 24

[11/14/13 14:50:27. 711 UTC 8e 8528] CAPWAP WIP entry not yet created.

[11/14/13 14:50:27.712 UTC 702f 6a 8528] Unable to find the First RCB i ndex.
Return Val ue: 2

Join Request-Response

[11/14/13 14:50:27.712 UTC 702f 6b 8528] f84f.57ca. 3860 Join Request from
10. 201. 234. 24: 18759

[11/14/ 13 14:50:27.712 UTC 702f 6¢c 8528] f84f.57ca. 3860 For phy port iif id
0x01088ec00000003b, control session - anc swid O, anc asic id 0, res swid O,
res asic id O in RCB for AP 10.201.234. 24

[11/14/13 14:50:27.712 UTC 8f 8528] Creating WP 0x3823a0f0 for AP f84f.57ca. 3860
with hardware encryption flag = TRUE

[11/14/13 14:50:27.712 UTC 702f 6d 8528] f84f.57ca. 3860 Deleting AP entry
10. 201. 234. 24: 18759 from tenporary dat abase.

[11/14/ 13 14:50:27.712 UTC 702f 6e 8528] CAPWAP | nterface-Nane CAPWAP WCM O i ent
f 84f 57ca3860 used for IIF I D allocation

[11/14/13 14:50: 27.712 UTC 702f 6f 8528] CAPWAP IIF ID Allocation Successful!
ID:0x0042a98000000796 for AP 10.201.234.24, AP hash 1 [This indicates generation

of a capwapx interface seen in show ip interface brief]

[11/14/13 14:50:27.712 UTC 702f 70 8528] Adding Node to AVL Tree with IIF
I d: 0xd2a98000000796

[11/14/13 14:50:27.712 UTC 702f71 8528] WIP II1F ID Type: O

[11/14/13 14:50:27.712 UTC 702f 72 8528] Tiner created successfully for WIP
II'F 1D 0xd2a98000000796

[11/14/13 14:50:27.712 UTC 702f 73 8528] Added IIF ID to AVL Tree Database
0xd2a98000000796

[11/14/13 14:50:27.712 UTC 702f 74 8528] f84f.57ca.3860 Join Version: =
167863296

[11/14/ 13 14:50:27.712 UTC 702f75 8528] Encode static AP manager 10.201.234. 4,
AP count O

[11/14/ 13 14:50:27.712 UTC 702f 76 8528] f84f.57ca. 3860 Join resp: CAPWAP Maxi mum
Msg el enent len = 87



[11/14/13 14:50:27.712
10. 201. 234. 24: 18759

Urc 702f 77

[11/14/13 14:50:27.712 UTC 702f78

UTC 702f 79
4

[11/14/13 14:50:
Qperation State

27.712
0 ===>

27.713
slot O

[11/14/13 14:50: UrcC 702f 7a

f 84f . 57ca. 3860

[11/14/13 14:50: urc 702f 7b

nmyid_|l en=1

27.713

8528]

8528]

8528]

8528]

8528]

f 84f . 57ca. 3860 Join Response sent tO

f 84f . 57ca. 3860 CAPWAP State: Join

f 84f . 57ca. 3860 capwap_ac_platformc: 767 -

f 84f . 57ca. 3860 Regi ster LWAPP event for AP

capwap_iif_client_action_func: 1,

nyi d

[11/14/13 14:50:27.713 UTC 702f 7c 8528] CAPWAP Interface | D Acked

| d- 0x00d2a98000000796 by IIF -
rcb->ap_registered = 1

[11/14/13 14:50:27.713 UTC 702f 7d 8528] f84f.57ca. 3860 Not
Config Status Response to AP 10.201. 234.

[11/ 14/ 13 14:50: 27.713 UTC 702f 7e
0x1088ec00000003b from AVL Tree

[11/14/13 14:50: 27. 713 UTC 702f 7f
with Phylifld: 0x1088ec00000003b

[11/14/13 14:50: 27.713 UTC 702f 80
0x1088ec00000003b from AVL Tree

[11/14/13 14:50: 27.713 UTC 702f 81
AP f84f.57ca. 3860 slot 1

[11/14/ 13 14:50: 27.713 UTC 702f 82
Tr ee Dat abase

[11/14/13 14:50:27. 714 UTC 702f 83
Phy-Port-11F-1D: 0x1088ec00000003b

[11/14/13 14:50: 27. 714 UTC 702f 84

---Phy-11F-1D = 0x1088ec00000003b

[11/14/13 14:50:27.714 UTC 702f 85 8528] f84f.57ca. 3860 Not
Status Response to AP 10. 201. 234. 24 as SPI

[11/14/13 14:50:27.714
fromvapchb to vap data

[11/14/13 14:50:27.714
fromvapch to vapdata i

[11/14/13 14:50:27.714
fromvapchb to vap data

[11/14/13 14:50:27.714
fromvapch to vapdata i

[11/14/13 14:50:27.714

[11/14/13 14:50:27.714
00 00 Of ac 02 00 Of

UrC 702f 8b

[11/14/13 14:50: 27.714 UTC 702f 8¢

Il F status = 0x1001,

8528]

8528]

8528]

8528]

8528]

8528]

UTC 702f 86 8528] CSM SPAM I nput
is wireless-avc-basic

UTC 702f 88 8528] CSM SPAM I nput
is wireless-avc-basic

UTC 702f8a 8528] RSN Capabilities:

8528]

8528]

for AP 10.201. 234. 24,

ready to send
24 as SPI ACK is not received

Unable to find entry for Phylifld:

Addi ng Node to Physical lif Id AVL Tree

Unable to find entry for Phylifld:

f 84f . 57ca. 3860 Regi ster LWAPP event for

Added Phylifld: 0x1088ec00000003b to AVL

Cet the Interface nane fromthe

ready to send Config
ACK is not received

noni tor nane after copying

UTC 702f 87 8528] CSM SPAM Qut put rnonitor name after copying
S W rel ess-avc-basic

nmoni tor nane after copying

UTC 702f 89 8528] CSM SPAM CQut put nonitor name after copying
S W rel ess-avc-basic

(26)

[0000] 30 18 01 00 00 Of ac 02 02

[0016] ac 04 01 00 00 Of ac 02 28 00



[11/14/13 14:50: 27.714 UTC 702f 8d 8528] WARP | Es: (12)

[11/14/13 14:50: 27.714 UTC 702f 8e 8528] [0000] dd Oa 00 cO b9 01 00 00
00 08 01 01

[11/14/ 13 14:50:27. 714 UTC 702f 8f 8528] f84f.57ca. 3860 Not ready to send Config
St at us Response to AP 10.201.234.24 as SPI ACK is not received

[11/14/ 13 14:50:27. 715 UTC 702f 90 8528] Physical interface Info: IIF-ID =
0x1088ec00000003b, Message Code = 0x802, Interface Name ->gi gabitethernetl/0/24
Interface Type = 0x92, dient N<truncated>

[11/14/ 13 14:50:27. 715 UTC 702f91 8528] Updated AVL entry for phylifid:
0x1088ec00000003b macAddr: f 84f . 57ca. 3860, phylfName: gigabitethernetl/0/24 Nunber
of APs on this Phy <truncated>

[11/14/ 13 14:50:27. 725 UTC 702f 92 8528] capwap opaque data f84f.57ca. 3860
length = 0

[11/14/13 14:50:27.725 UTC 702f 93 8528] No update; will insert f84f.57ca. 3860

Configuration Status Request-Response/Update Request-Response

[11/14/ 13 14:50:27. 869 UTC 702f 94 8528] f84f.57ca. 3860 Configuration Status
from 10. 201. 234. 24: 18759

[11/14/13 14:50: 27.870 UTC 702f 95 8528] f84f.57ca. 3860 CAPWAP State: Configure

[11/14/ 13 14:50:27.870 UTC 702f96 8528] f84f.57ca. 3860 New unsupported Payl oad
254 in message from AP f84f.57ca. 3860, Return SUCCESS

[11/14/ 13 14:50:27.870 UTC 702f 97 8528] f84f.57ca. 3860 Decodi ng new unsupported
Payl oad 254 in message from AP f84f.57ca. 3860, Return SUCCESS

[11/14/13 14:50:27.870 UTC 702f 98 8528] Invalid channel 11 spacified for the AP
AP2602I -1, slotld =0

[11/14/13 14:50:27.870 UTC 702f99 8528] Invalid channel 56 spacified for the AP
AP2602I -1, slotld =1

[11/14/13 14:50:27.870 UTC 702f9a 8528] f84f.57ca. 3860 Updating IP info for AP
f84f.57ca. 3860 -- static O, 10.201.234.24/255.255.255.224, gtw 10.201.234.2

[11/14/ 13 14:50:27.870 UTC 702f 9b 8528] f84f.57ca. 3860 Updating |P
10. 201. 234. 24 ===> 10. 201. 234.24 for AP f84f.57ca. 3860

I
[11/14/ 13 14:50:27.870 UTC 702f ab 8528] f84f.57ca. 3860 LWAPP nessage validation

failed for SPAM Vendor Specific Payl oad(104) in message of |en=7 from AP
f 84f . 57ca. 3860

[11/14/13 14:50:27.870 UTC 702fac 8528] f84f.57ca.3860 Failed to validate vendor
speci fi ¢ nessage el enent

[11/14/13 14:50:27.871 UTC 702fad 8528] fB84f.57ca. 3860 Setting MTU to 1485

[11/14/13 14:50:27.871 UTC 702f ae 8528] f84f.57ca. 3860 Pl atform not Supported,
exiting Load Bal ancer function



[11/14/ 13 14:50:27.871 UTC 702f af 8528] | oad bal ancer rc=4 for AP 10.201. 234. 24,
Il F I D: 0x00d2a98000000796

[11/14/13 14:50:27.871 UTC 702f b0 8528] opaque data size O with capwap interface
create f84f.57ca. 3860

[11/14/13 14:50:27.871 UTC 702f bl 8528] spi CapwapParans- >
dat a_t unnel . opaque_dat a. opaque_data_l en: 0

[11/14/ 13 14:50: 27.871 UTC 702f b2 8528] f84f.57ca.3860 Data Tunnel Create timer
started for 240 seconds tineout

[11/14/13 14:50:27.871 UTC 702f b3 8528] f84f.57ca. 3860 Data Tunnel created -
tunnel type NON_CRYPTO, |oad bal ancer support Not supported, tunnel ntu 1449,

anc_sw_id 0, anc_asic_id O, res_sw.id O, res_asic_id O
anc_wp_iif_id 0x0000000000000000, res_wp_iif_id 0x0000000000000000

[11/14/13 14:50:27.871 UTC 702f b4 8528] f84f.57ca.3860 Not ready to send Config
St at us Response to AP 10.201.234.24 as SPI ACK is not received

[11/14/13 14:50:27.871 UTC 702f b5 8528] f84f.57ca. 3860 AP f84f.57ca. 3860

associ ated. Last AP failure was due to Configuration changes, reason

control |l er reboot conmand

[11/14/13 14:50:27.871 UTC 30e6 260] [ CAPWAP]: CAPWAP data tunnel create nessage
[11/14/ 13 14:50:27.871 UTC 30e7 260] [ CAPWAP]: capwap_data_tunnel _create called

[11/14/13 14:50:27.871 UTC 30e8 260] [CAPWAP]: Data tunnel id = 0xd2a98000000796

[11/14/ 13 14:50: 27.871 UTC 30e9 260] [CAPWAP]: Tunnel Entry not found for AP
(10. 201. 234. 24, 18759)

[11/14/13 14:50: 27.873 UTC 30ea 260] [CAPWAP]: CAPWAP IDB init conplete

[11/14/ 13 14:50: 27.882 UTC 30eb 260] [ CAPWAP]: capwap_i nterface_status_update
tunnel 0xd2a98000000796 status O

[11/14/ 13 14:50: 27.882 UTC 30ec 260] [CAPWAP]: csb pd flag O opaque_data_ len O
attr opaque_data 0x00000000

[11/14/ 13 14:50:27.882 UTC 30ed 260] [ CAPWAP]: Send capwap_dat a_t unnel _st atus_update
0 Slot-Unit 1 Unit 1 for iif_id 0xd2a98000000796 to WCM

[11/14/ 13 14:50: 27. 882 UTC 30ee 260] [ CAPWAP]: (capwap_process_fed_results) CAPWAP
FED result (0) for IIF I D 0xd2a98000000796

[11/14/13 14:50:27.882 UTC 702f b6 8528
Recei ved CAPWAP Tunnel SPI update opaque size O
[11/14/ 13 14:50: 27.882 UTC 702f b7 8528] opaque data len O with capwap server update

[11/14/ 13 14:50: 27.883 UTC 702f b8 8528] f84f.57ca.3860 SPI ACK : Capwap Data
Tunnel create successful for iifid:0x00d2a98000000796 AP: 10.201. 234. 24

[11/14/13 14:50:27.883 UTC 702f b9 8528]
Recei ved CAPWAP interface update opaque len O

[11/14/13 14:50:27.883 UTC 702f ba 8528] SPI IifId ACK: Capwap Data Tunnel Created



Successfully for IifId: 0x0042a98000000796 AP: 10.201.234.24

[11/14/ 13 14:50: 27.883 UTC 702f bb 8528] f84f.57ca. 3860 OK to send Config Status
Response to AP 10. 201. 234. 24

[11/14/ 13 14:50: 27. 888 UTC 30ef 260] [CAPWAP]: Notify PM (done).
[11/14/13 14:50:27. 888 UTC 30f0 260] [ CAPWAP]: SNMP Register: Cal HW DB 32f 44570

[11/14/13 14:50:27.888 UTC 30f1 260] [ CAPWAP]: capwap_port_hashitem added: slot 1
slotunit 24 vlan 1104

[11/14/13 14:50:27.888 UTC 30f2 260] [ CAPWAP]: 7c69.f604.9460 is AP s nac addr

[11/14/ 13 14:50: 27.932 UTC 702f bc 8528] Sending multicast payload to ap AP2602I-1
ncast _node 0, ntast group 0.0.0.0

[11/14/ 13 14:50:27.933 UTC 702f bd 8528] f84f.57ca. 3860 Config status response sent
to 10.201.234. 24: 18759

[11/14/ 13 14:50: 27. 933 UTC 702f be 8528] f84f.57ca. 3860 Configuration Status
Response sent to 10:201: 234: 24

[11/14/ 13 14:50: 27. 933 UTC 702f bf 8528] f84f.57ca. 3860 Configuration update
request for Band Select Cfg sent to 10.201.234. 24: 18759

[11/14/ 13 14:50: 27. 933 UTC 702fcO0 8528] f84f.57ca. 3860 Configuration update
request for HaConfig nmessage sent to 10.201.234.24: 18759

[11/14/ 13 14:50: 27.934 UTC 702fcl 8528] f84f.57ca. 3860 Configuration update
request for AP NGAC Qos sent to 10.201.234. 24: 18759

[11/14/13 14:50:28.121 UTC 702fc2 8528] f84f.57ca. 3860 Change State Event
Request from 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 28. 122 UTC 702f c3 8528] f84f.57ca. 3860 Recei ved LWAPP Up event
for AP f84f.57ca. 3860 slot 0!

[11/14/ 13 14:50:28. 122 UTC 702fc4 8528] f84f.57ca. 3860 Radi o state change for
slot: O state: 2 cause: O detail cause: 0

[11/14/ 13 14:50: 28. 122 UTC 702fc5 8528] f84f.57ca. 3860 Change State Event
Response sent to 10.201.234. 24: 18759

[11/14/13 14:50: 28. 122 UTC 702fc6 8528] f84f.57ca. 3860 CAPWAP State: Run

[11/14/ 13 14:50: 28.122 UTC 702fc7 8528] f84f.57ca. 3860 Sending the remaining
config to AP 10. 201. 234. 24: 18759

[11/14/ 13 14:50:28.122 UTC 702f c8 8528] f84f.57ca. 3860 AP Going to RUN
10. 201. 234. 24: ConcurrentJoins: O

[11/14/13 14:50:28.122 UTC 702fc9 8528] f84f.57ca. 3860 Configuration update
request for Init VAP-DATA for slot 1 sent to 10.201.234.24:18759

[11/14/ 13 14:50: 28. 122 UTC 702f ca 8528] f84f.57ca. 3860 Configuration update
request for configuring association linmt parans sent to 10.201.234. 24: 18759

[11/14/ 13 14:50: 28. 122 UTC 702fcb 8528] f84f.57ca. 3860 Configuration update
request for Band Select Cfg sent to 10.201.234. 24: 18759

[11/14/ 13 14:50: 28. 122 UTC 702fcc 8528] f84f.57ca. 3860 Configuration update
request for HaConfig nmessage sent to 10.201.234.24: 18759



[11/14/13 14:50:28.123 UTC 702fcd 8528] CAPWAP: No update, will insert
f 84f . 57ca. 3860

[11/14/ 13 14:50: 28.123 UTC 702f ce 8528] capwap opaque data f84f.57ca. 3860
length = 0

[11/14/13 14:50: 28. 124 UTC 702f cf 8528] CAPWAP HA insert f84f.57ca. 3860
[11/14/13 14:50: 28. 124 UTC 702fd0 8528] CAPWAP HA insert f84f.57ca. 3860

[11/14/ 13 14:50: 28. 124 UTC 702fd1l 8528] f84f.57ca. 3860 Configuration update
request for PHY payl oad sent to 10: 201:234: 24

[11/14/13 14:50: 28. 126 UTC 702fd2 8528] f84f.57ca. 3860 Configuration Update
Response from 10.201. 234. 24: 18759

[11/14/ 13 14:50: 28. 126 UTC 702fd3 8528] f84f.57ca. 3860 Configuration update
request for RrmnterferenceCrl payload sent to 10:201: 234: 24

[11/14/ 13 14:50: 28. 126 UTC 702fd4 8528] f84f.57ca. 3860 Configuration update
request for RrmNei ghbourCtrl payl oad sent to 10.201.234.24

[11/14/ 13 14:50:28.126 UTC 702fd5 8528] f84f.57ca. 3860 Configuration update
request for RrnReceiveCtrl payl oad sent to 10: 201: 234: 24

[11/14/ 13 14:50: 28.126 UTC 702fd6 8528] f84f.57ca. 3860 Configuration update
request for CcxRmveas payl oad sent to 10.201.234.24

[11/14/13 14:50: 28. 132 UTC 702fd7 8528] f84f.57ca. 3860 Change State Event
Request from 10. 201. 234. 24: 18759

[11/ 14/ 13 14:50: 28. 132 UTC 702f d8 8528] f84f.57ca. 3860 Radi o state change
for slot: 1 state: 2 cause: O detail cause: O

[11/14/13 14:50: 28. 132 UTC 702fd9 8528] f84f.57ca. 3860 Change State Event
Response sent to 10.201.234. 24: 18759

[11/14/13 14:50: 28. 132 UTC 702f da 8528] f84f.57ca. 3860 CAPWAP State: Run

[11/14/ 13 14:50:28.132 UTC 702fdb 8528] f84f.57ca. 3860 Sendi ng the remaining
config to AP 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 28. 133 UTC 702fdc 8528] f84f.57ca. 3860 Configuration update
request for gos pm payl oad payl oad sent to 10.201.234. 24: 18759

[11/ 14/ 13 14:50: 28. 133 UTC 702f dd 8528] f84f.57ca. 3860 Recei ved LWAPP Up
event for AP f84f.57ca. 3860 slot 1!

[11/14/ 13 14:50: 28. 133 UTC 702f de 8528] f84f.57ca. 3860 Configuration update
request for PHY payl oad sent to 10: 201: 234: 24

[11/14/ 13 14:50: 28. 133 UTC 702f df 8528] f84f.57ca. 3860 Configuration update
request for RrmnterferenceCrl payload sent to 10:201: 234: 24

[11/14/ 13 14:50: 28. 133 UTC 702f e0 8528] f84f.57ca. 3860 Configuration update
request for RrmNei ghbourCtrl payl oad sent to 10.201.234.24

[11/14/ 13 14:50: 28. 134 UTC 702fel 8528] f84f.57ca. 3860 Configuration update
request for RrnReceiveCtrl payl oad sent to 10: 201: 234: 24

[11/14/ 13 14:50: 28. 134 UTC 702f e2 8528] f84f.57ca. 3860 Configuration update
request for CcxRmveas payl oad sent to 10.201.234.24

[11/14/ 13 14:50: 28. 188 UTC 702f e3 8528] f84f.57ca. 3860 Configuration Update



Response from 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 28. 188 UTC 702f e4 8528] f84f.57ca. 3860 Change State Event
Request from 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 28.188 UTC 702fe5 8528] f84f.57ca. 3860 Change State Event
Response sent to 10.201.234. 24: 18759

[11/14/13 14:50: 28. 188 UTC 702fe6 8528] f84f.57ca. 3860 CAPWAP State: Run

[11/14/ 13 14:50: 28.188 UTC 702f e7 8528] f84f.57ca. 3860 Sending the remaining
config to AP 10. 201. 234. 24: 18759

[11/14/ 13 14:50: 28. 194 UTC 702f e8 8528] f84f.57ca. 3860 Configuration Update
Response from 10. 201. 234. 24: 18759

[11/14/13 14:50: 28. 194 UTC 702fe9 8528] f84f.57ca. 3860 WIP Event Request
from 10. 201. 234. 24: 18759

[11/14/13 14:50: 28. 194 UTC 702f ea 8528] f84f.57ca. 3860 WIP Event Response
sent to 10.201. 234. 24: 18759

AP A XKD — ey & R A

ST, AP IMAXRE O — iR EREICOWVWTRHEAL XY,

SR 1 : Catalyst 3850 YU —X AL YF D AP I, D4 VL AEE VLAN Lic%&
Wo

#show run interface gig1/0/22

nterface G gabitEthernetl/0/22
description AP

swi tchport access vlan 25

swi tchport node access

#show run | inc wireless

wireless nobility controller
wi rel ess nanagenent interface VIanl104

#show log

* OCAPWAP- 3- DI SC_ W RELESS | NTERFACE ERRL: 1 wecm Unable to process di scovery
request from AP 0019.0737.f630 , VLAN (25) scrlp (10.10.25.13) dstlp
(255. 255. 255. 255), could not get wireless interface belonging to this network

AP (& VLAN 25 HICH ), VLAN25 ICEDA VL ABEBA 2 R—T IAAREN B KB A

BE2: AP EFILHFYR—BEThTLEL,

AP1131 DT AR ZRIZRL X T,

#show log



*UCAPWAP- 3- JO N_UNSUPP_AP: 1 wem Received a join request froman unsupported AP
0019. 0737.f 630 AP8-1131AG ebh: 66 (nodel Al R-AP1131AG A- K9)

BE3:AP AV FAEVANF I MO-FTEICE 2TLEL,

#show license right-to-use summ

Li cense Nane Type Count Period | eft
i pservices per manent N A Lifetinme
apcount base 0 Lifetinme
apcount adder 0 Lifetinme

Li cense Level In Use: ipservices

Li cense Level on Reboot: ipservices
Eval uati on AP-Count: Disabl ed

Total AP Count Licenses: O

AP Count Licenses In-use: 0O

AP Count Licenses Remaining: O
#show log

* 04 WAPP- 3- AP_LI CENSE_REQUEST _ERR: 1 wem License request failed for AP
Oc: 68: 03: eb: 9b: 20 - Check for Controller Licenses

*OCAPWAP- 3- AP_DB_ALLOC: 1 wem Unable to alloc AP entry in database for
10. 201. 234. xx: 29817

BE4: RERXSHF—BLEWV,

#show wireless country configured

Configured Country.............................. BE - Belgium

Configured Country Codes

BE - Belgium: 802.11a |Indoor, Qutdoor/ 802.11b / 802.11g
#show log

*O4AWAPP-3-RD ERR8: 1 wcm  Country code (US ) not configured for AP Oc:68:03: eb: 9b: 20

*O4AWAPP-3-RD ERR4: 1 wem Invalid regulatory domain 802.11bg: -E
802. 11a: -E for AP Oc: 68: 03: eb: 9b: 20



BMES5: JAYLAEEUT A O MO—FHFEREATLEL,

#show wireless mobility summary

Mobility Agent Summary:

Mobility Role : Mobility Agent
Mobi lity Protocol Port : 16666

Mobility Switch Peer G oup Nane :

Miul ticast | P Address : 0.0.0.0

DTLS Mode . Enabl ed
Mobility Domain I D for 802.11r . Oxac34

Mobil ity Keepalive |nterval ;10
Mobi l ity Keepalive Count :
Mobility Control Message DSCP Val ue

Switch Peer Group Menbers Configured

O O w

Link Status is Control Link Status : Data Link Status
The status of Mbility Controller:

1P Public IP Li nk St atus
0.0.0.0 0.0.0.0 - Do
#show log

* 0L WAPP- 3- AP_LI CENSE_REQUEST ERR: 1 wcm License request failed for AP
0c: 68: 03: eb: 9b: 20 - AP License Request tinmedout, ensure MClink is up, Resettting AP

BE6:AP ICXY> 1 J—RFREEIATWVD,

* OCAPWAP- 3- SPI _ TUNNEL_CREATE_ACK NOT_REC: 1 wem Dropping discovery request from AP
0c68. 03eb. 9b20 - SPI Tunnel Create Ack not received[...It occurred 3 tinmes/sec!.]

COXAYE—DRFBCAANBEXYE—ITHY, RITOBEBZRIEOTREHYKEA, C
DHENEEICEIZOVNEMENZD X TRMZEDSZICE, APOYY—)L OTZB/BNTL
2EW,

/8 7 : AP3700 /&, 3.3.0SE FB @3 % Catalyst 3850 U —X A4 Y FIC ik
LTWS,

#show log

* O CAPWAP- 3- DI SC_UNSUPPORTED _AP: 1 wem  Rej ecting discovery request from unsupported AP
08cc.68b4.4780 [...I1t occurred 2 times/sec!.]

BME8: O NO—Z0RKAN, AP IAROFDRMATEEL,

#show clock

*00: 14: 59. 459 GMT0: 0 Thu Jan 1 1970
#show log



*Jan 1 00: 05:51. 338: %Kl - 3- CERTI FI CATE_| NVALI D_NOT_YET_VALID: Certificate chain
validation has failed. The certificate (SN. 17978AAD0O0000036823E) is not yet valid
Validity period starts on 04:25:46 GVI0: 0 Jun 8 2013

*Jan 1 00: 05:51.344: *9OTLS-4-BAD CERT: 1 wem Certificate verification fail ed.
Peer |1 P: 10.201.234.21

*Jan 1 00: 05:51.344: *9YOTLS- 3- HANDSHAKE_FAI LURE: 1 wem Failed to conpl ete DILS handshake
with peer 10.201.234.21 Reason: no certificate returned

IR 9 : APREREV A MH WLC THRRIICE 2 TVWSHAP HFRBREV A MCAE L,

#show ap auth-list

Aut horize M C APs agai nst AAA . Enabl ed

Aut horize LSC APs agai nst Aut h-Li st . Disabl ed

APs Al lowed to Join:

AP with Manufacturing Installed Certificate : Enabled

AP with Self-Signed Certificate : Disabled
AP with Locally Significant Certificate : Disabled
#show log

* 04 WAPP- 3- RADI US_ERR: 1 wem Could not send join reply, AP authorization fail ed,
AP: Oc: 68: 03: eb: 9b: 20

* O CAPWAP- 3- DATA TUNNEL_DELETE ERR2: 1 wem Failed to del ete CAPWAP data tunnel
with interface id: 0x0O frominternal database. Reason: AVL database entry not found

[BH 10 : MICAP RS —HFBITH S,

#show ap auth-list

Aut horize M C APs agai nst AAA : Disabled
Authorize LSC APs against Auth-List :Disabled

APs Allowed to Join:

AP with Manufacturing Installed Certificate :Disabled
AP with Self-Signed Certificate :Disabled
AP with Locally Significant Certificate :Disabled

#show log



*WOG3-QIND: 1 wem  Validation of SPAM Vendor Specific Payload failed - AP
f8:4f:57: 3b: 8c: dO

*UCAPWAP- 3- ALREADY_IN JO N 1 wem Dropping join request from AP f84f.573b. 8cd0 -
AP is already in joined state

* OCAPWAP- 3- DATA_TUNNEL_DELETE ERR2: 1 wem Failed to del ete CAPWAP data tunnel
with interface id: 0x0O frominternal database. Reason: AVL database entry not found

COXYE=2F, BEORFINERORECERIEFTFEA, £EL, NL—ARILL>TROD
XY E—IHFRRENET,

#show trace messages group-ap

MC AP is not allowed to join by config

— BN EHEIFLOE> b

TR, WO2AD’RIUDE NZHBALET,

CKNSTND21—F 1420 T7OCAZRATDEEZICIE, BEOEEEIC DV TLETIZUEL =
NL—RAZEHELTLKEETV, ZOFDBEE capwap, group-ap, BRUFITXTOHT 1)L
SEAML—ATT,

# Set trace control capwap# Set trace control group-ap
# Set trace control sys-filtered-trace >> Chic&kt), 71 )L RBERAMNL—ANFHEEThET,
ChEMRERNTRITITD LR TEREA,

CAVN=P R TFOERAIMO—FTO AP MMATIE, AP OFEHE MAC 7 RL AN FERE
NEJT, TOLH, RL—AILTAMIILREZRETHEEICEF. AP OEBRELEFEAR—A MAC
PRLAZFEALTLSEEV, BEMAC 7 RLAZKRETSI(ZIE. show ap join stats
summary AN R ZABLET,

-FEAEDRER I0Sd LK MEBEhET, ESICHELVBHOLHICE., NL—ATREAE
<FNVITZFERITRIRBENBHYNET,
#debug crypto pki APl#debug crypto pki callbacks#debug crypto pki server#tdebug crypto pki
transactions#debug crypto pki messages
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