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3.[Apply] 20V Y UOLET, CLINSChZERITTSICIE. OV R config tacacs auth add
<Server Index> <IP addr> <port> [ascii/hex] <secret> Z{EFAL £7,

(Cisco Controller) >config tacacs auth add 1 10.1.1.12 49 ascii ciscol23
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3.[Apply] 20 Y UOLET, CLINSChZERERITTSICIE, OV R config tacacs athr add
<Server Index> <IP addr> <port> [ascii’/hex] <secret> Z{FAL £7,

(Cisco Controller) >config tacacs athr add 1 10.1.1.12 49 ascii ciscol23
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3.[Apply] 20V YU LET, CLINSChZERITTSICIE., OV R config tacacs acct add
<Server Index> <IP addr> <port> [ascii’/hex] <secret> ZEA L £ 7,

(Cisco Controller) >config tacacs acct add 1 10.1.1.12 49 ascii ciscol23
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. show aaa auth : FREEIEFICBE T 1BEHRERRLET,

(Cisco Controller) >show aaa auth

Management authentication server order:
L e e e e e local
2 e e e e e e e e e e e e Tacacs

. show tacacs summary : TACACS+ H—E AL HFHEHROBMEZRRLE T,

(Cisco Controller) >show tacacs summary
Authentication Servers

Idx Server Address Port State Tout

1 10.1.1.12 49 Enabled 2
Authorization Servers

Idx Server Address Port State Tout
L 10112 49 Enablea 2
Accounting Servers

Idx Server Address Port State Tout

1 10.1.1.12 49 Enabled 2

. show tacacs auth stats : TACACS+ i —/\D#EEHIEHRERRLET,

(Cisco Controller) >show tacacs auth statistics
Authentication Servers:

SEYVEY TNAEX . o v vttt ittt e e e e ettt et et e 1

Server AdAreSS....ccceeeeecccccccccccssscccccccns 10.1.1.12
Msg Round Trip Time. ... ..t iii et ittt ieee e eeennn 0 (1/100 second)
Filrst ReQUESES . ittt ittt et e e e e et e e e e e e e et 7

Retry ReQUESES. .. ittt it et e e e e e e e e et i 3

ACCEPL RESPONS S . v v i ittt ettt et e et e et e et e 3

ReJEeChE RESPONSES .. &t it ettt ettt et ettt et et eeeee e 0

B oY RESPONS S . v i ittt ettt ettt e et ettt e et eeen 0

Restart ReSPONSES . vt ittt ittt e ettt e e ettt e e 0

FOLlOW RESPONSE S . i i ittt ettt ettt et ettt e et eeen 0

GetData RESPONSES . v v i ittt ettt ettt et ettt e e 0

Encrypt no secret RespoOnsesS. .. .....oiiiiteeeennnnn. 0
Challenge REeSPONSES . vt i vt ittt ettt ettt eeeenn 0
Malformed MSOS . v v vt ittt ettt e et e et e et e et e 0

Bad Authenticator MSOS. ...ttt it iteieeeeenn. 0

TimeoUt REQUESES . . ittt it ittt e e e ettt e ieeee e 12
UnKNoOWNEYPE MSOS . v v ittt ettt e et e et e ettt et et 0
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. show tacacs athr stats : TACACS+ 52 A] H— /\CD%S.# BHRZERTLETD,

(Cisco Controller) >show tacacs athr statistics
Authorization Servers:

SEYVEY INAEX. s vttt ittt ettt ettt ettt e 1

Server AdAreSS.....cceceeceeccccccsccccccccncccccns 10.1.1.12

Msg RoUNd Trip TamMe. . v v v vt i it ettt ettt eeeennnnn 0 (1/100 second)
First ReQUESES . it ittt ittt ittt e ettt e e et eeeen 3

Retry ReQUESES. . i ittt ittt e e e e e et et e 3

Received REeSPONSES . v v ittt it ettt ettt et e eeeeennn 3

Authorization SUCCESS. ...ttt ittt innenn.. 3

Authorization Failure...........iiuiiinnnenenn.. 0

Challenge ReSPDONSE S . v v vttt ittt ettt ettt e eeeeneenn 0



Malformed MSgS . v v v i ittt ittt e e ettt e e e e 0

Bad Athrenticator MSgS . .. v vttt et eneeeeeeenennn 0
TimeOoUL REQUESES .t vttt ittt ettt et ettt et e e eeeeennn 0
UnKNOWNEYPE MSOS .t t v v v v et ettt e ettt eee e e eeeenn 0
(@ ] ol ol ') 1= 0

. show tacacs acct stats : TACACS+ 7 H T4 T H—NO&KiTEHRERRILET,

(Cisco Controller) >show tacacs acct statistics
Accounting Servers:

SETVEY TNAEX . o vttt ittt e e e e e e et e e et e e 1

Server AdAreSS....ccceeeeeccccccccscscscsssccccccccns 10.1.1.12
Msg Round Trip TimMe. . v v v i i ittt et ettt e eeeeeeenn 0 (1/100 second)
First ReQUESES. i i ittt ittt ittt et e e et eeieaea 133

Retry Requests. ...ttt ittt et et et e e e eeeeenn 0
Accounting ReSpPONSe. ... it ittt ittt et e 0
Accounting Request SUCCESS. ... ..ttt 0
Accounting Request Failure............oiuiuueennn. 0
Malformed MSgS . v v ittt ittt e et et ettt e e e e 0

Bad Authenticator MSgS. ... v it tiim it eennnnnn 0

TimeoUut ReQUESES. . i i ittt ittt et ittt e et eeeeenn 399
UnKNoOWNEYPE MSOS . v v v vttt ettt et ettt tee et e e 0
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WCS T® TACACS+ R&E

RDATY TZRITLET,

1.GUIASI—KNTAHIRTWCS ICOJALET,
2. TACACS+ H—/N%EBML EF. [Administration] > [AAA] > [TACACS+] > [Add TACACS+
Server] ICBBILET,

1] [T [P Wireless Control System
CISCo — " "

N Triet g dererard - B
e TREACE Fareers dagnd i the §pstem

B.IP7RLA, R—=KES (49 F7FI)K),. HEMZFEZE, TACACS+ H—/\D
ZEBMLET,



] [P [ Wireless Control System

4.WCS TOEEFIC TACACS+ R #A%IC L E T, [Administration] > [AAA] > [AAA Mode]
> [Select TACACS+] ICBEIL %7,

T Wirelass Control System
CISCO S T

FERXL>ZFERL I WCS

REBRXA2FE, WCSN—23 251 TEASNETHEET T, WCSIRERX A2, FINAA
EXYT7OEY NTHEEEN, I—FOE1I-—ZhSOFNARAEXY TICHETRERICH
RLET., RERXAZEALT, EBERI—YHFEBEIAITZITNAABLTNYTETZER
RTERLDICTRENTEXRT, Flo, RERXADDTAINRICKY, I—HRERY D
—JDEVETSNERSEFCOVWT, T7—LZRE., RRABIFLR—NEZEKTEERT
o BEEBER, FULE—EOREBRXAVZEI-VIEELET, OJA OB, 1—HFICD
WTZNSDORXAMVDSETIT47ERBBDOE 1 D2EFTT, I—HiF, BELIBO [Virtual
Domain] ROAY 7 H T2 XZ_1—TRIOBMBREBRX A2 ZBRL T, REDRBRXAD %
BETERT, RERXAUIZK2T, IXNTOLR=N, T7—4AL, BRTZTOMOBEEN T
1IN ERBENET,

JATLALCERBENTVBRERX A1 DEF (IL—bB ) THVY). 5D TACACS+RADIUS
B—NCHAAZLBEDRBRAAABVER, I-—FLRET7AINTIL—FDORERX A
VHEIVETShET,

BRERXAHFEBEDHY), I-HICEES RN RVEE, I—FoO0J1>@70v 0%
NET, I—HYHFOJAVTERLSICTRICE, RERXADONARLEME
RADIUS/TACACS+ H—/NIZCTVAR—KNFTRIRBEN BV ET,

[Virtual Domain Custom Attributes] V1 > RUZFERAL T, FRERX A 0EYAZ7ONIL
BENT—REEETDENTEET, [Virtual Domain Hierarchy] # 4 R/X—® [Export] R X
~EFEAL T, RADIUS BB LU TACACS+ BMHZERIICERETEE T, ChSDEME ACS
H—NIZOE—-U TR FEFZCENTEERT, RETRDRERXSAVETFZ ACSH—/NDE
HICOE—L, =YD hSORERXASAEFICTIOELATERRSICTRDCENTEXT

o

7 #A—X Y NEH RADIUS & TACACS+ BMEZ ACSH—NICEATSICIE, TRERXA
~ @ RADIUS BB LU TACACS+ EM ) THETHFIEEZETLTLSEEL,

Cisco Secure ACS ¥ WCS #2928 E
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CDtEU>3> TRk, TACACS+ACS H—NHFHY—ERENARLEBEZERL, I—HXEE
TJLN—7ICO-I)LZE)HE TR EICEETAHFIRICODVWTHALET,

A—HFETLN—TOERICODVTRFEALERA, I—FETIN—TRBBEILCRUTERENT
WBZEABEETNATVERT,

XY RNDO—URE

RDFIEZRTLET,

WCSIP 7 RLA%ZE AAA VS AT RELT, RIEX DA L% TACACS+ ( Cisco [0S ) &L

TEMLET,

Cisco Svstens

User

Setup
Group
Setup

% Iﬁrurﬂlﬂr-:lnrlt

et wark
Coafiquestion

=g

£l
Configuration

Interiace
Configuration

I Admintstration
Cantral
LA | Escternal Uger
El't-’j l Databages
—
Fosture
Walidation
Nebsork Acces
Puofilas
) Reports and
Activity

@ Online
Duszuirnat hbion

Network Configuration

AAA Client Setup For
WCS

192.168.60.5
Adk Client P Addrass

Ky cisco

Authenticate Using TACACS+ (Cisco 105) b

O Single Connact TACACS+ AfA Client (Record stop in accounting on
failure).

[ Log Update/Watchdog Packets from this AAA Client
[] Log RADIUS Tunneling Packets from this A&A Chent

[] Replace RADIUS Port info with Username from this AAA Cliant

Submit ] Submit + apply [ Delete || Delete + apply ][ Cancel ]

? Back to Help |

12 3—7 T A ARE

RDATY TE#RITLET,

1. [Interface Configuration] X — 1 —T [TACACS+ (Cisco I0OS)] V> U & BIRL £ 7,

2. [New Services] ZBEMICLET,

3. [User] FIY YU RYVABKRY [Group] FI VI RYTAOEBEZAIZLET,
4. HY—ERIZ "Wireless-WCS, . Z’OKRJJLIC THTTPy EAALET, X : HTTPE



CAPSTHAZENBHVET,

5. [Advanced TACACS+ Features] ZB%ICLE T,

Cisco SvsTems

Uzer
Setup

EL

Group
Setup
% Shared Profile
Cornponents

Metwork
Configuration
T System
= Configuration
= Interface
Configuration
Administration
Contral
% External User
£ [Latabases
Fosture
moonj) Walidation

Metwork Acces
Frofiles

L N I I N A (N B B

I Y e s N A BN BN

Interface Configuration

PPP 1P

PPP IPX

PFP Multilink

PPP apple Talk
PPP %PDM

PPP LCP

ARAP

Shell {exec)

PIx Shell {pixshell}
SLIP

Mew Services

1% A

% A

Service Protocol
ciscowlc COmmomn
Wireless-\W_C5S HTTP

Reportsand
dtivity

Advanced Configuration Options

=5 | Online
g Crocurnentation

IV Advanced TACACS+ Features

6. BEABERT B, [Submit] B2 UY ZLET.

A—H/TIL—T8&E

RDATY TERITLET,

1. WCS GUI T [Administration] > [AAA] > [Groups] IC#BE)L ., WCS @ SuperUsers & £ D& E
B I1—H JI—T%BRLET,

wiliailis Wirelsss Contral System
L4524 - " -

EEEEE ]




2.REFHR DY JI—TDRAV VDANEERL, JE—LTACS ICBEWUNITET,
aifliaifia Wireless Controd System -

B s it il s

Famgpioay

RiRTRAN AR RRARONENRS
AW AN AR RRERT NN A NR R

s Chasny *

3. UBIMER L 21—/ ) —7%i18RL . [TACACS+ Settings] ICBEL F T,

4. ACS GUI T, BABIER L 7= Wireless-WCS H—E AICHISTBDF IV I RY VREF I
LET,

5. ACS GUI T [Custom attributes] /RY J RA&Z A IZLET,

6. [Custom attributes] D FICHZDTFARN RY AL, WCS ASIE—LEO—ILERRYD
NDEREANLET, LEXIE., SuperUsers ICE 2 THAETNDRAIDUARNEADL
£9,

Cisco Srsrens Group Setup

TACACS+ -

User LM L
Setup

B |Compomons

i

|E PTheaicn
W Wireless-WCS HTTP

mﬁmm FF Custom atbrbuotes

e Tace toled=Superlaers g
mwmnm caskO=Uaers and Groups

taskl=Audit Trails
Al | Amristration taskz=TACACS+ Servers

caski=RADIOSE Servers ﬂ

=" R

safelrmme | Cisco 108/PIX 6.x RADIUS Attributes

.‘ﬂl

@ |mlﬂ [T [00%4001] cisco=aw=pair

=

il

|ﬂh||h-l'

7.ACS THULUL¥ERLEI—YR/I/NAD—RTWCS IcOFA4>LET,
A4

WLC A S ® role1=ALL O F/XY T

(Cisco Controller) >debug aaa tacacs enable

(Cisco Controller) >Wed Feb 28 17:36:37 2007: Forwarding request to 10.1.1.12 port=49



Wed Feb 28 17:36:37 2007:
length=16 encrypted=0

Wed Feb 28
Wed Feb 28
Wed Feb 28
Wed Feb 28
length=6 encrypted=0

Wed
Wed
Wed
Wed
Wed

Feb
Feb
Feb
Feb
Feb

28
28
28
28
28

17:36:37
17:36:37
17:36:37
17:36:37

17:36:37
17:36:37
17:36:37
17:36:37
17:36:37

2007:
2007:
2007:
2007:

2007:
2007:
2007:
2007:
2007:

tplus response: type=1 seqg no=2 session_id=5eaa857e

TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1l seq no=4 session_id=5eaa857e

tplus_make_author_request () from tplus_authen_passed returns rc=0
Forwarding request to 10.1.1.12 port=49

author response body: status=1 arg_cnt=1 msg_len=0 data_len=0
arg[0] = [9][rolel=ALL]

User has the following mgmtRole fffffff8

WLC A S 08B OO—-ILOF/INY T

(Cisco Controller)

Wed Feb 28 17:59:33
Wed Feb 28 17:59:34
session_id=b561ad88
Wed Feb 28 17:59:34
Wed Feb 28 17:59:34
Wed Feb 28 17:59:34
Wed Feb 28 17:59:34
length=6 encrypted=0

28 17:59:34 2007:

Wed

Feb

returns

Wed
Wed
Wed
Wed
Wed
Wed
Wed

Feb
Feb
Feb
Feb
Feb
Feb
Feb

rc=

28
28
28
28
28
28
28

0

17:59:34
17:59:34
17:59:34
17:59:34
17:59:34
17:59:34
17:59:34

>debug aaa tacacs enable

2007:
2007:

Forwarding request to 10.1.1.12 port=49
tplus response: type=1 seq no=2

length=16 encrypted=0

2007:
2007:
2007:
2007:

2007:
2007:
2007:
2007:
2007:
2007:
2007:

TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1 seq no=4 session_id=b561ad88

tplus_make_author_request () from tplus_authen_passed

Forwarding request to 10.1.1.12 port=49
author response body: status=1 arg_cnt=4 msg_len=0 data_len=0

arg[0] = [11l] [rolel=WLAN]
arg[l] = [16] [role2=CONTROLLER]
arg[2] = [14] [role3=SECURITY]
arg[3] = [14] [role4=COMMANDS]

User has the following mgmtRole 150

WLC S ORBAITIZ—DT/NV T

(Cisco Controller)

>debug aaa tacacs enable

Wed Feb 28 17:53:04 2007:
Wed Feb 28 17:53:04 2007:
length=16 encrypted=0
Wed Feb 28
Wed Feb 28
Wed Feb 28
Wed Feb 28
length=6 encrypted=0

28 17:53:04 2007:

Wed

Feb

returns

Wed
Wed
Wed
Wed

P
ANT

Feb
Feb
Feb
Feb

rc=

28
28
28
28

17:53:04
17:53:04
17:53:04
17:53:04

0
17:53:04
17:53:04

2007:
2007:
2007:
2007:

2007:
2007:

Forwarding request to 10.1.1.12 port=49
tplus response: type=1l seqg no=2 session_id=89c553al

TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1l seqg no=4 session_id=89c553al

tplus_make_author_request () from tplus_authen_passed

Forwarding request to 10.1.1.12 port=49
author response body: status=16 arg_cnt=0 msg_len=0 data_len=0

17:53:04 2007:User has the following mgmtRole 0

17:53:04

BYE1E ¥R

2007:

Tplus authorization for tac failed status=16

- Web BBEEH® Cisco 74 YL ALAN O hO—F (WLC ) LU Cisco ACS
5.x ( TACACS+ ) Oz EH
. TACACS+ ME&TE
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