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> debug packet logging acl ip 1 permt 172.16.0.34 172.16.56. 153
> debug packet logging acl ip 2 permt 172.16.56.153 172.16.0. 34
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AT Y 7 3. Wireshark ICk 2 THRBRAIBEB RN ZREL TTE LV,

> debug packet |ogging format text2pcap
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> debug packet |ogging enable all 100
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> show debug packet

Stat US. . . rx/tx Il This means the capture is
active
Nurmber of packets to display..................... 100
Bytes/ packet to display......... ... ... ... ... .. ... 0
Packet display format....... ... ... ... ... ... ... t ext 2pcap
Driver ACL:

[1]: disabled

[2]: disabled

[3]: disabled

[4]: disabled

[5]: disabled

[6]: disabled
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Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

I P ACL
[1]: permt s=172.16.0.34 d=172. 16.56. 153 any
[2]: permt s=172.16.56.153 d=172.16.0. 34 any
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

Eol P- Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

Eol P-1 P ACL:

[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

LWAPP- Dot 11 ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

LWAPP- 1 P ACL
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

RSTAVIORERTDEDICHELSEEEZBER LTTEL,

RDESBHANRRENKT,

> show debug packet

StatUS. . ot rx/tx

active

Nurmber of packets to display..................... 100

Bytes/packet to display............ ... ... ....... 0

Packet display format.............. ... ... ....... t ext 2pcap
Driver ACL

[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled

This means the capture is
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Et hernet ACL:
[1]:
[2]:
[3]:
[4]:
[5]:
[6]:

| P ACL:
[1]:
[2]:
[3]:
[4]:
[5]:

[6]:
Eol P- Et hernet ACL:

[1]:
[2]:
[3]:
[4]:
[5]:

[6]:
P ACL:

Eol P-1

[1]:
[2]:
[3]:
[4]:
[5]:

[6]:
L\WAPP-

[1]:
[2]:
[3]:
[4]:
[5]:

[6]:

di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed

permt s=172.16.0.34 d=172.16. 56. 153 any
permt s=172.16.56.153 d=172. 16. 0. 34 any

di sabl ed
di sabl ed
di sabl ed
di sabl ed

di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed

di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed

Dot 11 ACL:

di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed

LWAPP- | P ACL:
[1]:
[2]:
[3]:
[4]:
[5]:
[6]:

di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed
di sabl ed

Ny NOF>T9h S5 ACL 2HIKRT 3

ACLIZK > THAZND 74N RZENICITBHICE. ROON RZFEALET,

> show debug packet

StatuUs. ... e

active

Nurmber of packets to display.....................
Bytes/packet to display............ ... ... .......

Packet display fornat

Driver ACL:
[1]:
[2]:
[3]:
[4]:

di sabl ed
di sabl ed
di sabl ed
di sabl ed

This means the capture is



[5]: disabled
[6]: disabled
Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
| P ACL:
[1]: permt s=172.16.0.34 d=172. 16.56. 153 any
[2]: permt s=172.16.56.153 d=172.16.0. 34 any
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
Eol P- Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
Eol P-1 P ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP- Dot 11 ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP- 1 P ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled

Ny b OAF T E2EMCTS
ACL ZHIBREBFICNT Y N OF T 2EMBICTDICE, XOIX REZFEALET,

> show debug packet

Stat US. . ot e rx/tx Il This neans the capture is
active
Nurmber of packets to display..................... 100
Bytes/packet to display............ ... ... ....... 0
Packet display format.............. ... ... ....... t ext 2pcap
Driver ACL:

[1]: disabled
[2]: disabled
[3]: disabled



[4]: disabled
[5]: disabled
[6]: disabled
Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
| P ACL:
[1]: permt s=172.16.0.34 d=172. 16.56. 153 any
[2]: permt s=172.16.56.153 d=172.16.0. 34 any
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
Eol P- Et her net ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
Eol P-1 P ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP- Dot 11 ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
LWAPP- 1 P ACL:
[1]: disabled
[2]: disabled
[3]: disabled
[4]: disabled
[5]: disabled
[6]: disabled
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AT Y7 2: Wireshark ZF& . [File] > [Import from Hex Dump...] DIEIZFAZ £,
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M Wireshark - Import Text File

« v 4 i * This PC * Documents ? v U  Search Documents
Organize - Mew folder : - 1
~ ' e
Name Date modified

# Quick access
Desktop g )

. Documents }
= . 5 - |

)
}
15/12/2016 10:0

L

File name: debug packet logging text2pcap example

ATY 75 [Import] @V UY O LET,

| k j 1CH Lestunaton port:

| ( )SCTF' Tag:

- ( )SCTF‘(DaE} PPL:

Maximum frame length:

T | el | e

Wireshark l& .pcap ELTT7 74 I)ILEZRRLET,



‘ import_20161215103351_a12316.pcapng

Fle Edt WView Go Capture Analyoe  Stalstics  Telephony  Wireless Tools  Help
Amo® IRRB sesE=FTisEaaan
SO oE Destnaton Protocedl  Leng®h Frame lengtin on the vwire Info
172.16.8.34 172.16.56.153 RADIUS 38 3ia Access-Request(1) (id=18, 1«253)
172.16.56.153 172.16.8.34 RADTILS 165 169 Access-Challenge{11) (id=1@, 1=123}
172.16.8.34 172.16.56.153 HaDIUS 385 385 Access-Request(l) (id=11, 1=339)
172.16.56.153 172.16.8.34 RADIUS 165 169 fccess-Challenge{11) (ids=11, 1=123)
172.16.8. 34 177.16.56.153 RADIUS 564 S0 Access-Request(l) (id=12, 1=458)
6 . 0305 172.16.56.153 172.16.9.34 RADTLS 1181 1181 Aceess-Challenpe({11) (id=12, 1=1135)
T O 172.16.8.34 172.16.56.153 RADIUS 183 383 Access-Request({1) (id=13, 1=337)
B 0. BDaa T 173.16.5%6.153 172.16.8.34 RADTILS 355 355 Mctis-[hllltn@e{ll} [id-l;, !.-EB-B:I
T 0. Re0E 172.16.8,34 172.16.56.153 RADILS 973 573 Access-Request (1) (id=14, 1-937)
pERCER 172.16.56.153 172.16.8.34 RADIUS 228 228 Access-Challenge(11) (id=14, 1=182)
11 & Bl 172.16.8.34 172.16.56.15%3 RADIUS 383 383 Accesy-Request (1) (id=1%, 1=337)
12 o.spanll 172.16.%6.153 172.16.8.34 RADITLS 186 i 1 ACCE I.'J'Iﬁlltnﬁi.‘{l.'l} [id-lEr !-15&}
13 .02 172.16.8, 34 172.16,56.153 RADILS a4 42a Access-Request(1) (id=16, 1=374)
14 & BNl 172.16.56.153 172.16.9.34 RADIUS 238 238 access-Challenge{11) (id=16, 1=192}
1% f.eoaals 172.16.9. 34 172.16.56.1%3 RADILS 454 A Access-Request(l) (id=17, 1=428)
16 &.BpE15 172.16.56.153 172.16.:9.34 RADILIS 254 54 Access-Challenge(11) (id=17, 1-288)
17 .Sl E 172.16.0.,34 172.16.56.153 RADILS A28 42a access-Request (1) (id=18, 1=374)
15 . osennl ¥ 172.16.%6.151 172.16.8.34 RADIUS Fiilc] i Access-Challenge(11) (id=15, 1=1g88)
15 S.80a0lE 172.16.8. 34 172.16.56.1%3 RADTILIS 383 I8y Access-Request(l) (id=19, 1=337)
. 20 P Bped1e 172.16.56.153 172.16.9.34 RADILS 3a7 a7 Access-Accepti2) (Sd=19, l=261)
21 9. 008028 172.16.0.34 172.16.56.153 RADIUS 375 375 Accownting-Request(4) (id=154, 1=329}
22 S.paaall 172.16.%6.153 172.16.9.234 RADILS &5 Full Accounting-Aesponse(s) (id=1%4, 1=28%

-Ffﬂlz 1: 310 bytes on wire (2488 bits), 319 bytes captured (2480 bits)

E Ethernet II, Src: Ciscolnc Al:ef:48 (eB:&0:9d:40:ef:4d), Dst: Ciscolnc 3F:B8:fl {78:da:be:3f:88:f1)

RADIUS Protocol
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862.10 Virtual LAN, PRI: &, CFI: 8, ID: 24831
Internet Protocol Verslon 4, Sec: 172.16.0.34, Ost: 172.16.56.153
| gF User Datagrem Protocol, Src Port: 32374, Dst Port: 1812
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