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[root@tac-mxwireless ~]# yum -y update
[root@tac-mxwireless ~]# yum -y groupinstall "Development Tools"
[root@tac-mxwireless ~]# yum -y install httpd httpd-devel mariadb-server mariadb

AT Y7 2 httpd ( Apache ) B KV MariaDB H—/NZBEL, 1 X—7ILICERELTTE L,

[root@tac-mxwireless systemctl enable httpd

~1#
[root@tac-mxwireless ~]# systemctl start httpd
~1#

[root@tac-mxwireless systemctl start mariadb

[root@tac-mxwireless ~]# systemctl enable mariadb

ATV 3. FNERETSH-HIZ MariaDB RHIDREZREL TTE L,

[root@tac-mxwireless ~]#mysql_secure_installation

FCORIIVTROIXRTO—FERELTTET VY, KEFEAFO MariaDB §XTDH
—NOLEHICHBLET, BATYTEZBRZELTTEL,

[root@tac-mxwireless ~]#mysql_secure_installation

AF Y7 4.freeRADIUS DEHDF—AR—RAERELTFE L (3) REENBRATY T TH
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[root@tac-mxwireless ~]#mysqgl_secure_installation
CentOS7 TPHP7 242 AM—=)ILLTHFEL
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[root@tac-mxwireless ~]#mysql_secure_installation

FreeRADIUS Z4 > ARN=)LUTTFE L

ATY7 1.FreeRADIUS Z4 VAR —)LFBZOINY RZEITLTTEL,

[root@tac-mxwireless ~]#mysql_secure_installation
MO'H L ET, mariadb.service M T radius.service BAZL TT& L\,
ROIAN RZERITLET,

[root@tac-mxwireless ~]#mysql_secure_installation

nto>a>oTEEML THREL:

[root@tac-mxwireless ~]#mysqgl_secure_installation

[AZY NEIZIVRBIDORDICBIHBENHYET:



[root@tac-mxwireless ~]#mysql_secure_installation

AT Y 7 3. freeradius 2B L FTHRS. THARLEZTEIZCLTTEL,

[root@tac-mxwireless ~]#mysql_secure_installation

ATY T 4tF21)T1HOAZ—7 ) firewalld,

[root@tac-mxwireless ~]#mysql_secure_installation
AT Y7 5 http, https B R RADIUSH—EAZHFATET 72ROV —2VICEEBIL—IZE
mUTTEL,

[root@tac-mxwireless ~]#mysql_secure_installation

ATY 7T 6.EETNDEZENL-HD ) O— R firewalld,

[root@tac-mxwireless ~]#mysqgl_secure_installation
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[root@tac-mxwireless ~]#mysql_secure_installation
AT Y 7 2. letciraddb/mods-enabled O T~ THEELBSERE (SQL) DOV TN VU %E
ML TTEW,

[root@tac-mxwireless ~]#mysql_secure_installation
AT Y 7 3.8QL £ 1 —)l /raddb/mods-available/sql Z:8EL . AAM — NIF—2R—RAEHH
NTA—ZEZREBEZEELTTEL,

[root@tac-mxwireless ~]#mysql_secure_installation

SQAL V2 a2 B InICELL LKA TR2XEN HYXT,

[root@tac-mxwireless ~]#mysql_secure_installation

AT Y 7 4. radiusd |Z /etc/raddb/mods-enabled/sql DEF#EEZZEL TT & LY,

[root@tac-mxwireless ~]#mysqgl_secure_installation

FreeRADIUS OFBEE, BFal, PHIUFTA4>2T (AAA) 954 F>RNELTWLC

ATFYT 1. WLC Db EEZRTET S -®IC letc/raddb/clients.conf Z4REL TT& L\,

[root@tac-mxwireless ~]#mysql_secure_installation
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[root@tac-mxwireless ~]#mysqgl_secure_installation

WLC @ RADIUSH—/Y& L T FreeRADIUS
GUI :
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v RALIL
Use AES Kay W
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WMAC Delimiter [Hyphen ~]
Fallback
DHS Framed MTU 1300

ATY T 2AX—=JIZRT RS IC RADIUSH —/NERZE —HFICLTTE L,

RADIUS Authentication Servers > New
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Shared Secret TTITTITT |
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ey Wrap
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CLI :
[root@tac-mxwireless ~]#mysql_secure_installation
GUI :
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CLI :

[root@tac-mxwireless ~]#mysqgl_secure_installation

AT Y 7 3. WLAN Z RADIUSH—/NZZ|V) HTTTEL,
CLI :

[root@tac-mxwireless ~]#mysqgl_secure_installation

GUI :
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[root@tac-mxwireless ~]#mysql_secure_installation
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CLI :
[root@tac-mxwireless ~]#mysql_secure_installation
GUI :
B> AZX—TILCBE2>TVWDAT—RA>TIAYIIC> TApplys ZBOVY D LET A4 X—
JIERTRIICFET—HM LTTE L,
WLANS > Edit “ssid-name’ < Back | I Apply I
Security QoS Paolicy-Mapping Advanced
Profile Nama SR Ty
Tyl WILAN
E51D S5bd-rulime

sous

freeRADIUS F—EAR—ALI—HYZEBML TTFE WL

T7F#IRNTOZA4T>NE PEAP ORI %, EAKIC freeRadius HR— MMEDH X EA
LET (ZDHA RTHAN=EhEL ),

AT YT 1.7 7 4)L letc/raddb/users ZHmEL TT& L\,

[root@tac-mxwireless ~]#mysql_secure_installation
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[root@tac-mxwireless ~]#mysql_secure_installation

AT Y 7 3.Bi#eH FreeRadius,

[root@tac-mxwireless ~]#mysql_secure_installation
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[root@tac-mxwireless ~]#mysql_secure_installation
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Certificate Import Wizard

Cerlificate Slore
Certificate stores are system aneas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automabically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificabe shore:

htu-rr-tﬂtt Certificaton Authorithes
| Trusted Publishers
U inbresched Parbfieabes

‘ T —
|| show physical stores
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iability Cenber
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Everd Virwer

System
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Disk Manapement
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Command Promgt

Command Proamgd (Acmin)

Task Manager
Conbrod Panel
File Expriorir
Search

R
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& Metwork and Sharing Center

A v ”T‘I-"J-“ * Control Panel * Metwork and Internet * MNetwork and Sharing {enterl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: « Ethernet

Tatal

5. Set up a new connection or netwark

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

= Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

ATV 7T 3IFHTERL, MERXY NI —DLIVYILERTA X—ITRENTLVS Nextas
ZRERLTTZL,
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Choose a connection option

Q Connect to the Intemet

§'S¢tupar¢wm‘m'|:|rﬁ
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| Mext | Cancel
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Enter inlfomation [oF The wirelegs nebhwork You wand 1o a0d

Natwork Apme SSID-name
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R T Ry i T ¥
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!-" Manually conrect Bo a winshess network

Successfully added ise-ssid

=+ Change connection settings
Open the connection properties 5o that | can change the settings

AT Y7 6. Security BT ICFETF =KL, A X=DICRTKSIC TSettingsa YUY Y LTTF
&L,



Ise-ssid Wireless Metwork Properties bt

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) .

[-~| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel

ATY 7 7.RADIUSH—NZRIAENETETLREAV TIF; ZBIR LTTEL,

Yes DZER., 1 ZF—7NEBEOBRIEICEI > THLVCEREREAEL—-NBERBHL,SH—/NORE
BlERELET: VAN freeRADIUS DECERZIHAEEZBRLET,
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Protected EAP Properties X

When connecting:
|| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;. *\ srvd).com):

Trusted Root Certification Authorities:
|:|[ e Bo T L L s
|:||_._, i [T ET N T =

(] TR SIS
| QR SR R - (T T Tang 4 o

Q[_. S LA T o SR g DL »
L 4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ’
[] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

EAP PMSCHAPWZ Properties >

When connecting:

Automatically use my Windows logon name and
L]
password (and domain if any).

| oK Cancal

ATV 78 IA—H—DERBHREREL TTE L,




Security 2 7ICR> T, B&E% TAdvanceds ZER L., 1—YRRIEEE L TRIAET—REHE L
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=L,

Ir

ise-ssid Wireless Mebtwork Properties 4

Connection  Security

Seciafity ype: WRAZ-Enterprise

Encryption type: AES

Chiodse a network authentication method:

Microsaft: Protected EAP (PEAR) v Settings
[+] Remember my credentials for this connection each
tiene I'm logged on




Advanced setlings 4

B02.1x settings 502,11 settings

[+] Specify authentication mode:

User authenthcation

Dedete crasdentials lor all users

[ Enable single sign on for this netwaork
Perform iImmediately before user logan
Peronm immadiately atter wser Kdgon
10 =

Aliove add@tional dialogs 10 be displaysd during $inghe
shgn on

Thies network uses separale virlwal LANS for maching
aml wser suthenlication

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network

when you're not logged on (for example, to download updates).

user

OK

Cancel

TR
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[root@tac-mxwireless ~]#mysqgl_secure_installation
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https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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