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Router & WGB

L

=

))) Vlan 3246 (((

Access Point

Vlan 3248 GW

Vlan 3246 GW

e e\
000000,

Vlan 3248 WLC

NROD

T

AaxX AE

JA4VYLALAN > ~NO—7

SOtV IUTIE, WEBHFEKRTAD Y —EALY FBBIF(SSID)Z7O—RFYARNTH LD
OWLAN, WLANRU> =7 A7 74, BRIV —2TOEERFREICODVWTHALET,

VAN

AR RBEARRETCIASONTA-—ZORELZEETDE, VA VLARIZATU B
DEGEHNBREND ARSI BV ET,

ATY71: SSIDZRELET,

AT Y 7 1.1 : Configuration > Tags & Profiles > WLANsD JEIZiZIRL FF, [Add] 2T UYL
£9, ProfleSSIDOBEZANLET, [APPLY]ZOUYILET,

GUI :



General Security Advanced

Profile Name* ‘ WGB | Radio Policy ®

SSID* ‘ WGB | Show slot configuration
6 GHz

WLAN ID* ‘ 6 | Status @ oisesLeD

Broadcast SSID

2.4 GHz
Wi-Fi 6E Compatibility 1/2 requirements met Status . DISABLED

802.11b/g | 802.11b/g v |
Wi-Fi 7 Compatibility 0/3 requirements met 0/3 bands enabled Policy B

Wilan D% E

CLI :

config t

wlan WGB 6 WGB

radio policy dotll 5ghz
no shutdown

ATY712:8SIDEF1UTANTXA—RZRELET, PSKZERL., PSKINAT—RZA
ALT, ApplyR VYO LET,

GUI :



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

® WPA + WPA2 ) WPA2 + WPA3 O WPA3 O Static WEP

MAC Filtering (]

Lobby Admin Access (]

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status
GTK Randomize O OSEN Policy O
Over the DS
WPAZ Encryption Reassociation Timeout *
AES(CCMP128) CCMP256 O
GCMP128 O GCMP256 O
Auth Key Mgmt (AKM)
Protected Management Frame 802.1X £ ]
) ) B02.1X-SHAZ256 ]
PMF Disabled v PSK A |
PSK-SHA256 O
PSK Format
PSK Type

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

O None

|' Disablad v |

O

E |

FT + 802.1X
CCKM A
FT + PSK
Easy-PSK

0000

| ASCII v

|. Unencrypted v |

Pre-Shared Key™

WLAN €21 U F 1

CLI :

config t

wlan WGB 6 WGB

shutdown

no security ft adaptive

security wpa psk set-key ascii 0 12345678
no security wpa akm dotlx

security wpa akm psk

no shutdown

k3

AT Y7 1.3 : SSIDTAIironetlE%

v
[=] Update & Apply to Device

EFLET, AdvancedX 7 ICBEIL .

CCX Aironet IEZ B%hH




LT, Applyz )Y O LZET,

GUI :
Edit WLAN x
'
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.
General Security Advanced Add To Policy Tags
Coverage Hole Detection Universal Admin (]
CCX Aironet IE OKC
Advertise AP Name (] Load Balance (]
P2P Blocking Action | Disabled v | Band Select (]
Multicast Buffer IP Source Guard (]
Media Stream Multicast-direct (] WMM Palicy | Allowed v |
11ac MU-MIMO mDNS Mode | Bridging v |
Wi-Fi to Cellular Steering O Off Channel Scanning Defer
Wi-Fi Alliance Agile Multiband
Defer Priarit Oo O O:
Fastlane+ (ASR) @& /
mE O s
Deny LAA (RCM) clients (]
e 0O~
6 GHz Client Steering (]
Scan Defer 100
Latency Measurements (] Time
Announcements
Assisted Roaming (11k)
Max Client Connections
Prediction Optimization O
Per WI AN n v
[=] Update & Apply to Device
Aironet IE
CLI :
<#root>
config t
wlan WGB 6 WGB
shutdown

ccx aironet-iesupport
no shutdown



ATY T 2WLANRU S =7 O7 74N EZRELE T,

AT Y 7 2.1 : Configuration > Tags & Profiles > WLANSD JEIZEIRL £ T, [Add] 2OV UYL
£9, BHZAHNLET, Enable the Status# & UPassive Client& U TEREL £9, XIZ [Apply]
Z2OVYIOLET,

GUI :

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

I| General Access Policies QOS and AVC Mobility Advanced

Name* ‘ PolicyWGB ‘ WLAN Switching Policy
Description ‘ Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

WLANZR L > —

CLI :



<#root>
config t
wireless profile policy PolicyWGB

passive-client
no shutdown

AT Y7 2.2 : Access PoliciesiC#E L £9, VLAN/VLAN GroupZz )Y U L., WGB vLANZ &
RUET,

GUI :

Edit Policy Profile q

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching (] vt ACL | ==
DHCP TLV Caching (] - :
IPv6 ACL | v |@
WLAN Local Profiling
URL Filters G
Global State of Device Disabled (3) . '
Classification Pre Auth | A |
Local Subscriber Policy | v Post Auth | v |
Name : ’ - /
VLAN
VLAN/NLAN Group |VLAN3246 x v |@
Multicast VLAN ‘ Enter Multicast VLAN |

Note : Selecting a VLAN Group is a valid config only for Central
Switching 5510s. Do not use with 5510s enabled for Flex Local
Switching

[=] Update & Apply to Device

VlanD & E



CLI :

conf t

wireless profile policy PolicyWGB
shutdown

vlan VLAN3246

no shutdown

ATYT IRV —RTZFREL, WCBDEHRETHD TV EARA Y MNAPIZHEHALET,

AT Y 7 3.1 : Configuration > Tags & Profiles > TagsD JEI_BE L £9, Policy®2'JY oL,
RICAAdZ O Y V9%, NameZAHL, Addzo )Y U LET, SSID&Policy Profilezi#iR L
£9, [APPLY]| Z0UYOLET,

GUI :

Add Palicy Tag

Name* | WGBTag ‘

Description | Enter Description ‘

v WLAN-POLICY Maps : 1

-+ Add
(O WLAN Profile Y  Policy Profile T
0O wes PolicyWGE

] 4 1 (S - 50 v . items per page 1-10of 1Items

Map WLAN and Policy

v
Lm "

TAG



CLI :

<{froot>

config t
wireless tag policy WGBTag
wlan WGB policy PolicyWGB

~
:#47, SSIDETO—KFYARTBIRNTOT I EARA Y RORYS—RY
ALTLEEL,

D—=00N—=T Ty

CDEUTIDTIEE, WEGBDREICDODWTHBLET, COREICKY), WEGBHFEZRY ND—2
(C#E#HE L. VLAN3246Z N L TEFKLTEDLDICRYET,

CLI :

configure ap hostname WGB1

configure ap address ipv4 static 10.10.246.4 255.255.255.0 10.10.246.1

configure ap management add username admin password POsswOrdl23! secret POsswOrdl23!
configure ssid-profile WGB ssid WGB authentication psk 12345678 key-management wpa2
configure dotllRadio 1 mode wgb ssid-profile WGB

configure dotllRadio 1 enable

==

COtET>3a>TRE, VLAN3248D BRI T AT > N EVLAN3246 DB Dkt Z2 ATREIC T D =8 I
NATZERET D HEICODVWTHALET,

VLAN3248E I —ZRICOHKFHEL., WLCOERICHZDZRY ND—TRINOELERE —I1THhhE
ThAo

IL—RENATZETL T, VLAN3248DEBRIZA T RNDODRNZ T4 v 0%, WGBENL T
VLAN3246 DWLCHOEHICHBD Y ND—VAIICEELET,



AWGBOEEDIL—RIEHEATVDIERIZAT MNDFE. VLAND S DEL %
BRITBDEDICHR—RENTVBRRERINATOARTT, Inter-vLANJL—FT 1« > T [F YR
_l\én‘r\/\it‘t/bo

AT Y7 1:VLAN 32468 RTU'VLAN 3248%Z L A4 V2L R TRREL £ T,

conf t
vian 3246
exit

vlan 3248
end

ATYT2)—2NSWGBOR—KZHRELET,

conf t

interface Wlan-GigabitEthernet 0/1/4
switchport trunk native vlan 3246
switchport trunk allowed vlan 3246
switchport mode trunk

ATY 7T 3WGBVLANE BRI S AT MVLAND A A Y FRIEBA >V Z—T7 T4 A(SV)EREL
£7,

ATY 7 3.1:WGBSVIEEE. IP7 KL A10.10.246.11&, WLCOBERIZHDL 1 VIRAYFT
REESNIZVLAN 324607 — R IJIATT, L—FADZOSVIE, RICERTERIPT RL A%
FEALTLVET,

config t
interface Vlan3246
ip address 10.10.246.2 255.255.255.0

ATYT 32 . BRIZATUIRNAVEZ—T T A ADOVLANREIL—ZDOERY T4 T > MEVLAN
248 EARATBDDOSVIRERIZAT RO —RNIIALTT, BRIZATNEZIDI—
RIZULABFELBVWALASTT, COSVIE—EDMACT RLAZRELET,

config t

interface V1an3248

mac-address 6c13.d53f.aabb

ip address 10.10.248.1 255.255.255.0



EESVICEIL—EOMACT7 RLAZERELTLKEEV, L—ZR2EFF7 A KNTITAXRT
DOSVICEUMACZ RLAZFERATSES. CORETEBREN RETHAREMNI HY
9,

AFYT AT EAUARNACLEREL., BRISITYROZY ND—02HFTLET,

config t
ip access-1list extended NATACL
10 permit ip 10.10.248.0 0.0.0.255 any

ATY T BACLEWGBA Y B—T7 I A AIL—HTBI—KMIYTEZRELET,

conf t

route-map WGBACL permit 10
match ip address NATACL
match interface Vl1an3246

ATY 7 6NAT ZFRELE T,

ATY 7 6.1:SVITNATZEREL E£T. SVI3248[FNATHIB, 3246 NATHAIBT T,

config t

interface V1an3248
ip nat inside

exit

interface V1an3246
ip nat outside

ATV 7 62: )L—FTNATZRELF T, ZEXELTIL—KMIVTZFEALET, CORE
Tlk. VLAN3248 EDER I AT RHAWLCHO B RICH DVLANI246MD XY NI —D I TE
£9,

config t
ip nat inside source route-map WGBACL interface V1an3246 overload



ATYTBICDATY T EA7>3>TT, vVLAN3246DWLCHOBERICH D T/NM1 AN S
VLAN3248DWGBD B RICHBDTNAAILT IV EATEHREN HZHEEE. NATZFERAL THRE
TEET,

FlELT, RENTVBERER., VLAN3246ODWLCHDERICHDT/NA AL SVE—RNTFAI N
YyZ77ORJI(RDP)ZNL T, L—Z2DOERICHDT/NA AEIPF RL X10.10.248.10M
WGBADT IV EAERETDHEZERLTVET,

VLAN 3248 T, L—2OERILHDT/N1 ADT 7 AR ( SSH. Telenet, RDP, HTTP%
EN)YIKIEUT, FEOR—KNZFEATEET,

RDPZEAL T, VLAN3246A D 7 /N1 AN 510.10.248.107 /N1 AT VAL . RDP#E#HD
JL—2%(10.10.246.2) A M 3246 VLANDSVIICH L TITHh B K SICTBICEFE. CORFIX MDD
T, B0 a el T<EEL,

config t
ip nat inside source static tcp 10.10.248.10 3389 interface Vl1an3246 3389

ATY T TI—RDOVLAN 32481 BRIV ATV R R—RNEZRELE T,

config t

interface GigabitEthernet0/1/0
switchport mode access
switchport access vlan 3248

S

ECOERETI., BEIP7 RLAZEZFEDVLAN 32480 EHRITA T M aERALET,
DHCPA'KERZFZBEIFE., I—FTHRETEET,

i3

oy
51

BBIOTATRELTYARNENTVWSVLAN 3246 DWGBESVID LG #ERELET., =i,
VLAN 3248 L DB ITAT U RDRY ND—OANDEHZEZEZEL. WLCOERIZH S VLAN
3246 — NI I A IpingZEELET,

A4 VYLALAN > NO—Z



WLCH S, IL—RIZEREET N TVWAVLAN 3246 DWGBESVIN DA YL RAI9SAT > NJARNIZ

RRENTVBRZEZRIELET,

Local
Local

i WLANID ¢

WLAN (WGB)

Auth Method

Clent Type i State

WLAN (WGB Wired) Ru

Protocol Ch

GUI :

| itoring ™ » Wireless™ » Cliems|

Sleeping Clients
IPvd Address i IPvG Address 3 AP Name : SliD® : |SSD
10.10.2486.2 NIA C91248X1-B 1 WGE
10.10.246.4 feB0:alSa:a617:9edT edbe G 24AX1-B 1 WGE

1 50 w

WGBB RUTWGBY 14T b

CLI:

<#root>

9800L#

show wi rel ess client sunmary

Number of Clients: 2

MAC Address AP Name Type ID State Protocol Method Role

6c13.d53f.f8f4 C9124AXI-B WLAN 6 Run 1llac None

e462.c49f.790f C9124AXI-B WLAN 6 Run 1llac None

9800L#

show wi rel ess client sunmary det ai

Number of Clients: 2

MAC Address SSID AP Name State IP Address VLAN BSSID

6c13.d53f.f8f4 WGB C9124AXI-B Run 10.10.246.2

e462.c49f.790f WGB C9124AXI-B Run

9800L#

show wi rel ess wgb sunmary

Number of WGBs: 1

3246 5c64.f171.6eae
10.10.246.4 3246 5c64.f171.6eae

[PSK]
[PSK]



MAC Address AP Name WLAN State Clients

e462.c49f.790f C9124AXI-B 6 Run 1

D—=0TN—=TTIv>

WGBA'SSIDICEHRENTVWA CENTRENTVWB L ZERELET,

<#froot>

WGB#

show wgb dot 11 associ ati ons

Uplink Radio ID : 1

Uplink Radio MAC : E4:62:C4:9F:79:0F
SSID Name : WGB

Connected Duration : 0 hours, 7 minutes, 9 seconds
Parent AP Name : C9124AXI-B
Parent AP MAC : 5C:64:F1:71:6E:AE
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Dotll type : 1llac

Channel : 36

Bandwidth : 20 MHz

Current Datarate : 104 Mbps

Max Datarate : 286 Mbps

RSSI : 41

IP : 10.10.246.4/24

Default Gateway : 10.10.246.1
IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec
Country-code : US

WGB7 U Y2 F—7)LIZVLAN 3246 DSVINRRENTWD L ZHAELE T,

<#root>

WGB#

show wgb bri dge

***Client ip table entries***

mac vap port vlan_id seen_ip confirm_ago fast_brg
6C:13:D5:3F:F8:F4 0 wired0 0 10.10.246.2 28.112000 true
5C:64:F1:71:6E:AF 0 wbridgel 0 0.0.0.0 1064.320000 true



=2

=815, vLAN324874 SVLAN3246 DWLCHOERDFRY NI — D ICEETETH D _ & ZHER
L. ShHFRHLET,

<{froot>

Router#

pi ng 10.10. 246.1 source vlan 3248

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.246.1, timeout is 2 seconds:
Packet sent with a source address of 10.10.248.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/8 ms

NATEBAELKRRENTVR L ZHBIELET,

<#root>

Router#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
icmp 10.10.246.2:12 10.10.248.1:12 10.10.246.1:12 10.10.246.1:12
Total number of translations: 1

A7 3aVONATREFIEZEATSHEE. VLAN32467H SVLAN3248D 7 /N 14 AN ORDP#E#:
FERILTWAZEZBRBLET,

CORFIXNDOPITEROPEFEALTVWETH, oEEO7ORNINEEATEET,

I—BRTHREESNTLVSVLAN3246MDSVI(10.10.246.2) 2 A L T, VLAN3248ID )L —X D E1
=& 27 /N4 X10.10.248.10|ICRDP#E#HEZ TV E T,



‘-,.. Eemote Deskiop Connection

D’f Remote Desktop

»¢ Connection

%

Computer | 10.10.246.2 v] I

Username: MNone specified

Youwill be asked for credentials when you connect

f | Show Options Connect Help

RDPUE—KTFNA A
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