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xml7 7 AIILDFlE, WLCDHOTF 7 # )L N Ddc_profile_dir7 # LR ICH VY ET,

C9800#dir bootflash:dc_profile_dir
Directory of bootflash:/dc_profile_dir/

393224 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt.bkp
393233 -rw- 303835 Dec 23 2025 07:14:35 +00:00 dc_default_profiles.txt
393222 -rw- 443023 Dec 23 2025 07:14:35 +00:00 dc_embedded_profiles.txt
393223 -rw- 1367 Dec 23 2025 07:14:35 +00:00 dc_user_profiles.xml

393221 -rw- 303835 Dec 18 2025 07:13:57 +00:00 dc_default_profiles.txt.bkp

EEAE, BEZTSHDIZTATY NOFEBZERICRLET,

C9800#show wireless client mac-address 74da.38eb.c0lf detail

Client MAC Address : 74da.38eb.cOlf

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Microsoft-Workstation
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH|
00000010 38 47 35 |8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, . /wy|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c0l1f

Device Type: Microsoft-Workstation

Confidence Level: 10



Device Name: DESKTOP-R2CH8G5
Device Vendor: MSFT 5.0

VAT MBEFRTEBTORILCETVTIHETERT,
DHCPIZESIKIVZAT7 hNODE

xm7 7 AN ERELET, COFITE, ROIL—LHFBEHENET,

<?xm version="1.0" encodi ng="UTF-8"?>
<TNAAVAKR>
<CopyRi ght >Copyri ght (c) 2021-2022 by G sco Systens, Inc. All
ri ghts reserved. </ CopyRi ght >
<N=232>1.0</N=>3 2>
<FINA A>
<Devi ceType>Sanpl e_Profil e_2</ Devi ceType>
<Rul eNane>Sanpl e_Rul e_1</ Rul eNane>
<Rul eQper at or >OR</ Rul eQper at or >
<Rul eCertai ntyMetri c>20</ Rul eCertainityMetric>
<FITVI>
<Pr ot ocol >DHCP</ Pr ot ocol >
<TLV- Type>60</ TLV- Type>
<TLV- Val ue- Type>XF5l</ TLV- Val ue- Type>
<TLV- Val ue>MsFT</ TLV- Val ue>
</ FITVI>
</ FINA A>
</ Devi celi st >

CCTHERAENBE. HIDshow wireless client mac-address [mac] detail® B A SiiHE h iz
BERUTY,

KFEOEDIE, BT —OREREBD AR HDAR—AZRBITDLEHICBEREATVE
T, EEL, ChFEIORY., FE. FLERBROTBOICEDIAEEN BYET,

XRDY IR, FUEWXRNUYIZEZZZOIC200BRENATVE -, BEEhET,
XRNUYORFBVWERE, BEENE<EYRT,

774N 27— 72y 21 CEEIE-LET,

CLIA S
copy {ftp: | tftp:} {flash:}



FLEEGUINS :

[EI ( Administration ) ] > [E¥ ( Management ) | >[7 7 4 JLN%—> ¥ ( File Manager ) ]
bootflash:

7y 70O—R

TR, 77AINHFWLCTHEAARTHILENH KT,

C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"?7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>1.0</Version>

<Device>
<DeviceType>Sample_Profile_2</DeviceType>
<RuleName>SampTle_RuTle_1l</RuleName>
<RuleOperator>0R</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>DHCP</Protocol>
<TLV-Type>60</TLV-Type>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>MSFT</TLV-Value>

</Check>

</Device>

</Devicelist>

TNAADEREZBNICTS .

C9800#config t
C9800(config)#device classifier

SnT, FRLETO77 A LA ROBHOFERRENET,

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Sample_Profile_2 1 0

TR, VAT EEXEETILENHYKT,
DZAT R ITILERENATVWRIFEERE, ILTHASBEELET,



C9800#clear wireless client device cache
l--- To clear any classification cache

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.c0l1f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:
Device Type : Sample_Profile_2
Device Name : DESKTOP-R2CH8G5
Protocol Map : 0x000009 (OUI, DHCP)
Device Vendor : MSFT 5.0

Device Protocol : DHCP

Type : 12 19

Data : 13

00000000 00 Oc 00 Of 44 45 53 4b 54 4f 50 2d 52 32 43 48 |....DESKTOP-R2CH]|
00000010 38 47 35 |[8G5 |

Type : 60 12

Data : Oc

00000000 00 3c 00 08 4d 53 46 54 20 35 2e 30 |.<..MSFT 5.0 |

Type : 55 18

Data : 12

00000000 00 37 00 Oe 01 03 06 Of 1f 21 2b 2c 2e 2f 77 79 |.7....... I+, . /wy|

00000010 f9 fc |.. |

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c0l1f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0

1718 K W HIDOUICE DK UVZA T NDD

A

BE . ZORRE. Cisco Bug ID CSCws66837 L ASIED/NT ZBHFL £,

xm7 7 AN ERELET, COFITE, ROIL—LFBEHENET,

<?xml version="1.0" encoding="UTF-8"?>
<TNAAVAK>
<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>


https://tools.cisco.com/bugsearch/bug/CSCws66837

<N—=232>43</N\—> 32>
<FINA A>
<DeviceType>Test-3</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertainityMetric>
<FIVI>
<Protocol>MAC</Protocol>
<TLV-Value-Type>X F3l</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>
</FTIVYI>
</[FIN1A A>
</Devicelist>

CCTONFEFIR. MACT RLADTL 74V RACETVTEREATVWET, Chid, IEEET

ERENEFEEOUIN SHFETEXRT,

774027 —KN75v22CEEIE-LET,

CLIA S :
copy {ftp: | tftp:} {flash:}

FLEEGUIN S :
[EI ( Administration ) ] > [B¥ ( Management ) | >[7 7 4 JLNY%—> ¥ ( File Manager ) ]
bootflash:
7y 70O—R

TOE, 77AINHFWLCTHAARTHILENHY KT,

C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"?>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>

<Device>

<DeviceType>Test-3</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>MAC</Protocol>
<TLV-Value-Type>String</TLV-Value-Type>
<TLV-Value>Edimax</TLV-Value>

</Check>

</Device>

</Devicelist>


https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/
https://standards-oui.ieee.org/

TNAADEREZBNICTS ¢

C9800#config t
C9800(config)#device classifier

CNT, FRLETO77 AU ROEIDTIERRENET,

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-3 1 0O

TR, VAT EERETILENHYET,
VAT KNI TICEBRENTVRHER. L THASBERLET,

C9800#clear wireless client device cache
I--- To clear any classification cach

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.cO1f

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.42.101

Device Classification Information:

Device Type : Test-3

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c0l1f

Device Type: Sample_Profile_2

Confidence Level: 20

Device Name: DESKTOP-R2CH8G5

Device Vendor: MSFT 5.0

OUNCEDSLKIZAT > NODEE (17185 )



xm7 7 AN EmRELET, COFITE, ROIL—LIFBHENET,

<?xml version="1.0" encoding="UTF-8"?>
<TNAAJVAR>
<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<N—232>43</N—2 32>
<FINA A>
<DeviceType>Test-1</DeviceType>
<RuleName>Cisco-Rule</RuleName>
<RuleOperator>AND</RuleOperator>
<RuleCertaintyMetric>20</RuleCertainityMetric>
<FIVI>
<Protocol>MAC</Protocol>
<TLV-Value-Type>1E #i &R </TLV-Value-Type>
<TLV-Value>74da.38*</TLV-Value>
</FIVvI>
</TINA A>
</DeviceList>

1718 TE, MACT RLADTL 71 VA ZERALTHETEET,

CSTTARURY ("85 ) . COFIT74da.38THED TXTOMACT RLAF ZDIL—)L
LR THEETNBDEEZERLET,

E£E3120AF7232  REBMACT RLAZZZICBRETEE T, chlZky), MACT RL A
ZEBICOETEXRT,

TJT7A4)N %7 —K75v 21 CEEIE—LET,

CLIA S :
copy {ftp: | tftp:} {flash:}

FLEGUIN S :
[EI ( Administration ) ] > [E¥ ( Management ) | >[7 7 4 JLNZ—> ¥ ( File Manager ) ]
bootflash:
Ty70O—R

TOE, 77AI)HFWLCTHEAARTHIBENH KT,


https://tools.cisco.com/bugsearch/bug/CSCws66837

C9800#more bootflash:dc_user_profiles.xml
<?xml version="1.0" encoding="UTF-8"?7>
<DevicelList>

<CopyRight>Copyright (c) 2021-2022 by Cisco Systems, Inc. All rights reserved.</CopyRight>
<Version>4.3</Version>

<Device>

<DeviceType>Test-1</DeviceType>
<RuTeName>Cisco-Rule</RuleName>
<RuTeOperator>AND</RuleOperator>
<RuTeCertaintyMetric>20</RuleCertaintyMetric>
<Check>

<Protoco1>MAC</Protocol>
<TLV-Value-Type>Regex</TLV-Value-Type>
<TLV-Value>74da.38%</TLV-Value>

</Check>

</Device>

</Devicelist>

TNAADEHEZBNICTS ¢

C9800#config t
C9800(config)#device classifier

AT, FRLEZO77AAFROEADTILRFENET,

C9800#show device classifier profile type custom
Valid Type Profile Name mCon ID

Valid Custom Test-1 1 0

TR, VAT RNDDEERETILENHYET,
DZAT VR ITEEBEENATVRERR, ML THASBEELET,

C9800#clear wireless client device cache
l--- To clear any classification cache

C9800#show wireless client mac-address 74da.38eb.c01f detail

Client MAC Address : 74da.38eb.cO1f
Client MAC Type : Universally Administered Address
Client DUID: NA



Client IPv4 Address : 10.14.42.101

Device Classification Information:

Device Type : Test-1

Device Name : EDIMAX TECHNOLOGY CO. LTD.

Protocol Map : 0x000001 (OUI)

Day Zero Classification : EDIMAX TECHNOLOGY CO. LTD.

C9800#show device classifier mac-address 74da.38eb.c01f detail
Client Mac: 74da.38eb.c01f

Device Type: Test-1

Confidence Level: 20

Day Zero Classification: EDIMAX TECHNOLOGY CO. LTD.

Device Name: EDIMAX TECHNOLOGY CO. LTD.

CLI A5

more bootflash:dc_user_profiles.xml

show device classifier profile type custom
show wireless client mac-address [mac] detail
show device classifier mac-address [mac] detail
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DSAT > N BAOEGERBLTVBREIC, 95247 MOBEMRNL—AZRELET,
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#toc-h1d-2010809796

HATRABEDOLEDIC, ROMNL—AZNETEET,

request platform soft trace rotate all
delete /force bootflash:tracelogs/*

set platform software trace smd chassis active RO dc-profile noise
set platform software trace smd chassis active RO dc-sub noise
set platform software trace smd chassis active RO dc-sm noise


https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796
https://www.cisco.com/c/ja_jp/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

set platform software trace smd chassis active RO dc-mem noise
set platform software trace smd chassis active RO dc noise

BEZBERLTHL,S, ROOXY RTHIZRELKT,

show logging process smd internal start Tast 20 minutes to-file flash:cls_logging.Tog

E o COBENTTICERAEATOVT, xmARZLTTANNT—NT75Yv22I29T
ICEELTVABN, COT77AIILNZRMETHDESE. 7A77AIIUNEHFREhTLEY
BEICHEAT, XOFIEZEALTKEEVL,

1)BE#F M dc_user_profilesxmlZ 72 Y2 1A SHIBRLE T,

QTNA ADEHEEZBMICTS ( T/NA ADEHEERL )
NTNAADEEZBEEMCTS (FNARADE)

4)#F L Wdc_user_profilesxml 7 74N 272y 2 21ICOAE—LET,
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-
quide/b wl 17 18 ca/m device classifier dynamic xml support.html



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_device_classifier_dynamic_xml_support.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_device_classifier_dynamic_xml_support.html
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