HER AP T0 SSID 8 & T VLAN NDERE
oES

B=E

[FIE % San

=24

FHITZ I R—F b

EE

VLAN 24 Y FBE LT AP DERE
AP & & T VLAN QR E

VLAN 24 Y FDRE

SSID DA —7"FREE - AP X4 T 17 VLAN
SSID 802.1x - N RADIUS
SSID 802.1x - #k&F RADIUS
SSID - PSK

SSID - MAC 7 RL AD &3
SSID : A#BWebsR3
SSID:Web/N AR JL—

NP | Tl

PSK

802.1x

MAC 5§83

B=

CORFIXVNG, UTRAOBRTVZIVEA RSN (AP) OREFECOVTHALET,

AREO—AHIL TUT XY NT—72 (VLAN)

- F—T U FREE

- & Remote Authentication Dial-In User Service ( RADIUS ) & 802.1x
- 4\&B RADIUS (Z & % 802.1x,

. ERHREF— (PSK)

- MAC 7 RL AFZE

. Web SB5E ( A1k RADIUS )

- Web /NARIL—

BIR S H
BH

ROEBICEIZEANZHABI HBENMERENET,



- 802.1x

. PSK

- RADIUS
- Web F23E

RIS OAR—FX N

AEQERIF AP 3700 /N — 3> 15.3(3)JBB ICETVTLET,

CORFIXINDOEBEHIEFE. BEODTAREBILHZTFNAAICETVWTHERENELE, ZOR
FAXKNTERAITDZINTOFNA AR, DB (F72)N ) REORELASEBHLTVET

o BEEBHRORY ND—IUTR., FEONVRIEL>TRIDAEMI HDEEZ +OoEIEL T
ZEW,

EBN:X0OHIE. ASAS5506INDBET— RODAPICEBAETNET, BV, APHESR
TENTVWBRRAMYFR—RNERETHRDYIC, FRENFASAOGIg 19 BRAEND LT
9,

E

gﬂg

3 : A UVLANIZJE 9 % Service Set Identifier(SSID)lt, BIRFICEZRICEATEELA, AL
APTRIUVLANE S DSSIDOREF ZRECEM-TH LR TEEL A,

VLAN A4 Y FB LT AP OEE
HEVLAN Z AP ERAA Y FHEBICERELET. UTREZOBHITERAENS VLAN T,

- VLAN 2401 (XA T4 7)
. VLAN 2402
. VLAN 2403

AP 8 KT VLAN DOERTE

AVR=T7IAAFHEY N 1 —H XY NORE

# conf t

# interface gig 0.2401
# encapsul ati on dot1g 2401 native

# interface gig 0.2402
# encapsul ati on dot 1q 2402
# bridge-group 242

# interface gig 0.2403
# encapsul ati on dot 1q 2403
# bridge-group 243

A2 B2—7 T4 ADEIR 802.11a ZRE



# interface dotllradio 1.2401
# encapsul ati on dot 1g 2401 native

# interface dotllradio 1.2402
# encapsul ati on dot 1q 2402
# bridge-group 242

# interface dotllradio 1.2403
# encapsul ati on dot 1q 2403
# bridge-group 243

3¥:802.11bfE4E (1> 2 —7 I A Adot11radio 0 ) FAPDRA T 4 JVLANEER T =&
REThTVERA,

VLAN A A Y FORE

# conf t
# vl an 2401- 2403

AP " hTWV\WB A2 2—T7 T4 ADKE:

conf t

interface <port-id-where-AP-is-connected>
swi tchport trunk encapsul ati on dot 1q

swi tchport node trunk

swi tchport trunk native vlan 2401

swi tchport trunk allowed vlan 2401- 2403
spanni ng-tree portfast trunk

SSID OFA—7>FBRE - AP OX 4 T 17 VLAN

H OH HH OH HH

COSSDICEEFIVFT AL, JO—RFYAREN (VAT RNIRREND ),
WLAN ICSMER2 DA VLA VAT NERAT 147 VLAN ICEI) HTS5h&ET,

ATY71:8SIDZBELET,

# dot 11 ssid OPEN
# aut henti cati on open
# guest - node

ATV 2:8SID & 802.11b EIRICIEEL £,

# interface dotllradio O
# ssid OPEN

SSID 802.1x - & RADIUS

Z® SSID i RADIUS #—/N& LT AP ZfEALEJ. RADIUS H—/N& L THEATS AP Tk
LEAP, EAP-FAST, MACRBIELAHR—hEhBZW s, IEBESEZ,



ATY7 1:RADIUS H—NELTAP ZB/MICLET,

FYRND=O TFTOEAY—=/N(NAS)DIPT7RLAGBFICHRIAERZEFEITZENTHBDI-
., APOBVITY, &, A—YBENAT—REEHRLET,

aaa new node

radi us-server | ocal

nas <a.b.c.d> key 0 <shared-key>

user <usernanme> password O <password>

H H K K

ATV 2 AP ARIERZHEFE TS RADIUS H—NZRELFT, chiEO—HJ)l RADIUS
THDdH, IPF7 RL AW AP O Bridge Vitrual Interface ( BVI ) ICEIW HTshTWHEDER
WET,

radi us server <radius-server-nanme>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared- key>

H H H H R

AT Y7 3:RADIUS BT IIL—TIZZ M RADIUS H—/NZ &IV HTET,

# aaa group server radius <radius-group>
# server nane <radi us-server-name>

ATFY T 4 FBHAARICZORADIUS DU I —T#E) HTET,

# aaa aut hentication | ogin <eap-nethod-nanme> group <radi us-group>

AT Y7 5:SSID Z4ERKL . VLAN 2402 ICEIV) HTET,

dot 11 ssid internal -radius

vl an 2402

aut henti cati on open eap <eap-net hod- nane>
aut henti cati on networ k-eap <eap- net hod- nane>
aut henti cati on key-managenent wpa version 2
nbssi d guest - node

HOH H H H R

ATY7 6:ssidZ80211aA B —T7IAAILE)HTT, BEILE—RZEBELET,

# interface dotllradio 1

# nbssid

# encryption vlan 2402 node ci phers aes-ccm
# ssid internal -radi us

SSID 802.1x - #\% RADIUS



EREFAI RADIUS L IFIERIL T,
AT Y7 1:aaanew-model ZR&EL £,

ATYT2OAPDIPTRLAOKDYIC, ASRADIUS D IP 7 RLAZFEALET,

SSID - PSK

COSSIDREtEF21UT 1 WPA2/PSK Z2fEAL. Z® SSID ®I1—4IE VLAN 2402 (CEIV) HT
5hxd,

ATY71:8SIDZBELET,

# conf t

# dot 11 ssid PSK-ex

# aut henti cati on open

# aut henti cati on key-managenent wpa version 2
# wpa- psk ascii 0 <password>

# nbssid guest-node

# vl an 2402

ATYT72:SSID ZEBBRAE—TIAAICEEL., BSILE—RERELET,

# interface dotllradio 1
# encryption vlan 2402 node ci phers aes-ccm
# ssid PSK-ex

SSID - MAC 7 KL A MFERE

COSSDEF, MAC7RLAIZETWTDAVLARITZATNERIEALET, £z, 1—H
BINAD—RIZMACT7RLAZFERALEY., COHITIE. AP AFO—AJ)L RADIUS &L TEME
T2H. APICMACT RLADUARYREFEENE T, BUREZ/E RADIUS H—/NTE
RATEXY,

ATY7 1:RADIUS H—/NeE LT AP ZE#ICLET., NASIP 7 RL AlE AP ® BVI T9,
MAC 7 RL A®M aaaabbbbcccc E7TA T RODI N BERLET,

aaa new nodel

radi us-server |ocal

nas <a.b.c.d> key 0 <shared-key>

user aaaabbbbcccc password 0 aaaabbbbcccc nac-aut h-only

H* H K H

AFYT 2 AP AR EREHEETS RADIUS H—/N (AP EBICAYET ) 2BELET,

# radi us server <radius-server-nane>

# address ipvd <a.b.c.d> auth-port 1812 acct-port 1813
# tineout 10

# retransmt 3



# key 0 <shared-key>
ATY7 3:RADIUS OJ)L—7ICZ® RADIUS H—/NZ &IV HTET,

# aaa group server radius <radius-group>
# server name <radi us-server-nane>

ATV 74 FBEAAFRICZORADIUS DT L —T &I HTET,

# aaa aut hentication | ogin <mac-nethod> group <radi us-group>

ATY75:SSID ZERLET. COBITE VLAN 2402 IZEI) HTTWET,

dot 11 ssid mac-auth

vl an 2402

aut henti cati on open nac-address <nac- net hod>
nbssi d guest - node

ATY7 6:SSID % 80211a A X—7IAAICEIVHETET,

H* H H H

# interface dotllradio 1
# nbssid
# ssid mac-auth

SSID : AEBWebFREE

COSSIDICEHKITZDI—HIRE Web BBAER—ZIICUEAL I hEh, BHBEI—YE/I/INAD
—RZADLET, BEANFRHTRE, XY RNDT—IATILATER LS LAY ET, O
Tk, I—%&E0O—7AJ)L RADIUS H—NICRFEETIET,

COPITE. SSID IF VLAN 2403 IZEIV) HTSNh&ET,

ATY 7 1:RADIUS H—/NELTAP Z2B%IZLET, NASIP 7 RL A AP ® BVI TT,

# aaa new nobde
# radi us-server | ocal
# nas <a.b.c.d> key 0 <shared-key>

ATV 2 AP A RBIERZEETS RADIUS H—/N (AP BEICEYET ) 2RELET,

radi us server <radi us-nanme>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared- key>

H* H H H

AFY 7 3:RADIUS DT I)L—FICZ® RADIUS H—/\N&ZEV) HTET,

# aaa group server radius <radius-group>



# server nanme <radi us-nanme>

AFYT 4 BIAARICS O RADIUS DY) —T%E) U TET,

# aaa aut hentication | ogin <web-nethod> group <radius-group>

ATYVT5: TRIVIaAVRUD—ZERLET,

# i p adm ssion name webaut h-pol proxy http
# i p admi ssion name webaut h-pol method-1ist authentication <web-met hod>

ATV 6:SSIDZRBRELET,

conf t

dot 11 ssid webaut h- aut ononous
aut henti cati on open

web- aut h

vl an 2403

nbssi d guest - node

HOH HH H

ATYTT7:SSIDZEAVE—TIAAILEVVETET,

# conf t
# int dotllradio 1
# ssid webaut h- aut ononous

ATYT 8 BEDOYT AV E—TIA AR —2EHETET,

# conf t
# int dotllradio 1.2403
# ip adm ssion webaut h- po

X SSIDARAT AT TEHETZHE, RUP—RBHY T4 X—7 I A4 A (dot11radio 0F
fzlddott1radio 1) TRAL, 1V X—J7 I/ AICEZBERAEIhET,

ATY7T9: AN A—HYOI—HE//NAT—RZEHLET,

# conf t
# dot 11 guest
# usernanme <usernane> |ifetinme 35000 password <password>

SSID:Web/NAAIL—

DZAT> RNH" Web NARIL—BRENDH S SSID ICEHEITDE, FAARKICEARTSHLHIC
Web R—ZILIZVAAL I RENET, BELBVGEER. IR Y —ERAZFEATEEEA



o

COBITIE, SSID #RAT 47 VLAN BV HTET,

ATYT1: TRIVIAVRUD—ZHERLET,

# config t
# ip adm ssion nanme web-passth consent

ATYVT2: DFAT RO SSID ICERTDERRENDIAYVE-JZEBELERT,

# i p adm ssion consent-banner text %
======= WELCOVE ======

%

ATY7 3:8SID ZERLET,

# dot 11 ssid webpasst h- aut ononous
# web-auth

# aut henti cati on open

# guest - node

ATYT 4 BRIZSSID ETREIYSIV RUI—ZE)HTET

# interface dotllradio { O | 1}
# ssid webpasst h- aut ononous
# i p adm ssion web-passth

CCTlE, SRENEEICHEEL TVWAHLESHEEELET,
# show dot11 associations

CNRFEHLTVEIDAYVYLAVZATRMDO MAC 7 RLAB LT IPv4/IPv6 7 RL A, SSID
BERRLET,

ap# show dotll associations
802.11 Cient Stations on Dot 11Radi 00:
SSI D [ webpasst h- aut ononous] :

MAC Addr ess | P address | PV6 address Devi ce Nane
Par ent State



c4b3. 01d8. 5¢c9d 172.16.0.122 Ll unknown -
sel f Assoc

# show dot11 associations aaaa.bbbb.cccc

ZhiE RSSI, SNR, Y7 R—hEhBF—F L—bhF, MACT7RLATEEEND DA VLAY
AT hOFEERRLETS,

ap# show dotll associations c4b3.01d8.5c9d4

Address : c4b3.01d8.5c9d Narme : NONE

I P Address : 172.16.0.122 | Pv6 Address :

Gat eway Address : 0.0.0.0

Net mask Address : 0.0.0.0 Interface : DotllRadio O

Bridge-group : 1

reap_flags_1 : OxO ip_learn_type : Ox0O transient_static_ip : 0x0
Devi ce : unknown Software Version : NONE

CCX Version : NONE Client MFP : Of

State : Assoc Parent : self

SSI D : webpasst h- aut ononous

VLAN : O

Hops to Infra : 1 Association Id : 1

Clients Associated: O Repeaters associated: 0

Tunnel Address : 0.0.0.0

Key Mgmt type : NONE Encryption : Of

Current Rate : ml5b2 Capability : WM Short Hdr Short Sl ot
Supported Rates : 1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0 nD-2 nl-2 nR-2 nB-2 n4-
2 nb-2 nB-2 nv-2 nB-2 nB-2 nl0-2 nll-2 nl2-2 nl3-2 nl4-2 nl5-2
Voi ce Rates : disabled Bandwidth : 20 MHz

Signal Strength : -30 dBm Connected for : 447 seconds

Signal to Noise : 56 dB Activity Tinmeout : 56 seconds

Power -save : On Last Activity : 4 seconds ago

Apsd DE AC(s) : NONE

Packets | nput : 1035 Packets Qutput : 893

Bytes Input : 151853 Bytes Qutput : 661627

Duplicates Rcvd : 1 Data Retries : 93

Decrypt Failed : 0 RTS Retries : 0

MC Failed : 0O MC Mssing : O

Packets Redirected: O Redirect Filtered: O

I P source guard failed : 0 PPPoE passthrough failed : O

DAl failed : IP mismatch : 0 src MAC mismatch : O target MAC mismatch : O
Existing IP failed : O New IP failed : O

11w St atus D Of

# show dot11 webauth-sessions

i SSID A" Web FRAEAICREET N TWAIHEE, MAC 7 RL A, Web FEER 1z Web /YA
AN—RIPv4 7 RLA, I—H¥EZRRLET,

g
o

ap# show dotll webauth-sessions
C4b3. 01d8. 5¢9d 172.16.0.122 connected

# show dot11 bssid

CHNIFEBBEAR—TIA AT ED WLAN ICBEBER TSN - BSSID ZRRLET,

ap# show dotll bssid



Interface BSSI D CGuest SSID

Dot 11Radi 00 00c8. 8b1b. 49f0 Yes webpassth-aut ononpus
Dot 11Radi 01  00c8. 8b04.ffb0 Yes PSK-ex

Dot 11Radi 01 00c8.8b04.ffbl Yes mac-auth

# show bridge verbose

NRYTAE—TIARET VYD JIL—TEOBEKRERRLET,

ap# show bridge verbose

Total of 300 station bl ocks, 297 free
Codes: P - permanent, S - self

Fl ood ports (BG 1) RX count TX count
Dot 11Radi 00 0 0
Dot 11Radi ol1. 2401 0 7
G gabi t Et her net 0. 2401 31 225
Fl ood ports (BG 242) RX count TX count
Dot 11Radi ol1. 2402 0 0
G gabi t Et her net 0. 2402 0 0
Fl ood ports (BG 243) RX count TX count
Dot 11Radi ol1. 2403 0 0
G gabi t Et her net 0. 2403 0 0

NZ7)L>a1—hk
ZITR, REORS TN 1 —F A4 I I ERATEDBHRERLET,

# clear dot11 client aaa.bbbb.cccc

COOXRVRE, RYRNDT=IASDAVLAIVZAT N2 TR2DICKRIEETT,

# clear dot11 webauth webauth-user username

COONRIEF, EELEI—HYO Web REEY> I %HIKBRITIZDDICKRIBET,

LTOFNY T ONV RZRITLT, 95472 MORATOERAZ#ERELET,

# debug condition nac-address <H H H>
# debug dot 11 client

# debug radius authentication

# debug dot 11 ngnt ssid

# debug dot 11 ngnt interface

PSK



*Apr 16 02: 06:47.885: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AuthReq (0)SM
Init (0) --> Auth_not_Assoc (1)

*Apr 16 02: 06:47.885: dotll ngnt: [2A937303] send aut h=0, status[O0] to dst=6c94.f871. 3b73,
src=f 07f. 06f 4. 4430, bssi d=f 07f. 06f 4. 4430, seq=2, if=Dot11Radi 0l

*Apr 16 02: 06:47.885: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: insert nmac 6c¢94.f871. 3b73 into ssid[ PSK-ex]
tree

s Aut hentication frane received fromthe client and response

*Apr 16 02: 06:47.889: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: | APP-Resp (3)SM
| APP_get (5) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: Drv Add Resp
(8) SM Drv_Add_InProg (8) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: [2A937B59] send assoc resp, status[O] to
dst =6¢c94. f 871. 3b73, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: Starting wpav2 4-way handshake for PSK or pnk
cache supplicant 6c94.f871. 3b73

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 1 to client, no
tinmer set

*Apr 16 02: 06:47.893: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
tinmer set

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: wpav2 recv PTK MsA4

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

s Successful | 4-way- handshake

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Sending auth response: 2 for client

*Apr 16 02: 06:47.901: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: AAA Auth OK (5) SM
AAA Auth (6) --> Assoc (2)

*Apr 16 02: 06:47.901: %OOT11-6- ASSCC:. Interface Dot 11Radi 01, Station 6c94.f871. 3b73 Associ at ed
KEY_MGMI[ WPAv2 PSK]

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: client Associated

s Aut henti cati on conpl eted

*Apr 16 02: 06:50.981: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.91) to the
control | er

I Client's I P address updated on the AP dat abase

802.1x

*Apr 14 09:54:03.083: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: Aut hReq (0) SM
Init (0) --> Auth_not_Assoc (1)

*Apr 14 09:54:03.083: dotll ngnt: [75F0D029] send aut h=0, status[O0] to dst=38bl.db54. 26ff,
src=f 07f. 06f 4. 4430, bssi d=f07f.06f 4. 4430, seq=2, if=Dot11Radi ol

R Aut hentication frane received fromthe client and response

*Apr 14 09:54:03.091: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AssocReq (1) SM



Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: insert mac 38bl. db54. 26ff into
ssid[internal -radius] tree

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: [75FOF8AE] send assoc resp, status[O] to
dst =38b1l. db54. 26ff, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 14 09:54:03.091: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: internal-radius, auth_algorithmO, key_mgnt 1027073

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: eap list nane: eap-nethod

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Send auth request for this client to |ocal
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll auth: Sending EAPOL to requestor

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Received DOT11_AAA EAP from Local
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 14 09:54:05.103: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 14 09:54:05.107: RADI US(0000003B): Send Access-Request to 172.16.0.48:1812 id 1645/12, len
194
*Apr 14 09:54:05.107: RADI US: User-Nane [1] 7 "user1"

*Apr 14 09:54:05.119: RADIUS: Received fromid 1645/14 172.16.0.48: 1812, Access-Accept, len 214
*Apr 14 09:54:05.119: RADI US: User-Nane [1] 28 "userl "

R 802. 1x Aut hentication success

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Vlan-Nanme in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for VLAN ID in server attributes
*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Acl-Name in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for
application 0Ox1

R AP verifies if there is any attribute pushed by the RADI US server

*Apr 14 09:54:05.119: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 1 to client, no
timer set

*Apr 14 09:54:05.123: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
timer set

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: wpav2 recv PTK MsA4

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

*Apr 14 09:54:05.131: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AAA Auth OK (5)SM
AAA Auth (6) --> Assoc (2)

R 4- way- handshake process conpl et ed

*Apr 14 09:54:05.131: %OO0T11-6- ASSCC: Interface Dot 11Radi 01, Station 38bl. db54. 26ff Associ at ed
KEY_MGMT[ WPAV 2]
*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: client Associated

s Aut henti cati on conpl eted



*Apr 14 09:54:05.611: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.90) to the
control |l er

R Client's | P address updated on the AP dat abase

MAC FB&E

*Apr 16 03:42:14.819: (2477.033a.e00c): SM ---Open Authentication 0x947A804: Aut hReq (0) SM
Init (0) --> Auth_not_Assoc (1)

*Apr 16 03:42:14.819: dotll ngnt: [EE8DFCD2] send aut h=0, status[0] to dst=2477.033a.e00c
src=f 07f. 06f 4. 4430, bssi d=f07f.06f 4. 4430, seq=2, if=Dot1l1Radi ol

R Aut hentication frane received fromthe client and response

*Apr 16 03:42:14.823: (2477.033a.e00c): SM ---Open Authentication 0x947A804: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: insert mac 2477.033a.e00c into ssid[mac-
auth] tree

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: [EEBE12C4] send assoc resp, status[O0] to
dst =2477. 033a. e00c, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: mac-auth, auth_algorithmO, key_ngnt O

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Start |ocal Authenticator request
*Apr 16 03:42:14.823: (0000.0000.0000): dotl1l_auth: Start auth method MAC

*Apr 16 03:42:14.827: RADI US(00000050): Send Access-Request to 172.16.0.48:1812 id 1645/81, len
169

*Apr 16 03:42:14.827: RADI US: User-Nane [1] 14 "2477033ae00c"

*Apr 16 03:42:14.827: RADIUS: Calling-Station-1d [31] 16 "2477.033a.e00c"

*Apr 16 03:42:14.827: RADI US: Received fromid 1645/81 172.16.0.48: 1812, Access-Accept, len 116
*Apr 16 03:42:14.827: RADIUS: User-Nane [1] 28 "2477033ae00c

R MAC Aut hentication success

*Apr 16 03:42:14.827: (0000.0000.0000): dotll_auth: Checking for SSID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotl1l_auth: Checking for Airespace-Vlan-Name in server
attributes

*Apr 16 03:42:14.827: (0000.0000.0000): dotll_auth: Checking for VLAN ID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotl1l_auth: Checking for Airespace-Acl-Nanme in server
attributes

R AP verifies if there is any attribute pushed by the RADI US server

*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for
application 0Ox1

*Apr 16 03:42:14.827: (0000.0000.0000): dotll aaa: Received DOT11_AAA SUCCESS from Loca

Aut henti cat or

*Apr 16 03:42:14.827: (2477.033a.e00c): SM ---QOpen Authentication 0x947A804: AAA Auth OK (5) SM
AAA Auth (6) --> Assoc (2)

*Apr 16 03:42:14.827: %O0T11-6- ASSCC. Interface Dot11Radi 0l, Station 2477.033a. e00c Associ at ed
KEY_MGMT NONE]

R Aut henti cati on conpl eted



*Apr 16 03:42:16.895: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.92) to the
control |l er

R Client's | P address updated on the AP dat abase
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