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A 74F1L—>3>
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x9,
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REFZERIZRLET,

interface FastEthernet0/8

switchport access vlan 23

switchport mode access

switchport voice vlan 42

authentication host-mode multi-domain

authentication order mab dotlx

authentication priority mab dotlx---> Priority order

authentication port-control auto

authentication periodic

authentication timer reauthenticate <value in sec>---->(Time after which the client auth would
be re-negotiated)

authentication violation protect mab mls gos trust dscp dotlx pae authenticator dotlx timeout
tx-period 3 storm-control broadcast level 2.00 no cdp enable spanning-tree portfast spanning-
tree bpduguard enable service-policy input Marking end

NZ7)LZa1—b

dotIX/MABFREEZERA T AA Y FTIE, EAP7L—AD—OEEAAARZ—D Y HFRET,
CPUEXTEVDERARNI B BB ZENHYET, ChiF, RIEERAMROAYTEhD o, =
BEICHEEZEXSAEMEN BYET,

CNERRTDICE, ROFIEZETID L Z2HRBLET,

AT Y 7 1:showproccpusot N> RZEAAL T, A4 Y FOCPUBERAENA SV & ERERL.,

RDOBIZRT &S IZEAP Framework 7’ O+t A & Auth manager7 Ot ANDFERARN GEE VN L%
BRELET,

PU utilization for five seconds:
97%

/2%; one minute: 90%; five minutes: 89%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
149 178566915 140683416 1269

64.04% 47.11% 45.63% 0 EAP Framework

141 130564594 554184091 2355

21.61% 29.05% 29.59% 0 Auth Manager



121 305295906 487695245 519 1.74% 1.84% 1.78% 0 Hulc LED Process
144 12070918 31365536 384 0.63% 0.43% 0.49% 0 MAB Framework
258 117344878 885817567 132 0.47% 0.79% 0.86% 0 RADIUS

ATY 72 ROBICRT LS, show process cpu memory1N > RZEFEAL T, Auth
Manager®RADIUSHZE EN 7 OEARICDOWVWT, A/ YFOXEUFEHEEZERLET,

Processor Pool Total: 22559064 Used: 16485936 Free: 6073128
I/0 Pool Total: 4194304 Used: 2439944 Free: 1754360

Driver te Pool Total: 1048576 Used: 40 Free: 1048536
PID TTY Allocated Freed Holding Getbufs Retbufs Process

0 0 29936164 13273256 13856236 0 0 *Init*

0 0 34797632 32603736 1091560 2481468 263240 *Dead*

59 0 366860 6760 317940 0 0 Stack Mgr Notifi
141 0

569580564 3357129696

174176 2986956

Auth Manager

258 0
1212276148 2456764884 140684 21066696
0
RADIUS
131 0 552345134 541235441 90736 20304 0 HRPC gos reque

ATV AAYFTUY—ADFERARNFVESE. RICRITLSICHIALRBOOTNRRE
haZENFHYET,

show logging N> RZABDLET,

$DOT1X-5-FAIL: Authentication failed for client (7446.a04b.1495) on Interface FalO/17
AuditSessionID 0A73340200000224870C28AA
$AUTHMGR-7-RESULT:

Authentication result 'no-response’'

from 'dotlx' for client (7446.a04b.1495) on Interface Fal0/17 AuditSessionID
0A73340200000224870C28AA
$AUTHMGR-7-FAILOVER: Failing over from 'dotlx' for client (7446.a04b.1495) on Interface Fal0/17
AuditSessionID 0A73340200000224870C28AA

AT Y74 BRERATX—EBWME (e, 36008 ) B2l Cy T TAT 2 NORIAENHEICIThABEVWKSICL
£, chllkY, RAVFOERIBARLET,

BREEBILT B (C(E. show run interface <interface-name>1N > RZA DL £,



interface FastEthernet0/8

switchport access vlan 23

switchport mode access

switchport voice vlan 42
authentication host-mode multi-domain
authentication order mab dotlx
authentication priority mab dotlx
authentication port-control auto
authentication periodic

authentication timer reauthenticate 60------—---- >Make sure we do not have any

aggressive timers set
authentication violation protect

AT Y 75MAB/dotIx 7O AICH L TRREND Y IV HERELE T, RiLZAEY >
IO E<BBDE, CPCUDERENFBKBDIIENBYET, TUOTA47v2a>ol%
BEIBICE, AOOAXV RZAHLET,

Sw#

show authentication registrations

Auth Methods registered with the Auth Manager:
Handle Priority Name

100 0 dotlx
3 1 mab
1 2 webauth

SwWi#show authentication method dotlx

SwWi#show authentication method mab

SWiShow authentication sessions

ATYT6: N—=23a> eBENBNT 2B T SICIE. showversion XY REAADLET,

CONTHN TNT L 2O avICRBEE N TWEWESIE, Technical Assistance Center(TAC)T
T—AREF—=T2L, ATFY 71 ~50FIXTOOTERFLTLSEE L,

NT
CSCus46997 IP Host Track and Auth Manager® XEJ 1) —2 £ECPUSERAR

CSCtz06177 Catalyst 2960 XEVA TR L TV D AEMN BV E T,

CSCty49762 EAP Framework EAAA AttrLH 7 A" S X T OO AXED #FH

BB E#IICDOWTIE, Cisco Bug ID CSCus46997, CSCtz06177. &V
CSCty4976272 SR L T &\,



https://tools.cisco.com/bugsearch/bug/CSCus46997
https://tools.cisco.com/bugsearch/bug/CSCtz06177
https://tools.cisco.com/bugsearch/bug/CSCty49762
https://tools.cisco.com/bugsearch/bug/CSCus46997
https://tools.cisco.com/bugsearch/bug/CSCtz06177
https://tools.cisco.com/bugsearch/bug/CSCty49762

	EAP フレームワークと AAA マネージャが原因の、dot1x/Mab のスイッチにおける高 CPU 使用率のトラブルシューティング
	内容
	概要
	背景説明
	コンフィギュレーション
	トラブルシュート
	バグ


