CUCMTOIEREEHICE T2 — MRS EED
NZTNZa—F42Y

FL®IC

ZMRF 1 X NTIE, Cisco Unified Communications Manager(CUCM) CEEERE 2 BER L =%
D—NEEEETOMARAFECODVTBBALET,

AR SR

EH
ROEEICETIARI B2 ENMERENET,

« CUCMIIFREEH 7 OEA

« CUCMGUIM 2 —T7I1T4 A

« Expresswayt—/\

« CUCMZ’ Ot ARICELDTFT/INA AZE

- AL/ 7 OF > e

« Cisco Unified Communications Managerz¥+ 17 1 fj{4 R

ERTDAR—FT N
CORFIXNOBERE, ROVYITRIITEN—RIITON—232VICETVWTVET,
« CUCM /X\—2 3> 15

CORFIXVNOERE, FEDFARRELHZDTNARACEITVWTERENIZENDTT, C
DRFIXKNTHEAIZINTOTFNA ARG, JUTR(T7#ILDN ) RETEEZHRHBL T
WET, 2EBFORY NT—U TR, BOANVV RICK>TRID AN DI HEZ + 5 HER
LTLEEL,

1

ESXRAANDEE



COREE, BECHSTIBAAZTEHOESRXANOEEZRLTVERT, BREIERER
LET, FEAAZFOVARAILARILCEITVT, 2ESZAAEZHRBEE -G HRBRT ICEN
LEXY,

. Low Impact Medium Impact. . High Impact.

= . Phone . Service
Type Risk Trust List Impact Restart Restart
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2026-01-10 06:06:31,274 ERROR [http-nio-81l-exec-157] cpi.sso.saml.sp.security.authenticatio
com.sun.identity.saml2.common.SAML2Exception: Failed to decrypt the secret key.
at com.sun.identity.saml2.xmlenc.FMEncProvider.getEncryptionKey(FMEncProvider.
at com.sun.identity.saml2.xmlenc.FMEncProvider.decrypt(FMEncProvider.java:607)
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Disable S50
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) Use system generated seif-signed certificate (ITLRecovery)

" Use Tomeat certificate
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i 5 Web semver connections will be restated

Ersalaling S50 and Enporting the metadata will cause wel serdoes. (o nestat upon completion of the
wizard, Al afected web applications will drop thelr connection momentanily and need to be kegged intoe
again.

@ Chick "Expdit All Metadnta® biutlad

M the server metadata has not already Been uploaded to the 1dF, it can be done before nanning the
wizard. You can oblain the server metadata by cicking the "Export AN Hetadata®™ button on the main
P, Thetr g 1o thir [P amd upload th file.

I 109 s provisioned with duster-wide 5P meatdats, you need 1o enable custer-wide SAML S50, IF 1DF i
provisionsd with per-node SP metsdsts, you need o enable per-rode SAML S50,

[ Contine || Cancel

« VDSAREMHTIOFIEZFERALTINTO /—ROVNIILFSANIBHEZRIRETESZHEE
. Test for multi-server tomcat certificate ZiZIRL £ T, TET LS. NextZBIRL X,

SAML Single Sign-0On Configuration
) e
- Status

@s:am: Ready

= Test for Multi-Server tomcat certificate
The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow the below steps:

1) Login to Clsco Unified OS5 Administration Page and Mavigate to Certificate Management under Security Menu

2} Click on Generate CSR

3) Select Certificabe Purpose s Tomeal

A} Felect Distribution af “MuRi-Senasr

5) Click Generate

&) Dewnload the CSR and get it signed from the CA of your choie

7) Once the certificate is swed by the CA, upload it via the "Upload Certificates Certificate chain™ option on the Cenificate Management page
) Restan Tomcat service on all the nedes in the duster

%) Restan TFTP service on all the TFTP nodes in the duster

For self-gigned Mulli-senser tomcal certificate:

1} Loghn to Ciico Unified OF Administration Page and Navigste te Cenificite Management under Security Menu
2} Click on Generste self signed Muli-sarver tomeat certificate

3) Select Certificate Purpose a5 Tomcat

4} Select Distributhon a5 “Multi-Sereer™

£) Click Generate

&) Restart Tomcat service on all the nodes In the duster

7) Restart TFTP service on all the TFTP nades in the cluster

If the abowe steps have been completed, click Test below which will confiem il the maulti-server tomcat certificate is deployed bedone pro0neding to the next stage
Test for Multi-Server tomcat certificate

Hext | Cancal

« [dPXZF—2%&F Y7 O—RL. Import IdP MetadataZi#IRL E9, ET LS, NextZ
EBRLEY,



SAML Single Sign-0On Configuration
W Next
rStatus

@ Status: Ready

\.f) Import succeeded for all servers

rImport the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,
1)Select the IdP Metadata Trust Flle

No file chosen

2} Import this file te the Collaboration servers
This action must be successful for at least the Publisher before mowving on to the next task in this wizard.

I Import IdP Metadata I Q’j/? Import succeeded for all servaers

Mext || Cancel |

- Test SSO SetupT. Standard CCM Super UsersJ L—7 A& ¥ TS hTVWB 1—H%&
IRLU. BRI T BETRUN SSO TestZBIRLE T,

SAML Single Sign-0On Configuration
4 s

rStatus

13 The server mietadata file muest be installed on the [dP before this test is run.

rTest S50 Setup

This et verifies that the metadata files are cormectly configured and will allow S50 to SEart up on the Servers. This DSt can be run on army

1)1Pick a valid username o use for this test

You must already know the password for the selected username.
Thit user must have sdministrator rights and slso exist in the LdP.

';5 Phease use oné af the Usernamés shown below. Using any other Username o log into the IdP may result in administrator lockout.

£JLaunch 550 test page

Run S50 Test...

Back  Cancel




m Test SAML - Google Chrome

2 Not secure } Hi T | ’_1p|_][_‘| 2 pa |;]|,::-._,-" TestsS50 JsR

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close |

4.SSOZBMICL IR, XEZY—EAZHRBLET,

[f?.’:ﬁ“éuséﬁ [}‘ monew | [ exponse Wg[mmaﬁg
SSOZEMICTR &, tomcath —EANBREELE T,

SAML Single Sign-On Configuration

‘ Back ’ Finish
- Status
\/ S50 Metadata Test Successful

-Ready to Enable SSO
Clicking "Finish™ will complete enabling S50 on all the servers in this cluster. There will be a short delay whike the applications are being updated

l'i The "Cisco SSOSP Temcat™ and "Cisco UDS Tomeat”™ services will be restarted on all nedes in the cluster if the S50 mode is "Cluster wide™, Otherwise, those services will be restarted on a particular node

To verify the SSO status of each server, check the main SSO Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back | Finish  Cancel

2L, TACTR., SSOEMEL7OEANDET, §XTOH./— KRTTomcat(utils service restart
Cisco Tomcat)# & T*UDS Tomcat(utils service restart CiscoUDSTomcat)t—E A% FE THIELE
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Call Manager, Tomcat, & &k U'Expressway CREBAENBEEE— REARETEHF IR,
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AL

1. CUCM Call Manager# & FTomcatiEFi £ X CAB BN EREAETT,
2. CUCM&Expressway®E Ak, BEE— R(TLS)TEITENET,
3. inspect Expressway-CO %/ (Z "SSL routines:ssl3_read_bytes:tlsv1 alert unknown cay &%
r~END
<#root>
2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]: UTCTime="2026-01-29 19:01:16,974" Module
HTTPMSG:
|GET /CSFmarcoalh.cnf.xml HTTP/1.1
Host: expc.cisco.com:6972
Accept: */*
Cookie: <CONCEALED>
User-Agent: WebEx/0.0.0.0
TrackingID: fxxxxxxx-86f6-4030-8259-0b768c07723e
Client-ip: XXX.XXX.XXX.XXX

X-Forwarded-For: xxx.XXX.XXX.xxx, 127.0.0.1
Via: https/1.1 vcs[0fxxxxxx-c853-xxxx-aal6-0a290bf56fc8] (ATS), http/1l.1 vcs[5xxxxxxx-7feb-4xxx-¢

2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]:[ET_NET 1]ERROR:SSL connection failed for

SSL routines:ssl3 read_bytes:tlsvl alert unknown ca

J)i—>3ar

CUCM&Expressway-CORBTIEAEND TV AR— MM VR—FZTV., EEBERERILET

o

VAN

AZE COFIETRERY—ERAOBEFHNIVEICKED =, TACTREEREAICZOF
JEZETITHEEHEOLET, EZSZAA/NT B

Medium Impact.
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certificates & certificates & in CUCM

Export CUCM E> Export EXP-C E> Restart services
Import to CUCM cluster.

import in EXP-C

OS administration > Security > Certificate management® JEICEBE L. JL— NCAFEEAE. SRV
Call Manager& Tomcatit i ICEE T2 HEEIAE (FETSES ) 24V O—RLET,

Léécm«mmqm Géummmam“mm ﬁit mac [3) o csn (G} Downiosacsn (3, Reuse contcst

Certificate List (1 - 18 of 18) Rows per Page !

Find Certificate List where | Certificate ¥ | begine with T [calimanager Find || Clear Filter || o || ==
Select item or enber search text ¥

Cartificats * Cormmen NamaComman Marme_Serisliurnber Ussge L T i Digtribution Tasond By
CallManager Identity CA- RSA  Multi-server{SAN) |
signed
CallManager-
ECDSA
[ conmianager- RN 272 Tust  sef  Asa T e
bt 4 0l o signed

XIZ, Expressway-C > Maintenance > Security > Trusted CA certificate D JEIC#EE L, Call
Manager& TomcatOCAFEFAEZ7 Y 7O—RULE T,

Upgrade
| Loagging
Smart licensing

Email Notifications
Tools »

e
1
1

[Trusted CA ceticate

Backup and restore Server certificate

Diagnostics » CRL management

Mainlenance mode Client certificate testing

Language Certificate-based authentication
configuration

Restart options

. _ Secure traversal test
| Choose File | No file ct
Ciphers

SSH configuration



{ Upload |

| Select the file containing trusted CA cedificates Choose File | No file clmsenl i

Trusted CA certificate Vou are hee: Laniznaece

e, Fils uplosded. T conifeats e wpiobded Fils conteaty - Coriicates 1, CRLS 0

iy (gegoded)

£if

contee I ers— ey

Carttsate THca-t Liptchars Insuer Fab 09 2008

Shov il isscoced)|  Show sl PEM e | seiect | Lnsee |

)

7 : Call Manager& TomcatiEBAE A B2 ER N>+ AT, EBEOCall Manager&
TomcatiEFBEZ X > O— R L TExpresswaylc 7Y 77O—RUL £ T,

i

certificates &
Import to CUCM

certificates & in CUCM

Export CUCM : Export EXP-C E> Restart services
import in EXP-C cluster.

N,

Expressway-C > Maintenance > Security > Trusted CA certificate > Show all (PEM file) D JIE (Z 7 &
LET,

Trusted CA certificate

(] certificate DSERVER-CA

Show all (decoded)| Shnwall(FEMlie}ll Delete| Selectall| Unselect all|

Expressway-CICEBE T HCAIIAZENPEMEZIE—L, txt7 7 IILICRFLET,



expcert.pem - Notepad

File Edit Format View Help

N BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIQFBGTWjxDrplBSNgcCLcOFTANBgkghkiGO9w@BAQsFADBO
MRUWEWYKCZImiZPyLGQBGRYFbGYjYhwxFzAVBgolkialk/IsZAEZFgdicm9gZWRh

jsFtVBS1DORel61KUSgbIHS19Qwb(xZHxd4a
————— END CERTIFICATE-----

OS administration > Security > Certificate management® JEIZ# & L . Upload
Certificate/Certificate ChainZ 2R L T, Expressway-C CAZEBA & % Tomcat-trustd &k T*Call
Manager-trust& LT7 Y 7O—RUET

Show = Settings + Security + Software Upgrades + Services + Help «=

I U é} Generate Self-signed L) I:J Upload Certificate/Certificate chain I Download

4

3 |
=¥ |

—_— e .



5‘;_‘, Upload m Close

—Status

®Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose® [ CallManager-trust v |I
Description{friendly name) | |
Upload File | Choose File | expcert.pem

Upload || Close |
)| —

. =
Export CUCM Export EXP-C Restart services
certificates & |:> certificates & |:> n CUCH
import in EXP-C Import to CUCM cluster

CUCMY Z AR THERY—EAZBREBL XTI,

« Cisco Unified Serviceability > Tools > Control Center - Feature Services® JEIZiZIR L, £1T
LTWBFXTOH./— RTCisco CallManagert —EAZBEEBLE T,

» Cisco Unified Serviceability > Tools > Control Center - Feature ServicesDJEIZ#IRL . 1T
LTWBFXTH./—RTCisco TFTPH—EAZBRBLET,

« CLITION > Rutils service restart Cisco TomcatZfERAL T, 77 AXHADOINTOH./—R
OTomcat—EAZBEEBLET,

- utils service restart Cisco HAProxy AN > RZFEAL., CLIBATIZAZAODITNTD ./ —
R ?MCisco HAproxy b —E A ZBREE L £,

>F VT4 BRI/ 7 OF S e (CAPF)RIEAZE D EF A R E
2 F 1) #4.1:802 1B D KB

CUCM/N7 1) v < ¥ TCertificate Authority Proxy Function(CAPF)SEBRE 2 BAK L =%, E5EH
AASATRIALENhEL A,



BFEAT—RAX Y £—2(C 7802.1x Authentication: Faileds &&RRE N
12:12:36p 802.1X Authentication: Failed

12:12:57p 802.1X Authentication: Failed

12:13:33p 802.1X Authentication: Failed

12:14:11p S02.1X Authentication: Failed

12:14:48p 802.1X Authentication: Failed

12:15:32 802.1X Authentication: Failed

12:16:08 802.1X Authentication: Failed

=4

PV — )

4592 NOT Feb 17
4593 NOT Feb 17
++ EAP-Failure

4594
4595
4596
4597
4598
4599
4600
4601
4602
4603
4604
4605
4606
4607
4608
4609
4610
4611
4612
4613
4614

NOT
NOT
NOT
NOT
NOT
NOT
NOT
NOT
WRN
NOT
NOT
WRN
DEB
DEB
DEB
DEB
NOT
NOT
NOT
NOT
NOT

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

VUEE P

11:
11:

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

01:
01:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

25.
25.

25.
25.
27.
27.
.062009
27.
27.

27

27

27

27

27

27

ZXFAY—N0OBEFOV =2

041733
041826

041898
042032
061822
061950

062068
062134

.062189
27.
27.

062462
062550

.062717
27.
27.
.063069
27.
27.
.063306
27.
27.

062953
063039

063091
063121

063370
063423

.063475
27.

064074

(349-349)
(349-349)

(349-349)
(349-349)
(349-349)
(349-349)
(349-349)
(349-349)
(349-349)
(349-349)
(349-349)
(349-349)

(349-349)
(349-349)
(349-349)
(349-349)
(349-349)

AN,

PAE:
PAE:

PAE:
PAE:
PAE:
PAE:
PAE:
PAE:
PAE:
PAE:
PAE:
PAE:
(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)

PAE:
PAE:
PAE:
PAE:

JAVA-getpaeinfo:

"SSL_ERROR_WANT_READ.) ZRE 2 &7,

-Secure Connection Handshake in progress - status SSL_ER
-EV_REQUEST_REC, ST_AUTHENTICATING->ST_AUTHENTICATING

-send EAP-Resp/TLS - id 9
-authWhile timer set: 30 sec

-[0001-0] 08-cc-a7-1lc-bb-ae vid=0xfff=4095 static=0 pri=

-port=0

-cprCdpGetPort address: 8:CC:A7:1C:BB:AE Phyport=0 app
- >>>>>>>>>>>>> port obtained = 0 for mac macAddress 08:

-rcvd EAP-Failure

-EV_FAILURE, ST_AUTHENTICATING->ST_HELD
-802.1X auth FAILED

-paeInfoToInetd: PAE info sent to NETSD

JAVA-CalTling handleNetSDEvent
JAVA-Thread-11|cip.sec.Security:? - Security: Received a pr
JAVA-openQue(): que->/tmp/pae_msg_que,
JAVA-openQue(): que->/tmp/pae_rsp_que,
send pae info message paeCmd.mtype=1880, p
JAVA-getpaeinfo: recv pae info resp ret=-1, errno=No messag
PAE:

key->0x101019ab
key->0x10101c4c

-paeInfoToInetd: Netsd event NETSD_EV_PAE sent to NETSD
- PAE RE-AUTH, not sending SEC_DOWN Netsd event for CDP

-paeSetlLastSupStatus: LastSupStatus 0
-heldwhile timer set: 60 sec

-paeNetsdRcvMsg(349): PAE event: status: FAIL :

CUCMNT7 VY v HhSCAPFRIEAE# A D> O—RL, BEY—NICT7Yy7O—RLET,
802.1x%E/NA/NAL, BEZHFAL T, XY ITHEFMICLSCAHERAI AN —ILET,

Resource



SFVAL2TLSE—RTEFAVFTATO7 7 AN ZERTBEFEEACUCMIC
ZFRE NV,

CUCMNT U Y > v+ TCAPFILEAE ZBEM TR &, BFERIC "EFHIfrBREATVET
(Phone is registering)y £EXRRENET,

AL

1. HEEZIHBREECE. TLSTE—RABMBEFIVFTATOT7FAILNEENTVET

~Phone Security Profile Information

Product Type: Cisco 8845

Device Protocol: SIP

Name® Cisco BEAS - Seeure profile
Description Cisco 8845 - Secure profile

Monce Validity Time® [go0
Device Security Mode | Encrypted
Transport Type™ LTLS )

Enable Digest Authentication
TETP Encrypted Config

Enable OAuth Authentication

2. ZEHITRDEFEEICE, LSCREN M VAR —ILEIATVET,
3. CAPFALFABN BH THBD L 2L T,

Certificate List (1 - 15 of 15)

Find Certificate List where | Certificate | beging with | CARF Fird || Clear Filier -F —
Select fem of enter seanch et ~
Cartificate = e Mame/Comimon Name_Senafbambeer st Toge ;:‘;" Cistrigution [swsnd By Expdration
CAFF CAPF-00c I 7206 Identity Seif- RSA cml5 CASCD,E0m CAFF-Dbc1 7206 I0/D0/2028
Sigreed

4. CUCMNT7 Dy vicOd4> L., HVWCAPFEEERES U T I EEERTT ST Rshow
ctiZzEHLET,
50702, EF#OEXF1VF 70774k EFITICEELET,

Jyi—->3ar

CUCMTCTL7 74N ZBERL., ESFEEACAPF7 7 AN ZECHLVWCTL7 7ML ZEMBTS
KO, BERHY—ERAZHBEHLET,

AE  COFIETRY—ERAOBEFHNIVEICKED =D, TACTREEREAICZOF
IEZETITHEEHEOLET, EZSZAAS/NT S



Medium Impact.

CAPFZERICEH T2 -0 DFIE,

-

Ruestart Changa
s iaingd 1 D{ phana 1o ] E:)

SO

Install i Change
LsCin | [) | Phone profile

phone 10 SECUrs

admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/m): vy

Updating CTL file
CTL file Updated

Please reset all Encrypted and Authenticated phones for the CTL file updates to take effect.

CAPFEBEREICCTL7 7AINEEHLET., /NJUvySvncLicOF 1> L., O Rutils
ctl update CTLFileZ AL E T,

wazen | o Ml o

Change Install new Change
phond to E:} LSC in E:} Phon profile
non=secura phone 0 securg

1. CUCM/N 7' 1) v = ¥ TCisco Unified Serviceability > Tools > Control Center - Feature
ServicesDJEIZBE L, CAPFH—ERAZBREBL &7,

2. Cisco Unified Serviceability > Tools > Control Center - Network ServicesD JEIZ#IRL , E1T
LTWBIANTOH./— RTCisco Trust Verification ServiceZ BEEB L £9,

3. Cisco Unified Serviceability > Tools > Control Center - Feature ServicesD JEIZiEIRL . E1T
LTWBFXTH./— RTCisco TFTP Servicez Bi2BIL £

Rgstart Install nw Changi
uma‘:IiCTL exquined E> E:} LSC in E} Phone profile
= | SBrices phone ED Secung

« CM administration > System > Security > Phone Security Profile D JEIZIEIRL £ 9,



Sarear
Cinen Unified CM
GCisco Unified GM Group onfigured a direct dial 911
[Presance Radundancy Groups
S — p device is configured. This
DsteTima Growp ons Paging Is not configure
IBLF Presance Geoup
IResgion Indoemmaion: *
Devics Poct Administration
Dervicn Mobiy r
DHCP 4
= ull, disk 1: 110Gbytes, 8192Mbytg
EAML Single Sign-0n
{amss-Cirign Resounce Sharing
(CERS)
Loscation info » (o0 miércoles 4 de marzo de 2026 15M1.
wpp k| Ine.
Pryysical Location
SRET ures and is subject to United Slates and
with L5, and lecal laws, return this pre
Erdarpras Farsersters oh e e
crypiographic products may d &
[Entarpriss Phona Configuration
5 P munications Manager phease visit our Uy

Securty v ot

Applcaton Server I Phona Security Profia
Lesbrrkitey J 580 Trunk Securty Profie
Gaolocntion Configuraton CUMA Server Securnity Profia
‘Gaolocaton Fiker

E511 Messagaes

- REZEFRIIFVIHTSATVRIRENEFEF1VT(A7O0774)2JE-LET,

p ratre [ St 5 G g e St

[
| Wpns ety Pesile (-390 30 ]
P P Sacurty Frofie whare | Rame Fowines [y st | Omer e | | -

i
|
il

i B Sy et o 843 - Sacare g

« BRETFNAAEF 1) FT 14FE—R%ENon SecurelZZE L, Save and Apply Config%i&iR
LT, COEEEZXEZRINTOERFICEALET,



Phone Sacurity Profile Configuration

B

Phone Security Profile Information

Lisco GR4D
SIF
Chico BE4S - non Secure prodile
Descripbion | Cisco 8245 - Sequre profile
Nenoe Validity Time® [gop
Device Security Mode | Non Seoure -
sport Type *

Enable Digest Authentioation
I TFTP Bncryoted Config
Enable QAuth Authentication

rPhana Sacurity Profila CAPF Informati

Authentication Mode® By Null Sarirg ~|
Ky Order ™ (RSA Only >
RSA Key Sioe (Bits)* (2048 v
B Key Size (Bits) < ho v

Note: These fields are related to the CAFF Information settings on the Phone Configurat

P tars usad in Phone
S1P Phone Port* (5060 |

Save | | Delete | | Copy | [ Reset | [ Appiy Config | [ Add New |

s ERULEFNAREFIVTA7A7 74\ 2 BELEFHROREICHEALET, KIC,
Save and Apply ConfigZiZRL £9,

~Protocol Specific Infermation

Packet Caplure Mode® [None )
Facket Capiure Duration [0

BLF Prisencs Group" [ Stardard Presence group

SIP Dial Rules [ Mone >

MTP Preferred Originating Codee™ 7110000

Device Security Profile™ Iicm:n BEAS - non Secure profil |

¢ [¢]|¢

Rercuting Caling Search Space | < Mone > ]
SUBSCRIBE Calling Search Space | « Nong > w
SIP Profile™® | Standard SIF Profile | view Detaits
Digest User | = None = hd
[ Media Termination Peint Reguired
[Curettenses Port
[ Require DTHF Reception
Restart Change Irestall nv Change
Upddte CTL |5 | required || phoneto LSC in Phone profile
SErvicos M-SR curg phone

ZEIBEFEROTNAAREDCAPFEREI > 3> ZFAL T, BDEZEFEMICLSCARAE
ZAVARN=ILERT,



« CAPFIE# T, Certificate OperationClInstall/Upgrade%Zi#iR L £ 9,

rCertification Authority Proxy Function (CAPF) Information
Certificate Operation® [Install/Upgrade v
Authentication Mode * [By Null String )
Authentication String

Key Order® [ RsA Only ~|
RSA Key Size (Bits)* (2048 ~|
EC Key Size (Bits)

Operation Completes By 2026 |[03 |18 |[12 | (rvvv:Mm:D0:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Additional CAPF Settings.

« Save and Apply ConfigZiZIRL £3,
« Certificate Operation Status|ZOperation completed&E R REND X TEHEEF T,

Restart Change Irestall ne Ghange
Update CTL ¢ E) |:> ED
reaquined phone o L5C in Fhone profile
fie ] { sarvices ‘ noN-sacura { phone ] 1o sacUnS

Phone Configuration® Protocol Specific Informationtz 2> 3> T, ERL ETLSZAMICL &
F1UF47O07 74N ZBRLET,

~Protocol Specific Informatio

Packet Capture Mode® [ Hene ~|
Packet Capture Duration I

BLF Presence Group*® [Stardard Prasence grous ]
SIP Dial Rules [< Mone = ¥]

MTP Preferred Originating Codec™ il 2 '
Deévice Security Profile™ Cisco H845 - Secure En;n’:rv: e
Rerouting Calling Search Space H
SUBSCRIBE Calling Search Space [< None > |

SIP Profile® | standard S1F Profile ~ | igw Datadls
Digest User [ Wone = "".I




QS;!H xmu [_'L‘:lmp_.- %mm & Aeply Config Ial}:mrlaw

—Phone Security Profile Information

Product Type: Cisco BB4S5
Device Protocel:  SIP
Mame*

| Cisco B845 - Secure profile |

Drescription | Cisco B84S - Secure profile |
MNonce Validity Time® |_5|;u;| J
Device Sacurity Mode | Encrypted ~|
Transport Type ® [T ~]

[ Enable Digest Authentication
& tere Encrypted Config
) Enable OAuth Authentication

BYEH ¥R

* https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html

* https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-
communications-manager-callmanager/217 138-regeneration-of-cucm-ca-signed-
certifica.html

* https://www.cisco.com/c/en/us/support/docs/content-networking/certificates/213295-how-to-
install-an-Isc-on-a-cisco-ip-phon.html

* https://www.cisco.com/c/en/us/td/docs/voice ip comm/expressway/config guide/X15-
2/mra/exwy b mra-deployment-guide-x152.html



https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html
https://www.cisco.com/c/ja_jp/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/ja_jp/support/docs/content-networking/certificates/213295-how-to-install-an-lsc-on-a-cisco-ip-phon.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X15-2/mra/exwy_b_mra-deployment-guide-x152.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
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