AR L —> 32 RETORADKItDERE
R

FLU &I

=4

FHRITZAR—FUB

RADKitZ7—%T O F ¥
RADKitO A VA =)L
RADKitH—F R (I —41l )
AOR=—F 1T
TINA ZADEM
DE—NI—HOHTF
RADKit Client ( TACH )
g4
SSHT7 I+ 2

GUIZOt R
HTTPZ’O%>
R— R

OJYRgE

RTMT

SOAP API

RADKit o & F
BEEEHR

FL®IC

COHORFIXPNTIE, RADKitZEY N7Y 72 FIEICOVWTHBAL, OZRL—3a e,
TRADKItDER ARKB TR O ICHERREEZRLET,

B3

ROERICEIAHMBIHERENET,

« VOSOZRL—> a2 REICET S ERR S AR
» CLI/SSHT7 7t A &1t A&

ERAITAHIAR—F B

CORFIXVNOBERIFE. ROVTRNIITEN—RIITON—TIVICETVTVET,

- Cisco Unified Communications Manager 12.53 & T*14.0



CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY RD—ITR, BANVV RICKDTREDAEMNHIEEE +TIHIEL T
<EZEW,

i

RADKit:Cisco TACI > ZT7 H KUON— KN F—IZ1—¥FNA ANDLEEBVE—-—RNT IV EAR%E
REHEITZ XTI XTI, SSHRHTTPHTTPREDTNA AEMET A o0EHO7ORNILZE
BR—-NLET,

RADKit Service : ChlEH—/NAITT, hiFI1I—FHF0EBL, TLICBEELET, H—/VEAH
5, FNAAICTOEATED1—HET7OATERHEZHHMHL £9, Radkith—E Ak,
XY RD—=TORDOTFNAARNDT IV EARAZRETIEDHIC, ThSOTF/NA RAIZELETHIHEN
HYET,

RADKit Client : ChIE 94T MMITY, I—HXY RD—TJARAOTF/NA ANOERICERE
h3PCTT,

RADKit7 —F T U F ¥

CSOne
(SR Attachments)
CX Drive
i RADKit
[ Cloud
'Y
i

5 RADKit API/
P Protocol Cust
ustomer
P / N Network
SSH "
| | REST. Equipment
" \ NETCONF y— (=]
—_—y e )
- & .d-
LF )

Support  RADKit Client + Service T

Engineer  geripts (API)

RADKit7 —* 7V F ¥

RADKitO 14 2> A =)L

AT Y 7 1 : https://radkit.cisco.com|lc#E L T, DownloadsZ 7)Y VL THS, release7 # )L
FICBHLET,



https://radkit.cisco.com/

v * Leam B Downloads

N Documentation

Cisco Remote Automation Development Kit (RADKit)

cisco RADKr.

FROM NETOPS TO DEVOPS.

RADKI is a network-wide orchestrator.
1,_\ Experience a radical new way of addressing
’ = )}/ your equipment, boost your Cisco Services,
S

“ and expand your capabilities.

INDEX OF /DOWNLOADS/

aad
ponraleass )’ 03-Mar-2023 18:10
release/ 0d=-Apr=2023 11:45

2l

1.3.9/ 11-Jan-2023 13:11
1.4.6/ 10-Mar-2023 15:05
1.4.7/ 24-Mar-2023 13:00
L.4.8/f 11-Apr-2023 16:05
1.4.9/ 11-Apr-2023 16:05

ATY7T 3 BEVDOSTATAILKUT, ELVWI7AIILZEZZ T O—-RLTLKEEL,



INDEX OF /DOWNLOADS/RELEASE/1.4.9/

ol

docs ) 04=-Ape=2023 11:45 =
cisco radkit 1.4.9% doc html.tgz 04=Apr=2023 11:43 BOOIBG3
gisco radkit 1.4.9 macos arm64 signed.pkg 11-Apr-2023 10:41 T4l42354
cisco radkit 1.4.9% macos x86 64 signed.pkg 11-Apr-2023 10:41 77265560
cisco_radkit 1.4.9 pip linux.tgz 04=Apr=2023 11:49 146189048
gisco radkit 1.4.9% pip macos.tgz 04-Apr-2023 11:49 37257192
giaco radkit 1.4.% pip win.t9z Od-Apr-2023 11:49 35365652
gisco radkit 1.4.9 winbd signed.exe O4=Apr=20231 13:18 104692424

ATYT4PCELERY—NTAAN—FZRITLET. 1AM —IILO—REL T, Radkitld
32N T 7 )r—=< 3> ( Radkit Service, Radkit Client, Radkitxy NDO—2>V—=)L)&A >
AR=ILTRRENFHYET,

RADKitH—E A ( 1—H@)
AUR=—F42T
ATY 7 1: RADKitH—E ADREZRHE TS (ZIE. Applications|IC#E L. RADKit Service® R

D2HET, IHBTERITITDE, "EET—RNART Y TENTVEH A(not yet bootstrapped) .
EVSXYE—IHFRRENET,



] RADKit Service, 1.4.9
Service status

not yet bootstrapped

Domain: PROD Service ID: None E]

Actions Logs
Configure RADKit Logging level:
Open logs dir Show logs

Exit

AT Y7 2: Configure RADKitZ VY 033 &, 757N BEHICURL
https://localhost:8081/bootstrap TR Y 7’7 ¥ TR RENE T,

« superadmin 1—HO/NAT— RZEKL. SubmitzV Uy I LET,
« COsuperadmin I—HHEENAT—RIF, Y—EANFFRBRELEFBREES D ECICERE
nE9,



||||||||- oy
CISCO RADKIt

Service
Register superadmin user

Mo superadmin user was found.
Please fill in this form to create a superadmin account,

@ A suparadmin user must be created. Please anter a strong password for this user. This
password will be requested in the future to (re)start or manage RADKIt Service.

Lsernamea PASSWORD REQUIREMENTS:

L R r A armin

= Minifmwm 1 lowercase letbar
Pazsword * = bdinimem 1 uppercase letter
= klinimem 1 number
= Minimuwm 1 symbal

Repeat Password *
= kinimem 8 characters

Submit

ATY 7 3:Submit2 V)Y U9 BE, 7 TIHIC & 2 Thttps://localhost:8081/#/connectivity/ =
DAALOIRNENET,

Connectivity > Service Enroliment® T IZ, Single Sing-On& One-Time Password®22 O FEFES =
FHYERY,


https://localhost:8081/#/connectivity/

“ 2 v A Mot Secure | Ritpseocalhost: 80818 connectivityf h o O O qll- oo o [ 'Eh' :

% Bookmarks Tochrszal Sorvese W Cloud - Bufoar e u Cigoo Infprnal WAL SO oMy B Cico Gongral H B Sithor Bookmarks

'Ciscnul.-?,-'-‘-.DKI{ S Domain: PROD Seriaknone E DISCONNECTED T o w |

Service Enrollment 3 Claud Infarmation
DORAIN: PROD
(i) This RADKIt Service needs lo be BASE URL: hitps://prod radkit-cloud, cisco, com
enmolled o becomea funciional. Plaase
select an enrollmant mathod by =
clicking cne of the buttons below. Forwarder Endpoint | Status Latency [ms]
Recommanded:

Sanghe Sign-0n

RADKIt Service ldentity Certificate

Auclvanced:

Coni-Tima Passwoind

Certificate wamings:
= Mo corfificate availabie,

End-to-end encryption (E2EE) status

EZEE I not enalblad

ATV T 4 . CECERMIDZVINGA VAV 2FERATEEXRT,



Single Sign-0n Enrollment pd

o Checking prerequisites

. Email address + 89

Provide email address for SSO login:

‘ cesavila@cisco.com

3 Connecting to the Access Senvice
4  OAuth connect

5  Waiting for 350

& Requesting service certiicate OTP

7 Requesting service certificate

ATY75: 4 —REZTTL. [Service enrolled with new identity: XXXx-XXXx-xxxx1 & KR
ThBDETFIEZETLET, RIC, Closez V)Y U 3dE, T—EAXN Connectede RRE N
£9,

@ Service enrolled with new identity: k321-0evx-594g

e g Remote Automabon Development

Cisco RADEKIt Service Domain: PROD  Serial: k331-0evx-594g [0 g CONRN




7 :RADKit ServiceZ BT BICIE. AOADTHO Y MM ETT,



« RADKitH—E AN ETEATVWBRH—NTTOFE2ERTIHEN HDHEEE.
H—/N/PCEBATZOF > 2ERT B U, RADKitH—E A
RADKIT_CLOUD_CLIENT_PROXY_URL=http://proxy.example.com:80 % #gE < & %
EONREZVBEERTIXLEN HVNET,

FINA ADIE

AT Y7 1: DeviceslicBE L. Add Devicez 2 UY O LET,


http://proxy.example.com:80

“ C A Mot Secure | kitps:localhost: 80818/ M T O O q' & = @ F » 0O G‘u :

* Bookmarks Technical Service.. & Clowd - Buscar mi... ﬂ Cisco Internal o owww.cisco.comfiel.. B3 Cisco Ganeral #» [ Other Bookmarks
i :_-__‘.. e ALTOman Development ) - 1
— f‘ Cisco RADKIt Service Domain: PROD  Serial: k331-0ewvx-594g D) E CONNECTED & -
4 Add Davice = o
0 Edit Tray *Mt =t

<} Search ?
nm Hostname or IP Address Device Type m Description | Actions

ATV 2: ROFMEREITIHBENHVET,

* Device Name
s EBIP7 RLAFLERFFRANS
s FNAARZRAT

TSI, BMATCPR—RZRETIHZENBYVET, ChiE, FNAALK>THEAENDR—
RTHY. RADKtVZA T R ST IV EATEDHEN HYWET, COHITE, EAEHDR
—NEGUIT7 72 AR D443, RTMTAH MDB8443TT,

B#&IC, FATEZEEONINZBIRLET, CcOFITE. TerminalEHTTP T,



Add New Device X

Device Name™*(as it will appear in RADKit)? Device Type*

cesavilacucm CUCM -
Management IP Address or Hostname™ 7 Jumphost Name

10.88.247.197 - Optional jumphost - -
Forwarded TCP ports 7 Description

443.8443

Q, Label search ? RBAC status: ENABLED
Available Labels - 2 of 2 (click to add Selected Labels - O (click to delete

P Available Management Protocols
@) Active (remotely manageable) | Tarminal Netconf [ Swagger (Z]HTTP SNMP

ATV 3 FEB7OMNINICELVEREZTV, Add&CloseZ22 )Y ILET,

Terminal

Connection method: B Allow connecting using obsoletefinsecure S5H algorithms

®S5H | O Telnet

L Lise S5H Tunneling when using this device as a jumphost

Usermamse Password
admin s
If Iaft blank, will be sat 1o " as dafaull .
Port [[] Enable Password 7
22

ATYT7 4 BMENETFNARAR, FNAAVANCRRIDBENF HBYVET, VE—KTD
EACHL TEMEMCTERY,



— F’JCISCOHFHDM Service Domain: PROD  Serial: k331 -Osvx-394g ) E—:‘ CONNECTED T |ﬁ'r

+ Add Device (9 w
0%y Edit Tray i =
Q. Search 2

B | Active Dewvice Narne Hostname or IP Address Device Type In tray Daescription | Actions

Romaobe - casavilaCUCM 10.88.247.187 UMENOWN Pl

Users

Showing 1 to 1 of 7 entries. | Selected: 0. Page size [ 15 [ 35 [ 60 |EEEY 250 1

3

DE—NI—YOFA

ATFY 7 1: RADKitH—EATEREENTVWABAFNSAAANDI—HTOAZHFATAICIE.
Remote UsersicBE L T, Add UsersZiBIRL £ 7,

—

g Frmatn Automation Dewelopmient - o
— P Cisco RADKIt Service Domain: PROD  Serial: k331-0evx-sodg © [ |CONNECTEDS | = - |

<+ Add User

. = . =
nm Remaining Time Full Narme Description Actions

Q. Search

Showing 0 to 0 of 0 entries. | Selected: 0. Page size [15 | 25 | 50 KO0 250 | ; 1 * »

ATY72: A—YOFHMBERELET,

« EFX—ILTRLA

« FUNR—L(FT7>32)

« A—Y&#TF7IOT14TICLET,

c TOTAR=232FBHTHHEIZA, TOIHWICTIVEAZFIIT2HEZ
NPEEELXT,

i
axX

4
<
]



Add New User X

User Email®
cesavila@cisco.com 8 | Activate this user
Full Name USER ACCESS POLICY
Cesar Avila ® Manual
Description Time slice (h/m):

& Clear form « Add & close <+ Add & continue

ATY 7 3:Add & CloseZiEIRL £ 7,

RADKit Client ( TACHl )
OJ4 >
ATYT1:954F > NPCT, Applications\C#E L. RADkit ClientZ R DTE 9,

ATY72: SSOOTAVTIOTAT UMV ARV AZERLET,

<#root>
>>>
client = sso_login("cesavil a@i sco.con')

cesavila — radkit-client — 117x32

»
@ |

Example usage:
client sso_login(
client certificate_login(
client access_token_loginl
service = client.service( ]
service = start_integrated_service()

client.grant_service_otp()

>»>» client sso_login(

ATY 7 3: 7TV TEBNICEAN NIZSSORAEREZTANET,



& (v @& prodradkit-cloud.cisco.comfauthfoauthfeode=Wwivdu.. @ & @ O M % « @ @ » 0O ﬁ; i

* Boockmarks 55 Technical Service.. @ iCloud - Buscar mi ﬂ Cisco internal 355 www.ciscocomjef.. [ Cisco General 1" B Odbher Bookmarl

F’v' Cisco RADKit Access
Do you accept this authorization request?
Ervironment: PROD

Client IP address: 128.107.241.164

Client hostname: MiA

This page means that a RADKIt instance is attempting to connect to the RADKI Cloud
with your 3530 credentials.

If you digd not initiate this request, please ok “Deny” now: IF you are certain that
this request is legitimate, chick "Accept?

If you suspect that an illegitimate session may have been granted access in the past,

click the "Log out all sessions” button below 1o immediately log out all RADKL 550 sessions
associated with your user 1D, This wiil not log out your 550 sessions in other applications,

- Log oul all sessions

£ 4 Remote Automation Develog -
ﬁ' Cisco RADKIit Access

Authentication result: Success

You may now close this window and return to your application.

If you suspect that an illegitimate session may have been granted access now or in the past,
click the button below to immediately log out all RADKIL S50 sessions associated with
your user ID. This will not log out your S50 sessions in other applications.

Log out all sessions

AT Y 7 4 : RADKit Service - Onboarding ¢ 1 —HAERL U TINESZEAL T, ¥
—ERA AR AZERLET,

Remote Automation Development
Cisco RADKIt Service Domain: PROD | Serial: k331-0evx-594g g _




<#froot>

>>>

service = client.service("k331-0evx-s94g")

»»> service client.service(

B5:16:36.349Z INFO
t/']
B5:16:37.153Z INFO
-2/websocket/']
B5:16:39.5232 INFOD
t/']
B5:16:408.333Z INFO
-3/websocket/']

| internal

| internal

| internal

| internal

]

| Connecting to
| Connection to
| Connecting to

| Connection to

forwarder
forwarder
forwarder

forwarder

[uri='wss://prod.radkit-cloud.cisco.com/forwarder-2/websocke
successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder
[uri="wss://prod.radkit-cloud.cisco.com/forwarder-3/websocke

successful [uri='wss://prod.radkit-cloud.cisco.com/forwarder

3 : serviceld, AICEBDAEEMEHDIEHTT .

ATYT 5 FTORAAEBTNA RZHELET,



<tfroot>
>>>

service.inventory

a3
»»> servic

<radkit_cl

Terminal Netconf Swagger HTTP description failed

ARYRNDARNEEFHTBICIE, update_inventory 1IN > REFERLE T,

<#froot>

>>> service. update_i nventory().wait ()

SSH7 VA

ATYT1 AR NV IVARNDSHA T O N 2EBLET,

<#root>

>>> cucm = service.inventory[' cesavilacucm]

HTTP description failed

cesavilacucm 10.88.247.197 UNKNOWN

Untouched inventory from service k331-Bevx-s94g.
22>
23> cucm service.inventoryl ]

ATY 7 2 :interactive AN RZEFEHAL TSSHEY > a > #@KBLET,

<tfroot>

>>> cucminteractive()



22>

»»> cucm.interactive()

85:35:23.882Z INFO | internal | starting interactive session (will be closed when detached)

85:365:24.766Z INFO | internal | Session log initialized [filepath='/Users/cesavila/.radkit/session_logs/client/282384
-cesavilacucm.log']

Attaching to
Type: MM to detach.
2@l for other shortcuts.

When using nested SSH sessions, add an extra BNl per level of nesting.

Command Line Interface is starting up, please wait
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) Silver 4114 CPU @ 2.286Hz
Disk 1: 288GB, Partitions aligned
4896 Mbytes RAM
WARNING: DNS unreachable
WARNING: Ungraceful shutdown detected - A rebuild of this node is highly recommended
to ensure no negative impact(such as configuration or file system corruption). For
rebuild instructions, see the installation guide.

ATYT73: 21T, FNAARAZERICEETEDRSICRYEL,




= .
xz=

s I-YRI|TEHBZTOIRE,. BCAOOEFRLCEELTLSEE,
s FT—RPREY—IIELTHERTIXEN HD,

s Y —OFABLICEEZTOLBEVTILEEZL,

s INTOBERET—A/—HMIREELFET,

GUI77tA
- HTTPZO*

ATY T 1 HTTPOL T2 ¥ LA TINA ABREDORADKitH —ERIZEMENhTVWD L %2
BLET,

ATY7 2:Radkit7 ZA T NTHTTPZ OF > ZRBL, Z7OFANOEKICEATZO—7H
IR—RZERLET,

<{froot>

>>> http_proxy = client.start_http_proxy(4001)

P
»»> http_proxy = client.start_http_proxy(4001)

22:24:19.9817 WARMI | HTTP proxy is NOT PROTECTED by username/password
»»»

ATFY T 3: Web7ZIHH S, https://localhost: 4001 [CFBEIL . EHEDH—EAZIBIRLE
9,

&« C M ® localhost:4001

W Bookmarks # Technical Services... ® iCloud - Buscar mi... Cisco Internal www.cisco.comyfc)... [0 Cisco General 3 BUFF [3 Dedicated Instance

RADKIt Client Proxy

Services

Choose any of the following services:

1. r7nz-6n40-x3su
2. ckt7-tvbc-uale

ATV 7 4: ELWFNAAOWebR=ZJICBEAT>32%20)YILT, TOTFNAAD
WebR—JICEHEL KT,


https://localhost:4001

) @ localhost: 400 service/rTnz-6nd0-x3su
# Technical Services.. § iCloud - Busecar mi.., Cisco Internal

www.ciseo.comfel.. [ Cisco General [ BUFF [ Dedicated Instance [ WxCCaling [ Welee [

RADKIt Client Proxy

Service ID: r7/7nz-6n40-x3su

Device name  TCP port forwards Supports HTTP Reset Session
axprassway-c  443;8443 & Go to web page Resat
expressway-e 4438443 &~ Go to web page Reset |
2 i ~
cucmhg 443;8443 & Go to web page L Reset ,'
[ & Go back

7:RADKit ClientTHIH THTTP7OF > Z_RET BB S, T/V1 ADWebR— 25
<HINCETNA ADResetA T > 32V )YV IF2LZHEHLET,



ATV 5: WebR—IARRENET,
C m @ Not Secure  hitps:[fexpressway-e.r7nz-6n40-x3su.http.proxyfoverview
% Bookmarks / Technical Services... % iCloud - Buscar mi... Cisco Internal it www.cisco.com/fe/... [ Cisco General [ BUFF

atfean]n
CISCO Cisco Expressway-E

Status » System » Configuration » Applications » Users » Maintenance »
Overview
Selected modes Generic - Do you want to Run service setup?
System name expwy-e-03
Up time 23 days 4 hours 46 minutes 24 seconds
Software version xX12.7.1
IPv4 address LAN 1: 192.168.15.8 LAN 2: 10.1.15.8
Options 51 Rich Media Sessions, 0 Room Systems, 0 Desktop Systems, 1800 TURN Relays, Traversal Server, Emcrypti
Registered calls Current video 0
Current audio (SIP) 0
Peak video 0
Peak audio (SIP) 0

« R— R

ATV T 1 FINAACEREENTVWBTCPEIAR— N ZHELE T,

<#root>

>>> cucm forwarded_tcp_ports

»>»>» cucm.forwarded_tcp_ports

=»» ]

AFY72: O—ALR—REFNAADRER— NI YEDTTHESCRELET. FN
L ADGUICT Y ERT Bk, O—HLKR—NEEATIXEN SV ET,

<{froot>

>>> cucm forward_tcp_port (| ocal _port=8443, destination_port=443)



>3
»3> cucm. forward_tep_port(l:
[RUNNING]

status RUNNING
sarial Neme
device_name cesavilacucm
local_port 12443
destination_port 443

#active
fifailed
#closed
#total
bytes up
bytes down
exception

ATFY ) 3: 7o5OY%ERE., FE2:https://localhost:8443 TR EL mAR—NOURLZA DL ET

o

T, FNAADGUICT I EATEDRSICHKRNET,

© Not Secure  hBttps:/localhost: 8443

lll'lllll
CISCO

Installed Applications

« Cisco Unified Communications Manager

« Cisco Unified Communications Self Care Portal
+ Cisco Prime License Manager

« Cisco Unified Reporting

+ Cisco Unified Serviceability

Platform Applications

» Disaster Recovery System
+« Cisco Unified Communications O3S Administration


https://localhost:5500

EBRBOGUILTIERATRER. OJI2TBLODILTFUI v LHFBETT, L
EAT, I—HRBT VL AACEABMYEAI—HTAIY NEERT B EEHE
HLETF.

OJUREe

* RTMT
ATYT 1 FNAACREE NETCPERR— NMIR—N8443/ U AR EN TN D Z & £
L&Y,

<tfroot>

>>> cucm forwarded_tcp_ports



»»» cucm. forwarded_tcp_ports
s3> ]

ATY7 2 O—AINR—BNEBUR—IB443EREL . R—N8443ET/NA ADIER— K &
LTIXYEYILET,

<ffroot>

>>> cucm forward_tcp_port (| ocal _port=8443, destination_port=8443)

»>»>» cucm. forward_tcp_port(
[RUNNING] <radkit_client.sync.port_forwarding

status RUNNIMNG
serial None
device_name cesavilacucm
local_port B443
destination_port 8443
#active

#failed

#closed

#total

bytes up

bytes down

exception Mone

ATY 7 3:RTMTZBME, RANPF7 RLAIL127.001EANTRE, BBMHIZR— N84437°
ERENhET,

Real-Time Monitoring Tool Login -

Host IP Address: |127.0.0.1

Ok | Cancel Certificates

ATY7 4 ELWILFVOvITOJALET,



Authentication Required

A username and password are being requested by hitpsi1127.0.0.1:8443

User Hame: admin

Password: Y .

Ok Cancel

ATY 7 5: RIMTARTRENET,

- Cisco Unified Real Time Manitoring Tool (Cumently Logged into 127.0.0.1) | = o S
Real Time Mmrtnrlng Tool
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Cisco Unifeed Real Time Monitoring Tool (Currestly Logged into: lacalbost)

L L
Eile Fystem Voboe/Vides AsalysisManager I and Presende Edin Window Application  Help

FReal Time Monitoring Tool Fertems tied Conmniaions Boion
i g System Summary E
CPU Usage

System
[Srilem Serserlify

BB srateen Summary
5 reer

Winmual Memary Usage Comman Partition Usage

, CPU and s mary

Froceid
Dk Uage
ui:m-cal Services
Peifiomance P D FIAA3E  BRARGE  FiRa FUANRE  FUARES A
Perfermanie
Hoats 161 A LR Vipkoa" a1 0 43 48 ICUCHE VimaViden) 1001 KA T FEUCK I g Priai)
Performance Log Wiewer
T
Mgy Contral Alart Higtory
E— Tiene 5tamp Noda Algrt B Sewerity S o) D scrigi Griong |
Ty Lo LA 09-16:41 PM O... 10.1.42... Criticalervice Dovwn Crithcal Service cperational status b DOWN_. System -
.:Fl:{h SR Q91710 PM G 30,042, CriticaBe rvice Down Cuitical Service cperabonal stahs b DO, Spitem (B
"ﬂ At Q91740 PEG,,, §0.1.42... CriticaBereide Down Critical Service operational stabe B DOWNL., Spitem =
£ Srilog Viewes 001810 PeG,,, 30,0,42,,. Criticaliereon Diwn Critigal Service cperational stalud b DOWN.., Syitem
t""'—T 09:18:11 PM0,,. 10,0,42... LegPanitioalewiiatertl , Critical UsedDiskSpace : 90 MesiagsSning.,. Syibem
!"F"""’d v 09:18-41 PMO... 10.0.4F. . Criticalersce Down Critical Service operatonal st b DOWHL. System
KLog Yirwer 09:19:-11 PMIO... 10.1.43... Critica e retce Doven Critical Service operatonal s & DOWH_. Syaem
O9:19-41 PMD.. 10.0.42... Criticalbersice Down Critical Service cperational stabus i DOWNL.. System
Vol ' QO-20:1L PM G, D0.1.42... CriticaBe rvice Down Critical Service cperabional stabs B DOWML., Syitem
J Q904 PEG,,, §10.1.42... CriticaBereice Down Critical Service operational stabe B DOWNL., Syibem
| AnalysisMa I OFFL:1E PR, 10,0,42,,. Crithca e ree Diram Critical Service opnaBonal Statud B DOWNL,, Syitim
¥ 2 O ZFl-&) PRI, 10,0 47, Critha e reid s Dirati Critical Service o tonal i B DOWNL., Sy |
1M and Presemce succmnnfuly palod dati rom Benver side nrwing
[ Syatem Summary &

FI)E 7 : Nodes® LKTAddZE D) Y I L. localhostd KV EEE NETCPAR—NEZFERAL TEME

ha7INA ADFMEZ

RELET,






l". Add Node 1
Node Type*® CUCM VoiceNideo v
IP/Host Name* 127.0.0.1 |

*  Transport Protocol® HTTPS bl
Port Number* 8443 |
User Name* admin |
Password® TIIITIL |
Confirm Password* ssssssse |
Description |
Associated Call Record Repositories - |

, Associated Trace File Repositories — |
Associated Group vl AlINodes
~ Advanced...

* Required Fields
Save Cancel |

n &

ATY 7 8: EEO X 1—"TAnalysis ManagerZ 2 ') Y 2 L T, PreferencesZi&RL £,

[ (] Cisco Unified Real Time Monitoring Tool (Currently Logged into: lecalhost)

Eile System Euir_eﬂﬁd!n|gnln.lshl“u“| IM and Presence Edit Window Application Help

" W W ]
Real Time Monitoringlkisssid

Tools ]
ministration ¥ Aaces Now Z1:53:27 & e

| Preferences lnary:

ed Communications Solutiens

System

AT Y 7 9 : Trace CollectionlC#& L, Correct folder to download the logsZi&IRL £ 9,
Savez V1YL, Closez V)Y ILET,



ATY710: "TRL—ADRE, CBBLET,



20® Cisco Unified Real Time Monitoring Tool :hrrﬂﬂuL-uﬂmdimhcﬂhﬂlt]
File System Yoice/Video AnalysisManager 1M and Presence Edit Windew Application Help

System |4 [ Collect Traces Wow. 21:53:15

| Status Summany:

Erveniony

t Modes

iy Node Groups

Call Record Repositorkes o

Trace File Repositonies Status Details:

Trace Templutes
Toals

Sl Analyze Call Path :
;
B schedule Trace Collection
m Schedude Trace Settings
and Collection :
BED set Trace Levels
B view confiquration
Adeninistration

Impart

Job 5@
Upload Files

1M and Presence |

Aban

S|

ATY T MAT a2 NodeZiBIRL, AT Y T7TTEML EF/N14 A%iEIRL T, CustomizeZ

JUYOLET,



ATY T 1R2FNA AN SRETHOTZERL, OKEIUYILET,




Cisco Audio Translator Ap;'-
Cisco Audit Event Service

o o o

ATFY T 13R%EIC. RETHOY DOStart Time&EEnd TimeZiBIRL T, OKZOVUYHOLET,
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a0 e

Cisco Unified Real Time Meonitoring Tool (Currently Logged into: localhost)

File Systern Voice/Video AnalysisManager IM and Presence Edit Window Application Help

Real Time Munituﬁng Too| ForCses Unified Communicatians Soklians

System
Volce/Video

AnalysisManager

6 Node Groups

@ Call Record Repositories
Trace File Repositories
Trace Templates

Tools

A Anatyze Call Path

m Callect Traces Mow

ﬂ Schedule Trace Collection

m Schedule Trace Settings
and Collection

B ser Trace Levels
E View Configuration
ladministration

Impart

Job Status
Upload Files

IM and Presence

) systorm Swomsary| [ I

+ SOAP API

1 [] Collect Traces Now_21:53:27

Status Summary:

Collecting traces from 1 nodes.
Downdoad bocation is 'fUsers/cesavila/Download s/ 202 3-04-27_21-59-30/".

127.0.0.1: 3 files (796,97 Kbytes) downloaded,
Callection completed: 3 files (796.97 Kbytes) downloaded successfully fram 1 nodes.

-

Status Details:

Thu Apr 27 21:59:34 CDT 2023 127.0.0.1; gening list of files to download,
Thu Apr 27 21:59:40 COT 2023 127.0.0.1; geting list of files swoeessful,

3 files (F96.97 Kbytes) will be downloaded.

Thu Apr 27 21:59:40 COT 2023 Downloading “S50L001_100_000110.ta.gz” from "127.0.0.1' to
"fUsers/cesavila /Downloads (2023 -04-27_21-59-30/127.0.0,1 fem/trace fccm/sdl,

Thu Apr 27 21:59:42 CDT 2023 Download of 'SOLO01_100_000110.x.g92' from '127.0.0.1" succeeded.
Thu spr 27 21:59:42 COT 2023 Downloading "S00L001_100_000111.mt.gz” from "127.0.0.1' 1o
'fUsers/cesavila [Downloads (2023 -04-27_21-59-30/127.0.0.1fcm/trace foom//sdl.

Thu Apr 27 21:59:44 COT 2023 Download of 'SDLOO1_100_00011 1.9z’ from "127.0.0.1" succeeded.
Thu Apr 27 21:59:44 CDT 2023 Downloading "SDLOD1_100_000112,wt.gze” from "127.0.0.1° 1o
'fUsers/cesavila [ Download s (2023 -04-27_21-59-30/127.0.0.1 fem/rrace /oo sdll,

Thu Apr 27 21:59:46 CDT 2023 Download of 'SOLO01_100_000112 mxr.gzo' from "127.0.0.1° succeaded.

SOAP APIlE, BECUCMTHR—KRENTVWET, /. CMS, Expressway, CVPBEETE
SwaggerHHR—KhENTVET,

ATYZ 1 HTTIPOLFU 2 ¥ LA FINA AREDRADKItY —ERICEME A TWS C &2/

mlLET,

AT Y7 2: RADKitY 54 7> NTHTTP PostdY Y REEFL, UY—A/NAR, EROAL,
PBEENTA—REAY R —EIEELET,

cuem.http.post(

. headers

. tontent

{ : f : ¥,

pPOStProcessors [




S ARARNZORY S A7S 3> Tocucm-extracty . OTFZ 7 7AIICRETEZ L&D
ICHTTPISBAY A —ZHIRT D EHICERAEhET,

service_id ckt7-twéc-uale

device_name cucmsiteb

method POST

uEl flegeollectionservice2/services/LogCollectionPortTypeService

status_code 208 0K

content \xB3\xdaeX[\x8f\xdaF Gixe2?\x9c\xbeX\x95\xB1\xcl1\ k17BN \xa9 \ xea\klaH \xac, \xeB\xae\xod\ x Fé\xas xdé \ xlakxdb\ x83
b b1l Deg X ] L s o

ATYVT 3 ABRET7AINCRELT, SL=RAT7 74N ZO—AIPCIZRIFLET,

<tfroot>

>>> content = r.content



>>> with open(' SDL0O02_100_000819.txt.gz', 'wb') as file:
file.wite(content)

RADKit® £ A 1

BARRENTVWDESIZ, RADKitIEWebExZ AT (C. OZRL—arH—NEgEDxRY
hU—O?N41«®t#17&§ﬁEh1bivochu‘%ga?ﬂ4z«®#>?7>H
TOEAZRBETEHET, FT—RPNEICHITHIREBO—H2FHENITHEZENELTVE
9,

BICATZRL—2320FACOVWTET E, RADKItIIRE, ADKRS B ERETXLEEAICKE
ICRIBEET,

« DBLZ'U—> 3> 0,
- SIRRENDHBHLEFIE,
« DATLDOANLAFIVY,
« GUI/CLIT MR EMREL
« Webf B2 —7I4AZHLEOJUE (CER, Expressway, CIMCK& &)
« EEJS—KNJIq LoCLIENLETFNYSIOY

B 1E R

+ RADKIitX 1 > R—=>’https://radkit.cisco.com/
o HEZPRADKIitY 7R— N R —< hitps://community.cisco.com/t5/radkit-discussions/bd-p/disc-
radkit
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