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2 - Phone Service
Type Risk Trust List Impact Reatast Hastast
. —_— . _ Web services, SSO, EM/EMCC T . —_—
Login
DRF
IPSec . - DRS, Ipsec Tunnels None Master/Local
CAPF OTL + ITL LSC must l:;e updated, secure All CAPF
eatures
Callmanager CTL + ITL Reglstration, TCI:__ril'SSUE!S, e All CM,CTI,TFTP
VS ITL Verification of TLs, (?FG files, https VS
connection
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AT Y 71 : Publisher > Operating System (0S) Administrationle. 127 4 > U, Security > Certificate Management > Generate
sdf-signed D JEIZIEIR L £ 7,



AT Y 7 2 : Certificate Purpose: tomcat > Distribution: Multi-Server SAND JEIZIEIR L EF T, SANRAXAEHR
XA ICBBALENS

Generate New Self-signed Certificate

~Status
Generating a new certificate will overwrite any existing certificate information. When generating Call Manager, CAPF, or TVS, all devices
will be resat automatically.
- Generate Self-signed
Certificate Purpose®* [ tomeat |
Distribution® [ Multi-server(SAN) v
Commaon Name* 14pub,
Subject Alternate Names (SANs)
Auto-populated Domains 1dpub.
14sub.
Key Type"* RSA
Kty Length® | 208 ~
Hash Algerithm* | sHAaZSE |
validity Period (in years)™ [5 |

[Generale ] Close ]
@ *- indicates required item.

@ **when the Certificate Purpose ending with *-ECDSA" Is selected, the certificate/key type Is Elliptic Curve (EC). Otherwise, it is RSA,

B2 2% 7 /L FSAN TomcatiE B E O 4 & B H

AT Y7 3: Generate’ 7 ') Y 7 L T, Certificate upload operation successiul X ¥ £— D FICTANTOH /— R
FRRENTVWDR L ZBERLET, [Close] 20 Y ILET,

Generate New Self-signed Certiflcate

Status

@[Ceﬂiﬁcm:e uplaad operation suecessful for the nedes 14sub.  Lapub. -1

Restart Cisco Tomcat Service for the nodes 14sub. Slapub. o using the CLI “utils service restart Cisco Tomcat®. Restart
the Cisco DRF Master and Cisco DRF Local services on the publisher node. Restart ONLY the Cisoo DRF Local service on the subscriber node(s).

@ If SAML S50 is enabled, please disable and re-enable it. Also re-provision the SP metadata on the 1DR

B 28T/ FSAN TomcatER DI X Y £—

ATY 7 4 tomcath—EAZBEBL, V7FAXOINTOHO/—RICH/LTCLIEZY>a>zHE
é\ utils service restart Cisco Tomeat_ < ~/ I\Ei‘ﬁ'bi?o

AT Y 7 5 : Publisher > Cisco Unified Serviceability > Tools > Control Center - Network Services® JIE(Zi23R L . Cisco DRF
Master Service& Cisco DRF Local Service’® E&ﬁ@ L& 9,



FIE 6 : B subscriber > Cisco Unified Serviceability > Tools> Control Center - Network Servicesb— 2 8) L . Cisco DRF Local

ServiceZ EEE LE 9,
CABENE

AT Y 71 : Publisher > Operating System (0S) Administrationl—. [1%7 4 >/ U, Security > Certificate Management > Generate
csRDIEISERL £,

AT Y 7" 2 : Certificate Purpose: tomcat > Distribution: Multi-Server SAND JEIZIEIR L E T, SANRX A EFE R
XAVICEBADE NS

Generate Certificate Signing Request

fi'_l:‘ Generate [T} Close

- Status

!5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

~Generate Certificate Signing Request

Certificate Purpose** | tomeat |
Distribution * [Multi-server(SAN) ~]
Common Name* |14pub-ms. ]

Include OU in €S5R [J
Subject Alternate Names (SANSs)
Auto-populated Domains | 440,

14s5ub.

Parent Domain o ]
Other Domalns Choose File | Mo file chosen
Please import . TXT file only.

| | |4 Add
Key Type*™ RSA
Key Length* (2048 v
Hash Algorithm * [sHAZ56 ~|

[ Generate ] [ Close ]

@ *. indicates required item.

**when the Certificate Purpose ending with "-ECDSA' Is selected, the certificate/key type Is Elliptic Curve (EC). Otherwise, it
5 RSA.
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ATV 7 3 Generaek 7)Y O LT, TNTD./— RACSR export operation successtul X ¥ £— D T IC K
RENTWAHEZHBLET, [Close] 20Uy I LET,

Generate Certificate Signing Request

(81, Generate [T Ciose

Status

@ Success: Certificate Signing Request Generated

@ CSR export operation successful on the nodesl[l%ub. . 14pub. ],]

Y JLFSAN CSR TomcatDEFKII X Y £—

AT Y 7 4 : Download CSR > Certificate Purpose: tomcat > Download D JEIZ 2 V) Y O UE T,

Download Certificate Signing Request
@L Download CSR [T Close

—Status

:5 Certificate names not listed below do not have a corresponding CSR

- Download Certificate Signing Request

Certificate Purpose™® [ tomcat v

| Download CSR | | Close |

@ *. indicates required item.

Tomcat CSRMA > O— REH
ATYT5: BENDEHICCSRZECAICEELE T,

?]“E 6 : CA'fEiE?’I—\/’ET b4 7°|:|— RT3 (2. Certificate Management > Upload certificate > Certificate Purpose:
tomeat-trus D JEICBEL X T, EAZEOHAZEREL. NZFARNFI—2T77M4IILESRLET,

FIE7: CABRIZIHEZT Y 7O—RL., Cerificate Management > Upload certificate > Certificate Purpose:
tomca D JEICBEIL E T, SEAEOHRAZREL . CABRNEHMAETE T/ 7ML ZSRBLET,

ATY 7 8 tomcath—ERAZHBEEHL, JFAZOINTO/—RICHLTCLIEY> 3> %6
& . tilsservicerestart CiscoTomeat 1 ¥ o R&EEITLE T,

AT Y 7 9 : Publisher > Cisco Unified Serviceability > Tools> Control Center - Network ServicesD JIE(Z 23R L . Cisco DRF
Master Service& Cisco DRF Local Service’® E#ﬁ@ LET,



AT Y 7 10 : £ Subscriber > Cisco Unified Serviceability > Tools > Control Center - Network Servicesle 58 L . Cisco DRF

Local Service’® E@E LF 9,

) Medium Impact.
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BEDOCallManagersI B ENBERNEHICH—EAZBEHITIHEN HVET,
Regenerate Certificates In Unified Communications ManagerF I Y 2Ry O A& F>IZL
x£9,

ATFY T 1:CUCM/NT )Y v CHBEIL . CiscoUnified OS Administration > Security > Certificate Management lC 15
BLET,

AT Y 7T 2 : ReuseCertificae® 7 1Y IV LET,
AT Y7 3 : chooseTomcat type ROAY Z7H I ARND S, tomeaZiBIRL £,

AT Y 7 4 : Replace Certificate for the following purpose’ 4 > T, CalManager F LY VRY D AICF I Y I —
VERTET,

Use Tomcat Certificate For Other Services
. Finish [ﬁ Close

r Status

y. !'_\I Tomcat-ECDSA Certificate is Not Multi-Server Certificate

® Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type®* | tomeat v

— Replace Certificate for the following purpose

CallManager
CallManager-ECDSA

| Finish || Close |



https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId-300889291

Reuse Tomcat Certificate for Other Services|® [H

~
i BIBAE R A 7 L TTomeatZ &R L =55, CaIIManager/J‘“Eé]’ﬁ"ei)ﬂL:ﬁ?«‘bt:
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AT Y 7 5: CallManageriE i & Z Tomcat¥ L FSANGEBAE CBEMA B (CE, FnisnE VY U
LET,

’Fimn [ﬂcm

Status

@ Certificate Successful Provisioned for the nodes 14sub. ,l4pub.

@ Restart Cisco HAProxy Service for the generated certificates to become active.

@ If the custer is in Mixed-Mode, please regenerate the CTL file and ensure end points download the updated CTL File.

TomcatiEFHE N BFEAKIX Y £—2

FIE 6 : Cisco HAProxy b —EAZBEBL, V97AXDIXNTO/—RADCLIEZY> 3> ZH
&, utilsservice restart CiscoHAProxy 1N~ RZETL X T,

S

E I UOTAZNBEETE—RTHIHNESH ZHIMTT S IZIE. Cisco Unified CM Administration >
System > Enterprise Parameters > Cluster Security Mode(0 == Non-Secure; 1 == Mixed Mode)lc BB L £

o

FIE7: VSAZNBEE—ROFE, NTVYI ¥ /—RADOCLIEY> IV ERE., uisal
update CTLFile AN > RZRITL T, V9TARZXOINTOEFE EZ )Y ML, CTLZ7AMILOEH
ZEAMIILET,

A

ATY 7 1:CUCMNT VY ¥ IZBEIL TA S, CisoUnified OS Administration > Security > Certificate
Managementi BEIL £ T,

AT Y 7" 2 : Find Certificate List where: Usage > beginswith: identity © 7 1 LX) T L., Find2 U Y O LET,

AT Y 7 3 : CallManageriE Bl & & TomcatzEBH & (& [& L common Name_Serial NumberfB T D 2 HEHN B
VET,



alal.  Cisco Unified Operating System Administration Nawigation (AR
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Show = Sofings v Secury v Softwaro Upgrades =  Senvices v  Holp =

admin  About  Logout

| @ & records found |
| Certificate List (1 -8 of 8) Rows per Page 50 | ]
Find Certificate List where |Usage | begins with | identity Find || Ciear Filter ]| #|[=]
| Select tem or enter search text |

Cartificate * e /Common Name_S: Usage Type ey Type Datriduton Issued By Expiration Description
I EHE 14pub A5cdiB41427 45303 feac oS clafiid I ldentity Self-signed RSA 1dpub.cucm.collab,mx Reusing tomeat for Cal g
c CDSA  dpub-EC, 562 32ble30d2996d ScE0E LaBh7e ST I Identity Self-signed  EC L4pub.cucm.collab.mx  14pub-EC.cucm.callab.mx F-sig 3 by system
cape PE- dentity Selfsigned  RSA 14pub.cucm,collab.mx  CAPF-02a10666 12/20/2027  Self-signed cortificate gencrated by system
ipsec Ldpube, Sl44gtSCE ol IS S 20N Po044 Identity Self-signed RSA 14pub.cucm.collab.mx  1dpub-cucm.collab,mx F-sig 3 by system

fleco TLRECOVERY Idpub. 7270256ca30929d59ca5begI0720cH5:  Identity Self-signed RSA 14pub.cucm.collab.mx  [TLRECOVERY_ 14pub.cucm.collsb.mx D5, f-5ig by system

1dpub, A5cdIBA142748 35 eacobrIS Ll ldentity Self-signed RSA 1dpub.cuem.collab.mx self-signed for tomeat

tomcat-ECOSA 1dmab-EC Eealf2feaiatel B 3cdiE2oada08044 ldentity Self-signed EC 1dpub.cucm.collab.mx  14pub-EC.cucm.collab.max $ig by system
T™vE 1dgab, 28022 dEebBRRECALNELI R ) 26048 ldentity  Self-signed  RSA 1dpub.cucm.collab.mx  14pub_cucm.collab.mx f-sig g by system

Generate Self-signed || Upload Certificate/Certificate chain || Generate C5R || Reuse Certificate
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https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cucm/security/14SU2/cucm_b_security-guide-14su2/cucm_m_certificates.html
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