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CORFIAXRNTIEF, cFXTEFLEO-)IL70—&E/N—2 32 DCisco 0SB LKVIOS-XEFF )L
—RICBTBRTPY —ARIEEOHEIC OVWTHBELET,

BIRRA
4

ROERICETDHBAN BB ENHRENET,

Iﬁ

- IOSELTIOS-XEV 7 RKIIT

- H.323

- Session Initiation Protocol ( SIP )

- Media Gateway Control Protocol ( MGCP )

- Skinny Call Control Protocol ( SCCP )

- Real-Time Transport Protocol ( RTP; U724 AEREZ7'ONIIL)

ERAFHIAVR—FT b
CORFIXVNOBRE. KOVYTRIITFEN—RIITON-IIVEETVTLET,

- ISRG2)L—%(ISR2900, ISR3900)



. ISRG3J)L— % ( ISR44008 & T¥ISR4300 )
. ASRJL—% ( ASR1001-X., ASR1002-X, ASR1004, ASR1006, ASR1006-X, RP2# & T
ESP40# 5, )
CORFIXNOBERE, BEOTRBREILCLHZDTFNAAILEITVTEREhELE, COR
FAXKRNTERIZITNTOT/NA AR, A (F7 2N ) REOREHLSEEBLTVET
o ABBEFNOZRY RD—U TR, FBOTXRICE>TRIDTHREMNI HIHELETHRERLTL
ZEV,

BRELA

CORFIXNERBARISERATSICIE. VoIPRY ND—2&VoIlPY S+ 570830
HEAXEBBIBZDENEETT,

RTPY —ARALERE & U E A

RTPY —AKELE:, CiscoBFEIL—RICHEEThI-HEET, ERTERLVERBRIPRZ 71V 0%
RETEXRY,

COMEDEBZBNR. FNAADEF1VFT14LARILZEELKL, VoIPERY ND—9T0O
CrossTalkDEEZEETSH & TT,

IOSEFEIL—2 T, COBEOEENERY) ., IOSXEEFIL—XTR12OAT>IAHV)
£9,

IOSB K VIOS-XETIE, COMEEICKY), FEEIL—FEFTHEBIPT RLAXLERFR—MDYSOE
ERTPRZ 74 v 0% ROYTULET, 2FY, TFVT%#NLTERIII—hEhih-
FIPZRLAEFERFR—BMASONTY ME, BEFEII—ZRICL>TROYTENET,

CDHENIOSE L TIOS-XETEHET B FERK. =207 —F7TUVF ¥ 1— RADEBARH
ICR 2 TETERBYNET, ROEIVZIVTR, chsO>FUFCOVTHALET,

IOSEEIIL—2TORTPY —ARKEE
IOSIClE, COEEN2DDELBZBENHYVET,

1246 TTEATNEY—RT7 4 )LR
- Voice RTP Source-Filter:15.5(3)M9, 15.6(3)M6LAEMO/N— 3> TEBAEThEL 1=,

AE X0 tEU>a>THEAT D F ) FECisco Unified Communications
Manager(CUCM)REZF(MoH)ICBIT2ENTT A, ORR TR, BN FHLchTWD
BRY), ARUEMENARTPO ROYZZRNUH—LET,

V—AT71)LA&

COeEE., SIPO—)IL70—TOAKERATEET,

REETNTVWRHE, - 7O0-THEAEThBZZITFUTHN, RTPOREEFERTHBIPT RL
AER—KEZRDZI-MLBASEHE, BEL—RBEThSONTY NERELET,



U—ARATRE, Y—AIP7 RLA, REV=A: R—KAIFIYIEIRET,

dA>74FaL—>3>

voi ce service voip
sip
source filter

BiEL i

CUCMA" =L ZREIZL, F7 A NTCUCMN' ST+ T 72 BLUTHR— 40002 T R/SZR
A1ALT, H—ER/NZ X—2Z D[Duplex Streaming Enabled]#f[Clusterwide Parameters]® T {C
HHNDT, ZERICRTPEANI—Z2IJULET RBEF7FILNTEMIBE>TVET,

Clusterwide Parameters (Service)

Default Network Hold MOH Audic Source 1D * 1
Default User Hold MOH Audio Source 1D * 1
[mplex Streaming_Enabled *I a

Debug CCSIP Messagesid. RTPA'CUCM-IP-Address& 7/R— 40000 SEIELEC & IL—A
(38 A ¥ % Session Description Protocol(SDP)ZffA L TE{E L /=SIP ACKX Y —2 @ FFE )L —
RATICRRLET,

/1= 1] xxxxxxxxxxxx/ S| P/ Msg/ ccsi pDi spl ayMsg:

Received:

ACK sip: 6002@vout er - | P- Addr ess: 5060 SIP/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; br anch=z9hG4bK4a424f ed85

From <si p: 65002@CUCM | P- Addr ess>; t ag=4091~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404063
To: <sip: 6002@Rout er - | P- Addr ess>; t ag=2FF652- 51D

Date: Thu, 18 Apr 2019 19:59:50 GJI

Cal |l -1 D: 3EDDD9E4- 614B11E9- 800D9CAB- C5465DB2@Rout er - | P- Addr ess

User - Agent: Ci sco-CUCML2.0

Max- Forwar ds: 70

CSeq: 102 ACK

Al ow Events: presence

Session-1D: 4978aa3900105000a000006chcbcf da2; r enot e=836b14b48c77bf e681c0780c54ab4091
Cont ent - Type: application/sdp

Content -Length: 191

v=0

0=Ci scoSystensCCM SI P 4091 3 I N | P4 CUCM | P- Addr ess
s=SI P Call

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/ AVP 0O

a=X-cisco-media:umoh

a=ptine: 20

a=rt pmap: 0 PCMJ/ 8000

a=sendonly

Show Call Active Voice Briefld, RTPA"CUCM-IP-Address& 7R— 4000 SEE T2 & FEh
BLYITTRXOEMZERRLUERA. RTPRBIOR—KIHPSZEFL, BEEIL—XTRAOAYVITTT

o

11EC : 3 3143250ms.1 (14:59:02.516 CDT Thu Apr 18 2019) +1960 pid: 0 Answer 6002 active
dur 00:47:29 tx:2330/391440 rx: 64875/ 10380000 dscp: 0 nmedi a: 0 audi o tos: 0xO vi deo tos: 0x0



Tele 0/0/0:23 (3) [0/0/0.23] tx:2803960/1263780/0mnms g711lul aw noi se:-65 acom3 i/0:-60/-64 dBm

11EC : 4 3143250ns. 2 (14:59:02.516 CDT Thu Apr 18 2019) +1950 pid:1 Oiginate 65002 connected
dur 00:47:29 tx:1686/269760 rx:2330/372800 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0
IP CUCM-IP-Address:4000 SRTP: off rtt:1nms pl:46150/0ms | ost:0/0/0 del ay: 55/55/65ns g711lul aw
Text Rel ay: off Transcoded: No ICE Of
nmedi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

Show VoIP RTP ConnectionsTld. RmtRTP(£4000, RemotelPlkCUCM-IP-Address& R Rx&E 1
x99,

L—2E. RTPAZTOREUEETLASKD EZHEFLERT,

show voip rtp connections
Vol P RTP Port Usage | nfornation:
Max Ports Avail abl e: 8091, Ports Reserved: 101, Ports in Use: 1

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP Local I P RemoteIP
MPSS
1 4 3 16386 4000 Router-IP-Address CUCM-IP-
Address NO

Found 1 active RTP connections

ARZT77F+4TFv2EHAITHE, RTPHYERICEELESHEEIRETEERT, BT,
4000 Tl < R—KR24588 S BELET. cnlckl), RETORIANKKL., EFIL—XT
INTY NNFERESNET,

Source Address &  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
Remote IP Address 24588 Router |IP Address 16386 Ox66c g711u 514 0({0.0%) 29.003 1174 0.187

EWBRTPY—A7 1 I)LA
Z OEEE. 15.53)M9, 15.6(3)M6 10S/N\— 3> THAThEL L,

chlE, BYMICEETIPT RLAZRIL, REEBRR—NERIATZY—RT7 1 )LRERU
RETEXRIN, RKEL2DDEWVWNHYET,

1. FERTPY —A7 1 J)LZ&. SIP, H.323, MGCP, 8 &KU'SCCPTEIELET
2.F k., COMEERE., V—ARIEOABMNAREETRIPA ROY e BEeBREICRETS
=612, "Debug VolP RTP Errory IZIZ—XvtE—2ZEMULEL

AR COMERFRT7AILNTENICE2THY, REICERRENELA, COMEEEY
R—KTBIOSU)—=RICTYTIL—RTBDE, 0F VT TTRNZRAAENEFN
A AEREBDREERNSRTPEZRAEIZDTFNA AN HZBEIZ, EEOBENfN RETSA
BEEMAN BV ET,

ANV ROBICNoZ T THBEZ BT D &, BREICKRREIET,

a2 74F1L—->3>



Configuration Term nal
voice rtp source-filter

ZORJNSEOBIEERE

H.323MB4E :

EFE)—X LDOH225 Asn1DF/NNY JICiE, VE—RXF4 77 RLA0.0.0.0:0C2W\WTII—4&
(CEAIY BopenLogicalChannelAck N ZEE hizZ ENRENET,

H245 MSC OUTGOING PDU : : =

val ue Mul ti medi aSyst enCont rol Message ::= response : openLogicalChannelAck :
{
f orwar dLogi cal Channel Nunber 1
forwardMul ti pl exAckPar anet ers h2250Logi cal Channel AckPar anmeters :

{

mediaChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16404 (Router's UDP Port for the RTP)

}

mediaControlChannel unicastAddress : iPAddress :
{
network 'Router-IP-Address'H
tsapIdentifier 16405 (Router's UDP Port for the RTCP)

}
f1 owCont rol ToZero FALSE

Recei ved openLogicalChannelAck has network and tsapIdentifier for the mediaChannel in zeros
whi ch means | P Address 0.0.0.0 and port o.
H245 MSC INCOMING PDU :: =

val ue Mul ti medi aSyst enCont rol Message ::= response : openlLogicalChannelAck :
{
f or war dLogi cal Channel Nunber 2
f orwardMul ti pl exAckPar anet ers h2250Logi cal Channel AckPar anmeters :
{
sessionlD 1
mediaChannel unicastAddress : iPAddress :

{

network '00000000'H
tsapIdentifier 0

}

mediaControlChannel unicastAddress : iPAddress :

{

network '00000000'H
tsapldentifier 1

}
}

Show Call Active Voice BriefltRXDIEM%Z R~ 9, JVE—BMIP7 RL A& R—KMIE0.0.0.0:01CE&
EBEhTVWET,



11F5 : 21 18903090mns.1 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:2 Answer 6002 active
dur 00:00:43 tx:376/63168 rx:899/137074 dscp: 0 medi a: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/1/0:23 (21) [0/1/0.1] tx:35340/14230/0ms g711lul aw noi se:-68 acom3 i/0:-64/-63 dBm

11F5 : 22 18903090mns.2 (16:00:48.794 CDT Fri Apr 19 2019) +1070 pid:1 Oiginate 36004 active

dur 00:00: 43 tx: 152/ 23047 rx:376/60160 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0ms | ost:0/0/0 delay:0/65/65nms g711lul aw Text Rel ay: of f
Transcoded: No ICE: Of

nmedi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

Local UUI D:

Renot eUUI D:

VRF:

Show VoIP RTP Connections Tl&. RmtRTP & RemotelP#0.0.0.0:0 RRE ., I—RFZFNDE
ExHhSORTPERELTVWET,

Vol P RTP Port Usage | nformation:
Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not confi gured

Mn Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved I|n-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP Local I P RemoteIP
MPSS VRF
1 22 21 16404 0 Router-IP-Address 0.0.0.0
NO NA

Found 1 active RTP connections
ARZ77F+Y7Fv2EATRE, RTPHAZBEENLEMERRETEXT, Z0fiTR. R—K
0&IP7 RL A0.0.0.00KH )2, ;R— 24608 & CUCM-IP-Addressh 5 Z{EENE T,

@ L] Wireshark - RTP Streams - H

Source Address A  Source Port Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter

CUCM IP Address 24608 Router IP Address 16404 0x676 g/11u 1095 0(0.0%) 30.214 3.567 0.769

Debug VolP RTP Errori&. 0.0.0.0Tk%&x < CUCM-IP-Address? SZEL N7y MFROY 7&
NEEBERZERLT, EETOKRIAECKBLET,

voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address
voi p_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

SIP:
FINY JCCSIPXYt— k., SDPEFEAL TEZEECNESIPACKAY =D& FFIL—RICK
R~UZET, SDPIE. CUCM-IP-Address® &TF7R— N4000A SRTPEZ(TT 2 LS ICHERLET.

[1- 11 xxxxxxxxxxxx/ Sl P/ Msg/ ccsi pDi spl ayMsg:
Received.



ACK si p: 6002@Rout er - | P- Addr ess: 5060 SI P/ 2.0

Via: SIP/2.0/UDP CUCM | P- Addr ess: 5060; branch=z9h4bK16712e94eda

From <si p: 65002@UCM | P- Addr ess>; t ag=5931~842780d9- 7186- 4740- ada2- 23e5d1b91316- 46404140
To: <sip:6002@0. 201. 160. 54>; t ag=FE677E- E12

Date: Fri, 19 Apr 2019 23:53:48 GMVI

Call-1D: 32798F13-623511E9- 805BCI9D5- 801BF5C7 @Rout er - | P- Addr ess

User - Agent: Ci sco- CUCML2. 0

Max- Forwards: 70

CSeq: 102 ACK

Al'l ow Events: presence

Session-1D: 5fddlbc300105000a000006cbcbcf da2; renpt e=761410b40eed518a94bd5f 7bbccf be40
Cont ent - Type: application/sdp

Content - Lengt h: 191

v=0

0=Ci scoSystemsCCM SI P 5931 3 I N | P4 CUCM | P- Addr ess
s=SI P Call

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

m=audio 4000 RTP/ AVP 0O

a=X-cisco-media:umoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonly

Show Call Active Voice Briefld. CUCM-IP-Address:4000» SRTPZZETAIREN HBL VI T
RX#B9ZRRLUELEA,

RTPEERICEBIOR—KASEFELZ S, ROYTEIET,

11F0 : 29 16672630ns.1 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid: 0 Answer 6002 active
dur 00:00: 07 tx:169/28392 rx: 265/ 42400 dscp: 0 nedia: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/0/0:23 (29) [0/0/0.23] tx:4020/4020/0ns g71lul aw noise:-74 acom3 i/0:-64/-64 dBm

11F0 : 30 16672630ns.2 (18:53:43.109 CDT Fri Apr 19 2019) +1450 pid:1 Oiginate 65002 connected
dur 00:00:07 tx:64/10240 rx:169/27040 dscp: 0 nedia: 0 audi o tos: 0xB8 vi deo tos: 0x0
IP CUCM-IP-Address:4000 SRTP. off rtt:Ons pl:3200/0ns | ost:0/0/0 del ay: 0/ 55/ 65ns g711ul aw
Text Rel ay: off Transcoded: No ICE Of
medi a i nactive detected:n nedia contrl rcvd:n/a tinmestanp:n/a
Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a
Lost Packet Rat e: 0. 00 Qut Of Or der Rat e: 0. 00
Local UUI D: 5f dd1bc300105000a000006chchcf da2
Renot eUUl D: 761410b40eed518a94bd5f 7bbccf be40
VRF: NA

Show VolIP RTP Connectionsid. RmtRTP & RemotelP%Z CUCM-IP-Address:4000& XL £ 9,
I—RERTPHZDEEFETHLSRKZDCEZEELTVET,

show voip rtp connections

Vol P RTP Port Usage | nformation:

Max Ports Avail able: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

M n Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved |n-use
d obal Medi a Pool 16384 32766 8091 101 1

Vol P RTP active connections :
No. Callld dstCallld Local RTP RmtRTP Local I P RemoteIP
MPSS VRF



1 30 29 16430 4000 Rout er - | P- Addr ess CUCM-IP-
Address NO NA
Found 1 active RTP connections

AZT77F¥T7Fv2ERATRE, RTPORBOREELEZHIETEET, COHITIE. RTPOIE
1E 7T lE CUCM-IP-Address:4000 T i 752 < . 7R— 24634 & CUCM-IP-Address T 9,

o0 e Wireshark - RTP Streams - SIPG22

Source Address 4  Source Port Destination Address Destination Part SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
CUCM IP Address 24634 Router IP Address 16430 0x683 g711u 600 0 (0.0%) 29.820 1.300 0.21m

Debug VoIP RTP Errorid, 7R— N4000T Ik <KR— 246340 SEFLENTY M ROY 7'
NEEBERZERLT, EERTOKRIAEICKBLET,

voi p_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voi p_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voi p_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634
voi p_rtp_recv_fs_input: ERROR Port validation failed, dropping RTP packet.
Expected port: 4000, Received port: 24634

MGCP®DIE4 :

Debug MGCP Packetsld. I—IIABRAICXTF A FEZIASI—NLEBRE, TORTREIR
BICBEDERRZERLET,

Wien the call initially connects, it negotiates the nedia capabilities through SDP.

MECP Packet received from CUCM | P- Addr ess: 2427---> NDCX 1324 S0/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
M3CP 0.1 C. D000000002c4139b000000F500000008 1: 10 X: 17 L: p:20, a:PCMJ, s:off, t:b8 mM:
sendrecv

R. D/ [ 0- 9ABCD* #]

S

Q process,| oop

v=0

o=- 16 0 IN EPN S0/ SUl1/ DS1- 1/ 23@945-A. 1 uiram 2. | ab
s=Ci sco SDP 0

t=0 0

m=audio 23248 RTP/ AVP 0

c=IN IP4 IP-Phone-IP-Address

<- - -

MGCP Packet sent to CUCM | P- Address: 2427--->
200 1324 K
<m - -

Then when it is placed on hold, CUCM only changes the direction of the nedia.

M3CP Packet received from CUCM | P- Addr ess: 2427---> NMDCX 1325 S0/ SU1/ DS1-1/23@945-A. luiram 2.1 ab
MECP 0.1 C. D000000002c4139b000000F500000008 |: 10 X: 17 M: recvonly

R D/ [ 0- 9ABCD* #]

Q process,| oop

<m - -

MGCP Packet sent to CUCM | P- Address: 2427--->
200 1325 K
<m - -



Show Call Active Voice Briefld. RTPA IP-Phone-IP-Address:23248» 5k3d L i35 L5
T, RXO#EmMERRLEE A,

RTPEEBRICEBIDIPT RLAASEFENB 1D, ROYVTENRET,

11FD : 38 31140580ms.1 (19:24:46.254 CDT Fri Apr 19 2019) +0 pid:0 Oiginate connecting

dur 00:00: 36 tx:289/46240 rx:272/43520 dscp: 0 nmedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0

IP IP-Phone-IP-Address:23248 SRTP: off rtt:1ms pl: 5440/ 70ns | ost:0/0/0 del ay: 0/ 55/ 65ms g711ul aw
Text Rel ay: off Transcoded: No ICE Of

nmedi a i nactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinestanp:n/a

Lost Packet Rat e: 0. 00 Cut OF Or der Rat e: 0. 00

Local UUI D:

Renot eUUI D:

VRF:
11FD : 37 31140580ns.2 (19:24:46.252 CDT Fri Apr 19 2019) +0 pid:0 Originate active

dur 00:00: 36 tx:272/45696 rx:1832/293120 dscp: 0 nedi a: 0 audi o tos: 0Ox0 vi deo tos: 0x0

Tele 0/1/1:23 (37) [0/1/1.23] tx:36630/36630/0nms g71lul aw noi se:-68 acom6 i/0:-65/-60 dBm

Show VoIP RTP Connectionsld. RmtRTP & RemotelP % IP-Phone-IP-Address:23248¢& &R R L %
T I—RERTPHZDEETHSKZCELZEELTVET,

show voip rtp connections

Vol P RTP Port Usage | nformation:

Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 1
Port range not configured

Mn Max Ports Ports Ports
Medi a- Addr ess Range Port Port Available Reserved In-use
d obal Medi a Pool 16384 32766 8091 101 1
Vol P RTP active connections :
No. Callld dstCallld LocalRTP RmtRTP LocalIP RemoteIP
MPSS VRF
1 38 37 16420 23248 Router-IP-Address IP-
Phone-IP-Address NO NA

Found 1 active RTP connections
ARZT77F v 7TFv%2EATdE, RTPOEBOEETEBRTEET, COHITIEE., RTPOE
{5 7t l&IP-Phone-IP-Address:23248 T 1375 <, 7R— 24612 & CUCM-IP-Address-Address T 9,

[ oK ) Wireshark - RTP Streams - MGCPG2

Source Address Source Port ¥ Destination Address Destination Port SSRC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter
CUCM IP Address 24812 Router IP Address 16420 0x678 g/1u 1021 0(0.0%) 44.307 8.688 1.406

Debug VoIP RTP Errorld. IP-Phone-IP-Address® X1 ¥) ICCUCM-IP-Addressh* S ZEL /N7
YRAROY7EhZBHEZRL, RETOBRIEICABLET,

voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expect ed addr: |P-Phone-|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expect ed addr: |P-Phone-|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expect ed addr: |P-Phone-|P-Address, Received addr: CUCM | P- Address
voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping packet.
Expect ed addr: |P-Phone-|P-Address, Received addr: CUCM | P- Address

SCCPMIFE :

SCCPAYE—IDFT/NY Tk, A—IAREBIZEhZEEIIRTENET,



CUCMIZ&#II=, CloseReceiveChannel & StopMediaTransmissionZ AL THEFT VT 1 7D X
FATICH)EXDELSICFFIL—RICERLET,

SCCP:rcvd CloseReceiveChannel

Cl oseRecei veChannel Msg I nfo:

conference_id = 33554439, pass_through_party_id
0

33554541, call _ref 46404215, port_handling

SCCP:rcvd StopMediaTransmission

St opMedi aTr ansmi ssi onMsg | nf o:

conference_id = 33554439, pass_through_party_id = 33554541, call _ref
0

RIZ, CUCMIEOpenReceiveChannelZ AL TEZEERICHIVEBADESLEFFIL—ZICER
LET,

46404215, port_handling

SCCP:rcvd OpenReceiveChannel

OpenRecei veChannel Msg | nf o:

conference_id = 33554439, pass_through_party_id = 33554542
nmsec_pkt _size = 20, conpression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46404215
stream pass_through_id = 16777216, rfc2833_payl oad_type = 0
codec_dynani c_payl oad = 0, codec_node = 0

Encryption Info :: algorithmid O, key_len 0, salt_len O
request edAddr Type = 0, source_ip_addr.i pAddrType = 0, source_i p_addr = CUCM-IP-Address,
source_port_nunber = 4000

audi o_I| evel _adj ustment = 0

SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo
pass_t hrough_party_i d=33554542, status=0(ok), host_ip_addr= Router-IP-Address, port=16390

Show SCCP Connectionsld. ripaddr& rportas 0.0.0.0:0%2RLUE T, IL—RIERTPH T NDIEET
NERDCEZEELTVET,

show sccp connecti ons

sess_id conn_id stype node codec sport rport ripaddr conn_id_tx
33554439 33554542 np recvonly g711u 16390 0 0.0.0.0
33554439 33554540 mp sendrecv g71lu 16386 16384 10.201.160. 54

Total nunmber of active session(s) 1, and connection(s) 2
Debug VoIP RTP Errori&. 0.0.0.0TCk% < CUCM-IP-AddressA* 5 ZEL /Ny M ROY 7'&
NI-ERZERL, V—ADORIEEICKBLET,

000147: Apr 24 11:49:22.499: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000148: Apr 24 11:49:22.519: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000149: Apr 24 11:49:22.539: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address

000150: Apr 24 11:49:22.559: voip_rtp_recv_fs_input: ERROR | P address validation failed, dropping
packet .

Expected addr: 0.0.0.0, Received addr: CUCM | P- Address



IOS-XEEFFIL—X ORTPY — ARREL

IOS-XETHICEERZ LR, ROEHBYTY,

1. ChIFRETEXREA

2.7F7 AN BTHEMCBZLDTVERTY

J.EMITEREA

4 NoIPZTF IV TDXFT A THEK, THBEEFETASORTPORNEZFFAI TS HE—DHIS

3
7ORINE £ OB R

H.323MIB4E :

COZORNIILTIEE, MoHA S ORTPIIHEEL FB A, CUCMIE, XTF A4 7 ZEMICTBIPT R
L RER—NAFEOICEREE hi-openLogicalChannelAck X ¥ 2— ZHICEB/BLF T,

H245 MSC INCOMING PDU : : =

val ue Mul ti medi aSyst enControl Message ::= response : openLogicalChannelAck :

{
f or war dLogi cal Channel Nunber 6

forwardMul ti pl exAckParanet ers h2250Logi cal Channel AckPar anet er s

{
sessionlD 1
mediaChannel unicastAddress : i PAddress :
{
network '00000000'H
tsapIdentifier 0
}
medi aCont rol Channel uni cast Address : i PAddress
{

net wor k ' 00000000 H
tsapldentifier 1

Show Call Active Voice BriefZ L T, RXOA I X MENELEL, UE—KNXFA4TFT
RLANIP0.0.0.0:0CTHD_EERRBRTEEXT,

11F3 : 17 8703830ns.1 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:2 Answer 6002 active
dur 00:15:22 tx:19014/9213600 rx: 1/ 3836010 dscp: 0 nedi a: 0 audi o tos: 0x0 video tos: 0x0
Tele 0/1/1:23 (17) [0/1/1.23] tx:158740/ 106870/ 0nms g71lul aw noi se:-68 acom 22 i/0:-57/-61 dBm

11F3 : 18 8703830ns.2 (13:00:22.060 CDT Tue Apr 23 2019) +2150 pid:1 Oiginate 55002 active
dur 00:15:22 tx: 19709/ 3836010 rx:46068/9213600 dscp: 0 nedi a: 0 audi o tos: 0xB8 vi deo tos: 0x0
IP 0.0.0.0:0 SRTP: off rtt:Ons pl:0/0nms | ost:0/0/0 delay:0/0/0ms g711lul aw Text Rel ay: off
Transcoded: No ICE Of

medi a inactive detected:n nmedia contrl rcvd:n/a tinmestanp:n/a

Il ong duration call detected:n long duration call duration:n/a tinmestanp:n/a

Lost Packet Rat e: 0. 00 CQut OF Or der Rat e: 0. 00

B : RXETXIE. Voice Service VolP TMedia Bulk-Stats 1Y > RAFBREE N TVWEVERY
 IOSXEF7SY N7 #—LTREMLEEA, EEL, 2OOIREIL—ZONT7 +—
VAR ITHTUEENI DD, NSTLD1—-F 1 TBBEBEIDOH,



Debug Voip FPI Inoutld. X7 1 7 A'openLogicalChannelAck CRERIICZ 2 7=/, < THMIC
BOTWARYND—=OF RLABB|/NAT) 7 T EBRTRLULERA XFTFATHFEMCE>TY
DHESHIE, side:SIDE_A, rtp_type:0: THERRTE XTI,

/ 118/ 7TF507F32800A/ VO PFPI : ():voi p_fpi _get _snd_rcv_enable_flag: side:SIDE_A, rtp_type:0: send:0
recv: 0

/ 118/ 7TF507F32800A/ VO PFPI : ():voi p_fpi _get_snd_rcv_enable_flag: destAddr == 0, rcv and send both
set to FALSE

show platform hardware qfp active feature sbc global | s total packets dropped|Dropped

packets : A—LDRFRBICAIT7O—HFBEHOES,ZZFELEBALCE. ROV ITENLETXT
ONTY RERTT—TILNFRRENET,

show pl atform hardware gfp active feature sbc global | s Total packets dropped| Dropped packets:
Total packets dropped = 138512
Dr opped packets:
No associated fl ow =0
Wong source for flow =0
Ingress flow receive disabled = 138512
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0

SIP

SIPEfEAT S &, CUCMIESDPIZCUCM-IP-Address. 7R— 4000, B LRV FEADOXTF 1 TR
#Za=sendonly& U TEFBL, L—RICRTPO#EZETHLS ICHRLELET,

v=0

0=Ci scoSystensCCM SI P 72019 3 IN | P4 cucM-IP-Address
s=SI P Cal |

c=I N | P4 cucM-IP-Address (MoH Server)

t=0 0

mFaudi 0 4000 RTP/ AVP 0

a=X- ci sco- nedi a: unoh

a=ptine: 20

a=rt pmap: 0 PCMJ 8000

a=sendonly

a=sendonlyld. EFIIL—XDE KA S X T 1 FHE%ZrecvonlylCEREL T, NAT7 Z T #MeEZ b
DH—ULET, chillkl), RTPHBIDEEFERASEFENTE, RTPABBTEET,

Z ti&Debug VoIP FPI Inout TR TE XY,

/1 25/ 3EAF69800000/ VO PFPI : ():voi p_fpi _get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
/1 25/ 3EAF69800000/ VO PFPI : ():voi p_fpi _get_snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag

CNARELLEEECATATHAORORUENF EFEIL—RICEEFEENIZIFEE. NAT7 FT#MiE
BAEMTEELS, NTY NERIDEFERASEFENBLHROYTERET,

CCSIPXYtE—20OF/NY Tk, CDOflha=sendrecvCRENET,

v=0

0=Ci scoSystensCCM SI P 72019 3 IN | P4 CUCM | P- Addr ess
s=SIP Call

c=IN | P4 cucM-IP-Address (MoH Server)

t=0 0



mrFaudi o 4000 RTP/ AVP 0O
a=X- ci sco- medi a: unoh
a=ptine: 20

a=rt pmap: 0 PCMJ 8000
a=sendrecv

Debug VoIP FPI Inoutlid. X5 4 7 M 584 tp_type:3:SENDRECVICBEE h, NAT7 S5 #is:
BVREERLET,

/127/ F56119000000/ VO PFPI : () :voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

NATZ7 S A EELBZE VS, show platform hardware qfp active feature sbc global | s total
packets dropped| ROY Z’EhiENTY N : 7JO0—OYV—ANELLEWEIZaV ICHIFER
RENET,

4351- A#tshow pl at form hardware qgfp active feature sbc global | s Total packets dropped| Dropped
packet s:

Total packets dropped = 33496
Dr opped packets:

No associ ated fl ow =0

Wrong source for flow = 33196

Ingress flow receive disabl ed =0

Egress fl ow send di sabl ed =0

Not conforming to fl owspec =0

MGCP®MDIEE :

MGCPZEMA TS &, CUCMIFMDCXZEFL T, d—JLARMICEREhizeE LRI I—
NEXADXT A THEAZEELERT, TOLH, PTRLARITF IV ITREEENETEAN
. MDCXD&ZICRTPRBINDY —AASARNI)—LETNET,

MEASK : recvonly A" EE I —RIZIEFEE N, NAT7 S TBEBENBMICKVYET,

MGCP Packet received from CUCM | P- Addr ess: 2427-

MDCX 1529 S0/ SUL/ DS1-1/23@351-A. luiram 2.1 ab I\/GCP 0.1
D000000002¢4151d000000F50000000a

B

17

recvonly

D/ [ 0- 9ABCD* #]

process, | oop

/\.o;ug.xr.o

Debug VoIP FPI Inoutld. X3 4 754 rtp_type:2:RECVONLY (B EE . NAT7 54 s
RTPZEBT S &EZRLET,

/1 30/ Xxxxxxxxxxxxx/ VO PFPI : () :voi p_fpi _get_snd_rcv_enabl e_fl ag: side:SIDE_A, rtp_type:2:RECVONLY
send: 0 recv: 2
11 30/ xxxxxxxxxxxx/ VO PFPI : ():voi p_fpi _get_snd_rcv_enabl e_fl ag: recvonly mode - setting NAT flag

;h#%ibftéLXT47Eﬁ®ﬂ®?ﬁﬁ FIL—RICEEENEBEES. NAT7 ST #EE
BEMTEELS., NTY NIBIOREERLSREETNZ O ROVYTENRET,

Debug MGCP PacketsZ X DB OMICZRL £¥F o, sendrecv.

MGCP Packet received from CUCM | P- Addr ess: 2427--->



MDCX 1530 SO/ SUL/DS1-1/23@351-A luiram 2.1ab MCP 0.1
D000000002¢c4151d000000F50000000a

B

17

sendrecv

D/ [ 0- 9ABCD* #]

process, | oop

<- - -

Debug VoIP FPI Inoutld., X7 14 7 O FHE N rip_type:3:SENDRECVICEREZ I, NAT7 5 #se
FEVRREBERLET,

QAEXTO

/ 129/ F56119000000/ VO PFPI : () : voi p_f pi _get _snd_rcv_enabl e_fl ag: side: SIDE_A, rtp_type:3:SENDRECV
send: 1 recv: 2

NAT7 S H 7%\ /=% . show platform hardware qfp active feature sbc global | s total packets
dropped| RAY Z7EhENTY M : ZO0—QYV—ZANELLBWVWEID IV ICEIHFRREIE

EE
show pl at form hardware qfp active feature shc global | s Total packets dropped| Dropped packets:
Total packets dropped = 33596
Dr opped packets:
No associated flow =0
Wrong source for flow = 33296
Ingress flow receive di sabl ed =0
Egress fl ow send di sabl ed =0
Not conforming to fl owspec =0
SCCPMIEE :

SCCPAYE—IDFT/NY Tk, A—IARBIEEhIZEEIIRTENETT,

CUCMLZEE'E?JJ =, CloseReceiveChannel & StopMediaTransmissionZEH L THEFT I T 1 Tz X
TICHWEABDRSICEFIL—RIZERLET,

SCCP:rcvd CloseReceiveChannel

Cl oseRecei veChannel Msg | nfo:

conference_id = 33554436, pass_through_party_id = 33554500, call _ref
0

46405010, port_handling

SCCP:rcvd StopMediaTransmission

St opMedi aTransni ssi onMsg | nf o:

conference_id = 33554436, pass_through_party_id
0

RIZ, CUCMIEOpenReceiveChannelZfEA L TEZEFEERICHUIVEBADLSEFFIL—XICERL
i'g'o

33554500, call _ref 46405010, port_handling

SCCP:rcvd OpenReceiveChannel

OpenRecei veChannel Msg | nfo:

conference_id = 33554436, pass_through_party_ id = 33554501
nsec_pkt _size = 20, conpression_type = 4

qualifier_in.ecvalue = 0, g723_bitrate = 0, call_ref = 46405010
stream pass_through_id = 16777216, rfc2833_payl oad_type = 0
codec_dynani c_payl oad = 0, codec_node = 0

Encryption Info :: algorithmid 0, key len 0, salt _len 0O
request edAddr Type = 0, source_i p_addr.i pAddrType = 0, source_i p_addr = CUCM-IP-Address,
source_port_nunber = 4000

audi o_l evel _adjustnment = 0



SCCP:send OpenReceiveChannelAck
OpenRecei veChannel Ack | nfo:

pass_t hrough_party_i d=33554501, status=0(ok),

host _i p_addr = Router-IP-Address, port=8028

Show SCCP Connectionsld. ripaddr& rportas 0.0.0.0:0%2RLUE T, IL—RIERTPH T NDIEET

PEoRBDZEZBELTVET,

show sccp connecti ons

sess_id conn_id stype node codec
33554436 33554501 np recvonly g711u
33554436 33554499 ntp sendrecv g711u

sport rport ripaddr conn_id_tx

0 0.0.0.0

8022 8024 Router-I|P-Address

Total number of active session(s) 1, and connection(s) 2

Debug VoIP FPI Inoutld. X7 1 7 A A rtp_type:2:RECVONLY ICEEEE . NAT7 57 #aeh

RTPZBBEES & Z2RLET,

1118/ XxXxXXXxxxxxxx/ VO PFPI : ():voi p_fpi_get_snd_rcv_enable_flag: side:SIDE_ A rtp_type:1: SENDONLY

send: 1 recv: 0

1115/ xxxxxxxxxxxx/ VO PFPI : ():voi p_fpi _get_snd_rcv_enable_flag: side:SIDE B, rtp_type: 3: SENDRECV

send: 1 recv:?2

1119/ XxxxXxXXxxxxxx/ VO PFPI : () :voi p_fpi_get_snd_rcv_enable_flag: side:SIDE_A, rtp_type:2:RECVONLY

send: 0 recv: 2

[ 119/ xxxxxxxxxxxx/ VO PFPI
[ 1 15/ xxxxxxxxxxxx/ VO PFPI
send: 1 recv:?2

:():voi p_fpi_get_snd_rcv_enable_flag:
:():voi p_fpi_get_snd_rcv_enable_flag:

recvonly mode - setting NAT flag
side: SIDE_B, rtp_type: 3: SENDRECV

E > h:OpenReceiveChannel XY —2 &, EFIIN—ZICRTPZZETBLSICETRTS -
HICEAEN, FFI)IL—RIEFCUCMIZ TN XF 1 T % %159 % OpenReceiveChannelAck &
EAFT,

StartMediaTransmission X ¥ 2—2 &, EBEET NI EICRTPEZEETARSICERFIL—Z
ICERTDEHICERAENET,

D% ), OpenReceiveChannelD & A" RirE D BFEE, XF14T7UY—AIZKHL TRTPD
& (recvonly)Z Z{E L. StartMediaTransmission®D & A" RE B FEIE, XF1T7 VY —
AIZRTP®  (sendonly) &3S L £ 9 @R

X T 14 FHEANsendonlyF /= lEsendrecvICEREE N TV T, RTPABIDEERLA SEFE B
4. NATflagle 7 27 « 71t & 19", show platform hardware qfp active feature sbc global | s
total packets dropped| RAY Z’chENTY M : RAYTEhENTY NERLET,

EN:20F0 0 2BUTEROVI—MENETRLALRFEBDTRLANSHES
NE=RTPZERATE X WEE (., natforce-on% Voice Service Voip® T TEMA L, SipxfE
AULTFETFRATEERT, ChEFUBIFEREICHELTVEREATLESYN, FTESTHEILE
ENFEL L CSCvo15141 . ChIFSIPTOHEET D EICEZEL TS,

£ : voice service voip Tpass-thru content sdp A SREE hTWBBE. sipARREEThTL
&, recvonlyZZELEEZICFPIL 4 YA'NAT FlagisE 2 7 O 71 7LD Lk TE
Ft A,

EVN 3T TNATZSIHTFOT147T, EENFEECBELTVREEE.
show platform hardware qfp active feature sbc global T/N Y MEN ROY 72 h&ET |s


https://tools.cisco.com/bugsearch/bug/CSCvo15141

Total packets dropped| RAY 77 =T Y N 1 F. FYEVL—NTEEBINT S HEE
FHVET, chik, WRPI—-)IL70—IC& 2Tk, Real Time Control

Protocol(RTCP) & ZE )L —RIZEEL. COEMEEEIEZERITRINOY —ANSRETE 2
ENBHBEHTT,
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