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CORFIXVNTR, IVR—TZ54XFWERF/(CA) (3FBEDFRELR ) ZFEAL T, Cisco
Unified Communications Manager(CUCM), IPEFE. & & U'Cisco Un|f|ed Border
Element(CUBE)& ® Session Initiation Protocol(SIP)Transport Layer Security(TLS)# & U'Secure
Real-Transport Protocol(SRTP)D X D DEXEHIC OV TICOWTZHRBALET 11— CABE
ZIAEZFERAL. HBOIZ2—7F5 4 ACAZFERAL T, IPEFE. CUCM, ¥—hJ I A,
CUBEAENIAOAZI 15— 3aVFNAAZECINTORY ND—DAVR—FK2 MO
AEAEICEBRBLET,

BIRRA
B

ROERICETDHBAN BB N HRENET,

cIVAR=TSAACAH—NHAEREENTVS

. CUCMYS AR BEE— RTHREE N, IPPhoneldtF+17E— K (BEL ) TREE h
=7

. CUBE® E A voice service voip dial-peer8 KO RREN ThhE T

ERATZIIAER—-FT B

CORFIXVNOERE, ROVTIRIVITEN—RIITON-2IVICETVTVET,



. Windows 2008 Server — 33L&

. CUCM 10.5

. CUBE - Cisco I0S® 15.3(3) M3z #&# L 7-3925E

. CIPC

CORFIXNOBERHREF, BENDTAREICHDT/NAAICESIVWTEREhELE, COR
FAXNTERAITDZINTOFNA AR, DB (F72)N ) REORELASEBHLTVET
o WROXY ND—INEBEBFTHIEBEEICE., EOXSBIATXRICOVTE, TOEBEN

FECODVWTHREICERL TEKBEN HYFET,

BRELH
CUBETO ¢+ 17 nEFAER2DOHACHRTEET

cEF21TITF)T  CUBERTLSZERL TSIPBADGS JF ) JZFREEL, H.323%
BOTF )T % RET S -8 (CInternet Protocol Security(IPSec)Z AL £ 9
. 2% 17 XF 1 F - Secure Real-Time Transport Protocol(SRTP)
CUCM Certificate Authority Proxy Function(CAPF)l&, EFE#(ICO—HIL TERBEIHE(LSC)%E
BELET, LEN 2T, CAPFAAEBCAICK > TEREhD &, EFEMOTNCAE L THEE
7,

CAZBEBMNECAPFZERE TR HZEILCODVTR., RESBLTLKEZL,

XY ND—IR

PSTN /

SRTP

CORETEE., L—HRCAE1DDOTHRCANEAENET. INTOCUCME &K U'CUBERLRAE &
. FHUCAICK > TERENET,

CUBED&XE



RSAF—RT7ZEKLET,
COFIER, WBRRBELAHBZERLET,

COBITIE, CUBEREBZZTINRILTIAN, ChFEATEATVEEA

CUBE-2 (config) #crypto key generate rsa general-keys label CUBE modulus 2048
The name for the keys will be: CUBE

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 12 seconds)

CUBE-2 (config) #
2 THNCABRVIL—KRCAD KT ARNRKRAS Y MZEERL. FTUCANTZAKNKRAZ NESIP TLSE
BICEALET,

COBITE, TUCADKRZARNRALZ NERFSUBCAIT, L—RCADKRTARRKRAS> NER
ROOTT ¥,

enrollment terminal pem allow manual cut-and-paste certificate enrollment. pem keyword is used
to issue certificate requests or receive issued certificates in PEM-formatted files through the
console terminal.

COATY T THEAEND Y TSI IRNERECUCMSIPRS > %2 UF« JOT77A4ILD
X509NH TP I IOREBE—BITDIVEBENHYET, RANTTZIT1AK, ( RXAENE
MBS ) RXA B Thost-nameZEHTZ & T,

FIE1. TERE N IZBEDRSAF— X7,

crypto pki trustpoint SUBCAl
enrollment terminal pem
serial-number none
ip-address none

subject-name CN=CUBE-2
revocation-check none
rsakeypair CUBE

crypto pki trustpoint ROOT
enrollment terminal
revocation-check none

3. CUBESIBHEE L ER(CSR)ZERL =7,

crypto pkienrolldY > RiF, BENEMHAEZMEBIZLHICIX—T5 414 ACAICRHTE 1D
CSRZEKL E T,

CUBE-2 (config) #crypto pki enroll SUBCAl

Q

% Start certificate enrollment ..

oe

The subject name in the certificate will include: CN=CUBE-2

oe

The subject name in the certificate will include: CUBE-2
Display Certificate Request to terminal? [yes/no]l: yes
Certificate Request follows:



MIIC3jCCAXYCAQAWKDEPMAOGA1UEAXMGQ1VCRSOYMRUWEWYJKoZIhveNAQkCFgZD
VUJFLTIwggEiMAOGCSqGSIb3DOEBAQUAAA IBDWAWggEKAOIBAQDAMVvufevAglip
Kn8FhWjF1NNUFMgkgh2Cr1IMV+ovR2HyPTFwgr 0XDhZHMSsnBw6 7Tt ze3Ebxxoau
cBQcTIASZAhdTSIgjxG+9YQaclmIMXpfxHp5kcICzSES11rTexArTQglW8+rErYpk
2THN1S0PC4cR1BwoUCgB/+KCDkjJkUy8eCX+Gmd+6ehRKEQSHAFHEfUr5he/7/pB
1iHietNKSxXYEOr9TVZPiRJr tpUPMRMZE1RUM7GoxBrCWIXVAVEAGC0Xgd1ZVL1Tz
z2sQQDgvJI9fMN6 fngKv2ePr+£f5gejWvzGO0DFVQs0y5x+Y1+pHbsdV1lhSSnPpJk6
TaaBmX83AgMBAAGYgITALBgkghkiGO9w0BCQ4xXEjAQMAAGA1UJDWERB /wQEAWIFODAN
BogkghkiG9w0OBAQUFAAOCAQEArWMJIbdhlU8VfaF1cMITIbr569BZT+tIjQ0z30gNGQ
QpzHwclLoaKuC5pc/uOhwldMGS6Z440IwdzK2/5bb/KL47r8H3d7T7PYMEK61AZK
SU9Kf96zTvHNW1 OwXImB5b1JfRLXNFWXNSVEF4FjU74plxJL7siaa5e86eNy9deN
201KjvP804MgWewILrD01YZMDMDS1Uy82kWI6hvXG5+xBT5A1102xCj1S9y6/D4d
f0i1DZvaQk+73j3jBCzLv5hET+1neocQBw52e7RWU8s2biQw+7TEAJOSNYtF3g/mA/x
bUKw5S5wT4pgGUJIcDAWej3ZLgP91g5yydIMiCACRY+3mLccQ==

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
CUBE-2 (config) #

BEGIN CERTIFICATE REQUEST#A' SEND CERTIFICATE REQUESTOE MO hZdE—L ., X
EWR77AILCREFLET,

CUBE CSRICIEXDF—EBMEAN BV T,

Attributes:

Requested Extensions:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

4. CARIFAZE M JL—KRCA, CARLEAE., 8LV EBRBFACUBELFAEZ THCAN SHIEL T,

EBELZ{HEZCUBEIIBHEZMNEBITSICIE. FIE3TERENECSREFEALE T, 1 X—2F
Microsoft CA Webt—/\HAS5DEDTT,



Microsoft Active Directory Cedificate Services — sophia-ENCH2010-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
source (such as a Web server) in the Saved Request box

Saved Request:

CpzHwelloaKuCsSpe /ulhnwl MGSEZ440Iwe 2 M2/ 5h
Base-6d-encoded sUSKFoAzTIVvENWL IWXIMSShLlIERLENFWENSVEF4FS

certificate request 201i¥jvPBodMgWewILrDOLYZMDMDS1UYE2EWIEhvY

™

{CMC or £011DZvaQk+7]jBCzLvShET+1necQBws2e TRWTE S

PKCS #10 or bUKWSWT 4pgGUJcDANe 3ZLgP91gSyydsMiCdCRY + |E

PKCS#7) ——--- END CERTIFICATE REQUEST----- -
4 1] 5

Additional Attributes:

Aftnbutes:

5)L—RCAE THUCADCAGERAEZ A R—KNLET,

XERTIAHAEZHE. BEGIN CERTIFICATE REQUESTA SEND CERTIFICATE REQUESTIC
MBEZIE—T7>2 RR—AMLET,

CUBE-2 (config) #crypto pki authenticate SUBCAl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIFhDCCBGYgAwIBAgIKYZVFYyQAAAAAAFjANBgkahkiGIwOBAQUFADBQMRIWEAYK
CZImiZPyLGOBGRYCbGkxFjAUBgoJkiadJk/IsZAEZFgZzb3BoaWExIjAgBgNVBAMT
GXNvcGhpYS1XSU4tM1MxOEPDMOXNMKELQOEwWHhcNMTQwOTI 1MDAWNZU2WheNMTYw
OTI1MDAxXNzU2WjBIMRIWEAYKCZImiZPyLGQBGRYCbGkxFjAUBgoJkiadk/ISZAEZ
FgZzb3BoaWExXGzAZBgNVBAMTENNvcGhpYS1FWENIMjAXMC1DQTCCASIwDQYJKOZI
hveNAQEBBQADggEPADCCAQOCggEBAJK+Nmz4rieYfr9gH3ISTuYz3TWpafpjDJ71
TkIwwwC28TvjF15vrKEiaPyFzxL5TEHaWQOYAo/WMdtuyF7aB+pLJlsoKcZxtrGv
gTMtuphcJI5Fpd43681R8ZXJ1AT/Dz+Nshd PCOGUUKQeycyRDeOBz08VvL5pLj /W99
b8UMU1VOgBudel ZwxWPMFxB7z0eYsCEXMNGFUlp3HFAWZczgK31dNO9I0X+p70UP
ROCQPMEQxuheqv9kazI ITJKENHE8NOQO8IH176Y32vUzLg3uvZgaWG6hGech/gjmdL/
1KmdZTNSH8H7Kf6vG6 PNWrXWwLNkhriWaYEryHel IshEj7Z2UeB8sCAwWEAAaOCAMUwW
ggJhMBIGCSsGAQQBg]jcVAQQFAgGMBAAEWIWYJKwYBBAGCNXUCBBYEFLNnd8HNCEKE
1sPgI5800g/LgwVSMBOGA1UdDgQWBBSsdYJZIU9IXyGm9al.67+8uDhM/EzAZBgkr
BgEEAYI3FAIEDB4KAFMAJQBIAEMAQTAOBgNVHQS8BALfS8EBAMCAYYWDWYDVROTAQH/
BAUWAWEB/ zAfBgNVHSMEGDAWGBTvO1P60P4LXmIRDV5MbIMk8 jnOfDCB3QYDVRO £
BIHVMIHSMIHPOIHMOIHJThoHGbGRhcDovLy9DT]1zb3BoaWELtV0O1OLTNTMThKQzNM
TTJIBLUNBLENOPVAJTi0zUzE4SkMzTEOyQSxDTJj1DRFAsQ049UHVibGljITIwS2V5
JTIwU2Vydml jZXMsQ049U2Vydml jZXMsQ049Q29uZmlndXJhdGlvbixEQz1zb3Bo
aWEsSREM9bGk/Y2VydGImaWNhdGVSZXZvY2F0aWwouTGlzdD91YXN1P291iamVjdENs
YXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHIBggrBgEFBQCcBAQSBVDCBUTCBtgYT
KwYBBQUHMAKGgalsZGFw0i8vLONOPXNvcGhpYS1XSU4tM1MxOEpDMOXNMKELQOES



Q049QUI1BLENOPVB1YmxpYyUyMEt1eSUyMFN1cnZpY2VzLENOPVN1cnZpY2VzLENO
PUNvVbmMZpZ3VyYXRpb24sREMIc29waGlhLERDPWxpP2NBQ2VydGlmaWNhdGU/YmFz
ZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXv0aG9yaXR5MAOGCSgGSIb3DQER
BQUAA4IBAQB]/+rX+9NJ1SZglYwQXkLg6+LUh70kCoeCHHEBGUaS+gvbYQ50VwJI I
T1PTj4YNh62A6pUXplo8mdxKxOmZeRLTYgf9Q/S10Y+qoxJ5zN11SglRU4AE02sRz
wrzfaQpLGgyHXsyK1ABOGRgGQQWIZ 70XoKMRNmMO+eu3NzBs4AVAALL8UhFCv4AIVX
/t6gIHY6YKNMVBYJjZ3MdFmohepNS5CHZUHIvrOvOeAive+Vaan2nTeynyy7WnEv7P
+5L2kEFOSfnL4Zt2tEMgc5WyX6yjxDWmIIODTSyRshmxAoY1o03EJHWIW+fIocdmIS
hgWDzio0Zz70SMImIgNReHMC1jL3FD2nge

Trustpoint 'SUBCAl' is a subordinate CA and holds a non self signed cert
Certificate has the following attributes:

Fingerprint MD5: C420B7BB 88A2545F E26B0875 37D9EB45

Fingerprint SHAl: 110AF87E 53E6D1C2 19404BA5 0149C5CA 2CF2BELC

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE-2 (config) #
CUBE-2 (config) #crypto pki authenticate ROOT

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIDezCCAMOgAwIBAgGIQMVE /OWg+ELXFC2IAUGvA2jANBgkahkiGIwOBAQUFADBQ
MRIWEAYKCZImiZPyLGOBGRYCbGkxFjAUBgoJkiadk/IsZAEZFgZzb3BoaWEXIjAg
BgNVBAMTGXNvcGhpYS1XSU4tM1IMxOEpDMOXNMKEtQOEWHhcNMTQwOTEZMjMzODA2
WheNMTkwOTEzZMjMOODA1WIBOQMRIWEAYKCZImi ZPyLGQBGRYCbGkxFjAUBgoJkiad
k/IsSZAEZFgZzb3BoaWExIjAgBgNVBAMTCXNVCChpYS1XSU4tMIMxOEPDMOXNMKEL
QO0EwggEiMAOGCSAGSIb3DQEBAQUAA4L IBDWAWGGEKAOIBAQC4aywrloOpTdTrM8Ya
R3RkcahbbhR3g7P11uTDUDNM5P16P8z3MckfjB/yy6SWrl1OnddhyvMG6IGNtVxJ4
eyw0c7jbArXwOoemGLOt454A0mCfcbwMhjQBycg9SM1r1Umzad7k0OCzj/rD6hMbC4
jXpgbuU8g7eB3LzN1XFI3DHjxYCBKMIeG45pgmsOc3mUjlChCtnYXgno+mfhNzhR
HSth02z4X1Gm99v467] /PgGjNRgAWKCwDc455G3QjIDgDxnRIPKtRANvVa66UJ£DIp
4YMXQxOSkKkKMtDEDhH/Eic7CrJ3EywpUpMZAmghdbmQ7Vo2pnRTbYdaAv/+yr8sMj
+FU3AgMBAAGjUTBPMASGA1UdDWQEAWIBhjAPBgNVHRMBAf8EBTADAQH/MBOGA1UAd
DgQWBBTvO1P60P4LXMIRDV5MbIMk8nOfDAQBgkr BgEEAYI3FQEEAWIBADANBgkq
hkiG9w0OBAQUFAAOCAQEAMA7hI2EEUMUMZrc/qtSJ22310J1pKEPMVi7CrodtWSgu
5mNtl1XsgxijYMgD5gJelogsdmv7efYvOvI2WTCXfwOBJI0on8tgLFwpl+SUJWs95m
OXTyoS9krsI2G2kQkjQOWniMgPANxpmJ3C4WvQLPLwtEOSRZRBvsKy61lczrgrV2mz
kx12n5YGrGcXSbl1PPUdAd1Jepll18U+AQC8wkSzfJulyHIJwoH+1rIfggKUeedx7z6s
SCaGddCYr30K/3Wzs/WjSO2UETVNL3NEtWHDc2 t4Y7mmIMSDvGjHZUgGZotwe 9kt
9f2dZA0rtgBg4 IDtpxkR3CQaauB7wUCpzemHzf+z9Q==

Certificate has the following attributes:
Fingerprint MD5: 511E1008 6D315E03 4B748601 7EE1AQE5
Fingerprint SHAl: 8C35D9FA 8F7A00AC 0OAA2FCA8 AAC22DS5F D08790BB

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

CUBE-2 (config) #

6. CUBEBR(FZIHEZ M R—MLET,

X EWRTRIAEZFHE . BEGIN CERTIFICATE REQUESTA SEND CERTIFICATE REQUESTIC
RBEZIE-T72 RR—AKLET,



CUBE-2 (config) #crypto pki import SUBCAl certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIEAJjCCAUqgAwIBAgIKQZZrHQABAAAAEZANBgkahkiGIwOBAQUFADBIMRIWEAYK
CZImiZPyLGQOBGRYCbGkxFjAUBgoJkiaJk/ISZAEZFgZzb3BoaWEXGZAZBgNVBAMT
EnNvcGhpYS1FWENIMJAXMC1DQTAeFwOXNTAOMDEWMDEzZNDFaFw0xNjAOMDEwWMDI z
NDFaMBExDzANBgNVBAMTBkKNVQKUtMJjCCASIwDQYJKoZIhvecNAQEBBQADggEPADCC
AQoCggEBAMCZW+5968CDWKkgfwWFaMWU01QUygSCHYKvUgxX61i9HY £ I9MXCCVvRcO
FkcxKycHDrtO3N7cRVHGhg5wFBwgBIniFINIiCPEb71hBpwubOxel /EenmRwgLNJ
IKWWEN7ECENCCVbz6sStimTZMc3VLQ8LhxGUHChQKAH/40I0SMmMRTLx4Jf4az37p
6FEORDkAOUCRISVIMFz /v+kGWIed600pLFgQ6vINVk+JEMu21Q8xExkSVFSbsajEG
sJYhdV28QAYLRep3V1UuVPPPaxBAOg8nl8w3p+eAq/Z4+v5 /mpbNZXMY7QMVVCzT
LnH5iX6kdux1XWFJKc+kmTpNpoGZfzcCAWEAAaOCASIwggEeMA4GA1UADWEB /wQE
AwIFoDAdBgNVHQ4EFgQUIOPbHMHSkYrjJ2+/+hSSMEoma0QIwHwYDVRO jBBgwFoAU
rHWCWSFPSF8hpvWi+u/vLg4dTPxMwTwYDVRO fBEGWRJBEOEKgQIY+Zml sZTovLOVY
QO0gyMDEwWLNNvcGhpYS5saS9DZXJ0RW5yb2xsL3NveGhpYS1FWENIM]AXMC1DQSgx
KS57jcmwwbQYIKwYBBQUHAQEEYTBEMFO0GCCsGAQUFBzAChl1FmaWx101i8vRVhDSDIw
MTAuc29waGlhLmxpLON1cnRFbnIJvbGwvRVhDSDIWMTAUC2 9waGlhLmxpX3NvcGhp
YS1FWENIMJAxXMC1DQSgxKS5jcnQwDAYDVROTAQH/BAIwWADANBgkghkiGO9w0OBAQUF
AAOCAQEAe7EAOXKIALJ4vxZuxROOFOfsmjcojU3lac5nrLCbg/FyW7eNblphLONI
Dt /D1fZ5WK2g3Di+/UL11Dt3KYtINZ1dLpmccnipbbNZ5LXLOHDKLNGt3gtLfKIv
J6GNNWCxXLM181xmlDzZT8VQtiQk5XZ8SC78hbTFtPxGZvEX70v22hekkOL1Dgwdh
/3mtagxfnsl1B/J3Fgpsloch4d5BndGiMAWavzRj jOKQavVLgVRvVrPIy3ZKDBaUleR
gsy5uO0DVSrhwMo3z84r+f03k4dQarecgwZE+KEXoTpTAfhi CbLKw0ZyRMXXzWgNf 1
i0tEQbs52neCwXNwV24a0CChQMw2xw==

% Router Certificate successfully imported

CUBE-2 (config) #

7.TCPTLSZRZVAR—KR7ORINELTRELET,

chid, JO-NILKERAAVIETLARILTRITTERY,

voice service voip

sip

session transport tcp tls

8.sip-ualc RTZARRAVRNZEWETERT, COMTARMRAME, CUBELCUCMBE DT
NTOsip> T+ TIERENET,

sip-ua
crypto signaling remote-addr <cucm pub ip address> 255.255.255.255 trustpoint SUBCAL
crypto signaling remote-addr <cucm sub ip address> 255.255.255.255 trustpoint SUBCAL

FhF, cuber5DINTDsip TFVTICHULTTFIAILRNDORNTARNRA 2 NERERET
-3

sip-ua
crypto signaling default trustpoint SUBCAl

9. SRTPZBMICLE T,



chid, JO-NLEEEAAVILETLARILTRITTEERT,

Voice service voip
srtp fallback

10. SRTP& & TFReal-time Transport Protocol(RTP) 1 > X —% Y RO —F 2 JICk, %17 %
RSAOA—SNFBETT,

Cisco IOS®/N—< 3 > #15.2.2T(CUBE 9.0) AR MFE, O—AHI KNSV AA—F1 204203
—TJIAALT)RSVAO—SAE2REL T, REEZPRICHMAD LN TEET,

LTINS > RAO—Z Tk, SRTP-RTP—/LIZ% L TPublic Key Infrastructure(PKI) s 5 A MR A
VARERERMBEHYEEA,

dspfarm profile 1 transcode universal security
codec g7l1lulaw
codec g7llalaw
codec g729ar8
codec g729abr8
maximum sessions 10
associate application CUBE

Cisco IOS®A 15.2.2TRENIHZESIE. SCCPRS UV AR EBELET,

SCCPRZUARA—BRB@IITFVIICRTZANRAV N EZRBELETHN, NKFVAOD—X%
RARNTBDEHICAIUIL—Z2Z2FERATSHEES,. CUBEERNSZAO—ARICEAIUNZARNRA S
(SUBCANEERTE ST,

sccp local GigabitEthernet0/2

sccp ccm 10.106.95.153 identifier 1 priority 1 version 7.0
sccp

!

sccp ccm group 1

bind interface GigabitEthernet0/0

associate ccm 1 priority 1

associate profile 2 register secxcode

1

dspfarm profile 2 transcode universal security
trustpoint SUBCAl

codec g71llulaw

codec g7llalaw

codec g729ar8

codec g729abr8

maximum sessions 10

associate application SCCP

telephony-service

secure-signaling trustpoint SUBCAl
sdspfarm units 1

sdspfarm transcode sessions 10

sdspfarm tag 1 secxcode

max-ephones 1

max-dn 1

ip source-address 10.106.95.153 port 2000
max-conferences 8 gain -6

transfer-system full-consult

CUCM O E



1.9 XTOHOCUCM./— RTCallManager CSRZ.- KL £ T,

KIZRTLSIC, [CM OS Administration] > [Security] > [Certificate Management] > [Generate
Certificate Signing Request]ICBEL £ 7,

Generate Certificate Signing Request

ILi_l‘jJ Generate [Tg Ciose

—Status

'3 Warning: Generating & new CSR for & specific certificate type will overwrite the existing CSR for that bype

- Generate Certificate Eiﬂﬂlﬁg Request

E::rtiﬁutt Purpose ™ CallManager u ]
Distribution® cmpub d
Commeon Name™* cmpub

Subject Alternate Names [(SANs)
Parant Damain

e g

Key Length® 2048 v
Hash Algorithm*® SHAZSE -

[ Generate | [ Closa ]

@ *. indicates required item.

CallManager CSRIZEFRXRDF—BHENF HVIET,

Requested Extensions:

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication, IPSec End System
X509v3 Key Usage:

Digital Signature, Key Encipherment, Data Encipherment, Key Agreement

2. FNCAILK 2 TEBRENIETNTOHOCM/ — RMDCallManagerifBAE ZHMBL £ 9,

ATY 1 TERENTZCSREZFERALET, WebH—/NFIAET 7L —NEH#EEL., BRLFE
ERECROF—EABMA DB ELEENTVB L ERBLET, BERTLSE, 7
9)[4'%‘ $_HE%\ ?_aﬂg%{tlo



- e S

General | Detals | Certification Path |

Show: [-r.ﬁl:a- 'J
Field Value =
[ Jvahd from Wednesday, March 18, 2015 ...

| vahd to Friday, March 18, 2016 %:22:5...
[, ) subject empub, tac, cisco, bangalore, ...
[ ] Public key RSA (2048 Bits)

1y | Enhanced Key Usage Server Authentication (1,3.6....

;_;-:f Key Usage Cagital Signature, Key Endpher... i
@&bjutﬁerldu'ltiﬁer 83 57 36 0b ad o7 54 a2 Ob b l...
Rl B st Kmy Teaebifiae Kauli=pes 7S R7 5071 3F 43 5 k= i

Digital Signature, Key Endpherment, Data Endpherment (bi)

Edit Properties... [ Copy to Fle... ]

Learn maore about certificate detals

o ]

3.)L—RCAB KT F{LCAN 5 CallManager-Trust& L TCASEBAE A 7Y 7O—RLE T,

KIZRT KD, [CM OS Administration] > [Security] > [Certificate Management] > [Upload
Certificate/Certificate chain]iIC & L £,



Upload Certificate/Certificate chain
E‘% upload [ Close

Status

@ Wamning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

r Upload Certificate/Certificate chain

Certificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File root.cer

I Upload I I Close I

@ *_ indicates required item.

Upload Certificate/Certificate chain
E@ Upload [ﬂ Close

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

Upload Certificate/Certificate chain

E:E rtificate Purpose™® CallManager-trust -

Description(friendly name)

Upload File subcrdinate.cer

[ Upload ] | Close ]

@ *. indicates required item.

4ARIZRT LRSI, CallManagerB&J & AIBAE ZCallManager& LTT7 Y 7O0—RL&E T,



Upload Certificate/Certificate chain

E’Eﬂ Upload @ Close

- Status

@ Warning: Upleading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificate/ Certificate chain

Certificate Purpose® CallManager '_]

Description(friendly name) Self-zigned certificate
Upload File cmpub.cer

I Upload ] [ Close ]

@ *. indicates required item.

SNTVYS v OEAEEFEIANCTIL 7 74N E2EHLET (CLIZMFER )

admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n):

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster that run
these services

admin:

6. $XTMH./— RTCallManagery —ERAETFTPH—ER%, /N7 Y ¥ TCAPFH—E A%
BEBLET,

7THLWSIPRZ > OEF21UT470O7 7 AIILDOEK

CM Administration @, [System] > [Security] > [SIP Trunk Security Profiles] > [Find]ic BB L ¥

o
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Bswe xnem Copy %th:t & Apply Config l:ﬂimuew

=SIP Trunk Security Profile Information

Name* CUBE-2 Secure SIP Trunk Profile
Description Secure SIP Trunk Profile authenticated by null String
[EE\.rice Security Mode Erncrypted :]

Incoming Transpart Type® TLS i
Outgoing Transport Type TLS -
" Enable Digest Authentication
Nonce Validity Time {mins)* &00

[[ 509 subject Name CUBE-2
Incoming Port* 5061

__ Enable Application level autharization

Fl Accept presence subscription

¥ Accept out-of-dialog refer**

| Accept unsolicited notification

Tl Accept replaces header

"~ Transmit security status

. Allow charging header

SIP v.150 Qutbound SOP Offer Fi'tﬁﬂ'l‘lgt Use Default Filter -

8. CUBEANMSIPRNZ >V ZERLFT.

HICRFKRSIC, SIPRZ 2T T[SRTP Allowed]Z2EMICLE T,



eI
e sve I ooete Ry Reset G adaiew

BAR Group < None = -
Tunneled Pratocal Hane -
Q516 Variant™ N Changes .
ASN.1 ROSE OID Encoding® No Changes -
Facket Capture Mode* Nane -
Facket Capture Duration 0

7] Media Termination Peint Required
| Retry Video Call as Audie
Fath Replacement Support
| Transmit UTF-8 for Calling Party Name
Transmat UTF-8 Names in QSIG APDU
T Unattanded Port
When this flag is checked, Encrypted TLS needs to be configurad in the network to provide end o &nd secunty. Failure

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Raute Class Signaling Enabled* Default -
Use Trusted Relay Point® Default -

| PSTH Access
] fwn On AN Active Unified CM Nodes

HICRT&SIC, JBER—N5061(TLS)ZREL . HLLWEFITSIPRZ Y U EF1UT 170
774N %ESIPNZ 2 VICBRALEY,

Trunk Configuration Re
E Save x Delate % RAeset # Badd Heey
—SIF Information
Destination
7| Bestination Address is an SRV
Destimation Address Destination Address IPwh Crestination Port
1 10.006.55.153 SDEL
MTE Preferred Originating Codec™ 78 Lulaw -
BLF Fresence Group® Standard Presancs graup -
|51P Trunk Security Profile* CUBE-2 Secure SIP Trunk Profile | -
Rercuting Calling Search Space < Nane > =
Cut-0f-Malog Refer Calling Search Space < Nane = -
SUBSCRIBE Calling Search Space o NOnE > -
SIP Profile® Standard SIF Profile w imw Datais
DTMF Signaling Method™* Mp Preferance -

TR

CCTR., BENERCHMELTUWIAES A ERBLET,

show sip-ua connections tcp tls detail
show call active voice brief



e.g.

Secure-CUBE#show sip-ua connections tcp tls detail
Total active connections : 2

No. of send failures : 0

No. of remote closures : 13

No. of conn. failures : 0

No. of inactive conn. ageouts : 0

TLS client handshake failures : 0

TLS server handshake failures : 0

Note:

** Tuples with no matching socket entry

- Do 'clear sip <tcpltls]/udp> conn t ipv4d:<addr>:<port>'

to overcome this error condition

++ Tuples with mismatched address/port entry

- Do 'clear sip <tcpltls]/udp> conn t ipvé:<addr>:<port> id <connid>'
to overcome this error condition

Remote-Agent:10.106.95.151, Connections-Count:2
Remote-Port Conn-Id Conn-State WriteQ-Size Local-Address

5061 16 Established 0 10.106.95.153
57396 17 Established 0 10.106.95.153

—————————————— SIP Transport Layer Listen Sockets ---------------
Conn-Id Local-Address

2 [10.106.95.153]:5061

show call active voice brief 1N > ROHB A, LTINS AN ERAE N TVWREEICF Y IF
YEhfxd,

Telephony call-legs: O

SIP call-legs: 2

H323 call-legs: O

Call agent controlled call-legs: O

SCCP call-legs: O

Multicast call-legs: 0

Total call-legs: 2

1283 : 33 357052840ms.1 (23:57:23.929 IST Sun Feb 15 2015) +2270 pid:3 Answer 3001 active
dur 00:00:08 tx:383/61280 rx:371/59360 dscp:0 media:0 audio tos:0xB8 wvideo tos:0x0

IP 10.106.95.132:17172 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms g71llulaw TextRelay:
off Transcoded: Yes

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a
LostPacketRate:0.00 OutOfOrderRate:0.00

1283 : 34 357052840ms.2 (23:57:23.929 IST Sun Feb 15 2015) +2270 pid:1 Originate 2001 active
dur 00:00:08 tx:371/60844 rx:383/62812 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP 10.65.58.24:24584 SRTP: on rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms g7llulaw TextRelay: off
Transcoded: Yes

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a

LostPacketRate:0.00 OutOfOrderRate:0.00

F /=, Cisco IP Phone&ECUBEEX LT — MU I /A OB TSRTPES{LI—INFTTHhhdE, IP
PhonelcOY O FA A FRRENFT,
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debug crypto pki{ API | callbacks | messages | scep | server | transactions | validation }
debug ssl openssl { errors | ext | msg | states }

debug srtp {api | events }

debug ccsip {messages | error | events | states | all }

debug voip ccapi inout
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