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| ) ca_vecs8¢_2026-03-25_03_20_11.pem

| client_vcs8c_2026-03-25_03_20_11.pem

‘ ethO_diagnostic_logging_tcpdump00_vcs8c_2026-03-25_03_20_11.pcap

' loggingsnapshot_vcs8c_2026-03-25_03_20_11.txt

i server_vcs8c_2026-03-25_03_20_11.pem

| xconf_dump_vecs8c_2026-03-25_03_20_11.txt
e xconf_dump_vecs8c_2026-03-25_03_20_11.xml
| xstat_dump_vecs8c_2026-03-25_03_20_11.txt

6 xstat_dump_vcs8c_2026-03-25_03_20_11.xml
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B

{EE B8 : 3814H02:37:40 2026 GMT

Not After : 3414 H02:47:40 2028 GMT

#% : C=IN. ST=KA, L=KA, O=_Cisco., OU=TAc. CN = cluster.s.com

x15.4 E DExpressway 7 7 4 )L AT LD KGN REAETF A LUK ¢

certs b _-r] - [¥] - +4 L4 ’:‘ G ‘ Find Files =
New ~ + Kl
| Jtandberg/persistent/certs/
Name - Size Changed Rights Owner
T_ " 3/24/2026 3:16:20 PM TWXF-Xr=X root
[l generated_csr 3/14/2026 8:20:12 AM PWXI=Xr-X _hobody
multidomaincerts 3/17/2026 6:19:48 PM WX-===== root
i saml 2/4/2026 3:56:54 PM TWXI-Xr-x root
E ca.pem 16 KB 3/14/2026 7:37:55 AM Wer==r== _nobody
i dient-ca.crl 2KB 2/4/2026 3:54.04 PM w-r--r-- _nobody
r’ dlient-ca.crl.defautt 2KB  2/4/2026 3:54:04 PM rW-r=f=- root
E crl-update.conf 1KB 3/24/2026 3:16:09 PM TW-T=-r== root
r_ mtls_ca,pem 9 KB 1/19/2026 8:34.16 PM W-r==r== _nobody
E policy-services.crl 2KB 1/19/2026 8:34:16 PM W-r--r-- _nobody
|—_ policy-services.crl.default 2 KB 1/19/2026 8:34:16 PM TWXr-Xr-x root
L privkey.pem 4 KB 3/14/2026 8:17:09 AM | root
|—_ server.pem 3KB 3/14/2026 8:19:20 AM wW-r—r-- _nobody
E server-ssh.pem 6 KB 3/24/2026 3:16:12 PM TW======- _pfwd

EII_I|I
I
D
d
A

x15.4 £ MExpressway X — 1 —(Maintenance > Security > Server certificate) ( % —/\
—)ILROKANEFETS ):
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CISCO  Cisco Expressway-C

Sy Syem  Cokguakons  Apkcakns>  Usersy A Ytk o4 oot
System upgrade Upgrade ou e hene: Mariznance + Upgrade  System upgrade
i, Waming The CSRF s scheaapg Loggng st Enabled To change £ pledse og i e CU1 T
Sima ksnsing ESSSS—————————————————S—S—MS—MMM—M—M—M_psssssssssssssssssssssssssss——S—
Email Nosiications
Piease wal whie e sofware instals
Tooks»
[ I ]
=1
Bachp and restore
Dhagnosics» CRL managament
Maintenance mode Clent crfficate testing
Language Certicate-hased
Restart agtions auhencaton corigaton
Seoure raversal st
Ciphers
$5H configuration

X155NDTF Y 7L —RIZCKRIL =%

ZOHITIE, Maintenance > Security > client certificated & U'server certificates® T (22D M FEA
EXATVAVHFRRENTVET, x155 0T Y 7IL— K&, x15.4H0 5 OH—/NFEHED
x1550 04T NEAEARNTICOE—E iz, webadmin® Y —/NFAER—FILED
ZAT NEAER—RIIOMAFICEUVAERAEN RRENET,

Nimiim
CISCO Cisco Expressway-C m

St s System» Corfquiaton s Apphcator s Wsars » F
Alarms Upgrade You are heve: Sl - Marms
i, Waming The CSRF Logging Bon Enabled. To change &, please log in 1o the CLI =
[ criptio Smart Bcansing 8 y ¥ I L o |
Datie and tene not vadated The sysiem s unabie 10 obtan B comect tme EMad NotiScation Fased  Wanwg  Thes sysiem Check (e e stats; check DS at HOB0334 161338 H00600-24 161338 000
Cluster TLS parmissive Cluster TLS veriication mode pum-w*‘.l"‘d’- Fated  Nobice Thes sysies Change e custers TLS verfation mode o Enforging 2026-00-24 151334 2006-00-24 181334 20045
m Trusted CA cartficate
#I M _I Backup and restore
o
Mairtenance made CHL management
Languags Clent certiicate testing
Rustan options. Cenificate-based
ansheniication configuration
Secure traversal test
Ciphers

X155 DT YT I L —REBEOBREDHEERMBEF—NIVFA T NIBAEARNTIZIE—C N
FL ko

x15.5 L MExpressway 7 7 41 L2 AT LD KGN R/FERAETFT 1 LUK .



‘ /tandberg/persistent/certs/

Name Size Changed
1 . 3/24/2026 4:13:44 PM
generated_csr 3/14/2026 8:20:12 AM
multidomaincerts 3/17/2026 6:19:48 PM
saml 3/24/2026 4:12:43 PM
16 KB 3/14/2026 7:37:55 AM
3KB 3/24/2026 4:12:46 PM
X client-ca.crl 2KB 2/4/2026 3:54:04 PM
3 client-ca.crl.default 2KB 2/4/2026 3:54:04 PM
‘j clientprivkey.pem 4 KB 3/24/2026 4:12:46 PM
:—l client-ssh.pem 6 KB 3/24/2026 4:13:37 PM
j crl-update.conf 1KB 3/24/2026 4:13:34 PM
=
J mtls_ca.pem 9KB 1/19/2026 8:34:16 PM
% policy-services.crl 2KB 1/19/2026 8:34:16 PM
j policy-services.crl.default 2KB 1/19/2026 8:34:16 PM
‘L‘ privkey.pem 4KB 3/14/2026 8:17:09 AM
i—l server.pem I 3KB 3/14/2026 8:19:20 AM
U server-ssh.pem 6 KB 3/24/2026 4:13:37 PM

TLS/\Y RS T A JBEDOX15.5 EKUF T Y

x15.5TIk, FILWCLIOXY > RABAEh, TLS/\> R T A VBICHRF—FERAEEKV)EF T
VIOTEDRSICRYWELLE, F7HINERE "1 TF, AN REY NEExpressway
Core KU'Edge TEM T,

XY Rty MCkY), ExpresswayNDINTOEESIP TLSEHZOF IV INRN)H—EhE

To (AVNIDVRITAT 2 bheloZEBABARRENET ), AICTHE, TLSAZ2 I —
BIZER DO TRRENIAECHEAZEO VAT REKUFBEENRT VAR A ESH N FIVIE

NET, F7I2FDE, FIYVIRBRNANAENETH, Y—/NEKUNGIAEICTFETSEEE

FIVvIEhET,

xconfiguration SIP TLS Certificate ExtendedKeyUsageF I Y JE— R : A2 /F 7 :



EOTSATNARAEZER L, 94T REKU (INT )Y VCABBFRFETIRED
) ZEEBRVWCSRICERTZBA., COMAELEISA T NIAEARNTICESH
TT7Y7O—RTEXEEA, TOEH, CSROBEICI D TERENETEHEICHKT Y
SAT Y REKUNEENTVWB L ERRBIDIMEN HVET (TFTARXR—KCAZFEH
LT, 94T NEKUZTEATEERT ),

p EN:ZOIZ—E. 754T7 > MOEKUNFREL TVWBHCSRERZ [ EIAEZ Y S
ATV RNEHAEARNTASTYTO—RULESETRERSHIZBYET,

M
CISCO Cisco Expressway-E

Status » System > Configuration » Applications » Users» Maintenance >

Client certificate

1 . Invalid certificate: The file provided does not have a client usage attribute. Services requiring mutual TLS may not work.

i, Waming: The CSRF Protection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled. To change it, please log in to the CLI.

Client certificate data

EREL, Y—=NEKUD & ( VT4 T REKUBL ) FEENTVREAER Y —/\IIAEARNT
ZBHTF Y 7O—RL. Upload server certificate file as client certificate #i2iR 92 &, FAE X
DTAT > NEAEARNTICOE—E NE T, Expressway-Edge T7 T4 R— NCAEB R {J & 5IHH
ExzFEALBAVEERE G, Y—NEHBANTAISITZA T NIBAZEARNTICO&KT—/N
EKUZE—92EZBIRTEEXT,

Server certificate

Tl Waming The CONT Prolection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled To change &, please log in to the CLI
Server certificate data

Dec 24 2027

RICKY200-TMS-CA

Reset lo defaul server certiicate |

Certificate signing request [CSR)

Thete i no certificate signing request in progress

Generate CSR

Upload new certificate
Browse... | No Me selected i Re-use cumment private key

Browse... | No Sie selected




BEROAREFANT, EROBAFTUF

ExpresswaylC 2D DEEAEARNTAHD 12, SIAZEANTICEEBRO> T U AN HYIET,

M1 Ty TIL—K

ExpresswayZx15.4F 1= Ex155& WEION—23a N ST YT L—RIDHE, COFRBFER
JUET, x154N—2 3> 0OBREFEOEHEN2DODOMAEANTICIE—ENET, x1550075
AT Y =TI, SEAEFERLUTT,

ExpC x15.5 ExpE x15.5
Client cert = Certificate copied from server certificate store I I Clientcert = Certificate copied from server cert store
Server cert = Certificate carried forward from x15.4 post upgrade = —---=me-e- UC ZOng -=ss-nnmemmnes Server cert = Certificate carried forward from x15.4 post upgrade
Where: Server certificate = Client certificate | Where: Server certificate = Client certificate
L - — |

G2 BEEENMISSICHUVEEREZA VAN LEEE (BRFOBEEOEMHRA I
FLL)

CA 1 =NZBCA

CA2=/\7)vJCA

ROEIZTRT KSIZ, Expressway Corellld, CA2IC&k 2 THHREBZE hizH—/NEKU (/NTV
YOCA) BEDIUSATURNIHEE, CAILL 2> THOHREBRENEY—/NEKU (NTVY D
CA) 2 >H—/NIIAENHV ET, BEEIC. Expressway EIZIE. CA2ILK > TEREh Y
—NEKU (INT VY OCA) ZEFEDUVTATNEHEE, CA2lLE 2 TOAEBERENLEH—N
EKU (/NTUYUCA) & >H—NIBAENF HWET,

ExpC x16.8 ExpE x15.5

Client cert = Server EKU by CA2 Client cert = Server EKU by CA2
AAAAAAAAAA UC Z0nge--vrr-

Server cert = Server EKU by CA2 Server cert = Server EKU by CA2
|

T



Expressway 17 H—/NSEHEICOISA T NEKU, 1774 RIDZ1Z5—>3a> NSN—Y
WY—2, MRANZWIEES, WebRTCZ7OF > F#EEL ¥ A, Expressway Corett—/N—ziE8]
BILUVZATVREKUN BB EZBRLTLKEEY, Chlk, I—HY—NFNTUYICALST
NTOEAENOBRZERIT 2 —ROBEABTT. NTUYICAREREICLIZAT N
EKUZE®AWES, IZ77A RIDZ2Z5—23a 2 NIN—HILV =BT IOT 1471050
7,

UCY—>%TFOT 147129321k, Expressway ECEKUF IV A T7ICTBEVNSFoHY)
BUOWEZENFHYET, Chicky), UCY—NFEBLET, L, SSHNZIWEGFIETOFT 4
TODEETT, BIE, 2222THSSHRN U RIBEEICE. 954 T7 > NEKUDRKRIINBETT,

MRAZZAT> NOJ AV H LTWebRTCT7 OF S HeeF#REL EE A, 7T A/ X—KNCAICH
583 2BBEVEREHYET,

TANT—A1

« Expressway ECEKUF I Y U# TONy D EE
« Expressway CoreD V54 7> NB RV Y —/N\EHEBICH—NEKUD KA H D EE
« UCY—2AT—XRAANFAILED

Expressway-Edge TExtendedKeyUsageZz 74>/ ICL & T,

xconfiguration SIP TLS Certificate ExtendedKeyUsageF T Y JE— R : F2 :

-




Hige generated fems

2
|
i

admin Rt wime vesiic 1224187

Expressway E®O O (Z (&, 10.106.80.16 = Expressway Core, 10.106.80.31 = Expressway
Edget iBEENTVWE T,

5 Lavel="1" UTCTime="203 0.
5 Level="1" UTCTime:
" UTC
5 Lovel="1" UTCTime:

“TLE" Level="1= UTCTime:

TANT—RA2

« Expressway ECEKUF T Y ONFT7DEE
« Expressway Core® 954 7> NERE L H—/NFAEICH—/NDHKDEKUN H B HE
« UCY—2AT—XRAKACTIVE

Expressway ECEKUF I Y V&2 A 7IZLET,

xconfiguration SIP TLS Certificate ExtendedKeyUsageF I Y VE— R : F7

AZ77ARAZAZT—232V—2TF 07147

e Read write woalic 1227187 QOTEAS2D Eing

1L, sshh DRI REXRBMLTVERT,



Status » System» Configuration Apphcations s Users A
Unified Communications SSH tunnels status You are here: Si2is  Unifed Communications siaius * Unifled Communicatol

L., Warning: The CSRF Prolection stais is aulomatically enabied ater the software upgrade. We recommend keeping CSRF protection Enatied To change i, please kog info the CLI

smartsiave vikdutta com 555 federation.com Faied 002006 070926 Permission denied 10.106.80.16
Smartsiave vikguita com fomcat.com Faied 29002026 07.09.26 Penmission denied 10.106.80.16

Expressway/ X kO :

l-—--___________________________________________________________________________|

2026-03-29T12:33:12.384+05:30 ssh: Detail="ssh: connect to host smartslawsrtsartsgi22222hort 2222: Connection timed out" Level="ERROR"
2026-03-29T12:31:56.811+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 22222Coort 2222: Connection timed out” Level="ERROR"
2026-03-29T12:28:56.519+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 2222Zonort 2222: Connection timed out" Level="ERROR"

2026-03-29T12:28:24 476+05:30 ssh: Detail="ssh: connect to host smartslavimairtst 222222: gort 2222: Connection timed out" Level="ERROR"
2026-03-29T12:27.52.445+05:30 ssh: Detail="ssh: connect to host smartslavelast smit 2222: port 2222: Connection timed out" Level="ERROR"

2.1 HEH

CA 1 =RZBCA
CA2=)N\7 v OCA

« Expressway 17 774 T2 NAEFAEBA'CA1 ( AZCA) ICK2TEERE N, VF14T7> b
[Y—NEKUOEBEANEENTVEEE,
« Expressway 17 H—/\ZEBAEIXCA2/NT VY UCAICK 2 TERE N, Y—/\EKUD X %EE

HET,
- Expressway Edge ServerfEBAEECA20/NT U Y JCAICK > TERBEhTHY, H—N
EKUDH A BEENRTVET,
« Expressway Edge7 54 7> REBAEFCA20/NT U Y JCAICK > TERENTHY, ¥
—NEKUDHAEETNTVET,
ExpC x15.5 ExpE x15.5
Client cert = Client/Server EKU by CA1 I I Client cert = Server EKU by CAZ2
meemmmee=UC Z0ONGewemmeee
Server cert = Server EKU by CA2 Server cert = Server EKU by CAZ

| - 1 - J

CDERBERDIBITT, EKUFIVIE—ROAVIATICEEREEL, IZ7 74 RIAZ1ZT
—2 a3 Y—2VESSHRN D RIIWOMAENFTOF 4T IZBE)ET, MRAVSA T NIEMELET

o

Expressway Edge DEKUF I Y U NOFFTHAHAONTH AL ERBETEH V) TR A,
Expressway A7 9 Z AT NEEAEBICV S AT REKUFEENTVET,



Expressway core Active WSSHK > X)L :

stusnfns
CISCo Cisco Expressway-C
Status > System » Configuration s Applicatons > Users > Mamtenance »

Unified Communications SSH tunnels status
i . Warning: The CSRF Prolection status i automatically enabled afler the soffware upgrade. We recommend keeping CSRF protection Enabled. To change it, phe

smansisve vilidulla com oAt com Artre

Expressway Edge Active MSSHK > X)L :

il
CISCO Cisco Expressway-E
Status > Syshern » Canfiguration » Appications » Usérss Maintorancs »

Unified Communications SSH tunnels status
1 ‘Waming: The CSRF Profection status i sulomatically enabled afier T soflware upyrade. We recommend keeping CSRF protection Enabied. To change &, please 10g in 1o e CLI

)

e K0 in 10 the C1

20026 0T 21:2T7

Hite: genermied

« Expressway-Core 7 24 72 NIEBAEICH—/NEKUE DT AT NEKUA BV ET,

 Expressway Core —/NGEFAEICEH—/NEKUD AN H V) E T,

You

perr

FAEY



Name

~ Yesterday

in Certificate

General Detals  Certfication Path

| loggingsnapshot_vcs8c_2026-03-29_07_30, Show: <Al>

~ xstat_dump_vcsBe_2026-03-29_07_30_00.tx

| xconf_dump_vesBe_2026-03-29_07_30_00.t

e ustat_dump_vcsBe_2026-03-29_07_30_00.x¢

| ca_vcsBe_2026-03-29_07_30_00.pem

® server_vesBe_2026-03-29_07_30_00.cer

' client vesBc 2026-03-29.07 30 00.cer | |

Value

custer.s.com, TAc, Csco, KA,...
RSA (4096 Bits)

0500

Server Authentication (1.3.6....
DNS Name =duster.s.com, DN...
OeTde 11529e4a9fa6 2eea362. .
KeylD=d41ebBeTeecf536f711...

1D Piebri b Dinir#= Miete

€ xconf_dump_vesBe_2026-03-29_07_30_00x

[Server Authentication (1.3.6.1.5.5.7.3.1)
iChent Authentication (1.3.6.1.5.5.7.3.2)

Expressway core
client certificate

Edit Properties...

MRAVZ AT RO A42 L, BRENET,

Copy to Fe...

§ i Certificate

General Detals Certification Path

Show: <al> v
s Value
[ issuer RICKY200-TMS-CA, RICKY200...
[ | valid from Sunday, March 29, 2026 11:4...
[ vaid to Tuesday, March 28, 2028 11:...
[ subject duster.s.com, TAC, Cisco, KA,...
[ Public key RSA (4096 Bits)
[ Public key parameters 0500
Enhanced Key Usage Server Authentication (1.3.6....
S et Alterratioe Name NINS Marne ek cter ¢ com DN

1
[wmw (1.3.6.1.55.7.2.1) I

Expressway cora
Server certificate

Copy toFle...

Edit Properiies...



&) Cisco Jabber

hanu@

&) Connection Status

softphone
Satus
Protocol
Addness
Device

Line

Deskphone
Satus
Protocol

Address

Cisco Jabber

Wersion 12.6.1 (284403)

Connected

<Jp

1010679162 (CCMCIP - Expressway) [TPV4)

C5FHanu

Trr7
'FEF,

Not connected
CTl
[CTT) [(Unkncewen)

Cwtiook address book

Sotus
Protocol

Address

Dinactony

Sotus

Last connection successiul
MAPT

Cwtiook [Unknown)

Last connaction successiul

EMRAS RUWebRTC7OF A HEET D L SIC, FIAZICEETFNBEKUZLEEL T X
FELET, Chid, ERCHEITAIBALTELAVEAOLRTT,

&3 : TTANR—RNCATIXNTOARAEICEETS

CA 1 =AEBCA



CA2=)N\7 Vv UCA

ExpC x155 ExpE x15.5
1 r
Client cert = Client /Server EKU by CA1 Client cert = Client /Server EKU by CA1
-=----—--Traversal Zone---------

Server cert = Client/Server EKU by CA1 Server cert = Client /Server EKU by CA1

|
T

KH3TIH, TNTCOIBEEN RECACANIL L > TEEEhET,

« Expressway-EANTLSEHZEETRHE. CAIIL—NFEERFILTAT1ERBRTD
PDENFHVYET, BIKICHEENBTWVWA, T7TAR—KNCAREHEDOT Y 70— RAFAE L
TVWEWBE, TLSEHRFEEABRLET,

s 77AR—RNEAENOSEEARNTIZBEWVWEES, MRAVSA T RNRERYTTY T &2ZG
AND RS ICAHEZRMEBLET,

%1 4: Expressway EdgelZ " —/NEKUD & O /A BHREBREN & B

ExpC 1155 ExpE x155

Client cert = Client /Server EKU by CA1 Client cert = Server EKU by CA2  copied when chosen “Upload server certificatefile as client centificate”
Server cert = Client/Server EKU by CA1 sewssonersTTAVGISAL ZONG mesees Server cert = Server EKU by CA2

%ZMH4TIE. Expressway® AT V54 T NEEAE & H—/NREBHE X (CANAZBCAIC R > TER

Th, VAT REY—NNOEFDEKUNFEL E T, Expressway EQH—/NFEBHE /N T 1
Y JCABENET, Y—NEKUDIKEBATVET, Y—NHAEN VAT NEHAEARNT
iCAE—chEd, "H—NEHET7AMINEITA T IBELELTTY 70O— R,y &ER

LET,

FHATE, TLSERFBRICHL TITHNBIBE. Expressway-EANTLSY Z 4 72 KhelloZi%
BIdE. BiwE (VAT NEREBEIC VAT NEAEKUA B WS ) OZA4T b
EKUF I Y VZEEMICITIHLENHY, TS5THRVBERTLSERNAKBLET,

I—HYOBAEI—ART—RICETVT, 71— RICEESIZZSORHX T VAN FET
BAREMN BV, HORSNIEBEORNADIEHICINTEZAN—-TBERBFTEERRA, 121
L. ROKIEBELTLSEEL,

« #TLS/\> R T A U I(CExpresswayN VS AT MNZixd &, V54T NEAENET
ICRREIET,
« #IF Expresswayl@TLS/\> R T A JBICH—NIZBYWET, T—/NARABRETICRRE



nxXY,

CHOEREF. CNSOTARNT—ATHBIUEATVET,

SFUAA

D F ATk, ExpresswayldWebexe OMTLS/\> R I A VRHRIZVSA T NEAERIR
R~LET,

Webex£&FEA O E 77 BFE :

H#>7°)L1—)JL 7 O—Jabber - 8 CUCM - & Exp Core - & Exp Edge - &8 Webex
10.106.80.31= Expressway Edge

163.129.37.33 = WebEx

2026-03-24T11:54:26.106+00:00 smartslave tvcs: UTCTime="2026-03-24 11:54:26,106"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="10.106.80.31" Local-port="25002"
Dst-IP 7163.129.37.33, Dst-port= 75061

Expressway EdgelZ (&, S D)7 )L ES(2f0000004c869c77c8981becde00000000004c) D ¥ Z
AT NEAEN B XTI,

Expressway Edgeld TLSZ > T—2 3> FIZ "Webex, ZclienthelloZ:EL. 9547~
AAEEEEFLETD,

> 1) 7 )L ES2f0000004c869¢77c8981becde00000000004c:

1. Expressway EdgeldmTLSZ > I —= 3 > HIZ, client hello(pkt= 13699)% "Webex. IZIE(E
LET,

2. Webex A Expressway EdgelZ —/Yhello(pkt=13701)ZAEL £ J,
3. Webex/'5iEB & % Expressway Edge(pkt=13711)ICEEFEL £ 9,

4. Webexh Expressway L ¥ iEBAE "CertificateRequest, (pkt=13715)ZERL £ 7,



5. Expressway Edge" B & DA E Z Webex|Z A5 U & 9 (pkt=13718),

(screenshot)

ISP 2006-03- 14 17: 2% 1. F11700
EDERE BRE-0- 14 1735 HLFRITTY
LITE0 MOE-00-34 17:2%: 30 W2
LI NOE-20-14 17 1% 1. w1
APEE Bhi-90-34 1725 10 AR
FITEN HOE-30-M 17: 2% H. F
HOTE -0 1T 25 T
I OG0 17: 25 . WTH
LIT NOE-0-24 171251 W FETIN
ITRT 20E-00-M 1720 W.ETIT
AT BDE-0-1 AT 35 R T
LIT0H HOE0-34 17:25: 1. WTIM
D034 1T R T TR
1 o R LT R
BITAT 202024 17:2%: 1. TN
HITAN BihE-3-34 AT 250 M.
LI HOE-90- M 17:2%: 1. FL10

1831393781

Lo B4 13003 = 06l [AK] Seged Aciwl WiemS4311 Lened TEvaleBapsiiTe Thecr=3eaM171iel

(NN

585 {limt melle

Segel AckeS18

71913 Thee

W.129.07. 52 106, 88, 11

fLiNE RS H
139,07 02 304 B0 01
LI 8.01 61290702
3139, 07.52 .00 00, 51
W (B RS H
3. 129.87.52 106 80,31

] Seqedil dckedl Wineddiil Losed Tivalobbihidids Thoor=Jdiriiiy

e 1008 W1 5 190 [A00] Segedl AckeS1 WinsIRTEE LeasUIAT TheslsMOII7INEYN Theor<Masiiosd [TCP POU resseesbled in 10701)
o B )+ Sl [A] SeqeSld Ackel))) Wine§TiS4 Lemed Tivalelbbldiddls Tiecr= EETINLY

e 1008 4041 = 29093 [ACK] Sea=BI) Ack-318 Win-203E8 Lyn-bi4} Toval-MORITIND Thror-BARAI80 [TEP PN resssemtled in 23713]
w B IS0+ B1 [A] SeqeS18 ACkeISTS WiReTHESE Lened TSval-BORMBAIS TSerr-)EMOTINLY

e 1908 3041 « 29003 [AOK] Sem2578 AckeS18 Kine2USEA LinelI4] Toval-BS0RITINND Torcr=S40nise [TEF PO reassontled in 13711)
we o T - ML (] SegeSld Acks BT WiReTIT Lensd Tival-BRBIE Therr=MITINLY

o

1508 5861 = 29000 [AN] TegedSIT AskeS18 WiATESL Litelld] TealaMSSEITINGY Tisor=S400iise [TOR POV Feadiesdled In 19710)
k A | SeqrdlE ok WineTLEE Lensd ThvalebWRiBAIS Theors MITLII

T [A0K] Seqedll AcketIT) WinaTIT04 Lensd TvalelddRasals Theors 08171000
Abd Server lq lm
Lol ) WinaTATIE Lonsd Thva bS]t Theors MBEITLN4

JLuLE LR R T R LU
LITR8 HEE-R3-28 17:23: 20, WM
4 LITET NQE-90-34 17125110 MEPET

in 20728)

H04-90-34 171301 20.971007

| 13730 R34 17251 MR 0006 88, 31 il B SE1 = 1) [A00] SegeSTHT ArieMEID WiSe2E102 Lefed TSvaloMAMITINES Thaor-Stid)s

| LITIL FEGE-E3-D4 17:2%: T WL O, B, 10 TLhwl.2 T2 Change {ipher Spec
Lissgrh: 136 o Boaf MMM LM BN
Cortificotes Lengths 3900 I M HBRHHR BN
« contificates (3933 bytes) ShnanEanZat
=t Ll B e B 62 34 57 4b de 34 a4 Al
v Certificste [=)1 M3iTer S TTCRL BB 11135 372 hoba1 RFEEAI40ET SN LB S 4 1 W6 Le AT b KI G B8 BB BF M
w algredCertificate NWlPNMREMMND XN
werslons w) (1) Ba 30 Be N1 B6 )M W NN
T b Tk d HQFF‘H-::HH -Ii:i
i ts—— - ity
w ltguer: rdsiequence (8) o - @095 08 0% 13 M) T4 41 81 M1 M
wm -wm mum DN E T MY
t\-“ﬂ.cn:-t:l’-r‘jl::‘I‘i‘!-:[l(-uu: = HHERE NN BN
+ Encequence ftem: 1 Jtem (dcebgleclab) '“'”“":","'”f i
5 Eheguerde Qtem: | ltes [ld- ot Commebipm s b led Lab-WEi-0 -00-C4) :: : :' ; (5] : : 1: n 2 :
v ety 34087 BN aE M AR DR TH P ek &t
¢ motBefere: whoTlme [8) b ode 53 30 03 B ad 33 NI M A
¥ netafter: wteTise (8) THoch e 53 45 3 ST 0B B8 e &
» sebfects réntequence (0) il el i
~ _— ~ = .
Expressway Edgeh 5DV 54 7 > NiEBAE :
Mame h Status Date modified Type Saze
[ ca_smartslave_2026-03-24_11_55 47 pem @ | g Contificate ¥ |158E
cher smarsleve 206-03-24 £
||1- 11.35.47.pem @ _I Gensrsl Detads  Certfication Path m
eth nostic_logging_tc rtslav... 205 KB
M eth)_siagnostic_logging. tcpdump00_sma @ oo oo 5
= leggingsnapshot_smartslave_2006-03-24 11.55.. @ JIEKE
Ve
[ senver_smartslave_2026-03-24_11_55 47 pem @ v | 3KB
= xconf_dump_smartslove_2026-03-24 11554764 3 2SI S Js5 kB
shaltensa
@ xconf_dump_smartslave_2026-03-24 1135 472 @ sha2%é s s
bohudab-WINDC 0 1-CA, boks...
= ustat_dumnp_smartsleve 2026-03-24 11 55 478t (3 Tuesday, March 24, 2026 4:5,.. 69 KB
Thirsday, March 23, 2028 &5...
e wstat_dump_smartslave_2026-03-24_11_55_47xml 3 rhihar @ rren bae rigen, Bl 120 KB

I2f 000000486927 70898 1 bacda00 000000004 I

Edit Properties. .. Copy to Fie...




SFUA2

ExpresswaylEmTLS/\> R T A TFIZH—NI T4 T 42KV, TOH—/NIHEEEZRTL

£ I

Expressway' 4 —/\ZIFBE %R R T 53HS. Expresswayll & BEI DR 7> 0506127 L 1=
EXRIATBIRAN-YV=HFBYVET,

Expressway./ — Rx15.5& Expressway ./ — Rx8. 11 40O X 17 RA/N—-V—>

10.106.80.15 (x8.11.4) sends a client hello to 10.106.80.16 (x15.5) (pkt=736)
10.106.80.16 sends a server hello to 10.106.80.15 (pkt=738)

10.106.80.16 (x15.5) presents its server cert during TLS handshake (pkt=742) and requests client’s cert

10.106.80.15 (x8.11.4) sends client certificate (pkt=744)

733 2026-93-15 15:40:17,833259
736 20260325 15:10:17, 870548
TIT HRRG-3-I5 5:E0:17.871031
¥ 738 2026-03-15 15:10:17,. 878936
739 2026-03-15 15:10:17, 876955
b T4 2026-93-15 15

ACK] Seqel Acke] MER=29312 Len=d TSval-2013756MI5 Tiecr=3000042683

Thsvl.2 2?6 Client M]]e
LT LY — ) L Y T
10, 106.30.15 Thsvl.2 151 rver Hells

K] Seqel Ack=211 WEne65034 Len=d TSval=407004175] Tiecr=20305604l

UET [ACK] Seqe=111 Acke144% Win=3I118 Lenwd Tival=2013T56¥50 TSecr=4070041719
1514 5061 - 20457 [ACK] Seqe1440 Ack-J1Y IH-GSQB Lefe 1448 TEval=S0T041729 Thear=2013756042 [TCP POU resssesbled in 741]

741 2026-03-15 15; I v 1739
T4D HREE-93-I5 35 mm:ﬁ:au. S«'ﬂr I Excl cmif:em Begetit llml' Ihl.l.e M l
743 026-93-15 15; e T o 2 P04 1729

16

Thivi.2

3560 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

T44 J026-03-15 1%; . 108,
745 J026-03-15 15: 9 1.'-' BRI 1w, I.QS 8. 19,1888, 15 e 66 S061 - 20457 [AOK] Seqe3661 Ack-305 Win=60632 Lenwd THval=S0PBMITIT Toecr=20137T56958
746 2026-03-15 15:10:17, 666041 10, 1068016 10, 106.39.15 e 1514 5061 « 19457 [AOK] Seqed66l Acke3T05 WineGO63D Lerwlddd TSvalwbdT41738 TSecr=2013756958 [TCP POU resssestled in T4T]
T4T JIE-03-1F 15:00:17 . BEEO4E T, 1068006 10, 1088, 15 il 2 T64 New Session Ticket, Change Cipher Spec, Encrypted Handshake Hessage
T48 M26-93-15 15:10: 10, 106.82.15 10.106.30.16 e 66 20457 = SB61 [AOK] SeqeiR0S AckeSE0T Wins43TT6 Lewwd TSvalsDOLITS6959 Tiecr=S0T0041738
745 J6-03-15 15:08:17, 668437 T, 106, 80.15 10, 10,80, 16 Tdvl. 2 438 Applicotion Dets
Length: 2923 |[®830 7 od @1 1 bc @5 @@ 30 49 31 13 32 11 06 6a @9 -
« Handshake Pratecel: Certificate PO 922689 93 f2 264 0L 19 1603 E3 6f 643118 -
" NS0 30 16 06 0a 09 92 26 80 03 £ Jc 64 01 101608 O
Handshake Type: Certificste (11) 006 5249 43 &b §9 323030 )1 15 M0 16 D601 S5 @4 Rl
Length: 2913 BaTE 03 13 BF 52 45 43 4b 53 32 M M M S 453 -
Certificates Lemgth: 2916 BEE0 4341 WLITMNN NN MBRRAFT U
w Certificates (2316 bytes) HMW5ITMNBN DAMRLHTH Y4
Certificate Length: 2005 W5 M5V OIS LINS W
. de 3100 3096355 MO 132 Eb 4l 100 W
w Certificate [-]: 19820741308 020208864F T 28854885F 05003045 1113300 1 0608095226855 1T 110680119160 36 16FEd 11 16301 606080592 26899 1 220 e R e e e
v signedtertificate @3 55 08 Oa 13 @S 43 69 71 63 6F 31 Oc 3088 @6 L
wversion: vd (2) @355 08 b 13 83 54 41 63 31 15 33 14 06 83 55 .|
serfaliumber: dudicfTEaa000000000025 ©4 03 13 0d 63 6c 75 73 74 65 72 2¢ 73 20 63 6F
T Gy e
Algocithe Td: 1 3 S 119481 1 17 {chy ryatioa) R T S e S e e e o
¥ lssuer: rdnSequence (2) e €7 60 25 84 Sk e 7c 293 #S ab 2197 18 54
1 3 items (id: »SCeRICKY200, dowrom) 0 B9 85 67 56 B3 £1 68 91 B¢ b1 58 f2 dc 7 b
>wlidltv 15 7d 85 03 13 aa 5 b8 b 21 90 Tc e 95 o0 M4

RDAD)—=>223Y M,

SUTIINESH

—HIB3Y—/NAHBEZRLTLET,



ca_vesc_2026-03-25_03_20_11pern &

chient_veshe_2006-03-25_03_20_11.pem -

Ml ethi_disgnostic_loggang tepdumpdd_vesBe 2006-( Coneral Detals  Cartheason Pash

ingsnapshed_wesle 2026-03-25 03_20_ 116
loggnginapthot - - Show= «al»
server_verlc 2026-03-23_ 03,2011, pem
Fasld LT
wtonl_dump_weile 2026-03-25 103 _20 110 .

V3
S HBE-03-4 0 A5 MEaaOOD00000 2
I scond_dump_vesBe 2026-03-25 03 20 110l ] .
mtat_dumnp_veslie M06-03-25 03 20 1104 - Torabre hadh sigonte sha234
| Tamuer RICKY 200-THE-CA, RICKY200....
I xstat_dump_vosBc_2006-03-25_03_20 110mi _ | vl from Saturdry, March 14, 2026 820...
_vadta Tuesday, March 14, 2008 8:1...

£y et Ahmter 5 e The Pen B8

I':aamuuonnunuumz? I

Copy o File...

TARNT—AIMRAVZA T M OJAVRIC7OEED a - J&ch, D—o70—I(C
Expressway Core & CUCMBID KT 7 14 ¥ U —/NFEAZEDRKRIANFEETNTVET,

10.106.80.16 = Expressway Core x15.5
10.106.80.38 = CUCM

« Exp C 16l&6972 TFTPTY S 4 7> hhelloZEELE T,
« ExpC16lk, TLSN\ R ITAORIZOVTA T NEREZEEFELET,
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