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Information X

If TLS verify mode is enabled, the
Unified CM system’s FQDN or IP
address must be contained within
the X.509 certificate presented by
that system (in either the Subject
Common Name or the Subject
Alternative Name attributes of the
cerificate). The cerificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On
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LR L S BB Cisco Unified CM Administration ~

alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System ~ Call Rouling ~  Media Resources =  Advanced Features = Device ~  Application =  User Management =  Bulk Administration =  Help

Find and List Servers

G Add New

Status
[@ 2 records found

Sarvers (1-20f2) Rows per Page 50 ~

Find Servers where | Host Name/IP Address + | begins with  ~ | Find || Clear Filter || ¢ | ==
Host Nama/IP Addrass ~ Description Server Type

cucmpubnew, tomeat.com 10.106.79.166 CUCM Voice/Video

cccccc bnew tomcat.com 10.106.79.166 CUCM Voice/Video

RORIFE, TLSHREEE— K= ONOFQDN%Z £/ L TExpressway-CorelCiBlE 7=CUCMZ R L
£9,

Stalus» System» Configuration > Applications > Users» Maintenance »
Unified CM servers You are here: Configuration » Unified Communications * Unified CM
Unified CM server lookup

Information
Unified CM publisher address [
| IF TLS werily mode is enablad, the
User i

| Unified CM system's FQDN or [P

# | cermvadmin |
| address must be contained within
| the X.509 certificate presented by
| that systam (in either the Subject
on ~| (i | Curnrm:l_n Marne or Ih_é Siibject
| Alternative Name atiributes of the
o < | (i | ertificate). The certificate itself
| must also be valid and signed by a
e I | tfrusted certificate: authority.
o (i Default: On
Save| Delete camll
Name UCM Version Zone Protocel Zone Status Rale
CUCMIUbHeW IDmEat com 15.0.1.12900{234) TCP TCP: Address resolvable Subscriber
“cucmpubnew lomeat com 15.0.1.12000(234) TCP TGP Address resolvable Publisher

£, X142TlE, TLS/\AY R T A Y (clienthello)PICEBEZBEIEMN THREEZRRIZDEEN
BAEhELLE, chBETYTIL—RNALCKEFL, VINIDITTYTIL—REICTFHL
BWTLSERNRETIREREBRYELE, TLSNY RIS IVHROTY TIL—ROFIZ,
CUCM#A 5 Cisco TomcatE = & Cisco CallManagerilBBE 2 ER L TV S WREMN BV £, K
L. 7Y7YL—R&EIC, ECDSANUT N (RSAKWEEFITHRESNUTU N ) ZERL
TWET, Cisco Tomcat-ECDSAZIEEAE % /=& Cisco CallManager-ECDSARERAE &, B D CAIC
EKO2TCEBERITRCLE, HCERIAPEOATERIBEETEERT (F72INKN),

CORSOEEIENOEEE, Expressway X142 10V ) —RA/—KRTRENTVDRKRSICT Y
T7IL—RNACE>TELD L, BEICHETI DI TRERHYEEA. 2FY, EESUAN
(C Xt L TECDHE-RSA-AES256-GCM-SHA384Z N9 % A* £S5 A A", Maintenance > Security >
CiphersDJEISERENE T, TS5 THVEHER, RSAEES &LV EFH L VECDSARESAEBEES 1
£F9, BEITIHEE. LHERAKICRSAO SN BAENSVEMEICAYET,

RDADV)—>23v N&, Clienthello®TLSEZ > T —> 3> XY z—2 HIZExpressway 17
K 2TT RNZAXE#IFFRWVWARY U AOECDSARE ST, H—/Yhelo®)E—KNL AR A
(CUCM)IC & 2 TTLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ' iZIR& h, RDBEIC
TLSZRO>I—>3a N kRBLET,

LAREDLSDI—NCAREBHE R IEEBOECDSATIHE, DFY ., ZNHFE. CUCMIE
ExpresswayEBARTFICA VAR =ILEhER A,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

v TLSv1l.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x@381)
Length: S12
~ Handshake Protocol: Client Hello
Handshake Typeé: Client Hello (1)
Length: 583
» Mersion: TLS 1.2 (@x@3@3)
Random: bE32e6720580ac3flddeSbdedS5dSadaZ?f68b240eT20e5a75Ff4471cdfc2S57B4AcFE
Session ID Length: 32
Session ID: bIEBBBOAZET7alccShecl@B7470F608423ddccda71@F2706dFFOSeSFfafEl3edT16d
Cipher Suites Length: &6
v Clipher Suites (33 suites)
Cipher Suite: TL5_AES_256_GCM_SHAZEB4 (2x1382)
Cipher Suite: TLS_AES_ 128 GCM_SHA256 ([9x1381)
Cipher Suite: TLS_CHACHAZE POLY13D5_SHAZSE (@x13e3)
Cipher Suite: TLS _ECDHE _RSA WITH AES 256 GCM_SHA3BA (Bxc@38)
ICipher Suite: TLS_ECDHE _ECDSA _WITH_AES 256 GCM_SHA3ZEB4 (@xcB2c) ]
Cipher Suite: TLS DHE _DSS_WITH_AES 256 GCM _SHA3IE4 (@xB8Ba3)
Cipher Suite: TLS _DHE_RSA_WITH_AES 256 GCM_SHA3IEB4 (@x0@9f)
Cipher Suite: TLS5_ECDHE _ECDSA WITH CHACHAZO POLY1325 SHA256 (Bxccad)
Cipher Suite: TLS_ECDHME_RSA_WITH_CHACHAZ@ POLY1305 _SHA2S6 (@xccaB)

Fhld, ECOSANEBEENBEWVWKS (CExpresswaylE S 2 ZEITDHEETEET,
1. GCM-Sha3847— 7" SSLXF 5 Z ML CSIPEESZ2ZET 5,

"ECDHE-RSA-AES256-GCM-

2.BBOTVIJ 7L UATES2BHITSICIF+2EBML, ECDSAZKAICEMCTSIC}IZE
mUE9,

B§S : "EECDH:EDH:HIGH:-
AES256+SHA:IMEDIUM:!ILOW:I3DES:IMD5:!PSK:!leNULL:!aNULL:!aDH:+ECDSA"

3. CUCMTECDSASIFHEICEE L I — NS LU FRECASIEE#BINT 5 A, Expressway{Si
ART7 (BBICK2 T ) TTomcat-ECDSASIFAEZEBML £ T,

EIEL, BEOBEIBVLOEEICKY, TYTIL—RELCMRAORRA T T2 AN H S
2., TACKRRNEREKRZRITL T, BIEFZ2BRIZILEN BT,

TLS1.3MEAIICKY), Wireshark TRIE NBDINAEEERID L FETSICREICHEY)EL -
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x15.3N—2 3> 0Ok

SIPAR—T7IAANBENDHK, RSAES E-IFECDSARES ZBIRTEET,
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ROOAX Y Ry MZFEAUERSATILIV ALEECDSAT LIV X LD -
xConfiguration SIP Advanced TlsSignatureAlgoPrefRsa : Z>//7 7

TissignatureAlgoPrefRSAlE, SIPA 22 —7 T4 AICTLS 1.3 REET N TV B IHEIC D H AR
E3x)

xConfiguration SIP Advanced SipTls/N\—> 3> : TTLSv1.3,

S

EBRE. ChESIPAUEA—T I/ AICOKBERAENET, 84430 Traffic Server&
TomcatDZEEEIEF, BIROEBYEEENTVEE A,

Expresswayl_ & 2 TCUCMIZ Tclient helloy OEICEFENBBESA—Y Ik, RSAFERE hiz
EEILRENEEBYIZEYET,

« BETIJVUXLA : rsa_pss_rsae_sha512 (0x0806)
EEZT7 NIV XA : rsa_pss_rsae_sha384 (0x0805)
EEZT7INJV XA : rsa_pss_rsae_sha256 (0x0804)
EZT7 )1 XA : ecdsa_secp521r1_sha512(0x0603)
EZT )1 XA : ecdsa_secp384r1_sha384 (0x0503)
« BETILOURX L : ecdsa_secp256r1_sha256 (0x0403)

LRI MEERE k. CUCM®Enterprise Parameters > Security Parameters CTLSEE & (C X L TEIRL
ERREEEITL THBELE T,

TLS Ciphers = All Ciphers RSA Preferred w All Ciphers RSA Preferred

F /=, Expressway-CECUCMBINTLS 1.3Z T LETLS/\ R I/ VN HEBLTWSRES. 2
WO EEFPCAPICHEAET D ISR EThEERICIEER A, TACOBREFRICChSDT
Ny TrBEMICTDE, AVR—F NN TIND1—FT 4V JICEBEIS—2HDTD &
SIEBYEXRT,

xR O 4 — B % & developer.trafficserver.httpL X JL : "DEBUG"
x#& X O 77 —BA % & developer.trafficserver.http_transL X JL : "DEBUG"
x#& X O 73 —BA % & developer.trafficserver.iocore L X)L : "DEBUG"
x#& % O 1 — B3 & developer.trafficserver.ssIL X)L : "DEBUG"

CallmanagerF @B NOY —EAE1DDAHEEEXHETIEESOME

CUCMTEIREZBFNATR &, RAHNDLEDYFRT,

CUCM 14.05AB# Tk, Tomcatd & O Tomcat ECDSAZERA & %Z Call Manager® & TFCall Manager
ECDSAE L TEBFATEEY,



TomcatiEBA#F (& CallmanagerffBAZE & L TBFATE XY,
Tomcat-ECDSAZEFEE X, Callmanager-ECDSASEBAE L L THANATEE T,
ChiZRY), EFANRIBEYNET,

1. CUCMOEHR DY —EANM DDIAZZFEATEI RS LA 212z, ;EAEOIANHIRE
ThEL L

2. FEBAEDEENf DIV,
3. Tomcat/Callmanager 7= I& Tomcat-ECDSA/Callmanager-ECDSAREBHE & (IS A DEHT
) Expressway-CorefE AR TZICT Y 7O—RIBIBENHBHEE. TY7O—RITBIZENH

BAAER1DETTT, BUCNEORENf RELTERBRHYEEA (ZORFIXIKT
Bl ) o

N
ESIBAE0BRAIK. Tomcatd & U'Tomcat-ECDSAN Y ILFSANSEERE TH B /S
DHAFEELET,

Post Reuse, Callmanager, & & U'Callmanager ECDSAY —/\NZEBEE (L, CUCMEEARNTICIE
RRENFEHA, ROOXV REETITDET, CLINSHHAENBRAEZRIITEET,

show cert own CallManager ( & 1—H%5HH )
show cert own tomcat ( BBL N> R)
AAEZBEANATSFIE

Tomcat CSR pub addZ4 KL TWE T,



Certificate Details for cucmpubnew-ms.stark.com, tomcat

Eﬂg Regenerate (3] Generate CSR m Download .PEM File m Download DER File

—Status
@ Status: Ready

— Certificate Settings
Locally Uploaded 06/09/25
File Name tomcat.pem
Certificate Purpose tomcat
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Certificate Signed by WIN-9G89V8090R2

— Certificate File Data

Certificate:
Data:
Version: 3 (0x2)
Senal Number:
48:00:00:00:04:61:fc:d3:8c:8f:a1:12:92:00:00:00:00:00:04
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = stark, CN = WIN-9G85V8090R2
Validity
Not Before: Sep 6 05:07:47 2025 GMT
Not After : Sep 6 05:17:47 2027 GMT
Subject: C = IN, ST = karnataka, L = bgl, O = cisco, CN = cucmpubnew-ms.stark.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

Modulus: ﬁ

| Regenerate ] [ Generate CSR] [ Download .PEM File J [ Download .DER File]

CUCMTTomcatiEBBZ |- Tomcat-trust& L TEBR T ACASIRREZ 7Y 7O—RL % T,



pload Certificate/ Certificate chain
Eé" Upload H Clozse

-Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain

Certificate Purpose™® | tomcat-trust

Description({friendly name) |
Upload File

| Browse... | shashaCA.cer

| Upload | | Close |
® *_ indicates reguired item.

TomcatisEBIENf BRE nics, NTUY S+ ICF7Yy7O—RLET, 7OV N2 T, BE
ITEIH—EAEBEBLET,

Upload Certificate/ Certificate chain
EJ’% Upload E Cloze

rStatus

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

— Upload Certificate / Certificate chain

Certificate Purpose® | tomcat ¥

Description(friendly name)
Upload File

| Browse._.. | pubcucmtomcatls.cer

| Upload | | Cloze |

@ *_ indicates reguired item.

TomcatiEFiEN BEE hi-s, NTUvS v L7y 7O—RLET, 7OV N2 T, BE
THEIH—EAEBEEBLET,

B BEEREAN T Y TO—RENE LI, TAHFRARUANVONY OTYTEZREGFTLT, TV
J7O—RENEFRENFZGHFONY IOTYTICEEFNDLSICLET,

CLI "utils service restart Cisco Tomcaty ZIFNXTNDI T AR/ — RUCM/IMP)TERL T,
Cisco Tomcat WebH—E XA ZBf2EH L £9., CLI "utils service restart Cisco UDS Tomcats &




& T Tutils service restart Cisco AXL Tomcaty 2§ NTOUCMU T AR /—RTHEAL T,
Cisco UDS Tomcat# & UfCisco AXL Tomcat WebY—E R ZBRELET, £k, NTVUYv ¥
/ — RTCisco DRF Mastertt —E' A & Cisco DRF Localf —EAZBRELET, YT RIS A
N/ — R TCisco DRF Local —E A T =BEEL £,

TomcatilBAZE N CAICKR > TEZEThE T,

signed
tomcat cucmpubnew-ms.stark.com _51do40f400000000000b IdentityCA- ~ RSA  Multi-server(SAN) RICKY200-TMS-CA 10/23/2027Certificate Signed by RICKY200-TMS-CA
signed

Z T, TomcatilBiE&E % CallmanagerifBAZE & L THBRAL £7,

Reuse Certificatez 7Y O L& 9,

Show -+ Settings « Security + Software Upgrades +  Services *  Help -

Certificate List

E_‘L Generate Self-signed Eé Upload Certificate/Cerfificate chain @D Generate CSR @3 Reuse Certificate

ROY 7ZIH S5TomecatZiEIRL ., Callmanagersf HE R L £ 9,

Use Tomcat Certificate For Other Services
’ Finish [T} Close

~Status

‘5 Tomcat-ECDSA Certificate is Not Multi-Server Certificate

@ Tomcat Certificate is Multi-Server Certificate

rSource

Choose Tomcat Type % tamcat el

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish | Close

[Finish) 22Uy 2 L%Y,




» Finish [1} Close

- Status

Certificate Successful Provisioned for the nodes
cucmpubnew.stark.com, cucmsubnew.stark.com,.

@ Restart Cisco HAProxry Service for the generabed certificates to become active.

@ If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points download
the updated CTL File.

rSource

Choose Tomcat Type® tomcat -’

- Replace Certificate for the following purpose

CallManager
CallManager-ECDSA

Finish || Close

TomcatiEBAE A'CallmanagersEFAE & L TEAAET B LD IRV E Lz, ChECLINSHKELT
2FXT,

CallmanagerzsEBA &< 1) 7 JL S (SN):56:ff:6¢:71:00:00:00:00:00:0d

TomcatiEBA & SN:56:ff:6¢:71:00:00:00:00:00:0d



BITRVZANTRAUFIEZERTLET,

ECDSAZIEAEI(ZE& L T, Callmanager-ECDSAE L TEBRATEDXKSICLET,

BEDTomcat-ECDSAIIFHEIFBECERA T,

tomcat L0106 79, 162 _Sacebs P00000000000f IdentityCA- RSA  Multi-sarver{ SAN) RICKY200-TMS-CA 10/25/2027Cortificate Signed by RICKYZD0-TMS-CA
signed

TOMCAt-ELUSA CUCmpUbnew-EL E0Mcat, com _ARau-oria i T AcabiHatmh e /1 209t oentityself- B cucmpubnew.tomcat.com cucmpubnew-EL tomcat.com 10/24/203USe-Signed Certificate generated by system
shared

Tomcat-ECDSAGEBBE DY JLFSAN CSRICEBZL £ 9,



-Status

i !5 Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Eirtiﬁcate Purpose [tomcat-ECDSA bl |

Distribution* | Multi-server(SAN) 7]

Common Name®* [10.106.79.162

Include OU in CSR |_|
Subject Alternate Names (SANs)

Auto-populated cucmpubnew.tomcat.com
Domains
cucmsubnew.tomcat.com

Parent Domain tomcat.com J

Other Domains

Browse... | No file selected.

Please import .TXT file only.

ec.vikdutta.com

o@

ves8e.s.com
| | [ add]
Key Type** EC
Key Length* [ 256 v ]
Hash Algorithm * [SHAZSS v |

| Generate | | Close |

CSRZfERAL TAAEICEEL. 7Y 7O—RLET,



Upload Certificate/Certificate chain
E;g' Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose™ | tomcat-ECDSA v

Description(friendly name)

Upload File | Browse... | cucmpubecdsa162.cer

[ Upload ] | Close]

@ Upload Certificate/Certificate chain — Mozilla Firefox —_ X

O
O PA 10.106.79.162/cmplatform/certificateUpload.do ﬁ —

Upload Certificate/Certificate chain

Gé Upload [} Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate /Certificate chain

Certificate Purpose™

Description(friendly name) Loadmg! please wait.

Upload File

| Browse... | cucmpubecdsa162.cer

| Upload | | Close |

@ *. indicates required item.

10.106.79.162

TYy7O—RERMULELE, 7OV RIS T, BEITZH—ERZBEBHLET,



- Status

Certificate upload operation successful for the nodes
ouom pubnew. tomcat.com, cucmsubnew. tomcat.com.

Restart the Cisco Tomcat web service using the CLI “utils service restart Cisco Tomicat™ on all
dluster nodes (UCM/IMP). Restart Cisco UDS Tomeat and Cisoo AXL Tomcat web services using the
CLI "uhls sernce restart Cisoo UDS Tomcat and vhils sernce restart Cisco AXL Tomcat™ on all the
UEM cluster modes. Also, restart the Cisco DRF Master and Cisco DRF Local services on the
publisher node. Restart ONLY the Cisco DRF Local service on the subscriber node(s).

@ If SAML 550 is enabled, please re-provision the SF metadata on the IDP.

- Upload Certificate/Certificate chain

Certificate Purpose™ tomcat-ECOSA 2
Description(friendly name)

Upload File Browse... | No file selected.

Upload | | Close

CAIC & 2 TEEE hi=Tomcatd & &Tomcat-ECDSA,

Bghed
tomeat 19,106.75.162 IdentityCA-  RSA  Multi-server{SAN) RICKY200-TMS-CA 10/25/202 T Certficate Signed by RICKY200-THS-CA
aghed
tomest CCDAA  gusmeubnen:LC: e ) byl t Sagrved by byl
MR RMmCat.om sgned

Z Z T, Tomcat-ECDSA% Callmanager-ECDSASIFAE L L TBRIALE T,

Use Tomcat Certificate For Other Services
. Finish [T Close

rStatus

@ Tomcat Certificate is Multi-Server Certificate

@ Tomcat-ECDSA Certificate is Mulb-Server Certificate

rSource

Choose Tomcat Type® [tgmm-EmsA it J

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

[ Finish || Close |

TYy7O—RICRBLELE, Z7OV7NIHST, BETZIH—ERAZBREBLET,



ﬂ Finish E} Close

—Status

® Certificate Successful Provisioned for the nodes
cucmsubnew.tomcat.com,cucmpubnew.tomcat.com,.

® Restart Cisco HAProxy Service for the generated certificates to become active.

If the cluster is in Mixed-Mode, please regenerate the CTL file and ensure end points
download the updated CTL File.

@ Restart Cisco TFTP service.

@ Restart Cisco CallManager Service and other relevant services on certificate provisioned
nodes.

~Source

Choose Tomcat T~_.f|:l||:3'c tomcat-ECDSA o

~Replace Certificate for the following purpose

CallManager

CallManager-ECDSA

Finish || Close

CLIN SREFAE ZRREL £ 95

Callmanager-ECDSAGIEBA & SN:2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:00:38

Not Found.

Tomcat-ECDSAZEBH £ SN: 2f:00:00:00:38:80:be:cc:a8:a1:8e:8f:23:00:00:00:00:00:38



admin:show cert
Certi

[T, Tomcat& Callmanager® ¥ —E A B O TomcatiEBAE &, Tomcat-ECDSA & Callmanager-
ECDSADH—E AAD®Tomcat-ECDSAN2D DY —E ARADIRAEZFEAL TVWS Y,
ExpresswayE¥ARNT (7Y 70— RAMVELFE ) (CAAAEZT7Y 70— RIBZFEHIBREE
nE9,

MRAM M Expressway-Core CUCMZIBNT B FRIC, TLSHKEEZ "H> . ICTDE, ChETULE
ICREEICEYELE, 1DDTomcatiEFBECAFT L IEH—/\FIBHEZEMT BT T, ZDEEN

==

RI{TENET ( Callmanager&Tomcath —E AR TAIAZEN RBEENBD LS ICHE 2k ),

Unified CM servers
o UEOES CONMeUion MACens The Semes uomutnes IOmial GOm i Swcesshaly Snivered and quersnd GOnmeomons estabinied wilh knsws cster sodes Linchasged 10 196 T3 162 50 106 79 164

b Warning: The CESRF Protection staus i automatcaly snabled aer Ihs SoRwans upgrade. W secomeend keaping C5AF protecton Ensbled. To changs &, pleass kg in lothe £11

X142 ANDOT Y 7T L—RARERTENAIILIVE—RT I AN FELLTVWREERE. 203
FEHBERFIXVRNT TBEORNS TN 1—FT120, £BRBTEXT,

Apache NZ 7 1Y OB —NXON—2 3 2 ERE

H—NON—232 2R TBICE, rootlcdY 14> LT ~ #/apache2/bin/httpd -vEEITLE T

o

Expressway x8.11.4
H—/N/)N—2 32 : Apache/2.4.34(Unix)
BEHY—/\ : 20185F11H12H19:04:23

Expressway x12.6

B —/N)N—2 32 Apache/2.4.43(Unix)
BEXKT—/\ : 2020F5826818:27:21

Expressway x14.0.8


https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/218018-troubleshoot-expressway-traffic-server-c.html%C2%A0%2520%C2%A0

—/N/N\—2 22 : Apache/2.4.53(Unix)
BEXAKT—/\ : 2022584 H08:52:57

Expressway x15.3

H—/N/)N\—2 32 : Apache/2.4.62(Unix)
BEEXAT—/\ : 2025%7H16H12:10:19



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



