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Cisco Jabber7* /N4 Al&, CSFOA> 714 ¥ 1L —2327 7 4 )L(http://<cucmIP>:6970/<CSF-
device-name>.cnf.xml)D Bl ( FEEELD =S IZ—FPOITEZEEE ) ZEMTTD &KV, SIPA Y
B—7 T4 ATOAUhFZBEENF BMICBE D TVWBH e ZFHMLET,

TFTP Cisco Jabber
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Softphone config https://<tftp_ip=:6970/CSFuser.cnf.xml
sipOAuthMode can be:

= {3 for disabled
= | for enabled

::- ﬁorts:»
=gip0AuthPort>5090</sipOAuthPort>
<sipMRAOAuthPort=5091</sipMRACAuUthPort=

< > P " -
/ports disabled = legacy non-secure 5060 or

secure 5061 ports used
f enabled = sipOAuthPort on-premise

<sipOAuthMeode>1</sipOAuthMode>
2090 or MRA 5091 used
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ucm Cisco Jabber
>
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'«—— TLS “Client Hello” (port 5090)

TLS “Server Hello”

L

«——— S|P REGISTER
no Proxy-Authorization

l«——— TLS “Finish"
i L1 i
: TLS

407 Proxy Auth Required

L 4

~——— SIP REGISTER
Proxy-Authorization: XXXXX Access token @'}

200 OK (Register)
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l«——— TLS “Client Hello” (port 5091) | * i1
1 i TLS
: TLS “Server Hello" » + QAuth in SIP

TLS “Certificate” _::-.'-'---:- Tomcat certificate

TLS “Certificate request g
i Expressway-C certlflcate |
l«—— TLS “Certificate”

e TLS “Finish’

1r'i1
| & |

mTLS

«— SIPREGISTER
200 OK (Register) |
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1.EFHOTA2Z2BHEALET,

CAUth7 VA R—V 2 ZFEALLEEHFOT A DFRELE . Cisco Jabber7 54 7> NOEF b
— 2 > MF%E Cisco Unified CM Administration @, System > Enterprise Parameters® JEIZiER L
£9,

~SS0 and OAuth Configuration

OAuth Access Token Expiry Timer (minutes) * |60 ]
Jabber OAuth Refresh Token Expiry Timer (days)_* [60 |
Physical Phone OAuth Refresh Token Expiry Timer (days) * l60 |
Redirect URIs for Third Party S50 Client | |
SS0 Login Behavior for i0s * |Use embedded browser (WebView) v|
(QAuth with Refresh Login Flow * [Enabled ~]
Use S50 for RTMT * False |

2. OAuthiR— M Z#EBR L £ 9,

System > Cisco Unified CMDJEICEIRLE T, cOATY TREETEAILET, cOREEFTV



A MNMEZRLTVET, BREAMRESEHIE1024 ~ 49151TTF, EF—NICHL TRAIUFIEZ#
WVIBLE T,

~ Cisco Unified Communications Manager TCP Port Settings for this Server

Ethernet Phone Port* 2000

MGCP Listen Port* 2427 |
MGCP Keep-alive Port* 2428 |
SIP Phone Port* 5060 |
SIP Phone Secure Port™® 5061 |
SIP Phone OAuth Port* 5090 |
SIP Mobile and Remote Access OAuth Port™® ‘5091 ‘

3.SIP QAuthT—RZBMICLET,

NV YOOARVRIAAE—T T4 AZEAL T, SIPOAuthE—REZSO—/NILIC
B#IZLUET, utils sipOAuth-mode enable 1Y > RZRTLET,

admin:utils sipOAuth-mode enable
SIP OAuth mode enabled.

Please restart the Cisco CallManager service on all nodes in the cluster where it is running.
admin :

4. Cisco CallManagert —EAZBEEBL £,
Cisco Unified Serviceability* 5. Tools > Control Center - Feature ServicesD JEIZZEIRL £7,

—EANTIOTATICBE2TWVWBITNTNH./— RT, Cisco CallManagertf —E A% &R L THEE
BLET,

5. 21 UF 470774 ) TOAuthR— 2B L £,

Cisco Unified CM Administration @, System > Phone Security Profile® JEIZiZIRL E3, I R
R4 > NTSIP OAutht7/R— N ZBMIC T B (CIE. Enable OAuth AuthenticationZi#IRL £9,

- Phone Security Profile Information

Product Type: Cisco Unified Client Services Framework

Device Protocol: SIP

Name* |Ci5co Unified Client Services Framework - OAuth auth |
Description |Ci5co Unified Client Services Framework - OAuth auth |
(Device Security Mode Encrypted w )
Transport Type* TLS v

TFTP Encrypted Config
[ Enable 0Auth Authentication]
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Jabber over MRAF D SIP OAuthT— RZRET D HIIC, CDFEEED "5%E - Jabber On
Premisest OETATY 1 ~42EZ2TFTLTLEZTL,

ATY7 1 MRABRHOEHFOJ A Z2BMICLET,

Cisco Jabber over MRATSIP OAuthfFRiEZ 5% E I D RIlC. Expressway CEHOT 1> ( HERE
RR—=DVEERENET ) ZAEMCTIRENHVET, Expressway-CT. Configuration >
Unified Communications > Configuration® JEICEBE L . Authorize by OAuth Token with refresh/\
TFX=RHAONICREE N TVDR L Z2BFELET,

MRA Access Control

Authentication path | UCM/LDAP basic authentication ~ | |
(Authorize by OAuth token with refresh [ )

Authorize by user credential Off ~| 1

Allow Jabber iOS clients to use embedded Safari browser No ~] 1

Check for internal authentication availability No ~| 1

Allow activation code onboarding No ~| 1

AT Y7 2 : Expressway-CTUnified CM./ — RZEFHL £,

Configuration > Unified Communications > Unified CM serversD EIC#E) L £ 9, Expressway-
CTUnified CM/— RZKRHEHELRFEHFLET,

Unified CM servers

| FUlisner audreas el gine N=u Ve iy moue NS WiIs-UraI Ty e iounup

O cucm11.domain-1.com administrator Off

( labcucm105pub.labcucm :om) ccmadmin On

Add| Deletel Select ali| Unselect a|I| Refresh serversm

~ 7 : #TL LWCEOAUth(TLS)Y — > A"Expressway-C T BEIN ICERE hET, L&A E,
CEOAuth <Unified CME> ETT, &KL —/LIE. Jabber over MRAA 5 HEF&E N i=SIPE
KRZUnified CM/— RIZTOF > TR LEOICERETNET, COVY—2TR. Unified CMA
BET—RTEREENTVEBLESHICEELEL, TLSERANFEATIhE T, FHEEREIL
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ATV 3:F21)F47O7 7 AN TOAuth;R—NZERELET,

Cisco Unified CM Administration @, System > Phone Security Profile® JEIZ#IR L &9, Cisco
JabberlZEIV) HTShTWVWBT7O7 74 TOAUthH R— R EZBMCLET,

- Phone Security Profile Information

Product Type: Cisco Unified Client Services Framework

Device Protocol: SIP

Name™* |Ci5co Unified Client Services Framework - OAuth auth |
Description |Ci5co Unified Client Services Framework - OAuth auth |
(Device Security Mode | Encrypted v] )
Transport Type®* TLS v |

TFTP Encrypted Config
[ Enable OAuth Authentication]

RS
1.SIP OAUthE— RA I O—/NLICARICH>TVB A ESH ERBLET,

Cisco Unified CM Administration* 5 OAuthE— RZ#52 L. System > Enterprise Parameters®
JECZEIRLET,

Security Parameters

Cluster Security Mode * 1
(Cluster SIPOAuth Mode ¥ Enabled )

*

LBM Security Mode | Insecure i

FhF, BEECLIZFEAL T, ONXY REEITLET, run sql select paramvalue FROM
processconfig WHERE paramname = 'ClusterSIPOAuthMode'

admin:run sgl select paramvalue FROM processconfig WHERE paramname = 'ClusterSIPOAuthMode’

HV)#8%fElk. 0- Disabled (77 #J)L k). 1-EnabledT7d,

2. Expressway-C SANIT RUANCUCMICEEICT Y2 1Ed kL #BBELET
Expressway-CIEAXLZ U TAEBAE DCN/SANDEEMZUCMICEELE T, Chs OFFMEE.

expresswaycconfigurationT— 7 JLICREENhET, O ORI, Expressway-CTUnified
CM/—RZREFLREFITADLPICEBENET., chsOI> MUK, UCMEExpressway-



CEANEHEEMBIUITDILHICFERENET, Expressway-CIEFEENDCN/SANT 1 —J)L Rik, SIP
MRA OAuthR— K ( 77 # )L h TE5091 ) AOMTLSEREHIZZhSOIY RJICRLTF T Y
JENET, BRIIICEAKRTDE, MTLSERRFEXKRLET,

Cisco Unified CM Administration® 5 T2 N1 Z#52 L. Device > Expressway-CDJEIZZEIR L £
¥ (UCM 12.5.1Su1 A f& A S A TAL )

— Cisco Expressway-C Configuration

Host Name/IP Address™* [En_xp-c ) |

Description |thi5 is added through axl |

X509 Subject Name / Subject Alternate Name domain-z.com,domain-l.com,exp-c.domain-l.com)

FhF, BEECLIZFEAL T, ONYY REEITLET, run sql select * from
expresswaycconfiguration

this is added through axl profile,domain-1.com, exp-c.domain-1.com

3. Expressway-C CCEOAuth Zone(s) 2 /L £ 9

Expressway-C > Configuration > Zones > ZonesDJEICBE L £, HIL<IERENLEITNTO
CEQAUthY = AT VT 1 7 RETHB L ZRIELET,

Default zone 0 0 kbps Off
Neighbor 0 0 kbps Off Active
Neighbor 0 0 kbps Off Active

4. CallManager7’ Ot AN'SIP OAUthiR— R TU Y A T2 ZRABLET,

EIECLIAN S. show open ports regexp 5090 ( 77 # )L K MSIP OAuth’R— K ) ON > R&EEITL
£9,

admin:show open ports regexp 5090

Executing.. please wait.
ccm 30622 ccmbase 364u  IPv4 207160 Ot TCP 10.48. :5096@ (LISTEN)

EIECLIA S, show open ports regexp 5091 ( 77 # )L M ®SIP MRA OAuth/R— bk ) OX > R%Z
EITLET,

admin:show open ports regexp 5091

Executing.. please wait.
ccm 30622 ccmbase 351u  IPv4 207155 0t TCP 10.48. :5091 (LISTEN)
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JabberOJ OBl (A2 7T7LIR)

JabberOJ O RA S, R—K5090THF> 7L X ASIP OAuthB &0 O 6,

## CSF configuration retrieved 2020-03-30 13:03:18,278 DEBUG [0x000012d8]
[src\callcontrol\ServicesM anager.cpp(993)] [csf.ecc] [csf::ecc:: ServicesManager::fetchDeviceConfig] -
fetchDeviceConfig() retrieved config for CSFrado 2020-03-30 13:03:18,278 DEBUG [0x000012d8]
[rc\callcontrol\ServicesM anager.cpp(1003)] [csf.ecc] [csf::ecc:: ServicesM anager::fetchDeviceConfig] -
Device Config:

10.10.10.1

ccm12pub

2000
5060
5061
5090

5091

1

## Setting SIP oauth mode to 1 2020-03-30 13:03:18,747 DEBUG [0x00002968]
[ig\CertificateV erificationHel per.cpp(35)] [csf.ecc]
[csf::ecc::CertificateV erificationHel per::setSipOauthM ode] - sip OAuth Mode=1 ## Setting OAuth ports
(5090 and 5091) for each UCM server 13:03:19,013 INFO [0x00002484]
[\coré\ccapp\config\config_parser.c(1491)] [csf.sip-call-control] [config_process ccm_properties) -
ccm0=10.10.10.1 ccm1=10.10.10.2 ccm2=sip_oauth_port_0=5090 sip_oauth port_1=5090
sip_oauth_port_2=5090 length=0 13:03:19,013 INFO [0x00002434]



[\coré\ccapp\config\config_parser.c(1494)] [csf.sip-call-control] [config_process ccm_properties) -
sip_mar_oauth_port_0=5091 sip_mar_oauth_port_1=5091 sip_mar_oauth_port_2=5091 ## Open TLS
connection to 5090 2020-03-30 13:03:18,528 DEBUG [0x00000e2c]
[sipstack\sip_transport_connection.c(431)] [csf.sip-call-control] [Sip_create transport_connection] -
[SIP][CONN][O] create TLS connection 10.10.10.10:5061-----10.10.10.1:5090. ## Sending register message
2020-03-30 13:03:19,200 DEBUG [0x00000e2c] [\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-
control] [platform_print_sip_msg] - sipio-sent---> REGISTER sip:10.10.10.1 SIP/2.0 Via: SIP/2.0/TLS
10.10.10.10:62162; branch=z9hG4bK 00001188 From:

;tag=882323451234089000003bdd-00005€ff To:

Call-1D: 88232345-12340017-00001c0b-00000cfa@10.10.10.10 Max-Forwards; 70 Date: Mon, 30
Mar 2020 11:03:19 GMT CSeq: 2270 REGISTER User-Agent: Cisco-CSF Contact:

;+sip.instance="

":+u.sip! devicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video
Supported: replaces,join,sdp-anat,norefersub,resource-priority ,extended-refer, X -cisco-callinfo, X -cisco-
serviceuri, X -ci sco-escapecodes, X -Ci sco-service-control , X -ci sco-srtp-fal | back, X -cisco-monrec, X -cisco-
config,X-cisco-sis-7.0.0,X-cisco-xsi-8.5.1,X -cisco-graceful -reg, X -cisco-duplicate-reg ## 407 Proxy
Authentication Required 2020-03-30 13:03:19,310 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform_print_sip_msg] - Sipio-recv<---
SIP/2.0 407 Proxy Authentication Required Via: SIP/2.0/TLS
10.10.10.10:62162; branch=z9hG4bK 00001188 From:

;tag=882323451234089000003bdd-00005¢ff To:

:tag=441122775 Date: Mon, 30 Mar 2020 11:03:31 GMT Call-1D: 88232345-12340017-
00001c0b-00000cfa@10.10.10.10 Server: Cisco-CUCM12.5 CSeq: 2270 REGISTER Proxy-Authenticate:
Bearer realm="ccmsipline" Content-Length: 0 ## Register with OAuth token included in the Proxy-
Authorization header 2020-03-30 13:03:19,310 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform_print_sip_msg] - sipio-sent--->
REGISTER sip:10.10.10.1 SIP/2.0 Via: SIP/2.0/TLS 10.10.10.10:62162;branch=z9nG4bK 00004a82 From:

;tag=882323451234089000003bdd-00005¢ff To:

Call-1D: 88232345-12340017-00001c0b-00000cfa@10.10.10.10 Max-Forwards. 70 Date: Mon,
30 Mar 2020 11:03:19 GMT CSeq: 2271 REGISTER User-Agent: Cisco-CSF Contact:

;+sip.instance="

";+u.sip! devicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video
Proxy-Authorization: Bearer token="

" Supported: replaces,join,sdp-anat,norefersub,resource-priority,extended-refer, X -cisco-
callinfo,X-cisco-serviceuri, X -ci sco-escapecodes, X -€i sco-service-control , X -ci sco-srtp-fal | back, X -ci sco-



monrec, X -cisco-config,X-cisco-sis-7.0.0,X-cisco-xsi-8.5.1,X -cisco-graceful -reg, X -cisco-duplicate-reg
Reason: SIP;cause=200;text="cisco-alarm:111 Name=CSFrado Activel. oad=Jabber for Windows-
12.8.0.51973 Inactivel oad=Jabber_for_Windows-12.8.0.51973 L ast=Application-Requested-Destroy"
Expires: 3600 Content-Type: multipart/mixed; boundary=uniqueBoundary Mime-Version: 1.0 Content-
Length: 1271 # 200 OK for Register 2020-03-30 13:03:19,325 DEBUG [0x00000e2c]
[\sipcc\core\sipstack\ccsip_debug.c(1041)] [csf.sip-call-control] [platform_print_sip_msg] - sipio-recv<---
SIP/2.0 200 OK Via: SIP/2.0/TLS 10.10.10.10:62162;branch=z29hG4bK 00004a82 From:

;tag=882323451234089000003bdd-00005¢ff To:

;tag=1915868308 Date: Mon, 30 Mar 2020 11:03:31 GMT Call-ID: 88232345-12340017-
00001c0b-00000cfa@10.10.10.10 Server: Cisco-CUCM12.5 CSeq: 2271 REGISTER Expires: 120 Contact:

;+sip.instance="

":+u.sip! devicename.ccm.cisco.com="CSFrado";+u.sip!model .ccm.cisco.com="503";video;X-cisco-newreg
Supported: X-cisco-srtp-fallback,X-cisco-sis-9.1.0 Content-Type: application/x-c

< F1) Z1:SIP OAuthB&{ER— N DF—Fk

SIP OAUthE— RO F > 7L =AM JabberF /N4 ANUCMICEZRTE £ A, UCMA Register X
Yt —(2403%E1E -

SIP/2.0 403 Forbidden Via: SIP/2.0/TLS 10.5.10.121:50347;branch=z9nG4bK 00005163 From:

;tag=005056867€66010a00006698-00002a32 To:



;tag=1946377502 Date: Fri, 03 Aug 2018 05:00:18 GMT Call-1D: 00505686-7e660005-0000216b-
0000366f @10.5.10.121 Server: Cisco-CUCM12.5 CSeq: 363 REGISTER Retry-After: 35 Warning: 399
UCM2-PUB "SIP OAuth Registration port Mismatch" Content-Length: O

EZRASNBERITE  ROFRBEFBLEENTWVWDR L Z2H#ELERT,

« QAuthE—REFJO-NIICEMTT

s FNAAICEENFSNEFNAAEFIUT 14707 7 4L TOAUth R— N BMIC K&
2TVWERT

s MTILSTEALKTLSZN L T50907R— R TXY -2 % ZE

> F 1) ZA2:Expresswayh S O FEHZECA

Expressway-CA"sipMRAOAuthport ( 7 # )L M #5091 ) TUCME OmMTLS/\> R T4 U =
MTEEXRHE A, Expressway-ClEUCMICK > THEENBIAHAEZFELE T, mTLSEY N7V
THIZTEZCAX Y E—J THELET,

fERZE . CallManagert—E AlEmTLS/\> RS T4 U HICTomcatilEAEZEFE L E T,
Expressway-CAUCMODTomcatif HEN B R EZFEREL TVB L 2HERELE T,

> F ) ZA3:UCMMD S DAERZECA

Expressway-C#"sipMRAOAuthport ( 77 # )L M&5091 ) TUCME OMTLS/\> R T4 U %2
MTEFEH A, UCMIEExpresswayTHEE nWBIAEZFEEE T, mTLSEY K7 Y THICF
BHECAXY E—J TIHELET,

COBEASONTY NF¥7F +¥(UCM 10.x.x.198, Expressway-C 10.x.x.182):

Time Sowrce Destination Protocol Source por  Destinatk Length Info

111:16:29.659235 10.88 &F.182 10.88 88,198 TCP 25161 5891 74 25161 + 5891 [SYN] Seq=@ Win=64248 Len=@ MSS=1
111:16:29.659689 10.88 88.158 1088 4%, 182 TCP 5891 25161 74 5091 » 25161 [SYN, ACK] Seq=@ Ack=1 Win=28968

'11:16:29.659627 18. .182 16. .198 TCP 25161 5891 66 25161 -+ 5891 [ACK] Seq=1 Ack=1 Win=64256 Len=@
111:16:29.714581 1e. .182 16. .198 TLSv1.2 25161 5891 260 Client Hello

111:16:29.715316 18. .198 16. .182 TCP 5@91 25161 66 5891 - 25161 [ACK] Seg=1 Ack=195 Win=38@88 Len
.11:16:29.737863 18. .198 16. .182 TLSv1.2 5@91 25161 1514 Server Hello

111:16:29.737691 10. .182 10.4 . 198 TCP 25161 5091 66 25161 -+ 50891 [ACK] Seg=195 Ack=1449 Win=864128

111:16:29.737137 1. .198 10.4 182 TLSv1.2 5@91 25161 1e81 Certificate, Server Key Exchange, Certificate

+11:16:29.737149 18. .182 10.4 ,198 TCP 25161 5891 66 25161 ~ 50891 [ACK] Seg=195 Ack=2464 Win=63488

111:16:29.753375 1. .182 10.8 .198 TLSv1.2 25161 5891 2878 Certificate, Client Key Exchange, Certificate '
111:16:29.754116 18. .198 19.4 .182 TCP 5@91 25161 66 5891 » 25161 [ACK] Seg=2464 Ack=3887 Win=35712
'11:16:29.758718 [13, .198 10. .182 TLSvl.2 5891 25161 73 Alert (Level: Fatal, Description: Unknown CQD

111:16:29.758743 18. .182 1e. .198 TCF 25161 5891 66 25161 » 5091 [ACK] Seq=3087 Ack=2471 Win=64128
11:16:29.758788 - = o 1 5891 25161 66 5891 » 25161 [RST, ACK] Seq=2471 Ack=3@87 Win=
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