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Hypertext Transfer Protocol Secure(HTTPS)l&, Transport Layer Security(TLS)Z A L TEE %
EStTHEF1T7HBE7ORNINLTT, cOEFITFrXIE. TLSNV R IASITR
BENDTLSAAZTZFEAL TEREINE T, ChiEk, BE(VE—MOEREZAD &
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Expressway-CA"CUCM / IM&P / Unity A" X E T R IAEZEEITDICIE. TOIREEL S, 8
TERYTLARIL (=) FBIERBCAND) VUV ZBIATEZIRLEN HGVET, CcOLSE)
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CUCM# Expressway-CI_XE T2 HAEL L QY —/\FIAEE, BE., Y72 T ~MNFQDN)7
1—I)LRFCNOELEH R XA BRFQDN)ICE2>TVERT,

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab

CUCM cucm.vngtp.lab® H—/XZEBRE D flSubject 7 1 — )L ROCNEMIZ. Country(C).
State(ST). Location(L)xENDBEHE EEICFADNAEENRTWVWET, £, —/\FEHAEN
vngtp-ACTIVE-DIR-CAE W\ 5> BRI DCAIC & 2 TEA (T ) EhTWB L LRRTEET,

RYZLRICA (L—KCA)E. BEZHATIIAAZTERITIACEETEET, DK
3 )L— NCASEFBE Tk, Issuer& SubjectEILEZFE>TWVWBZENfDAYET,

Issuer: DC=Tlab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=Tab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
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Server certificate :

Issuer: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-1

Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab
Intermediate CA 1 certificate :

Issuer: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-2

Subject: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-1
Intermediate CA 2 certificate :

Issuer: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-3

Subject: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-2

Intermediate CA n certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=Tlab, DC=vngtp, CN=vngtp-intermediate-CA-n
Root CA certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=Tlab, DC=vngtp, CN=vngtp-ACTIVE-DIR-C
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tzte  Cisco - Networking, Cloud, and ¢ X +
< & @ cisco.com
s Certificate X
General Details Certification Path 'l I el I I Products and Services

CIsCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remate computer
« Proves your identity to a remote computer
»2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement
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CENDHLYERT,
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& Certificate X
General Detalls Certification Path

Chow: <All> e

Hedd Value e
& Certificate Polices  [1]Certificate Palicy:...
il CRL Distribution P... [1]JCRL Distribution ...

Subject Alternmaliv,.. DNS Name=C0s00-,.,
@ Subject Key Identl... blBcecodd9aSdaidr4...
& Enhanced Key Usage Server Authenticatio...
BISCT List v, adf7befa?df10c...
o Key Usage Digital Signature, Ke...
. Thumbgprint Odddbce 30b00bdT ...

DNS Names dsco-images. dson.omm ..--..
DS Name=dsoo.onm

NS Name=www-01.dsc0.com

DNS Name=vwww-02 _dsco.com

DNS Name=wivw-rip.cson,com

DS Hamé=wiww. csoo. com

DS Name=vwww_medlaflles-dsco.com

DS Name=wiswi Static-asod. oom

DHS Name=wwrl .00, com v

Edit Properties. .. Copy to FAle...

Ok
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Your connection is not private

f m T2,163.4.167 (for example,

1t itis T2.163.4.167; its security certificate is frorr
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FODNZEZZIP, FEFAE OB, BRVAAENEETEDICALLL>TERZEETATVBRAHES
hZBIELET,

TN
CISCO Cisco Expressway-C
Status » System » Configuration Applications » lsers» Maintenance »

Unified CM servers “ou are here: Configuration

Unified CM server lookup

Unified CM publizsher address cucmpub. vngtp.lab

sername # |administrator !
Password ¥ [vessssee :
TLS verify mode On i

Deployment Default deployment i

AES GCM support Off w i

SIP UPDATE for session refresh Off ~ | 1

ICE Passthrough support Off i

Save | Delete | Cancel |

CDTLSEERAERIEF T Y V&, CUCM/IM&P/Unity—/NORERICHOAKETEh, MRAOJ A
VEHICEETERYNIICBRTREZILRFRTENERA, COBREORAOXAF. BML
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& N zExpresswayi#EfHZ ML T )., CNAMRAVSA T MCK2THEAETNETH, FQDNA
cucm.steven.lab T & % Expressway-COCUCMICIEIMTE X9, LN 27T, CUCM®DtomcatiE
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OHTTPSERICKL T, TLSEEAEDKRIIZEITLE T, DFV, CUCM/IM&P / Unity/— R®
BREFRICTLSKRIIE— RAFZICREENTVRHEICE, CNHARTEINET, RIS KDL
BWEE, TLSN\ R IAIFRETET., ERFRBLET., TOHER, TRMESZE OBEE
BXR, 7I=)FA—N—0ORBE, FLEE2EOJA VEELRENf RETDAREN Y ET,
F /=, TLS Verify ModeZOnIZFREL TEH., INTOEFRHFIEEICBETD LR RIIENELA
o cUIDVWTE, BOPITHHALET,

Expressway X CUCM / IM&P / Unity / — RICH L TF IV U THEREIHASTE. MRAHA R
3 OEIDIAVICRITEBY T,

TLSKREED T 7 AL NDMBIZ, X142TEBAEhEZEEEHY ., 7Y TIL—RNAICKHUT, B
FUOANIELBDIBEIENZT RNZAXTDUEEN BV ET, Chik, 7Y 7IL—RHIC
CUCM ( £KECDSAZ IOV XLAQER OFAEZIF D>MHORE ) A 5Cisco TomcatF 1z &
Cisco CallManagerit HE ZERTB—H T, 7Y TIL—REBICECDSANUT > N ( ERIZE
RSAX Y EZEB/ENVT RN ) ZERTDCENRETH AN HD D, YT KNVIT
TY7TIL—RBECFHUAVWTLSEGZSIZER TN HV) EFT. Cisco Tomcat-
ECDSAZEBAE & /= (& Cisco CallManager-ECDSAREBHE (., BIDOCAICK>TEE TS A, £
HBCEBRIABPENATERIBDENTEERT (F72FILKN),

CORSOEEIEMNOEEE, Expressway X142 10V )—RA /=R TRENTVBRKRSICT Y
TOL—RNALCK>TERD Y, BLHEITIDITEHYEREA, 2FY., FEESUAN
([Zxt L TECDHE-RSA-AES256-GCM-SHA384Z 419 % A £S5 A A", Maintenance > Security >
CiphersDJEIZEBRENE T, TS5 THVESE., RSAESKVEFH L VECDSAESFBLEE h
F£9, FEIZESE. LAIERARICRSAD N BEENF GVEMEICKY ET,

Cipher Preferences - ECDSA Cipher Preference Over RSA

ECDSA certificates are preferred over RSA,

COIFIATTILSKRIAN KM T B ARMEDH D FEE20HVET, Il DVTRERERTHLL
HALFT,

1. VE—REAZECBRBLIECARBEEENATLWEREA,

a. HCERAAE

b. R CAICK > TEBETNIZAIAE

2. FIEAEICERT RLA (FODNELZRZIP ) A"EENTVERE A,
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RO F Ak, ExpresswayZX14.0.7H05X1421CF7 Y 79 L—RUEHBICMRAOY 1 > A%

BULSARRETERAKOIFTUAZRLTVET, OJOELUMREHBEhETH). BRRER
EixVET, OYF. (Maintenance > Diagnostics > Diagnostic logging ©)MRALO Y A > &1\ B4
L. MRAOJ A VKRBEBZICEFELELEZHOTICK >TIREEThFT, EMOFNYITOF T

BB STVEREA,

1. VE—PFIIAZEICERZ L ECAFEHZ L TL AV

) E— NEEBE L. Expressway-COEHEARTICEENTUVWAWCAILE > TERZEThTVLS D
. Expressway-CH—/NOEFEARNTICEMENTVEVWECSBHEE (AENICIECAE ) T

HBDFRENBY XTI,

ROFITIE, CUCMIZIEEE N dER(10.48.36.215 - cucm.steven.lab) A 7R — K 8443 ( 200 OKIJ&
%) TELKEBE A, TFTPEGEICHL TR—RN6972TIS— (50255 ) #AO0—F B L%

BETEEXT,

<ffroot>

===Success connection on 8443===
2022-07-11T18:55:25.910+02:00 vcsc

2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.955+02:00 vcsc
2022-07-11T18:55:25.956+02:00 vcsc

200

===Failed connection on 6972===
2022-07-11T18:55:26.000+02:00 vcsc
2022-07-11T18:55:26.006+02:00 vcsc

2022-07-11T18:55:26.016+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

WARNI NG Core server certificate verification failed for

(cucm.steven.lab).

UTCTime="2022-07-11 16:55:25,910" Module="net

Event="Request Allowed" Detail="Access allow
UTCTime="2022-07-11 16:55:25,916" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net

UTCTime="2022-07-11 16:55:26,000" Module="net

UTCTime="2022-07-11 16:55:26,006" Module="net
UTCTime="2022-07-11 16:55:26,016" Module="net
[ET_NET 0]

Action=Term nate Error=self signed certificate server=cucm steven.|ab(10. 48. 36.215)

dept h=0

2022-07-11T18:55:26.016+02:00 vcsc traffic_server[18242]:

ERROR: SSL connection failed for

'cucm.steven.lab': error:1416F086:

[ET_NET 0]



SSL routines:tls_process_server_certificate:certificate verify failed

2022-07-11T18:55:26.024+02:00 vcsc traffic_server[18242]: UTCTime="2022-07-11 16:55:26,024" Module="net

502 connect failed

Mcertificate verify failed; &WS T 5 —I&, Expressway-CATLS/\> R I A U EBRITERD
DRECEERLET, TOEHR, BCERIAAEETI LY, BETICRTENET, R
OERTENTVRIESE, BECEBRIAPETYT, RENORWEREVESGE, SIREFI—
HFHBDZEEEKRL, THECA (Expressway-CH SR T ) ICK2TERENTVET,

THFARNOTILRENTVWERA LRR T TREE N zpcap7 74 I ZE RSB &, CUCMA
CNA"cucm-ms.steven.lab ( & & O'SANA"cucm.steven.lab ) T, steven-DC-CAICK > TEEHRKE h
-SIBAE %, R— N8443TExpressway-CICIRRLTWBZEN DAY ET,

35422 10,5 218 223 TOR [=T] 46 35612 + 8443 [ACK] Seqel Ackel 42546 Lened Tivalsl TeL1E THeCrs! 3250

10,58, 36.46 30622 10.88.36.215 8443 TLSveL2 esa 513 Elent Helln
20,48, 36,215 B443 10,48, 36,46 35622 TLSvLa2 50 1514 server Hella

20483646 IEIT 295036 215 $43 TP cse $6 T56I2 + B44N [ACK] 5030518 ACkal46 MINeGALIN LeNed THVALAETERTRAET TSOEraI4IRNITRL
10.56.36. 315 B443 20.48.36.45 H4E1 TLEVAL2 [2T) 1478 Certificate, Server key Exchange, Server Heilo Cose

0,55 26.46 35422 10.50.56, 215 o3 TP o 46 25652 + 8043 [ACK] SoieSif ACK=245) WIneé3SM8 Len=d TEval-78ST4ST TSecrs3eM3NISL
10,48, 36.46 39621 10,48, 36,115 8443 TLSVR2 csa 132 client wey Enchange, Change Cipher Spet, ERCrypted Mandshace Message

20,48, 36,215 B44D 20,98, 16.46 632 TLSVELZ 50 09 Wew Se3380n Ticket, Chasge Cipher Spec, ERFyRted Handshake Message

20.48.36.56 35632 205636215 $241 TP cso #6 F56I2 = B543 [ACK] Sedetss ACkaIONS MINeCSLIN Lened THBLMSTESTING] TSOEradOERIZEE
10553486 36432 10,8656 218 8243 TLSVL2 s 2643 application osta

8. s .25 BAF 10,98, 5646 42 TP €58 $6 B3 + 35622 [AK] SoeeN0S ACKe3L21 Wine2IAT2 Lomet TSvaleMMIISS TECTeRIISTONGE
B441 10,4836, 46 6T TP (7] 514 B441 = T5622 [ACE] SeqeI055 Atke11 WANW3GATI Lemel8dd TEwal-J41530168 TSeCr-ST857042 [TCP segment of o resssesbles PoU]
35633 1058, 26,315 B541 TOP =1 55 5633 + B4 [ACE] 5609e3221 Atked54d HiNeG4133 Lifed TSvalef7RSTONT] THECraMI610T48
Ba2) 10.38.34.48 FodI2 TLEVIL2 cs
35627 10.88. 5. 118 Ba4) TOP oo

3 #543 TLSVEL2

4708 I092-97-11 36
S78% 1002-07-11 16
AT16 W22-07-11 16

~ Certificates (2423 bytes)
Zertificate Length: 1547
v Certificate: INE20SIYIOSIMCTIIITIANI MSOMMIZINSSOSEAR. . (14 0t: CommonameatuCH=RS, Steven., Lab, 10- 0t orpani 2ot donlund tumes TAC, Ld- otsorgant zationianesCl 500, 18 0. Loc sl tyNemeaD egen, 12,0t - StateOrProvincenmestelpiom, L. ot comntring
~ signescertificate
verstont vi (2)

serlalmmbers
sigrature {shalithiSiEncryption)
istuer: rossequence (@)
validity
subject! ranfequence (8]
sejectPeblickeyinds

v extensiond: § itemi

Extenston (1d-ce-extoauiape)

Extension (1d-ce-keyusage)
w Extension (1.ce.subjectaltnase)
Extension 197 2.5.29:07 (18-or-subfectaltumme)
ritical: True
« Gereraluisss: 1 Lteas
v deseraliase: dinsse ()
diEiame: cups. steves, Iab
 Geeerslime; ouseme (1)
auguane: iteven.lab
v Gescraliase: dsiase (1)
didisme ! cuce,steves, lab
Extension (1d:ce-subjectieyIcentidier)
Extension (14-ce-mvtherityieyidentifice]
Extensien (1d.ce-caLDistributioapelinty)
Extension (10-pe-mvthoritylnfoaccesssyntas)
Extension (id.ms.certificabe.tenplate}
Extension (1d.ms-mplicationscertificate.polictes)
algeritharsentifitr (shatuitasaneryptl
Fadding: @
ETrYRted HDETFITALENTaTANIOTLE RS IITEC CeC A POCHI L
gertificate Length: 318
Certificate: TREINIENNEINITIMNGININIOIZINGIITRIHICITINNN0NN. .. (- 0ts COmOrInYs I REVEn-D0 04, dtatteven, Scalad)
Sequre sockets Layer
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4732 I921-07-11 16:55:26.006852 19,48, 36,46 31576 10.48.36.215 971 TCP 58 66 31576 =+ €972 [ACK] Segel Atkel WireG4256 Lened TSval-STESTESIS TSecr=P43633310
4 4733 1923-07-11 16:55:26. 007100 10,48, 36,46 31576 10.48.36. 215 972 TLSWL2 (] 583 Client Hello
A7 I83-07-11 6:6:26.006050 10,58, 36. 235 17T 10,56, 36,56 3576 ThIVE.E [+1] 3534 Server Mells, Sertificate, Server key Exchinge
4735 1a23-8T-11 16:58:36.816381 10,48 36.48 31576 18.48.36.315 [T =0 66 31576 + €972 [ALK] Seqe5id Ackelidd Wine213E Lenwd TSval.STESTES3E Toecrs343633335
AT 3023-87-11 16r88:26.006468 10.48.36.218 €472 18.48.36.46 HIETE Tedwi.: cin 499 Certificate Aequest, Server Wello Dose

AT37 WET-07-11 1625526006428 1058 Mt 31576 10.48.36.21% 72 TP -1 66 31576 = $972 [ACK] SequSlE ACKe1SS2 MINe3T34 Lefwl TEvaledTESTOS3E THECra346313Z%
2033-07-11 16288:26.006703 31578 18.48.36.21% L Alert (Level: Fatal, Deseription: Uningen Ca}

2021-97-11 16:56:: 18,45, 3646 31578 18.48.36. 215

:W23-07-11 R 31578 z client welln

A48 2022-07-11 10.48.26.215 @2 ETE IV s 1814 server Melle, Certificate, Server Key Gxchange
A747 J21-07-11 16IEEI26.004265 e 1578 72 TP ] 6 11570 = §372 [ACK] SedeSLE ALkelid) WiReSS120 Lifed TSVALSTESTOOAN TEACFa341620007
4748 1921-07-11 16:55:26.9042%8 1048 26,215 T2 10.48.36.46 HSTE ML s 500 Certificate Request, server wello Dome

&

4743 21-07-11 16:55:26.03430% JLRE S 31576 10.48.36, 215 572 TP 38 31578 + 6971 [ACN] Seqe5IB ACke1853 WineG3T4S Lened TSval-STESTOSAE THECr-343633337
2021-97-11 16:56:26.024548 31578 18.48.36. 215 i Fatal, Description: Uninown CA}
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* Seune SOCets Liger
* TLEV1.Z Reesnd Lapers Mandghake Frotecel: seroer welle
“ TLSY1.2 Reterd Liyer: Handshake Protocol: Certificate

Costent Types Handshake (22)
version: TLS 1.2 (Swe3a3)
Lengih: 667
* wandshake Protocol: Certificate
wandshake Type: Certificate (11)
Lesgth: 663
CertAficates Lesgth: 640
~ certificates (660 bytes)
Certificate Lenpth: 657
~ gertificate:
~ sigredfertificate
version: vi (1)
Serialuamber: BXISTeCciIZTieIdlIsIRTIEFRAlEFId
sigrature (ecdsn.wlth-Snaids)
~ isguer: rasseueste (0)
rénsequence; & itens (380t + LAt shate lginm, id-at: Sueven, 1ag, §d - A2- Bt -organkInt Lotanes L ics, Id- 0T ountry sl
» waligdty
subject: rensequence (&)
subjestfublickeyinfe
~ extensions: § items
Extession (Ld-ce-keyisage)
Extension (Ld-ce-extiepusage)
Exteazisn (LA-ce-SubjeetieyTaenRLrier)
Extesfion (Ld-ce-BasicConstralnts)
~ Extergien (id-ce-subjectaltneme)
Extension Id: 2.5.20.17 (id.ce.subjectaltame)
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. Cisco Unified Operating System Administration
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Pre— i N L oy P [t Tatnsn ot By Mg Denrptaos.
st AUTHE cucm, steven ot Sefsgred  RGA ammessaln ALITHE cuom steven s TN Gt CeACINE GESERES by R
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Sefwgred  RSA CAPT -obetAcl CAPY-gtIot400 O/ 12/2000
Sefagred  RSA maADTh rAD2-CAL DI wmnch
Sefugred  RSA  CARRTR0OL CABETR0 AT The o Instated on Cncs wedgoint. vy whan
Sefugred  RSA WOMAT-CA-13 ROSAT-CA- 10 GILHIT  Sigred Certficate
Sefmgned  RSA  Cimo Aot CA I s, ok A 1D 1T T i 3 sy -
Chwgres  KBA  ACTR SURICA cinon,_ ko h._T04k VN The e 3 ol et
Sefmgred  RSA o GANAM  VNGTRCA
Sefagred  REA O Aagt CA 248 Eian. koo CA_1048 CATAIEED  Thes cortACIos i e 15 840 Tha HIE IEREbe) o0 E1G3 SRS, 5 wnan s
Chmgeed  KSA O Masfadung O on R CA_ivat oy e ¥
Chages  RGA O Maofumawg CLBMAY S0 ke O HANNR T e 3 & [
st KSA ONINE KAt
Sefsgeed  RLA CAMLAISAZIBE camgnan i1z
Sefegeed  KiA cummstevenin Ca-fabanie I Sefesgred cemoane peeed by system
Sefgred  RSA CARRTROG caraTronr IVINZOES  Thes corticits mic weed £ S The HIC atebed on C1ics etporst. v when
Sefacred  RSA CARetnosedn carr-taceian oayzzEm
Sefwgred  RSA CARRTP00L CARNTROG] OOT/ZOR)  Tha cortiicate min wwed %3 30 The HIC nataled on Chics endpoint. i when
Sefugred  RSA Discer Roct_CA_M2 Ciica. Rk CA,_HC 1IN Tha i
CA-ngned RSA ACTE SUDT CA Cnca_Raxt CAT0S0 EINII The ey
Sefuigred  RSA Cisco:_Roct_CA_2348 [ NI Tha i
CA-nigned RiA O Manufataring CA Cnoz_ koot TA_ 1040 EINII The ey
Chmgrad  REA Manctacnaning CA_BHAY  Emca bk €A AN The st & wnan
Sefmged  RSA CABF-GLA3IE A gapaste v
Sefugred  REA cammeesln b s INISIS  Semgned CHTACIGE GRS by YRt
scana e N Sefegrel  RIA cAmmeesun o gt 1 R L]
Mkouery: Sefagred  REA Cammessaln TURCOVERY coomateen s G0N SeF-sgned encane peerated By rsiem
e Camgred  KSA Dt S et ey ONINIGI  Cemiate Sigrd by Sees-OC-CA
s camoey B ot stroee. s - =
[ Sefagewd B2 [ e shwven lab I Beesged cemioane peeed by srstem
o Sefagred  NSA seeneDOaA ten 08 DUTL/ZEIS Tt Certticane
et Sefageed  RSA MOMATAD-CA AOMATAD-CA DUTNZII S Cantsieat
torat At Sefwgred B OEm Rreen Mb. Cutr B e ket OFAN20II Tt Centvicate
Somcat Rroat CA-aigred REA “osm stewen lab. by DC-CA OWINAETE  Trust Cerificate
tamcad-traat Sefwgred  BC s B0 e ab OTIWITY Trust Cartiicate
Somcat Rroat Sefugred  RSA WOMAT-CA-13 ROMAT-CA- 1D DILHIT  Sigred Certfcate
el M HCTRE-SACA Setged  RSA - WINEI Tt Cartiicase
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LET, LEXIE., CUCMTIPT RL A(10.48.36.215) % fH L TSystem > Server CUCM% 5% E
LTW3HE, Expressway-CTRREIDRSIZISATUNITRNZLAAL, 954F >N
( Expressway-CRHE T OF MLEnTVD ) A SOBRBENDERFCOT RLAZHRELET

o

TOREDCEGRT RLANY—/NAEHAEFLEENTVWEVIEE, TLSKRILE XKL, 5025 —4H
AO—2hFET, COIT—ORR, FEAEMRAOVT A U AKBLET,

<tfroot>

2022-07-11T19:49:01.472+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,472" Module="netw
HTTPMSG:
|GET http://vcs_control.steven.Tlab:8443/c3R1dmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw/cucm-uds/user/em

2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
HTTPMSG:

| GET /cucm-uds/user/emusk/devices?max=100 HTTP/1.1

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]
WARNI NG SNI (

10.48.36.215

) not in certificate

. Action=Terminate server=10.48.36.215(10.48.36.215)
2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

ERROR: SSL connection failed for
'10.48.36.215"': error:1416F086:

SSL routines:tls_process_server_certificate:certificate verify failed

c3RIdmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw & (base64) &
steven.lab/https/10.48.36.215/8443IC B L £F, Chid, BEFRLARELT
cucm.steven.labT 7% <10.48.36.215\C KT D MBENHBD CEZRLTVET, NTYRF Y
TFYICRENATVWSEKSIZ, CUCM tomcatiEBIEIZIESANDIPT RLANFEENTVWEVLES
 IZ—HFAO—&EhZFT,

EBHEICRIETSHE
CORENROFIETHEICEEECNDIAESIHNZRIITEET,

1. Expressway-E& K UFCH—/\ ( BAEKZETCPDumps A EXIAREE ) MO T %=
Maintenance > Diagnostics > Diagnostic Logging ( 7 ZAZ DB EETZA4X ) /—RH SEH
ThiE+2 ) PSHEBRLET,

Ty 7JL—RELCMRAOJT A2 ZHTTRL. PMichI-EZTANLET
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-/
5. BBANRELESER. HEEZ T —NICOVWT, COXEEICHETIRHFOEELSTE
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# Golsboraton Solions Aesbyrer & ure 4 @
< Log Anabyer | Biieeid] h
tema
- Diagnostic overview
"
Bsussfound  Moismus  Notappicebte  Missig icemation  Poteetisl probiem
a
Ciick e sy of B bikow 1 50 detads o eontinus b sy
Roust Category
| Call (534 = : i
< LA, (55 B
. i | I Dupkcsse poaech mi for saer prseocal hich may P
Datocts.oaly | P P — Comtguentan
Aran
| D Serven tadod 1o vority eortieatn eaecing TLS siuns Contguaton
| ) Cortitcates expred cousing TLS {skuwes and servce isses Contguraton
© B reame Server Entorees Cormtacans Vaiasen of UCMUTED Urity noies for MILA servces [CSCweg9661] (1Y
Arlated documantaton Aelated defec
b CSOweHES ]

Cescription

The fomeaii -ECDSA) certhcate of the Tolowing CLAM JIMER | Unity nodes is not tnusbed by e Expresseey-C: cuom steven kb, 10,4535 215 The leads fo MRA kegen issues
Candition

Exprerravay-C: X143 el higihanr varaicwns ronnineg MAA sanvices am affncted

Further information

g with veron X14. 2 and higher (ue to
cach o

SCWCHIEETL the Expressm: P sorvir will 00 3 TLS coniScate check on the CLICM | INBE J Unity tomet]-ECOSA) cerfcatns

pocctive of the conhgurson of TLS Verdy Mode net when decowing

s servers

Action

Unéty nodes.
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18 423820510, B0 W 1L dapts

cate chaln wervarscecasbre, L 18,4536
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https://cway.cisco.com/csa-new

BRRTFE

RENBHARE, TLSKRIAANERICHEL TVD ZE2BEITHETT, RTIHT7U>3
. RRENDEEX YV E—JICL2>TEBYET,

\

"WARNING: Core server certificate verification failed for (<server-FQDN-or-IP>); EWVS5 T 5 —
XY tE—IHFRRENEHEE. Action=Terminate Error=self signed certificate
server=cucm.steven.lab(10.48.36.215) depth=x1 XY £—IHFRTE LB G, THICDHLUT
Expressway-CH—/N\OEEARNTZEFHITILEN HVYVET, COLEHBICBRZLECAFI—
> (depth > 0)Z 9 % A, Maintenance > Security > Trusted CA Certificate® JEIZiZIRL, B2
EBLAAEdepth=0)2FEALET. COBRER. 77AZAOIXNTOH—NTHTRERITLT
<EEV, BlOoFA72 3> & LT, Expressway-CEEARNT EOBEAOCAIC K 2 TUE—RNEE
HECERBIDHEN BVET,

) 7 : ExpresswayCld, Cisco Bug ID CSCwal12905T&BAENTVD LSIC, HBER(CN)Y
BLUTH220NEAD (LEAFBEEEBRE N ) JIBAE ZExpresswayDEEARNTICT
Y7O—REIBDERFRTEERREA, CNZBIETDICE. CABRBRNEHHAEICRITITSD
. CUCMZN—23> 147 Y7 L—RLET, 2ON—232 TR, Tomecate
CallManagerTEU ( B2 &% ) ilAEZBANATEET,

TWARNING: SNI (<server-FQDN-or-IP>) not in certificate; £EWS XY E—I A RRENLEHS
&, BRENLAFAECZOY—/NOFADNFELEFIPFEENTVWEAEWVWCEEZRLTVET,
NDERZECLSICIIAEZEEEED N, REZZEL(CUCM System > Serverz AL TH
—NAABICEENDIRNBICEET DB LE), Expressway-CH—/NDRELZEFHL T, CORE
ZEERICAND CENTEERT,

BYIE 5 ¥

BHNGEHRAREGE., XEMETAhTVIEBEBRZBERAL T, X1420& ) OREOBEICT #—)L
NYDOFTBETT, MILKEAEThEOV RZFEAL T, Expressway-CH—/N/—R®D
CLIN5ETTEET,

xConfiguration EdgeConfigServer VerifyOriginServer: Off


https://tools.cisco.com/bugsearch/bug/CSCwa12905
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LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



