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« Cisco Nexus9000, NXOSA X—=7 7 A4 )L : bootflash:///nx0s.9.3.5.bin
« Identity Service Engine/N\—>32/3.2
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5 2B
SAEAEH

Cisco NX-OS:TACACS+HICEZ M B ARHEDH V) EE A,

Cisco Identity Service Engine(ISE) : FRISEA VA R—=I)LDOHFE., TIXTOISEMBEICT VAT
EZ0HBOMEHEZ A 2 ANFHYNET, FHMEZT A 2 AN B VIEE., ISE TACACSHEE &
FRITDICIE, REZERTIBDRI—H—N/—ROFNA RAEBESA AN VETT,

EEENNTTFAIOI—FH NexusT/NA ATRIEET D &, ISEFEHONexus> T)LO—)L
ZRLET,

COO-)zEWETshizd—HE. BEXNBERS TN 1—FT10T2RTL. BEDKR—
ReNTVATEERT,

NexusEI BB ITAHTACACSEY>a Vi, KOOI RETOVIIDOHEFEABLVTE
TTEBDRENHYET,

o 111218 K T1/25-1/308' 5, ¥ Y REIUH EPnoshut-onf VR —T I A ADH%ER
TIBDRSICHRERETDLEODT VA

+ SSH

* ssh6

+ telnet

* Telnet6

« RL—ARIL—F

s NL—ARI—NK6

* ping

* ping6

* [Enable]
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axX fE

XY RND—UFK

T] =
NEXUS 9000 ISE 3.2 PSN WITH DEVICE

HELP DESK ADMIN FEATURE ENABLED

70-3>R—%FV A



AT Y 7 1:Nexus 9000 &% E

1. AAARRE

EBE TACACSERAIZEMICT D E, NexusTNAATRKO—DIILFIAOFEAN FIEE
. AAAH—NR—AZAAOFERAFRBEENET,

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2. NABIARENO-N%Z, BEEENEERHRTRELE T,



Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule 7 permit command telnet *

Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

oo

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1l
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRRBHHRRREHH R HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.

AT Y 7 2 : Identity Service Engine 3.2MXE

1. Nexus TACACStE Y > 3> HIZHEAENBIDEREL T,



ISEO—NILFEEAERAE T T,

Administration > Identity Management > Groups X 7 ICBEIL, 1—YHNEIT2HEN DT I —
TEERLET, COTFEVANL—2a 2 BICERENEIDT IIL—T FiseUsers T,
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Mew User Identity Group
ldentity Groups

=0 Identity Group

* Name iseUsers|

Endpoint ldentity Groups

User Identity Groups Description

dA—%—- FI—T O
SubmitRRZ> %I UYILET,
JRIZ. Administration > Identity Management > Identity X 7 ([CBEL £9,

AddRZ>ZRL KT,

Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

P Network Access Users

0 Total O

Status Usernamea .~ Description First Name Last Name Emall Address User Ildentity Groups  Adr

No data available

dA—H0EK

MBTA—=I)LRO—FEL T, I—HBIPSHBRLET, COHITE., 11— RiseiscoolZ £
LTWET,



> New Network Access User

~ Network Access User

* Username iseiscool
Status # Enabled
Account Name Alias

Email

dA—HY0maEER
RXDFIETIE, ERLEI—HYRIC/NAT—RZENV)HTES, cOTFEANL—23 2 THE
B3 %/VAD— R(&VainillalSE97 T ¥,

~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
() MNever Expires

Password Re-Enter Password

* Login Password

Enable Password

NAD— K& 4T

REIC, RICERL T IL—T (S OBITRiseUsers)IC1—HZEIVHTET,

v~ User Groups

isellsers

TIL—70H)HT




2. XY ND—OFNAAEHKEL., BMLET,
ISEADNEXUS 90007 /N1 ADEM : BE>ZY NDJ—IUY—Z>FY NID—I9FNA4 A

AddRZ>Z DY OLTHBLET,

Network Devices

Selected O

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

Network Access Device’R—=

TA—LICEZANDL, EHTANADICERETZZV) ¥ T, NADHFTACACSH> NtE—>3> ol
HICISECLBEIT A TDIPZEV)HTET,

Work Centers - Device Administration A Evaluation Mode 27 D
Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements More

_ » Now Matwork Desice
Network Davices

Metwork Devices

Name MNEXUSIK

Mexus Devica For TACACS

i WP Address .

Devica Profile B ciaco

Model Name

Software Version

Metwark Device Group

Y NIDT=0FINAADRE

ROV TR IUATLIVREZEHADERICLTHBLKILEE, EBITBDEETEEXET, CchsoD
F7a>OBH. NADEFFF, TNAARZAT, N—23a2THEL, ChsD714I)LRIC
HOVTCRIE7O—%2ZEITDH_ETT,

Administration > Network Resources > Network Devices > Your NAD > TACACS Authentication
SettingsT.

COTEVARNL—>3 2 ONADRRETHEAL ERERZEEZEMLET, COTFEANL—
3> TlENexus3xampleZ R L £ 9,



TACACS Authentication Settings

Shared Secret Nexus3xample

(] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

TACACS Configurationtz 2> 3>
SubmitREZ>#2UYOLT, BEZRELET,
3. ISETCDOTACACSDERE

Nexus 9000 TERE L 7=PSNTH 7S 3 > Device AdminA"BRICHE>TWB & BHEIELET,



7£:Enable Device Admin ServiceZZ1TL TE., ISEFXBEEBLEEA.

Enable Device Admin Service

chlE, ISEXZ 1 —MAdministration > System > Deployment > Your PSN > Policy Server
section > Enable Device Admin Services TR TE X J,

« TACACS7'O7 7 A4 I &ERL ., RIAAKIIL EBEICNexusT/NA RICKREINILTFAY
ZRULET,

ISEXZ1—7#'5S., Workcenters > Device Administration > Policy Elements > Results > TACACS



ProfilesD EICEEL . AddREZ> %201 YOLET,

Work Centers - Device Administration A Evaluation Mo

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Maore

Conditions » TACACS Profiles

Network Conditions

Results
Allowed Protocols
TACACS Command Sats
Name Type Description

TACACS Profiles

Default Shell Profile Shell Default Shell Profile

Deny All Shell Prafile Shall Deny All Shell Profile

TACACS7’O7 74

BHIEBYETET, ATV THAZEIHTET,

Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Mare

Caonditions

TACACS Profile

Metwork Conditions

Mame
Results MNexus Helpdesk

Tacacs7 A7 7 A )LD H

TZAVBME1I—, 9232 ZEELT, "TRNIE1—) 9232 EFET—NLET

shell:roles="helpdesk"& A L E T,



Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements More

Name
Nexus Helpdesk
Conditions

Network Conditions:

profile will be sent if the
Rasults the helpdesk team

ymmand Sets

TACACS Profiles
Task Attribute View Raw View

Profile Attributes

shell:roles=" helpdesk®

JTO774)EMDEM
AR —ERARI—Z88RI—E2Y N ZERELET,

ISEXZ1—T, Work Centers > Device Administration > Device Admin Policy SetslCc 7 VAL
9,

FETWE., F7AIBIRIUS—Y NE2FRALET, EEL, BEOFUAIC—BITIEHE
B¥OBlOR)S—tY NEERTEET.

TORRIHADRNZVIVYILET,
Work Centers - Device Administration A Ev

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

FINAABEERI S —£ Y hR—
R —ty NRERT, AY0O—)LA > L TAuthentication Policytt 7> 3> ZRBBELET,
Add7A4 A& 0y OLET,



CDEREHFTIE, BEI(Name)DED R EZBEREE (Internal Authentication) T, BIR&E W i-REH Y
RD—0F N4 A(Nexus)DIPTYT(ABCDZEEMRAET). cOFREERVZ—TR, AZI1—
HOIDANT7ZFERALET,

Work Centers - Device Administration A Evaluation Mode 27Days Q, @ L@ &
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -

Status Rule Name Conditions Use Hits Actions

~ QOptions
If Auth fail
0 Internal Authentication = Network Access-Device |P Address

If User not found

If Process fail

Q Default
2 Options

AR —

FENEDRSICREETNIEAZRICALET,

Network Access > Device IP address Dictionary Attribute ® JEIZiZIRL £ 9,

Conditions Studio

Library

Metwork Access:-Device IP Address

EAP-MSCHAPvZ

EAP-TLS Dictionary Attribute

All Dictionaries ™ Anribute

DEVICE Device Type

DEVICE Maodel Name

DEVICE Network Device Profile
DEVICE Software Version
MNatwork Access Device IP Addross

Neatwork Access NatworkDevicaMNama




BARVS —ORMBARDF

<Nexus IP address> X R ZIELWIPICEZEHBA TSV,

Conditions Studio

Library
Network Access-Device IP Addrass
Equals <Mexus |P address>
= LTE] axu dre

EAP-MSCHAPv2

EAP-TLS

IP7 4 )L ZDIED
UselRZ &2 DY OLET,

CORER, REL IENexusT/NA ACDHZELRIH . REOT/NA AT OREZEMIC
THREMNHBEEEF, BOREZERIZDHLENHYET,

R\, Authorization Policytz 22 a > ICBEBL TEBBALE T,

+(ZTZRA)VFPAAVEIIYILET,



Work Centers - Device Administration A\ Evalustion Mode 27 Days

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence Hits

(-] Defoult Tacacs Dafault palicy set

» Authentication Policy (2)
> Authorization Policy - Local Exceptions
» Authorization Paolicy - Global Exceptions

o Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

] Default DenyAllCommands

Authorization Policytz 22 3~

COBITE. FARVZ—NOFEF & L TNEXUS HELP DESKA ERE &L 1=,

s Authorization Policy (1)

Results

Status Rule Name Conditions Command Sets Shell Profiles Actions

Metwork Access Devica IP
£ =} i
HEIUSHELRIDESE T Address AB.C.D Nexus Helpdesk

Datault DenyAllCommands

RARIS —OFRBRZDF

AR —TRELEDERUSKAD, BARVS—ICEEAETNET,

"Shell Profiless %] T, Nexus Helpdesk " BIRE NBBIICERECNL7O7 7/ ZHERELET

B#&IC, SavelRZZOUYILET,

REAERCHELTOBAES A ERBLET.




ISE®MGUIT, Operations > TACACS > Live LogsD JEICBE L, FAEhTWAI1—YBIC—&
IBHLO—REBAL T, RAAMRNOSA7OQ70OHMBEI VY ILET,

TACACSZ 4707

COLR—NIIEENDFHMO—EZBE L T, ISEN fEshell:roles="helpdesk" %R L 1= =% R T
D "ISEL U IUNBYIET,

{Author-Reply-Status=PassRepl;

Response
spans AVPair=shell:roles=" helpdesk" ; }

47 O7FHRBE

Nexus7*/N4 AT, XROFIEZRTLET,

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter



Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

NZ7)LZ1—hk

« NexusT/NA AN SISEICEIETED & ZfFEL £, Nexus9000# ping <Your ISE IP>
PING <Your ISE IP>(<Your ISE IP> 567 —X /X1 b~

<Your ISE IP>A'5 M64/N1 I
<Your ISE IP>A*5 M64/N1 b :
<Your ISE IP>A*'5 M64/N1 b :
<Your ISE IP>A*'5 M64/N1 b :
<Your ISE IP>HA5 M64/N1 |~ :

icmp_seq=0 ttI=59 time=1.22X ) #
icmp_seq=1 ttl=59 time=0.739X ) #&
icmp_seq=2 ttl=59 time=0.686=. 1) ¥
icmp_seq=3 ttI=59 time=0.71X U #
icmp_seq=4 ttI=59 time=0.72X ) #

« ISEENexusT /N1 ADBTR— NIV TVWDEERIELET,
Nexus9000# telnet <Your ISE IP> 49

<Your ISE IP>ZRTLTVWET ...
(CEHFELET,
Escape character is ']'.

« ROFNY T ZERALET,

debug tacacs+ all (A 7> 3> )
Nexus9000 M %

Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs: event_loop(): calling process_rd_fd_set

20244 H19H22:50:44.199355 tacacs:
20244 H19H22:50:44.199392 tacacs:
20244 H19H22:50:44.199406 tacacs:
20244 H19H22:50:44.199414 tacacs:
distribution disabled state

20244 H19H22:50:44.199424 tacacs:
202494 A19H22:50:44.199438 tacacs:
port with servergroup IsePsnServers
20244 H19H22:50:44.199451 tacacs:
20244 H19H22:50:44.199466 tacacs:
20244 H19H22:50:44.208027 tacacs:

process_rd_fd_set: calling callback for fd 6

fsrv didnt consume 8421 opcode
process_implicit_cfs_session_start: entering...
process_implicit_cfs_session_start: exiting; we are in

process_aaa_tplus_request: entering for aaa session id 0
process_aaa_tplus_request:Checking for state of mgmt0

tacacs_global_config(4220): entering ...
tacacs_global_config(4577): GET_REQ...
tacacs_global_config(4701): got back the return value of

global Protocol configuration operation:SUCCESS

20244 H19H22:50:44.208045 tacacs:
20244 H19H22:50:44.208054 tacacs:
202454 A19H22:50:44.208062 tacacs:
202454 A19H22:50:44.208070 tacacs:
202494 A19H22:50:44.208078 tacacs:
20244 A19H22:50:44.208086 tacacs:

202454 A19H22:50:44.208098 tacacs:

tacacs_global_config(4716): REQ:num server 0
tacacs_global_config: REQ:num group 1
tacacs_global_config: REQ:num timeout 5
tacacs_global_config: REQ:num deadtime 0
tacacs_global_config: REQ:num encryption_type 7
tacacs_global_config: retval 0189
process_aaa_tplus_request:group_infoldaaa_reqTi&E

ENTWB =8, servergroup IsePsnServersZf£H T %

202454 A19H22:50:44.208108 tacacs:

tacacs_servergroup_config: entering for server group,



index 0

202454 A19H22:50:44.208117 tacacs: tacacs_servergroup_config: GETNEXT_REQ for Protocol
server group index:0 name:

202494 B19H22:50:44.208148 tacacs: tacacs_pss2_move2key: rcode = 40480003 syserr2str =
no such pss key

20244 A19H22:50:44.208160 tacacs: tacacs_pss2_move2key: calling pss2_getkey

20244 A19H22:50:44.208171 tacacs: tacacs_servergroup_config: GETNEXT_REQ got Protocol
server group index:2 name:lsePsnServers

20244 A19H22:50:44.208184 tacacs: tacacs_servergroup_config: got back the return value of
Protocol group operation:SUCCESS

202494 A19H22:50:44.208194 tacacs: tacacs_servergroup_config : 7O NJJL- H—/\- J)L
—7" : IsePsnServersDretval 0% iR 9

202454 A19H22:50:44.208210 tacacs: process_aaa_tplus_request: Group IsePsnServers
found. XS F B vrfld 77 # )L N, source-intfld0

20244 B19H22:50:44.208224 tacacs: process_aaa_tplus_request: checking for mgmt0
vrf:management against vrf:default of requested group

20244 B19H22:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080
20244 A19H22:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : 0, local
src_intfl&0, vrif_nameld 77 #)LNTT

20244 A19H22:50:44.208286 tacacs: create_tplus_req_state_machine(902): entering for aaa
session id 0

20244 A19H22:50:44.208295 tacacs : AT— KX 2HTJ2 KO

20244 B19H22:50:44.208307 tacacs: init_tplus_req_state_machine: entering for aaa session id
0

202454 A19H22:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx is NULL it
should be if author and test

202454 B19H22:50:44.208327 tacacs: tacacs_servergroup_config: entering for server
grouplsePsnServers, index 0

202454 A19H22:50:44.208339 tacacs: tacacs_servergroup_config: GET_REQ for Protocolt—
NITIN—=T414>F Y PR :0name:lsePsnServers

202454 A19H22:50:44.208357 tacacs: find_tacacs_servergroup: entering for server group
IsePsnServers

202444 B19H22:50:44.208372 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str =
SUCCESS

202444 B19H22:50:44.208382 tacacs: find_tacacs_servergroup: exiting for server group
IsePsnServers index is 2

20244 A19H22:50:44.208401 tacacs: tacacs_servergroup_config: GET_REQ:
find_tacacs_servergroup error 0 for Protocoltf —/\%' )L — 7 IsePsnServers

20244 A19H22:50:44.208420 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str =
SUCCESS

202454 A19H22:50:44.208433 tacacs: tacacs_servergroup_config: GET_REQ got Protocol
server group index:2 name:lsePsnServers

2024 A2024 4 H19H22:52024 4 H19H22:52024 4H19H22:5

Nexus9000 M %X

s NWTYRFEYTFYORIT(NTY NOFEMZERTTSICIE, Wireshark TACACS+DERE



ZLZEL, NexusEISENERATAHEF—ZEFHIILEN HYET)

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757401 w = TACACS+ 107 R: Authorization

» Transmission Control Protocol, Src Port: 49, Dst Port: 58863, Seq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
» Flags: @x8@ (Encrypted payload, Multiple Connections])
Session ID: 1136115821
Packet length: 29
Encrypted Reply
+ Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl[e] length: 22
Argl[e] value:| shell:roles="helpdesk"

TACACSFFRINT ¥ b

s HEF—AISEfllENexusfll TRILTHD ZEEBELET, NiEWireshark TERERTE
x99,



54 22:25:88.701757 - - 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Reguest
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97
FRENT Y b
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