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i ping BB IEENET (ICMPAT Y N ROY7TENET ),

Transport Layer Security(TLS) E HTTPSO i 2 #EFR T B IZ &, bashZBRIZ L T, S EKVRF(ip netns exec <VRF>) Topensd 1Y >/
ReEaunOX Y RERITIDEAERENET,

! Enable bash
config termina ; feature bash ; end
! Verify TLS

run bash ip netns exec management openss s_client -connect svc.intersight.com:443



! Verify https

run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443 --proxy [protocol://Jhost[:port]
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Switch# run bash ip netns exec management openss] s_client -connect svc.intersight.com:443 CONNECTED(OO

HTTPSEIE AT 8E 14 O #R AL

HTTPSIE#RZ R T2 IC1E, curl X RE-vverboseflag ( Z7OFAERAENTVIAESHERR) ZFEALET,

E o 7OFDEZBENFLEENCLULERERR TS ICIE. --proxy [protocol://Thost[:port] & 7= k& --noproxy
[protocol:/Nhost[:portl DA 7S a2 ZEBMTEE T,



J2ABNZ Y Mipnetnsexec <VRF>ld, VRFEEBREDZHIZ, BMNOVRFTarlZ2ERT 92 -HICFERE NEFip netnsexec

management.

run bash ip netns exec management curl -v -I -L -k https.//svc.intersight.com:443

run bash ip netns exec management curl -v -I -L -k https.//svc.intersight.com:443 --proxy [protocol://]host[:port]

<#root>

run bash ip netns exec managenent curl -v -1 -L -X POST https://svc.intersight.com443 --proxy http://pr

Trying 10.201.255.40:80...

*

Connected to proxy.esl.cisco.com (10.201.255.40) port 80

* CONNECT tunnel: HTTP/1.1 negotiated

allocate connect buffer

Establish HTTP proxy tunnel to svc.intersight.com:443
CONNECT svc.intersight.com:443 HTTP/1.1

Host: svc.intersight.com:443

User-Agent: curl/8.4.0

Proxy-Connection: Keep-Alive

V V.V V YV

< HTTP/ 1.1 200 Connection established


https://svc.intersight.com:443
https://svc.intersight.com:443

HTTP/1.1 200 Connection established
< snip >
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# show system devi ce-connector claiminfo
Seri al Number: FDO23021ZUJ

SecurityToken: 9FFD4FA94DCD

Duration: 599

Message:

Claimstate: Not C ainmed
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2. ServiceSelector ROAY 7RIV ARNND S, SystemZBIRLE T,
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3. ADMIN > Targets > Claim aNew TargetiC BB L £,
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5. To reduce user management, configuration and security
ount Administrator.

« Targets

Claim a New Target

Select Target Type

Filters

B Available for Claiming RLRE

Categories

All
Cloud
Compute / Fabric

Cloud APIC Cisco DCNM )ashboard

Orchestrator
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The security token has expired. Please obtain a new

security token to claim the device
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o« anshled A AR NUETL AT Y Uk, https//github.com/datacenter/ansible-intersight-nxosA* S gitZ 1—> T&E £ 3,

+  Ansbleinventory.yaml Tl&, NexusAA Y FICIN > REZEFE TS LHIZ, ansible connection® 1 7°A
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EVATALRILOZOF N REES N TWT(HTTP(S)_PROXY), AnsibleA"'NexusNXAPIT RRA > NCEHT
PEHIC7OFDZ2FERAL TEVIHFEVIES, andble httpapi_use proxy: False ( 77 # )L N&True ) ZFRET D & A

# configure terminal # cfeature nxapi # nxapi port 80 # no nxapi https port 443 # end # show nxapi nxap

NXAPIT> RIRA > RAOHTTPER Z B TRE TSIk, showclockZXETEE T, AOPITIE. R4 Y FRRELZIA=ER
LTOZATNERFELET o XEOI—HHABCETVTIZA T NERAT DL CNXAPIY —NERET RS EET
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3 BEAEREL/\Y S 1k, usernamepasswordDbase64T > A—F 1 VD SHEBENET, ZOHITRE.
admin:cisco! 123 base64 LT > J—F 1 > 7' [& Y WRtaw46Y 21zY 28hMT1zT F

curl -v --noproxy '*' \ --location 'http://10.1.1.3:80/ins' \ --header 'Content-Type: application/json'



Curl J5%& -

* Trying 10.1.1.3... * TCP_NODELAY set * Connected to 10.1.1.3 (10.1.1.3) port 80 (#0) > POST /ins HTTP

Intersight APIF— @ 4 &%

Intersight System > Settings > APl keys > Generate APl Key ' SAPIF—&ZEBI55%ICOVWTIEE, "READMEmd) O3> %
SRBRLTEE,

‘tuen Intersight § system Q, search

A =) it 2 user management, configuration and securl

Settings

Single Sign-On API Keys
Domain Names
Al AP
Cisco ID 0 items found 16 « per page 0of 0

Description APl Key ID Purpose Cre.. Email Role Identity Provider

DofD

OAuth2 Tokens

Webhooks



https://github.com/datacenter/ansible-intersight-nxos/blob/main/README.md

Generate APl Key

Description

Mexus Intersight key

APl Key Purpose

APl key for OpenAPl schema version 2

AP| key for OpenAPl schema version 3 (This is a featur

in preview and for SDK developer use only)

5l : Ansibleinventory.yaml



i ROPITIEE, ansibleld. ansible httpapi_use proxy: Faselc KD AXRL —F 4 VAT AN TOFRELZERT S
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all:
hosts:
switchl:
ansible_host: "10.1.1.3"
intersight_src: "mgmt0"
intersight_vrf: "management"”



vars:
ansible_user: "admin"
ansible_password: "cisco!123"
ansible_connection: ansible.netcommon.network_c1i
ansible_network_os: cisco.nxos.nxos
ansible_httpapi_use_proxy: False
remote_tmp: "/bootflash"
proxy_env:

- no_proxy: "10.1.1.3/24"

intersight_proxy_host: 'proxy.cisco.com'
intersight_proxy_port: '80'

api_key_id: "5fcb99d97564612d33fdfcal/5fch99d97564612d33fdf1b2/65c6c09d756461330198ce7e"
api_private_key: "/home/admin/ansible-intersight-nxos/my_intersight_private_key.txt"

£ : playbook.yaml Execution

AnsibleZ AL 1= AR > RPOYNexusT/NA ADTOT X T OFMIC OV T, REDY U —AD TCisco Nexus 9000 Series
NX-OS Programmability Guides @ "Applications/Using Ansible with the Cisco NX-OSy DIEZZSBL TS EE L,

> ansible-playbook -i inventory.yaml playbook.yaml| PLAY [all]

w®

]

FLLOER—TYRNOERZBRITDICE., ROFIEZRTLET,
NexusA4{ ¥ F
10.34aM & W EFID ) J—A

# bash sudo cat /mnt/pss/connector.dbZ2 ETLE T

Nexus# run bash sudo cat /mnt/pss/connector.db { "AccountOwnershipState": "Claimed", "AccountOwnershipU

10.3(4aMEAEED ) 1) — A

# show system device-connector claim-info
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N9k-Leaf-2# show system device-connector claim-info SerialNumber: FD023021ZUJ SecurityToken: Duration:

# show system internal intersight info

# show system internal intersight info Intersight connector.db Info: ConnectionState :Connected Connect

ToH7L

ALY FDA 22— A NMEREMBTBHIZ, playbookyaml DFEICX AV ZBMTEET,

- name: Get intersight info nxos_command: commands: - show system internal intersight info register: i

HNIETDHDERICRLET,

TASK [Get -inters-ight -in-FOJ Yededehede eSS defe SN hde SN hdede N h S vk defhhdfhddfhddfhk

5N R0% 5 RO
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switch(config)# no feature intersight

Intersight 7O 2 A Z |IMICL. $NTONXDCREREEOY

ARTZHIBRLET,
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